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Anomayis: B po0oTi po3risiaTbCsl OCHOBHI NMUTAHHSA 0e3lleKM Ta HANPAMKH iX BHPIlIEHHSl Y CYy4YaHHX
KOMII’IOTePHUX cHucTeMax i Mepeskax. Hapeneni ¢akropu, mo 3arpoxyrorb 0Oe3meni Mepeski, mporpaMHuM
00’€KTaM Ta aBTOMATU30BAaHUM | iHpopmaniiiHuM cucreMaM 00po0KM JaHMX, IO (PYHKLIOHYIOTH Y Mepe:xi.
BusHauyeHi ocHOBHI 3arajbHOCHUCTeMHi 3aco0m Oe3meku Ta 3axucty iHdopmamii y JgesKHX cy4acHUX
PO3MOJiTeHNX CHCTeMAaX.

Summary: This paper represents the basic problems of safety and security, the ways of their decision in modern
computer systems and networks. The facts threated to safety, program objects and automatization and
information systems of data processing are discussed. The general system means of the information safety and
security in modern distributed systems are defined. The conclusions are given.
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mudpoBanHue.

B cBs3u ¢ MHTEHCHBHBIM HCHOJIL30BAHUEM PacnpeacjiICHHbIX CUCTEM, JIOKAJIbHBIX U FJ'IO68.J'II)HI)IX KOMIBIOTEPHBIX
cereii (KC) oqHMM M3 OCHOBHBIX BOINPOCOB CO3JaHUSI aBTOMAaTU3UPOBAHHBIX M MH(OPMAIIOHHBIX CUCTEM SIBJISIETCS
obecrieueHne UPKYIUPYIOIeH B HUX HMHGOPMAaMKM TEXHHYECKMMH M NPOrPaMMHBIMU CPEACTBAMHU 0E3011aCHOCTH U
3amuThl [1,2]. Haubonee oOummmMu depramu, XapakTepH3YIOIIUMU COCTOSIHHE OOECIIeYeHHOCTH OE30MacHOCTH CETH,
SIBIISIFOTCSI:

HaJIMYME CETEBBIX M OOIIECHCTEMHBIX CPEJCTB 0E30MacHOCTH;
CYIIECTBOBaHNE PEANbHBIX yIrpo3 Oe30macHoi paboThl ceTH;
HEJI0OCTaTOYHOE BHUMaHHE pa3padOTUMKOB MIPOrPaMM M MOJIB30BATENEi CeTH BONPOCAM 3aIIUTH HH(POPMAIHH.

PaccMoTpeHHIO 3THX OCOOEHHOCTEH M APYTMX BOIPOCOB OE30IAaCHOCTH, a TaKXKe IyTel HX peIleHHs pa3HbIMH
pa3paboTunKaMy OOIIECHCTEMHBIX U CETEBBIX YCIYT IMOCBSIIECHA TaHHAS padoTa.

I Onpeneﬂelme 00IIHX 337124 o0ecreueHusl 0€30MACHOCTH CeTH

ObecneyenreM 0e30MaCHOCTH HA3bIBACTCSl ACTIEKT YIPABJICHHS, CBS3aHHBIH C MPEJIOCTaBICHHEM aBTOPHU30BAHHOTO
(CaHKIMOHMPOBAHHOTO) JIOCTYNA K JaHHBIM, YCTPOWCTBaM, mporpaMmaM u apyruM KommoHeHTaMm KC. OCHOBHBIMH
rapaHTUsIMU OE30IIaCHOCTH CETH SIBIISIETCS:

JOCTYITHOCTh K CETeBBIM KOMIIOHEHTaM, HH(POPMALMH H CIy>KOaM TOJIBKO aBTOPU30BAHHBIX I10JIb30BaTEICH;

KOH(HICHINATBHOCTh OJHHX II0Jb30BaTeNeH pacrojaraTb COOTBETCTBYIOIIMMH ITOJHOMOYMSAMHM, KOTOPBIMH HE
pacronaraoT Ipyrue;

[IEJIOCTHOCTh M COXPAHHOCTh KOMIIOHEHTOB W HMH(GOpPMAalUM, MX 3alUTa OT IIOXMIIEHHMS, ITOBPENKICHUS WIN
YHUYTOXKCHUS TOCTOPOHHUMH BO3JICHCTBUAMH WM M3-32 HEKOMIIETEHTHOCTH 00CITY)KHBAIOIIETO IIepCoHalIa.
I'apanTust 0€30MaCHOCTH TOCTUTACTCS CETEBBIMU M CICIMATBHBIMA KOMIIOHEHTaMH mporpammuoro oodecneucHus (I10),
cpeacTBaMu 00pabOTKU MHGOPMAIMK M CHE000PY/I0BaHUEM CETH (HAIpUMeEp, CIIEIICPEACTBA 3alIUThl B KOMIIBIOTEPHO-
TeneoHHBIX ceTsax [3]).

OOBeKTaM CeTH U ee IMOJIb30BaTEsIM OOBIYHO YIpOXKAalOT HEKOTOPHIE (haKTOpPhl, BEPOSTHOCTH BO3HHUKHOBEHUS U
BO3MOXKHOCTh TIPEJOTBPAILCHNSI KOTOPBIX HOCHUT, KakK IIpaBHWJIO, HENPEABHICHHBIM Xxapakrtep. Hanpumep, ecim
HEaBTOPH30BAHHOE (HECAHKIIMOHUPOBAHHOE) JIMLO MOXHUTHT CETEBOE HMS OJHOTO M3 OOBEKTOB M COOTBETCTBYIOIIMH
€My 1apoJib, TO BBI3BAHHAS STUM yIp0o3a CBUIICTEIILCTBYET HE TOJBKO O HAPYLICHHH 3alIUThI CETH, HO U TOM, 4TO JIaHHAs
KC cranoBurcst neGeszomacHOil. Hwke paccMOTpHUM TpH OCHOBHBIX BHIAa YIpo3, KOTOPBIC HAapyLIAlOT CETEBYIO,
NPOrPaMMHYI0 U HH(OPMAIMOHHYO 0€3011aCHOCTb.

1.1 Yrpo3a ceteBoii cpene. Kiiaccuduuumpyercs mo semMeHTaM ceTr, KOTOPBIM YIpOKaeT HapyIIeHHe 6e301MacHOCTH
U BKJIFOYACT P (aKTOPOB.
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Brympennuii paxmop. CBsi3aH ¢ 5I€MEHTaMH CETH, UX HETIPABWIBHBIM (DYHKIIMOHHUPOBAHHEM WM BBIXOJIOM M3 CTPOS
(HanpuMep, MOJOMKAa BEHTWIATOPA MOXKET IMPHUBECTH K IIEPErpeBy KOMIIbIOTEpAa M K BO3MOXKHOI IOTEpe 4acTu
uHpopmanum).

Buewnuii paxmop. Bozneiicteue Ha KC 00beKTa, HAXOJAIIErocs BHE ee (HanmpuMep, YeJI0BEK ¢ MarHUTOM).

Ipeonamepennwiii (axmusnwiii) gpaxmop. CrenuanbHOE W ICJICHANPABICHHOE NCHCTBUE, MPHUBOISIIIEE K MOTEPE,
MCKaXCHUIO, MOXUILEHUIO NHHOPMALIMH WM YaCTUYHOMY noBpexaeHio oobekroB KC. K takum dakropam oTHOcsTCS:
MMMAOHAXK, NJUBEPCHA, KOMIBIOTCPHBIC BHUPYChI, B3JIAMbIBAHUE XaKCpaMHu 3alIUIICHHBIX (l)aﬁHOB I [Oporpamm, a
TaKke HECAHKIMOHUPOBAHHOE M3BJICUEeHHE HH()OPMALIMK U3 aBTOPH30BAHHBIX JAHHBIX MM COOOIICHHH.

Henpeonamepennvtii ¢paxmop.  JIeWcTBus, KOTOpHIE CBA3aHBl C DPAa3IUYHBIMH TPUPOJHBIMH  SIBICHUSMH,
yrpoxatomumu KC (aBapwust, 3emiieTpsiceHre, HaBOJHEHHE U T.I1.).

1.2 Yrpo3a mporpaMMHbIM obbexTam. K (akrtopaM, yrpoXaiOmEM — NPOIPAMMHEIM  OOBEKTaM 1l
(mpunoxenusam, OC, cepBucHBIM mporienypam u T.11.) KC oTHOCATCS:

CITyyallHOE€ WM TIPEJHAMEPEHHOE YHHYTOXEHHUE MPOTPaMMBbI;

MOXMIIEHHE MPOTrPAMMBI IIyTEM KOIMMPOBAHUS HEABTOPHU30BAHHBIM I0JIb30BATEIIEM;

HCKa)XCHUE MPOTpaMM BHUPYCAMH TN HETPABIIBHONH BXOMHOW HH(pOpMAaImei;

BO3HUKHOBCHHE TIIPOrpaMMHBIX OI_HI/I6OK, MNPpUBOAAININX K MCKAXCHUIO IIPOrpaMM WJIN JaHHBIX.

OpHUM U3 cHOCO0OOB OOPBOBI C TAKMMH  YIPO3aMH SIBJISIETCS| MCIIOJIb30BAHUE CIICLHAIBHBIX CETEBBIX MPOLIEAYP,
KOTOpBIE 00ECIeurBalOT OE30IIaCHOCTh U 3aIUTY, a TaKXkKe 00HApYKEHHE YrPOXKAIOIIUX (PAKTOPOB M CBS3aHHBIX C HUMHU
ommbok. Tak kak paboTa MPOrpaMMHBIX OOBEKTOB B CETH, KaK MPaBHJIO, 3aKJII0YacTCsl B 00padoTKe WH(OpManuy, B
TOM YHCJIE  TapaMeTpoB KOHQWIYpalMu CUCTEMBI, (ailJIoOB JaHHBIX, NapaMeTPOB B3aHUMOJICHCTBHS OOBEKTOB
(mponeyp), TO AJIsl HEKOTOPBIX M3 HUX HEOOXOAMMO 00ECHEUYHTH 3allHTy.

1.3 Yrpo3a undgopmannoHHbIM 00beKTaM. be3omacHocTn MHQOpMAIH YyTPOXKAIOT CIECAYIONHE (HaKTOPHI:

CllyyailHO€ WM TIpeJHAMEPEHHOE YHHUYTOXEHHE (aiinoB 6a3 TaHHBIX;

3aMeHa ITapaMeTpoB 3alpOCOB ITyTEM MIEPeXBaTa, IOCIEACTBUS OT KOTOPOTO MOTYT OBITh OOHAPY>KEHBI HE Cpa3y;
MIOXHIIEHHE NH(OOPMALIH C MECT €€ XPaHEHUs! CIELHUAIBHON aImaparypoil U IpyTUMH YCTPONHCTBAMU;

MOTepsl AAHHBIX NPHU cOOSIX B CETH WM OIIMOKaX B CAMHUX MPOrPAMMHBIX OOBEKTAX;

UCKaKCHUE MEPEaBaEMbIX 10 CETH JAHHBIX ITyTEM MOJMEHBI JIpyroi HH(pOpMaIei.

Hekortopble u3 mnpuBeICHHBIX (DAaKTOPOB OOHAPYKUBAIOTCS C IIOMOIIBIO CETEBBIX HPOLEAYpP KOHTPOJS WU
JIpYTHX CpeAcTB OOHapyxeHHs OmHMOOK. B HacTosiiiee BpeMsi B COCTaB CETEBBIX MPOLEAYP BXOIST IPOrpaMMBI
3alUTBI OT BUPYCOB U OT HCCAHKIITMOHUPOBAHHOTO A0CTYIIA. KpOMe TOTO, pa3pa6aTaTblBa}0Tc;1 JONOJIHUTEIbHBIE MCPbI
o obecneueHHIo Oe30macHOCTH coBpeMeHHBIX KC:

¢usnueckas 3ammra 000pyIOBaHMS OT YIPOXKaOMNX (HakTopoB (HABOJHEHHH, IT0KapoOB U Jp.);
JIOTHYECKasi 3aluTa WHGOPMAIMM C IIOMOIIBIO CHEHHAIbHBIX MHUKPOCXEM, YCTaHABIMBAEMBIX HA CETEBBIC
nuHTep(eCHBIC TITATH;

XpaHeHHe KIo4el IMUQpOBaHUS B MeCTax, HEJOCTYIHBIX M3 CETH;

UCTIONIB30BAaHUE PE3EPBHOIO  CEpBEpa, KOTOPBIH MOXKET B3ATh Ha ce0s (YHKUUM YIPABIEHUS CETHIO NPH
BBIXOZI€ M3 CTPOS OCHOBHOT'O CEPBEPa;

KOIUPOBaHUE [IEHHOW MHGOpPMAalMH C IPUMEHEHHEM B Y3JaX CETH CHELHAaNbHBIX CeTEeBBIX  MHTEp(eHCHBIX
miar u COXpaHCHHUE KOIMI U Haponeﬁ OTACIBHO OT OCHOBHBIX JAHHBIX;

KOHTpPOJIb TEp€aAaBacMbIX 3allpOCOB U HUX XpaHCHUE B CIICHUATIBHBIX o6nacmx;

TIOJTHOC IMPOTOKOJIMPOBAHUE BCEX CCTEBBLIX HeﬁCTBHﬁ, BBITIOJTHACMBIX NPOLECCaAMU UJIW T10JIb30BATCIAMU, a
TaKKe MPEAYNPEKACHUE IOIBITOK HECAHKIIMOHUPOBAHHOTO MOKIIIOYEHHS K CETH;

OTpaHHYEHHE JOCTYTIA K ONpe/IesICHHBIM (aiilaM U KaTajloraM CETH, a TaKkKe K IapoisiM U HICHTUPHUKATOPaM;
NPUMEHEHNE HOBBIX KOHTPOJHPYIOIMIMX TEXHOJIOTHH,  KOJOB ayTEHTH(HUKAIWN COOOIICHUH, TapaHTHPYIOLIIHX
OTIPaBKy COOOIICHHMS M HaJSKHYIO €€ 3alUTy OT IIEPEXBATOB M NCKAKEHUI.

B KOMITBIOTEPHBIX CHCTEMAxX M CETIX B OCHOBHOM  CYIIECTBYeT TMATh IIyTeH, JOMYCKAIOIINX BO3MOXXHOCTh
MIPUMEHEHHS HEJIETalbHBIX ACHCTBUII ¢ yrpo3aMu Ui ee 0€3011acCHOCTH:

JOCTYTI K IaHHBIM U [IPOTrpaMMam;

U3MEHEHHE JIaHHBIX;

MOJIb30BaHUE YCIyraMH W IPOrpaMMaMH;

OJIOKMpPOBAHUE YCIIYT;

HEJIONYCTHUMOCTh BXOJIa B CETh (impersonation)

OT mepBBIX TpeX BHUJIOB HENETAIBHBIX JEWCTBHH CpeNCTBa 3alUThl HPETyCMOTPEHBI NMPAKTUYECKH BO BCEX
COBpEMEHHBIX ceTax. OXapakTepu3yeM OCTalbHBIE.

Bnokuposanue - 310 neficTBUe, 3aTpyIHSIONIEEe aBTOPU30BaHHBIM JIMIIAM MOJIB30BAThCS yciiyraMmu cetu. Hampumep,
OJTHOBPEMEHHasl OTIIPAaBKa C OJHOTO y3Jla MHOXKECTBA 3ampocoB Ko BceM mpuHTepaMm KC IMpHBOOUT K TYNHKOBBIM
cUTyarsiM (timeout) W, ciemoBaTesbHO, K HeOe3omacHOW pabore cetn. K 3ToMy MOHSATHIO  NPUMBIKAET — TaKkKe
TeHepalys  JIOKHBIX (Spoofing) cooOmeHnit ¢ OHOTO y3ia JPYyTHUM Y3J1aM CeTH, 4YTOOBI 3aBECTH 3TH Y3JbI B
3a0Iy’XJIeHHe, B PE3yIbTATe Yero CeTh CTAaHOBUTCS HEPAOOTOCIIOCOOHOW M HeOe30macHOM.
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Heoonycmumpiii 6x00 B ceTh - 3TO JIOKHOE 3allaHUE NOIMHHOCTH aBTOpPa, MOChUIAromiero 3anpoc. OnHUM U3
crioco0oB OOpBEOBI ¢ MOJOOHBIMU ACUCTBUSIMH  SIBISIETCS MCIIONB30BAaHUE CEPBEPOB C KOHTPOJIBHBIMH (DYHKIMSIMH U
IpoLeypaMH, HpeIyIpesKIaI0NIMMHI BOSHUKHOBEHHE TAKOI'O POJA YTPO3BL.

II IToaxoapl Kk oOecrnedeHHI0 0€30MACHOCTH B COBPEMEHHBIX pacnpeaeeHHbIX
CHCTEMAaX 001Iero Ha3HAYCeHUS

K HacrosmeMmMy BpeMEHHM TMOMYYMIM INIHPOKOE  PacHpOCTPAHEHHE KIIMEHT-CEPBEPHBIE CHUCTEMBI  OOIIEro
Ha3HAYCHUsI, IPEJOCTABISAIONINE MOJIb30BaTEIAM OoraTelii HaOOp CEpBHCOB OOCIYKMBAaHHMS 3alpOCOB, XpaHEHHUS U
BEZCHUSI OOBEKTOB B OOMMX  XPaHWIMIIAX-PEINO3UTOPHAX, B3AHUMOJCHCTBHSA YIAJICHHO PacIIoI0KEHHbIX
MPOTPAaMMHBIX KOMITOHEHTOB, OOMEHa MaHHBIMH W T.I. OTH CPEICTBAa SBISAIOTCS 0a3mcoM Uil pa3pabOTUMKOB
KOMITOHEHTHBIX U O0BEKTHO-OPHEHTHPOBAHHBIX NPHUII0KEHNIH, OCBOOOKAAst MX OT CO3IaHHUsI COOCTBEHHBIX CEPBHUCHBIX U
CHUCTEMHBIX CPEIICTB 0OCTYKHBAHUS PACIPEACICHHBIX PUIIOKEHH [4].

K npoecpammmnviv  cpedcmeam OTHOCATCA CIELUAJbHBbIE CETEBble HpOLEAyphl M (YHKIMH  0e30MacHOCTH,
BBINIOJIHAIONINE: TPOBEPKY MapaMeTpoB ayTeHTU(GUKAMM B 3arpocax, WX MPHHAIEKHOCTh 3aPeruCTPUPOBAHHBIM
TIOJTb30BATEIISIM; KOHTPOJIb rapoJjield, aCCOIMMUPOBAHHBIX C IO/UIMHHBIMH HMMEHAMH II0JIb30BaTeNIe CHCTEMBI;
aHaJ M3 JIOCTyNa K TMporpaMmMaM ¥ JIaHHBIM AaBTOPU30BAaHHBIMH M  HEAaBTOPHU30BAHHBIMHU ITOJIH30BATEISIMHU;
NpOBEpKa IapoJiell M YacTOTHI UX HCIIONB30BAHHUS M HM3MEHEHUS.

Pa3Hble KaTeropuu Mojab30BaTeNeii C MOMOIIBI0 3TUX CPEACTB MOTYT TPOBECTH aHAIN3 WX BXOXKICHUI B CETh U
cOpMHUPOBATH OTPAHWYEHHS, KOTOPBIX HEOOXOAMMO TPHICP)KUBATHCS MPU paboTe B CETH.

K opeanuzayuonnvim  cpedcmeam  OTHOCSTCS — CIY’>KOBI, 3aHUMAIOIINECS] BHEAPSCHUEM TEXHHUYECKHX CPEICTB
3aIIUTHl B CETEBBbIE HMH(PACTPYKTYpHI, ONpENeTIeHHEM HOBBIX CIOCO0OB  mmdpoBaHus U (OPMHPOBAHHEM
PasrOBOPHBIX  KIIOYed, HaONIOAeHHeM 32 CHCTEMHBIMH TaOnumamu, (UKCHUPYIOIIMMH BCE LHUPKYIHMPYIOIUE
COOOIIeHNs C IIeNbI0 OOHAPYKEHUS Pa3HOTO POfa HapyIIeHHH, yrpokatomux 6e3omacHocTa KC.

Iox aomunucmpamusnvimu cpedcmeamy TOHUMAIOTCS MEPOIPUATHUS CIELMATHCTOB (aJMUHUCTPATOPOB)  Chephl
obcnyxuBanuss KC 1o npoBeAeHHIO MOJUTUKU U Mep Oe3omacHOocTH. MM IpeaocTaBIisitoTCs CrelUaibHbIe CEpBEPHI,
C TMOMOII[BIO KOTOPBIX MPOBEPSIFOTCS:

MIapOJIH MOJIB30BATEIICH, NX MUHUMAJIbHAs M MaKCUMaJIbHasl JJIMHA;

4acToTa U3MECHEHHMS Tapoieii;

CIIMCKH HCIIOJIb30BAHHBIX I1apoJIeii;

THIIBI IOCTYNIOB (B TOM YHCJIE YJAJICHHBIX M TOCTEBBIX) M IPEIOCTABISEMBIX MTOJIH30BATEISAM ITapOJICH.

K kmaccy cucteM ¢ TPHUBEACHHBIMH CPEACTBAMH M MEPONPHATHIMHU 10 OpTraHW3alK 0e30MacHOCTH
otHocarcs: OSF DCE [ 5], Sun RPC [ 6], CORBA [ 7], COM [ 8] u np.

JlamuM KpaTKyl0 XapaKTEepUCTHKY OCOOEHHOCTEH OpraHm3alyy cioyk0 0€30IacHOCTH M 3aIlUTHI B 3TUX CHCTEMAX.

2.1 Pacnpenenennas cuctreMa OSF DCE (Open Software Foundation  Distributed Computing Environment). B
3TOH CHCTeMe HUMeeTcsl cilyk0a Oe30IacHOCTH, KOTOpas paclioNaraeTcs Ha OJHOM M3 CEpPBEpOB, 3aIlUIICHHOM
(1)H3Pl‘leCKl/I U [OporpaMMHO OT MHNOAKIOYCHUS K HEMY IIPOU3BOJIbHBIX nojbs3oBareiiei. OCHOBHBIC Tpe6OBaHl/IH B
JAHHOW Ciryk0e K oOecriedeHHo 6e30acHOCTH CIIeYIOIINE:

1apojb  SBJIAETCS  €AWHCTBEHHBIM  CPEICTBOM  IPOBEPKH MOJUTMHHOCTH MOJIB30BaTels, KOTOPBIH
ACCOLIMUPYETCS € PETUCTPALMOHHBIM NMEHEM;

TIOJIb30BATENb PETUCTPUPYETCS TOJIBKO OJIMH pa3, IOCIe YEr0 HMMEET JIOCTYII K CITy>K0aM CeTH;

JIOCTYI K CETEBOMY CEpBHCY OCHOBBIBACTCS Ha THOKOH CHCTEME MPOBEPKH JIMYHOCTH MOJIB30BATENSI C IPAaBOM
Ha 3aIIUTY WH(GOPMAIHH;

KITFOY JUTA IU(POBAHKS ¥ pacin(ppOBKH €ANHCTBEHEH VISl KaXKAOTO TOIb30BATEs.

Cnyxba 6ezomacHoctd DCE coctout m3  Tpex moxacucteM (mOACTyk0):  ayTeHTH(HKANWH, aBTOPH3ALUU U
KOHTPOJIS TOCTYTIA.

Cnyocoa  aymenmugurayuu o0ecrieynBaeT YCTaHOBKY NOUIMHHOCTH JIMYHOCTH Tonb30BaTensi. (OCHOBY
ayTeHTU(QUKAMK  COCTaBIseT  Meroj  IundpoBaHus MHGOPMAMU C CEKPEeTHbIM KirouoM. Ilpu perucrpaumu
MOJIb30BATElNsl OJTHOBPEMEHHO I'€HEPUPYETCsl COOTBETCTBYIOIIMA  eMy  pasroBopHblii kmod (Conversation key).

CrnennanbsHas cucrema (Private Attribute Certificate)  Bblmaer ceprudukar, B  KOTOPOM YKa3bIBaeTCs
aBTOpH30BaHHAs WH(MOpPMALUs, KaTeropus moyp3oBatens u Owmiet (ticket), MO3BONIONMI 3ampaniuBaTh YCIyry y
cepaepa.

BakxHoe MeCTO 3aHMMAFOT CPEACTBa IIepefady MPOTOKOJIOB IMMyTEM COBEPILCHCTBOBAHUS CPEICTB BEICHHUS CITUCKOB
KOHTPOJIA JOCTYIA, a TaKKe Mepeadl MopyYeHui npyrum cepepam. [IpeprHHIMArOTCS TakKe IIark 10 pealn3auun
3a71a4 IU(POBAHUS C NMPHUMEHEHUEM IIyOIMYHOTO KJIHOYa C IOMOIIBIO NPOTPAMMHBIX M TEXHHYECKUX CPEACTB
(nanpumep, ycrpoiictBo Clipper Chip s annapaTHOro muQpoBaHus).

Cnyorcoa aemopuzayuu 0Oa3upyercss Ha WHPOPMALNK, COAep)Kalieiics B cepTuukaTe aTpuOyTOB MPHUBHIICTHH,
KOTOpasi BKJIIOYaeT cooOIlIeHHe a1 oOpalieHHs K HEKOTOpOMY pecypcy CeTH, Hanpumep K pacrpeneneHHod BJI.
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IlocnenHsass COAEPKUT ONUCAHUE BXOAOB JJsI 3apETHCTPUPOBAHHBIX KAaTETOPHUH II0JIb30BATENed, HMEH TPyl
(coBOKymHOCTH TOJB30BaTeNeil) n opraHusanuid. Kakmoe 3aperucTpupoBaHHOE HMS U IIOJIb30BATENb MPHHAMIEKAT
HEKOTOPOH opraHm3anmu, rjae oHu padbotaroT. CyIIecTByIOT CHCTEMbI IPOTOKOIMPOBAHHS U3MEHEHUH aBTOPH30BaHHON
HH(OPMAINY € LEeNIbI0 OTCIKUBAHUS IPUUYMH PA3HBIX HHIIMACHTOB B CETH.

Cnyacba xonmponsi docmyna — pealn3oBaHa C MOMOUIIBIO CHUCTEMHOTO CIHMCKa KOHTPOJIS JOCTYMa, KOTOPBIH
oTpeiessieTCsl AJsl KKIO0ro y3Jia CeTH U Ul CUCTEMBI B 1IeJIOM. B HEM yKa3bIBalOTCsl KaTErOpUHU 3aperHCTPHUPOBAHHBIX
MOJIb30BaTee U JOMYCTUMBIC JIJId HUX OII€palnu. Kak IMpaBUJIO, 3TU CIIMCKH NMEPBOHAYAIIBLHO CO3J1at0T pa3pa60T‘-II/IKI/I
TIPUIIOKEHNH, OTPYXKAaEMBIX B CpPelly PaclpeJiefieHHOW CHCTEMBI, II0CJIE Yero MX CIHMCOK IepelaeTcsi MEHEIKepy B
CUCTEMHBIH CITMCOK KOHTPOJISI AOCTYTIA.

B nenom cuctema 6e3omacHoct OSF DCE  mpenocTaBiisieT Halle)KHbIC MEXaHU3MBI 3aIUTHI U 001a1aeT OobIiei
CTEICHBIO 0€30MaCHOCTH, YeM JIPyTHE PaclpeelIeHHbIE CHCTEMBbI 00Pa0OTKH JaHHBIX.

2.2 Pacnpenenennass cucrema RPC (Remote Procedure Call) Sun Microsystems. B cucreme peannzoBaHbI
MEXaHM3MBI ayTeHTH(UKAIMK (YCTaHOBKA IIOJUIMHHOCTH JIMYHOCTH), KOTOpBIE 0A3UPYIOTCS Ha CTAHAAPTe KOAUPOBAHHS
naunbix DES (Data Encryption Standard). OTi MexaHM3Mbl MOJIEPKHUBAIOTCS CIEHATIBHOW CHCTEMHOW CITyx)O0i
6e3omacHoOCTH.

Tun ayreHTH(UKANIMN WACHTUGHULIUPYETCS YHUKAIBHBIM HMEHeM (HOMEpOM), NMPUCBaWBacMbIM MpU BXOZAE B
CUCTEMY UIA PEruUCTpalnuu. C KaXXIbIM TUIIOM CBA3BIBAIOTCA BEPUTCIIBHBLIC JaHHBIC, KOTOPLIC l/IZleHTI/l(l)l/ILII/IpyIOT
JIMYHOCTH TMOJIb30BaTeNs ((haMIIus, aapec, MECTO MPOXKUBAHKS U JIp.) U BepUGUKATOP ITHX JAHHBIX (Hampumep, ¢GoTo
JIMYHOCTH, 33J1aBIIEeH BEPUTEIbHbIC JaHHbIC).

B kadecTBe BepHUTENBHBIX JAHHBIX MCIIOJIB3YIOTCS TAKXKe: WMsI MallMHBI, HICHTH(UKATOp MOJIb30BaTeNns (IPyNIbl),
cnucok rpymm. Ilpu 3arpy3ke cHCTeMbI ¢ yKa3aHHEM HWMEHH MAalllMHbI [T0JIb30BaTeb CTAHOBUTCS MPUBHIICTHPOBAHHBIM,
a M - YHUKaJIbHBIM CETEBBIM UMEHEM JIsl BCEX MAIIMH ceTH. HUKTO Ipyroii He MOXKET BOCIIONb30BAThCS 3TUM NMEHEM.

B xauecTBe Bepu(mKaTOpa MCHONB3YETCS W INTaMI BPEMEHH (BpeMs TaiiMepa IIpW OTIPaBKE KIMEHTOM 3aIpoca
cepsepy). CepBep packoIUpyeT 3TOT LITAMII, CPABHUBAET €TO C KIFOYOM HEPETOBOPOB M MPOBEPSIET, YTOObI 3HAUCHHE
IITaMma BpeMeHH OBLIO OOJbIIe, YeM B MPeNbIIyIeM 3aIpoce, B 9TOOBI ATO BpeMs HEe HCTEKIIO (HE BBIILIO 32 HHTEPBAI
JEWCTBHS BEPUTEIBHBIX JAHHBIX KJINCHTA). BepuTenpHble TaHHBIE HE MPU3HAIOTCS CHCTEMOMW, €CIIN yKa3aHHbIE YCIOBHS
HE BBINIOJTHEHBI.

Jnst obecrieuenus Oonbllieil 0e30mMacHOCTH (CEKPETHOCTH) B cucTeMe mojaepxkuBaetcs DES-ayrentndukanums c
MyOJMYHBIMH KJIIOYaMH, KOTOpPbIE TPUCBAUBAIOTCS aJMHUHHCTPATOpoM ceTh. CeKpeTHbIe KII0YM JeIU(PYIOTCS NpU
peructpanyu 1mapojidi aBTOMATHYCCKU. C LCJIbIO TapaHTUU MCHOJIB30BAHUA OTHUX KJII04Yen K CCTEBOMY HUMCHU
nobasisiercs eme umst OC, B KOTOPOH 1MOJIb30BaTEb PA00TAET U IIOCHUIAET 3aIpPOCHI B CETh.

Bce ocHOBHBIE (QyHKIMH MO OOecIieueHHI0 OE30MacHOCTH IPUIIOKEHUS  BBIMOJHSET CHENUAIbHO CO3/1aBaeMBbIi
MOHHUTOp O€30IacHOCTH, pa3MemaeMblii Ha cepBepe cHcTeMbl. llocnemHuii B3aMMOJEHCTBYeT ¢ oOmiel ciyx00i
6€3011acCHOCTH CHCTEMBI.

2.3 Cuctrema Opokepa 00beKkTHBIX 3anpocoB - CORBA (Common Object Request Broker Architecture). Cucrema
MOJJIEPKUBAET OOBEKTHBINH MOAXOJ K IPOEKTHPOBAHMIO NMPHUIOKEHUH M NPEJOCTABISIET MOIIHBIM HaOOp CPENCTB IO
3amMTe 0OBEKTOB M 3aIPOCOB, MOCHIIAEMBIX TI0 CETH JPYr APYry. B OCHOBY 3THX CpPEACTB IMOJOXKEHAa CTaHIapTHas
MOJIENb 3AIIUTHI, ONPEAEIIAOIas 0a30BYI0 MOIUTHKY O€30MaCHOCTH U KOTOPask BKJIFOYAET:

YycCioBuA, IpHU KOTOPBIX o0beKTaM paspemacTcs BSaHMOHeﬁCTBOBaTI: NI UMCTh JOCTYII K peCypcaM;

WICHTU(HKALIUIO TTOJIb30BaTENeH, TOTBEPIKAAIONIYI0 JIMYHOCTD TOJIb30BATENS M €ro NPaBa;

0e301acHOCTh B3aMMOCBSI3EHl MEXIy OOBEKTaMH, BKIIIOYAs JOBEpUE MEXIy HHUMH M KaueCTBO 3alllUTHI
Tepe/iaBacMbIX JaHHBIX 00BEKTaM, paclipeie]IEHHBIM MO CETEBBIM y3JIaM;

BUJIBI JIEATEILHOCTH, CIIOCOOCTBYIOIINE 00ecTIeueHHI0 O€3011acHOCTH.

CoracHO 3TOH Mozesii  Opokep 00BEKTHBIX 3aIPOCOB AHATM3HUPYET IapaMeTphl ayTeHTU(HKALMK B 3ampocax K
o0bekTaM M oOpamaercss K COOTBETCTBYIONIMM (DYHKIHMSIM CHCTEMBI 3alUTHl ISl KOHTPOJS JOCTYNA M TPOBEPKU
YCIIOBHII 0€30MacHOCTH IapaMeTpoB B3auMoaeicTBus. Eciu 3anmpoc npaBWIIbHBIN, TO BBI3BIBAETCS COOTBETCTBYIOMIAS
nocyxk0a 6e30IacHOCTH, KOTOpasi 00ecIeunBacT 3aIUICHHYIO IIepeiady 3ampoca cepBepy.

Cmpamezua 3awumol. BKitodaeT aBTOPH30BAaHHYIO MOJIENb M MOJIENb KOHTPOJISI IOCTYIA BBI3BIBAEMBIX OOBEKTOB,
KOTOpBIE pacrpe/ieeHbl B Pa3HbIX y3j1aX ceTH. DTOT BBI30B OCYLIECTBIIAETCS yepe3 HHTepdeiic 00beKToB, conepKaIui
OIIMCAHUE BCEX METOOB M Omepanuii 00bEKTOB.

3a yCcTaHOBKY IpaB JOCTYIa OJHOTO 00BEKTa K JIPyroMy OTBEYAeT aJIMHHUCTPATOP CETH, OT MMEHH KOTOPOTO MOKET
BeICTYHnath M KiaveHT. OH MpoBepseT Takue  apamMerpbl O00bEKTa: MOJJIMHHOCTh MCEBJOHMMOB, JOCTYIl K
KOHTPOJINPYEMOMY CIIMCKY 3aperMCTPUPOBAHHBIX MOJIb30BATEIICH, ITOJHOMOYHNSI aBTOPU30BAHHOTO ITOJIL30BATENS U Jp.
Belensiercss HECKOJIBKO IPUBWIICTUPOBAHHBIX aTPHOYTOB, KOTOpBIE M3BECTHBI CHUCTEME M aJIMUHHCTPATOpy,
OCYIIECTBIISIIOIIEMY MX BBIOOPKY M M3MeHeHue. s obecrieueHus B3aMMHOTO JIOBEPHS MEXy KIMEHTOM U O00BEKTOM
UCTIONB3YIOTCSI TAKWE MEXAHW3MBI 3aIIUThHI, KaK ayTEeHTH(HKAIMA M HCIIOIb30BAHHE PAa3TOBOPHBIX WM ITyOIMIHBIX
KJIIOUEH 3aIIMThI.

Cmpamezua koumpoas Odocmyna. ba3upyercss Ha MOAENIN KOHTPOJS AOCTYNA M CHCTEMHBIX (PYHKIHSIX MTPOBEPKH:
pas3pemeHus JoCTyna; TEKyIIMX NPHUBMIETHH U aTpHOYTOB LENEBBIX OOBEKTOB, OMPEAECICHHBIX aMUHICTPATOPOM WU
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OOBEKTOM; BPEMEHH OTIPAaBKU BbI30BA; BBINOJHEHMS oOIlepauuii Haxg oObekramu M 1p. [Ipy 3THX mpoBepkax
UCIIONB3YIOTCS aBTOPU30BaHHAS MOJIENb U KOHTPOJIBHBIA CIIUCOK CXeM JOCTYIIa, OTOOpaXarolie 3aperncTpupOBaHHBIX
ABTOPHM30BAHHBIX IOJB30BATENEl CHCTEMBl. JTa MOJENIbL COJCPKHUT OINHCAHHE INPHBUIETHPOBAHHBIX aTPHOYTOB,
HEepPEeMEeHHBIX Ul KOHTPOJIS AOCTYIa M peleBaHTHOW nHGopManuu o6 omepanusx, JaHHBIX U UX KOHTeKcTaX. MMeHHO
3Ta MH(pOPMAIHS AaeT BO3MOXKHOCTh KOHTPOJIMPOBATh MMEHA NIPUBUIIETUPOBAHHBIX aTPUOYTOB M ONepanunii HaJl HUMH.

OcobenHocThI0 0OccnieyeHus Oe3onacHoctd B cucteMe CORBA siBiisieTcst mprMeHEHHE:

CTpaTeruu, KpUTEPUEB U MPaBUJI aBTOPU30BAHHON 3aIIUTHI;

JIOBEPUTEIIbHBIX JAHHBIX U HH(pOpMaIMU 06 00bEKTaX, KOTOPbIC HE MOTYT BMELIMBATHCS B APYrUe OOBEKTHI U
CaMH JIOJDKHBI OBITh 3aIIUILICHBI OT HHX;

CEKPETHOM TEXHOJIIOTHH CO CMICIUATbHBIMA MEXaHU3MAaMH 3aIl[HTHI.

OTH cpencTBa MOTYT HUCIOJIB30BATHCS TIPH HEOOXOIMMOCTH OPraHW30BaTh CEKPETHOCTD U 3aIHIIEHHOCTh 0OBEKTOB
1 JAHHBIX PACIpPEICICHHBIX IIPHIIOKCHUH CETH.

2.4 Mopeab pacnpenejieHHbIx 00bekToB - DCOM (Distributed Component Object Model) dupmbr Microsoft.
JlaHHas MOZENb JIEKHUT B OCHOBE OOJIBIIMHCTBA HOBBIX CPEACTB, CO3/1aBaeMbIX N3 KOMIIOHEHTOB U3BECTHBIMH (pupMamu:
Digital Equipment Corporation, Siemens, Silicon Graphic, Sap u ap. CyIiecTBeHHbIM AOCTH)XEHHEM B Pa3BUTHU ITON
mozenu sBusiercst monacuctema MTS (Microsoft Transaction Server), mpenocTasisiiolias pa3Hble BHIBI YCIYyT 10
MPOXOX/ICHUIO TPAH3aKLUI B CETEBOW Cpele, CPEACTB WX 3alluThl M obecriedyeHHs 0E30MacHOCTH OOBEKTHBIX
npuioxenuit.  JlaHHble cpenacTBa Oe3omacHOCTH 0OasupyroTcss Ha moHsTHH poiu (role-based security), koTopoi
HOJIB3YIOTCS Pa3pabOTYUKK MPUIOKEHHUI TPU ONPE/ICTICHUN Pa3IMYHBIX KJIACCOB MOJHOMOYHII Ha MPUKIAJTHOM YPOBHE
BMECTO CYIIECTBYIOLIMX CPENCTB Ha HU3KOM ypoBHe. Pa3paboTka HauUMHAETCS C aBTOPU3ALUH, T.€. C OMHCAHUS PONeH U
pa3pelICHHBIX UM JCHCTBHIA ¢ OMPEACICHHBIMI KOMIIOHEHTaMH, HHTep(hecaMi 1 METOIaMHU B MpPEAeNax MPUIIOKEHHS.
Joctym k TakuM 00BeKTaM ympasisercs cuctemoir MTS.

I1I BuiBoABI

[TpoBeneHHBII aHANIN3 BO3MOXHOCTEH CO3/1aHMS Pa3HOTO poja yrpo3 Oe3onacHol pabdOTHI paclpeesIeHHBIX CHCTEM
1 crtoco00B MX NMPEIYNPEXICHUs C ITOMOIIBIO CETEBBIX M OOIIECHCTEMHBIX CPEICTB IOAJCPKKU paspaborku [10
(¢pupm Microsoft, Sun Microsystems, OSF DCE wu sap.) m03BOJSsIET cienaTh BBIBOA O TOM, YTO IOJHOW TapaHTHH
6ezomacHoro BemosiHeHUsT I1O moka mocTHyb HE ynaeTcs. B OCHOBHOM 3TH CpENCTBAa peann3yloT TaKHE CIOCOOBI
obecrieueHns1 OE30MMaCHOCTH, KaK aBTOpM3alMs, ayTeHTuuKanus 1 mudposanue. HecMoTps Ha TO, 9YTO 3TH CpPeACTBA
peann30BaHbl MO-pa3sHOMY M B HEKOTOPOM CTENEHHM 3aTpynHsioT uHTeponepabembHocTH [10, mMeroTcs u oOmue
CIOCOOBI MOAJECPKKH 3aIUTBl - EIUHCTBO CTPYKTYPbl CHCTEMHBIX CIIMCKOB JOCTYNa M CEMAaHTUKH IPOLERyp
(hopMupoBaHHs Pa3TOBOPHBIX Kirodedl. CXOJCTBO HEKOTOPBIX 3a1ad Oe30MacHOCTH W 3aIIWTHI HHPOPMALMU CO3IAeT
OCHOBY MJIsl TiepeHoca pa3palbaThlBaeMbIX  IPHJIOKEHUH B JPYrHe COBPEMEHHBIE Cpelbl C TapaHTHUeH 3allUThl OT
HECaHKIIMOHMPOBAHHOTO JIOCTyIa K JaHHBIM M nepenaBaeMbiM cooOuieHusiM. CyliecTBeHHbIH BKiIax B
paccMaTpuBaeMyo IPOOJIEMAaTHKY BHOCSAT M HOBBIE TEXHUUYECKHE U IIPOrpaMMHBIE CPECTBA 3al[UTHI JaHHBIX CEPBEPOB
0a3 JaHHBIX.
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