C mo3MIMH CHEKTPAJBHOIO aHajnM3a BO3MOXKHO BBECTH HEPapXUI0 OOBEKTOB, IPEACKAa3bIBaTh DA3BUTHE HX
XapaKTePHUCTHK, a TAKKe OLCHUBATh LICJICBBIE CBOHCTBA OOBEKTOB Ha 0a3e JMHIBUCTHYECKHX OCOOCHHOCTEH s3bIKa
HCTOYHMKA IIOTOKA U €T0 MPeodpa3yIonIix 0COOCHHOCTEH.

Jlumepamypa: 1. Ocunckuu JIM., Manyxun A.B. Obpabomra mexcmosou ungopmayuu. Ilopmpemuwiti memoo //
Mamepuanvl medxcOyHapoOHOll HAyUHO—MexHUuecKol Kongepenyuu “‘llogviuienue 3¢pgexmueHocmu cucmem 3augumsl
ungopmayuu”.  “3awyuma—97”. — Kues: KMYTA, 1997. — c. 51-53. 2. Yemsepuxos H.A., Manyxun A.B.
CnexmpanbHulii ananiu3 mekcmosou ungopmayuu u ee xiacmepusayus // 3awuma ungopmayuu: COOPHUK HAYUHBIX
mpyoos. — Kues: KMYT'A, 1998. — c. 224-229.
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ITPOBJIEMHU PAXYBAHHA KIVIBKOCTI TOYOK
EJIIITUYHUX KPUBUX HA/I ITOJIAMUAU XAPAKTEPUCTHUKMUA 2

Onexcanop Tenixcenko
Kuiscokuti giticokogutl incmumym ynpasninHs i 36 513Ky

Anomayis: AHANI3yeThbesl OIHA 3 BaXKIMBHX NPo0JieM CTBOPeHHs e(eKTHBHMX KpHNTOrpagivyHMX cHcTeM Ha
eTiNTHYHUX KPHBHUX.

Summary: Analyses one of important creation problems of effective cryptographic systems on elliptic curves.
Kniouoei cnosa: EninTuyHi KpuBi, BilKpHTi KI104i, HeCHMHTPiYHi KPHITOCHCTEMH.

3acToCyBaHHs CNINTUYHUX KPUBHX Ul TPOOJieM 3aXxucTy iH(popMaLil cTae Bce OUIbII MOLIMPEHUM Y BChOMY CBITI.
Ile 0OyMoOBIIEHO THM, 110 KpUnTOrpadiyHa cCUcTeMa, sika Mo0yI0BaHa Ha SIINTUYHUX KPUBUX € CUCTEMOIO 3 BIIKPUTHMHU
KJIIOYaMH, Ja€ HE MEHbIIY CTIHKICTh HIDXK IHIII HECUMETPUYHI KPHUIITOCHUCTEMHM, aje Ma€ JIOBXHHY KIIOYIB, IO
BUKOPHCTOBYIOThCS, B KiJbka pa3iB MeHie. HalOinbml e(peKTHBHE BUKOPHCTaHHS MAlOTh KPUITOCHCTEMH, SKi
CTBOPIOIOTBCS 32 JIONIOMOI'OI0 EJNINTHYHMX KPUBUX Haj MOJISIMH XapaKTEpUCTUKW 2. B mpoMy BuUIanKy Taki CHCTEMH
TEXHIYHO peasi3yloThCs 3 MEHIIMMH CKJIaJHOIAMU Ta JI03BOJISIOTH BUPILIYBaTH NMHUTaHHS HE TIIbKH MIM(pPYyBaHHS, a U
3HAXO/DKCHHS. Ta BHUIPABICHHS I[OMWIIOK MWiCsl mMepeaadi MOBIMOMIICHHS KaHAIOM 3B’s3Ky. sl MPakTUYHOTO
3aCTOCYBaHHS PEKOMEH/IYIOTh HE CYMEPCHHTYJISIPHI KPUBI, SIKi MalOTh HACTYITHUI BUTIIS;

y2+xy=x3+a2x2+a6, ne ajaseGF(2").

ITpu upomy n obupaerbest Oinbin HixX 160. 3BiATH BHUHUKAE MHUTAHHS MiJPaXyBaHHsS KUIBKOCTI TOYOK €IINTHYHOI
KPHBOI, TOMY SIK KUIBKICTh €JIEMEHTIB I0JIsl y>Ke Besnka. Bimoma teopema Xacce, B sKiif 1aHa OI[IHKA KUIBKOCTI TOYOK
N:

g+1-2 qSN£q+l+2\/;,£[eq=/GF(”)/.

OpHak UIs MaKCHMaJIbHOI CTIHKOCTI KPHIITOCHCTEMH HEOOXIMHO OOMpaTH KpHWBI, IS SKHX YHUCIIO, SIKE ITOPIBHIOE
KUTBKOCTI TOYOK, OyJI0 6 MakCHUMaJIbHUM, a KPIM TOTO Majo O BENWKUI MPOCTHHA AUTHHUK. {1 3HAXOKEHHS KPUBUX 3
TAKUMU BJIACTUBOCTSIMH HEOOX1THO 3HATH TOYHY KiJBKICTh TOUOK CNIIMTHYHOI KPUBOT, IKy MU oOpanu. Lle myxe ckiagHa
3aJ1a4a, OJJHaK B OKPEMOMY BHITAJIKy BOHA MOXe OYTH BHpIIlIEHA caMe JUTsl KiIHIIEBUX TOJIIB.

Sxmio yucmo n Mae BUTIAA n=h*m, TOOTO Mae J1Ba MPOCTI MHOKHUKH, ICHY€E peKypCHBHA (OopMyJa, 3a TOTIOMOTOI0
SIKOi MOJKHA MiJpaxyBaTH KUTbKICTh TOYOK CNINTHYHOI KpUBOI Hax moyieM GF (2“’). JI1st bOTO BBOJUTHCS CIEIiabHA
¢ynkuis L(p,Z,K)=V(K), sixka Mae 1o4aTKoBi JaHi:

V0)=2, V(1)=p, V(K)=pV(k-1)-ZV(k-2).
KimpkicTh TOUOK R eNinTHYHOI KPUBOI B IIBOMY BHIIAIKY Oy/e TOPiBHIOBATH:
R=2"+]-L(2"(N-1),2" K).

3Ha4yeHHs Z 3aJIe)KHUTH BiJ KUTBKOCTI TOYOK SNIINTHYHOI KpHBOi Hax moneM GF 2" [11.

Bubip 3Ha4eHHS # MOBUHEH 330BOJLHIATH BUMO31 iCHYBaHHS B KiHIIEBOMY TIOJIi ONTHMAIBHOTO HOPMAJIHOTO Oa3ucy
JUIs COIPOLICHHS apuMeTHYHuX onepauid [2]. MiHiManbHe Take 3HA4Y€HHS, SKE 3aJ0BOJIbHSE BCIM BHMOTram, Oyie
183=3*61. KpiM TOr0, iCHYIOTh CKJIQJIHOIIII B BUIIaJJKOBOMY BHOODI caMol eJNTHYHOI KPpUBOi, TOOTO BHOIp KoedilieHTIB
a, Ta ag TaKMM YHMHOM, W00 KUIBKICTh TOYOK eJNINTHYHOI KpUBOI Oylia MaKCHMajbHOI, a sl e()EeKTHBHOrO
BUKOPHCTAHHS KPUIITOCUCTEMH JIJIsI TIOJIIB XapaKTEPUCTUKH 2 MOTPiIOHO 1100:

R=2'qb,
ne b - Benuke npocTe Yucio, ¢ - HEBEJIIMKUA MHOXKHUK.
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B iHmmx BHUmaakax 3HaWTH KUTBKICTH TOYOK ENINTUYHOI KPHUBOI € Ay)Ke CKIIAJHOIO 3a7adeio i moTpedye myxe O6arato
00YHCITIOBAIEHIX PECYpPCiB.

Jlimepamypa: 1. Dan Beaureal. Efficient algorithms for implementing elliptic curve public-key schemes. A Thesis
submitted to the Faculty of the Worcester Polytechnic Institute. 1996. 2. R.Mullin, I.Onyszchuk, S.Vanstone and
R.Wilson. Optimal normal bases in GF(p"). Discrete Applied Mathematics, 22(1988/89). 149-161.
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Differential Cryptanalysis of Feistel’s Iterated Block Ciphers
Alexander Telizhenko, Sergey Limar
Kiev Military Institute for Command and Communication

Anomayin:B  crarri oOropoproorbest 0azoBi npuHuunu JludepeHuiiHOro KpunroaHamiza, KOHUIeMNNii,
aJITOPUTMHM, ifel i MeToam, ki 3a0e3nMe4y0Th Leii TUIl AaTAKH, 4 TAKOK MaTeMaTH4YHe O0rPYHTYBAHHS.
Summary: Here are described the basic principles of Differential Cryptanalysis, concepts, algorithms, ideas and
methods which provide this kind of attack and also its mathematical background.

Kniouosi cnosa:Differential attack, round differentials, conditional characteristic, probabilistic influence, chosen
plaintext.

I Introduction

This paper will attempt to introduce some concepts of cryptography, and especially some ideas pertaining to
cryptanalysis, the breaking of encryption. The first method which reduced the complexity of attacking DES below (half
of) exhaustive search.

Note: In all the following discussion we ignore the existence of the initial and the final permutations, since they do
not affect the analysis.

In this research announcement, we describe a related attack (which we call Differential Cryptanalysis), and show that
it is applicable to almost any secret key cryptosystem proposed so far in the open literature. In particular, we have
actually implemented it in the case of DES, and demonstrated that under the same software differential model, we can
extract the full DES key from a sealed tamperproof DES encryptor by analysing fewer than 200 ciphertexts generated
from unknown plaintexts. The power of Differential Cryptanalysis is demonstrated by the fact that even if DES is
replaced by triple DES (whose 168 bits of key were assumed to make it practically invulnerable), essentially the same
attack can break it with essentially the same number of given ciphertexts.

IT Motivation

1. All the operations except the S boxes arc linear.
2. Mixing the key in all the rounds prohibits the attacker from knowing which entries of the S boxes arc actually
used, and thus he cannot know their output.
How can we inhibit the key from hiding the information?

3. Ideas, methods and principles of Differential Attack.
The basic idea of differential cryptanalysis: Study the differences between two encryptions of two different plaintexts:

P and P*,

Notation: For any value X during the encryption of P, and the corresponding value X * during encryption of P ) ,
denote the difference by X'= X ® X .
Advantages: It is easy to predict the output difference of linear operations given the input difference:
1. Unary operations (E, P, IP):
(P(x))=P(x)® P(X*)z P(X")
2. Boolean operations (XOR):
(xor)=(xer)e(x @r')=xor
3. Mixing the key:
(x@K)=(x®K)® (X ®K)=X"

We conclude that the differences are linear in linear operations, and in particular, the result is key independent.
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