SMICT

IIpaBoBe 3a0e3ne4eHH 3axXUCTy iHGopmamii.

IIpo6JsieMu po3BUTKY HOPMATHBHOI TA METOAMYHOI 023 CHCTEMH 3aAXUCTY
iHpopmauii. Merposoriune 3a0e3neuennst cucremu T31.
Cranaapru3sanis, ceprudikauia Ta BunpoooByBanHs 3aco0iB T3I

OPI'AHIBAIAA CUCTEMU 3AXUCTY IHOOPMALIIl B HIMEYYMHI:
EBOJIIOLIA TA CYHACHUU CTAH

270 (0911707171 M 05 D ;) S

3AKOHOJIABYE 3ABE3IEYEHHS IHOOPMAILIIMHOI BE3IEKU
B XO/II OIEPATUBHO-PO3LIYKOBOI JISIJIbHOCTI

€pren Cxymuir, J1apist IIPOKOP €Ba ....ooviiiii e e,

AHAJIN3 PE3YJIbTATOB APTUKYJIIIMOHHBIX 1 CETMEHTAJIBHBIX
NCIIBITAHUN CUTTHAJIOB MACKHNPOBAHN S PEYN

Muxaun [IpokodseB, Bragumup JKypaBi€B ........oovviiiiiiiiiii i,

ITPABOBBIE U [ICUXOJIOTUYECKUE ACIIEKTBI IPUMEHEHU A
TEXHUYECKNX CPEACTB KOHTPOJIA IIEPCOHAJIA ITIPU PEAJIM3ALINN
[NOJIMTUKU UTHOOPMAILIMMOHHOU BE3OITACHOCTHU

Banepuit CrieniioB, BiaguMup KYpPaBIaEB. ....oouuuieiiiie it eeiee e

OBOCHOBAHUE HAIIPABJIEHWI MOJEPHU3ALIMY BEJOMCTBEHHOM
CUCTEMbBI PATUOCBA3U C ITOABMKHBIMU OB BEKTAMU 3A CUET
I[TPUMEHEHIA COBPEMEHHBIX TEXHOJIOT'M

Bbopuc INopnunckuii, Cepreii JIuBeHneB, Cepreil 3aleB. ......vvveieeeniineinnennennen..

AKTYAJIbHI TINTAHHS ITIPABOBOI'O 3AXUCTY BIJIKPUTOT IHOOPMALIIT
TA ITHOOPMALIII [TPO OCOBY

Biraniit HocoB, OneKCanap MaHMKaM. ......o.uvtiieiiiii i

ABTOMATU3ALISI KOH®ITYPALIII TTAPAMETPIB BE3IEKH
OC MICROSOFT WINDOWS XP PROFESSIONAL SP2

BiTamit HocoB, Makcum Kymik, Onexcanap MamKal. ........ovvveiieeiniennnennnnnn..

Ipasose, Hopmamusne ma memponoziune 3a6e3neyenns cucmemu axucmy ingopmayii 6 Yrpaini, eun. 2 (13), 2006 p.

11

14

23

27

33

38



OCHOBHI TPUHIIAIIN IHO®OPMALIMHOI BE3ITEKU BIJKPUTUX CUCTEM.
Yactuna 2. BJACTUBOCTI BIIKPUTUX CUCTEM TA BUMOI'M
JO IHTEJIEKTYAJIBHOI'O YIIPABJIIHHA

Bononumup Kononosuy, Ipuna Kononosuy, Tersina Taprackiza ............coc.eneee.. 46

IMPUMEHEHUE TTPUHIIUITA BUOAHAJIOT'MU U1 CUHTE3A
CUCTEM UHTEJUIEKTYAJIBHOT'O YIIPABJIEHWA BESOITACHOCTBIO
TEJIJEKOMMVYHHUKAIINN

(07501037 B 01 21 15 110 57

BUKOPUCTAHHA HIU®POBUX BOJAAHNX 3HAKIB U BAXUCTY
ABTOPCBKOI'O ITPABA B 30BPAXXKEHHAX

FOpiit SApemuyk, Bacuimb KapIiHEIIb. ....c..cocueriiriiiiiiiiiiiicnicccicececeeeee e 63

J10 IIMTAHHS IIEHTU®IKALIL ®I3MYHUX OCIb TA 3AXUCTY

I[MTEPCOHAJIBHUX JJAHUX
Banmepiil BPUKKO. . ... .ve i 70

OPTAHIBALIITHO-ITIPABOBI 3ACA TN 3AXUCTY IHOOPMAIIII .
3 OBMEXEHUM JOCTYIIOM B IHOOPMAIIMHO-KOMVYHIKALIIMHUX
MEPEXAX HATO

Bonogumup Cinak, BOTOTUMUDP APTEMOB......c.eeevieriieeiieniieeieeeieenieesareeseesneenseesnneens ”

CUCTEMA OXOPOHU JIEP)KABHOI TAEMHMUIII B YKPATHL
ICTOPUYHUNUN ACIIEKT

ONEKCAHIIP BOTBIHKIH. ...\ttt et et e e e e et e e et e e e e e neeanaaes 83

OB'€KTU 3AXUCTY IHOOPMALIIL. METOJU TA 3ACOBU 3AXUCTY
IHOOPMALIT

BOJOIUMUP BACHITEOK. . ..ottt ettt e e e eaaas 88

JIESKI ACIIEKTU 3ABE3IIEYEHHS OXOPOHU IHOOPMAIIIT
3 OBMEXXEHUM JIOCTYTIOM B IMPOBIJIHUX KPATHAX CBITY

CepTil KHSIBEB. ...ttt et e 95

HOPMYBAHHHA POGOTH IIJIPO3AIJIIB PEXKUMHO-CEKPETHOI'O
OPI'AHY

Banepiii Bopoxxko, Onekciit MypaToB, ONeT MATSIIL...........ccocvveerieeeeiieenreeeereeeieeenns 100

Ipasose, Hopmamusne ma memponoziune 3a6e3neyenns cucmemu axucmy ingopmayii' 6 Yrpaini, eun. 2 (13), 2006 p.



AJMIHICTPATUBHO-IIPABOBI ACIIEKTH 3AXHCTY lH@OPMAHIT
3 OBMEXXEHUM JIOCTYIIOM B YKPAIHI, POCIMCBHKIN ®EJEPAILIII
I KA3AXCTAHI

BikTop MakapeHKO, ATTBOHA MAKAPEHKO. .. ... uententtententeententeneaneeneeaneannennenns 102

3AXUCT IHOOPMALIIT 3 OBMEXEHUM JJOCTYIIOM TA ITIPABO
HA THOOPMAIIIO: ITPOBJIEMU [TPABOBOT'O PETI'VJIFOBAHHA

PN t:is N0 007 B B2 o) 7211t 108

INPEAOTBPAIIIEHUE YIIIEPBA HAI:[I/IOHAJII)HOI\/JI BE3OITACHOCTU
YKPAUHBI - ITPEJYCMOTPEHHBIM 3AKOHO/JATEJIBCTBOM ITOBO/]
K 3ACEKPEUMBAHNIO NTHOOPMAILINN

Bukrop MuxainoB, ATEKCEH MYPATOB. ......oueiintiitiitii i 112

CTAHOBJIEHHA TA YJIOCKOHAJIEHHS KPUMIHAJILHOI
BIAITIOBIZAJIBHOCTI 3A IIITMT'YHCTBO B 3AKOHOJJABCTBI
YKPAIHM XVI - XVIII CTOJIITTA

BonoauMup HIIMamai@HKO. .. ...ttt e 118

LIMKJI BIIPOBA JDKEHH ST CUCTEMU YITPABJIIHHS IHOOPMAILIIIHOIO
BE3ITEKOIO

BITaIH BE3IITAHBKO . . .« e e ettt ettt e e e e e e e e e e 123

AHAJII3 3AKOHOJABCTBA B TAJTIY3I 3BAXUCTY IHOOPMAILIIL
Backimb LLYPKAH. ... 126

3ATAJIbHA TAPAJIUTMA 3AXWUCTY IH®OPMALIIL: BUBHAUEHHS
TEPMIHIB

ITOP T POMEKO. ... ettt et e 130

3a0e3neyeHHs KOMII'IOTEPHOI 0e3NeKu B JePKABHUX,
0aHKIBCbKHMX Ta iHIIKUX iHpopMaliHHUX cUcTeMax

CUCTEMbI OBHAPYXXEHW S BTOPXKEHU A
Anekcanap ApxurnoB, AHIPEH MIIYTHH .........ooitiiiiiii e 138

VY3AT'AJIBHEHI 3ABAI[OCIH>1KI KOJU B 3AJAYAX 3ABE3IIEUEHHA
OUIICHOCTI IHOOPMALIIMHUX OB’E€EKTIB B YMOBAX ITPUPO/JHUX
BIUIMBIB

BSUECTaB BACHITEHEKO ... v vvnee ettt e e e e e e e e e e 144

Ipasose, Hopmamusne ma memponoziune 3a6e3neyenns cucmemu axucmy ingopmayii 6 Yrpaini, eun. 2 (13), 2006 p.



HIDKHAA TPAHULIA BEPOATHOCTH PA3JIMYEHNA BHYTPEHHUX
COCTOAHNU KOMBUHUPYIOINEI'O TEHEPATOPA TAMMBI
C HEPABHOMEPHLIM JIBUJKEHMEM

AHTOH Anekceituyk, POMaH [TPOCKYPOBCKHUM] .. ......ccoriiirriiieniiieniieeniieeniieeniieeeniree s 159

AJITOPUTMbI HEJIMHEMHOI'O CHSZ‘IAI\/JIHOFO“ KOJNPOBAHUA
N AEKOJUPOBAHMA COOBIIEHNN Zs-ITMHEMHBIMU KOJAMUA
B MOJEJIN WIRE-TAP CHANNEL

AHTOH ANeKCENUYK, CePrer [ PUIIAKOB. ....ccuvveeeeeiiieeeeeiiieeeeiieeeeeieeeeesireeeeeeaeee e 169

BUKOPUCTAHHS HEMPOHHUX MEPEX ITPU PO3III3HABAHHI
MAKPOBIPYCIB

L0000 0 ST 0 1S3 7100 ) 100254 7 P 176

OLIEHKA CJIOXXHOCTH PEAJIM3ALINN AJITOPUTMOB AEKOJANPOBAHN A
TYPBOKO/IOB TP JEKOAMPOBAHNN BUTA UHOOPMAILIUN
HA IUPPOBLIX CUT'HAJIBHBIX ITPOLIECCOPAX

Cepreii 3aiinieB, Cepreii JIluBenieB, bopuc ['OpIUHCKHM. .......ccccvveervieeniieeiieeiee e, 183

CTATUCTUYHI MOJIEJII IBOMICHUX JIOI'TYHUX OITEPALIIIA
JULA TTIPOBEAEHHA IHHKEHEPHO-KPUIITOI' PAD®IYHMX ATAK
3A [TIOBIYHUMU KAHAJIAMU BUTOKY IHOOPMAIIII

Muxkona KapmiHChbKui, JIECT KOPKIITKO. .. ..vvttiii it eieeeae e, 188

KopoTki noBinomyieHus

AHAJII3 MDKHAPOIHOI'O CTAHJIAPTY 3 IH@ORMAHIﬁHOT BE3IIEKU
ISO 17799 TA IEPCIEKTUBU BITPOBAJIXKEHHS MOI'O B YKPAIHI
TTaBIIO KYPORT. ...ttt e 197

PAJIIOIEJIEHT ALIIMHA AHTEHA UNF JIIAITABOHY
Irop Kyp6atoB, FOPil MILIb. ......o.oeitiiiiii e e 199

4 ANDPABITHHI MOKATKUIK . ...ooiiiittttttttttttttttteetaeeaaaaanns 202

Ipasose, Hopmamusne ma memponoziune 3a6e3neyenns cucmemu axucmy ingopmayii' 6 Yrpaini, eun. 2 (13), 2006 p.



