Anexcanop I'onaxa

e  TIOJBEP>KEHHBIX aTaKe WU YS3BUMOCTH ONEPALIOHHBIX CUCTEMAX U MPUIIOKEHUSX;
®  I[IpUMEpHI JIOXKHBIX CpadaThIBAaHNH;
e  JIONOJHHUTEJIbHBIE CCHUIKY HA MATYH ¥ OOHOBJICHHS, YCTPAHSIOIINE JaHHbBIE TPOOIEMBI U T. .
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BO3MOXHOCTHU TPUMEHEHUSA METOJ10B
HHTEJJIEKTYAJIBHOTI'O AHAJIN3A JAHHBIX B CUCTEMAX
OBHAPYXEHUS BTOPKEHUH

Anekcandp I'onaka
HBY

Aﬁnomauuﬂ: Hpe}lCTaBﬂeHa BO3MOKHOCTH MPUMEHECHUS METOA0B HHTC/JICKTYAJbHOI0 aHA/IU3A NAHHBIX B
CcuCcTEeMax 06Hapy>|<emm aTak.

Summary: Possibility application of Data Mining methods in the intrusion detection systems is presented.
Knouesvie cnosa: Cucrempl o0Hapy:keHusi Brop:kenuii, Data Mining, MeTo onopHbIX BEKTOPOB.

HecmoTtps Ha TO, uTo cim6bro3 RBID u SBID cuctem [1] moBbImaeT BO3MOXHOCTH OOHAPY>KEHUS aTak, OJHAKO,
OTIMCaHHBIX B cTaThe [1, 2] mpobaem SBID cuctem 310 He pemaeT. [ maBHOM M MpHHIMITHAIBHON mpobiaemort SBID
CHCTEM SIBIISIOTCS OO OIMMOKHM TepBOro, JUOO0 BTOPOTO pojga B TEpPMHHAX MAaTEeMAaTHYEeCKON CTaTUCTHKH, B
3aBHCHMOCTH OT BBICTABJICHHOTO MOPOTOBOTO 3HAYEHHWS U CUTHANW3AI[MHM aTakd. B CBSI3M ¢ 3THUM, OYEBHIHA
HEIOCTaTOYHOCTh XOPOIIO HM3YYEHHOTO ammapaTa CTaTHCTHYECKHX Mopened mpu moctpoenun SBID cuctem. B
HacTosiIlee BpeMs MILYTCS HOBBIE METO/bI aHalW3a IaHHBIX B cHCTeMax oOHapyxeHus Bropxenuit (COB) u Bce
OoJibllle BHUMaHHMS yJeJsieTcsl IPUMEHEHUIO METOJIOB MHTEIUIeKTyansHoro ananu3a aaHHeix (MAJ], Data Mining).
HUAJl — aT0 mpouecc BBISBICHHS 3HAYMMBIX KOPpEISIHH, 00pa3loB M TCHACHIMH B OOJBIIMX 00BEMax HaHHBIX.
Berpeuarorcs takue onpeaenenus tepmuna Data Mining:

- 9TO IPOLIECC BBINEJICHNUS] U3 JTaHHBIX HESIBHOW M HECTPYKTYPHUPOBAHHOW MH(OpMAIMU U NPEJCTaBICHHS ee B
BUIE, IPUTOTHOM JUIS MCTIOJTb30BAHMS;

- 3TO Tporiecc 0OHAPY)KEHHUS B CHIPHIX JAHHBIX PaHEe HEM3BECTHBIX, HETPHUBHAIBHBIX, TPAKTHICCKH TIOJIE3HBIX U
JIOCTYIIHBIX, HHTSPIPETAIINN 3HAHUH, HEOOXOAUMBIX JUISI IPUHATHS PEIICHUH B Pa3UYHBIX cpepax deIoBeYecKOi
JICSITETTbHOCTH.

K meromam m anropmtmam Data Mining OTHOCATCS CIEAYIOIINE: MCKYCCTBCHHBIC HEHPOHHBIC CETH, NEPEBbS
peLICHU, CHMBOJIBHBIE TIPaBMIIa, METOBI OJMKaiiiero cocena u k-Onmmkaiiiero coceia, METO/] OIIOPHBIX BEKTOPOB,
OaliecoBcKME CETH, JIMHEIHAasi perpeccus, KOPPENSIHOHHO-PEIPECCHOHHBIA aHalIM3; HepapXUYeCKue METOMbI
KJIACTEPHOTO aHaju3a, HeMepapXxuyeCKue METOJbl KIACTEPHOro aHajiu3a, B TOM YHCIIE ajJrOpUTMbI K-cpenHux u k-
ME€AuaHbl, METOAbI IMOWCKAa aCCOLUHWATUBHBLIX IIpaBHUJI, B TOM YHUCJIC aAJITOPUTM Apriori, METOA OI'PaHUYICHHOI'O
nepebopa, IBOTIOIHOHHOE MPOTPAMMHIPOBAHNE U TCHETHUECKUE allTOPUTMBI, pa3HOOOpa3HbIE METOIBI BH3YaIH3aIlUI
JAHHBIX ¥ MHOXKECTBO IPYTHX METOJIOB.

Data Mining MoeT cocTosTh U3 TPEX CTaaui.

1. BruiBueHHE 3aKOHOMEPHOCTEH (OCYIIECTBIICTCS MCCICIOBaHNE HAO0Opa JAHHBIX C HENBIO MOMCKA CKPBITHIX
3aKOHOMEPHOCTEH; TakkKe [OJDKHA OCYIIECTBISATHCS BalUMAAlMs 3aKOHOMEPHOCTEH, T. €. MpoBepka UX
JIOCTOBEPHOCTH Ha YaCTH JaHHBIX, KOTOPbIE HE MPHHAMANIHN ydacTre B (OpMHUPOBAHIH 3aKOHOMEPHOCTEH);

2. Hcnonp3oBanne BBISIBJICHHBIX 3aKOHOMepHOCTeﬁ 11 MpeaCKa3zaHuA HEU3BECTHBIX 3HAYEHHUH
(oGHapyKEeHHBIE 3aKOHOMEPHOCTH HCIIOJB3YIOTCS HEMOCPEACTBEHHO U MPOTHO3UPOBAHUS — PEIIAIOTCS 3a1adn
KJTACCH(UKAIIUH U IPOTHO3UPOBAHUS);

3. AHanu3 UCKIIOYEHMH; CTaausl NpenHa3HauyeHa JUIsl BBIABICHUS M OOBSICHEHHS aHOMAaIWH, HAMJICHHBIX B
3aKOHOMEPHOCTAX (aHATHM3UPYIOTCS UCKITIOUSHHUS WITH AHOMAITHH, BBISBICHHBIC B HAilICHHBIX 3aKOHOMEPHOCTSIX).

Metoabl Data Mining

Craructnueckue Meroasl Data Mining kiaccuduIMpoBaHbl HA YETHIPE IPYIIIIbL:
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1.  JIecKpUNTHBHBIN aHAJIU3 U ONUCAHKE UCXOAHBIX JaHHBIX;

2. aHanm3 cBs3el (KOpPENSLMOHHBIA W PErpecCHOHHbI aHanu3, (akTOpPHBIM aHalu3, JIMCIEPCHOHHBIN
aHaIIN3);

3. MHOTOMEpHBIH CTAaTHCTHYCCKUN aHanu3 (KOMITOHEHTHBIH aHanu3, JUCKPUMHHAHTHBIA  aHaIu3,
MHOTOMEPHBIHA PErPECCHOHHBIN aHAIN3, KAHOHMYECKHE KOPPEILSIINY U 1Ip.);

4.  aHanW3 BPEMEHHBIX PAIOB (IMHAMHUYECKHE MOAETH U IPOTHO3HPOBAHUE).

Kubepuernueckue metonst Data Mining:

HCKYCCTBEHHBIE HEHPOHHBIE CETH (paclio3HaBaHKE, KIACTEPH3ALUS, IPOTHO3);

9BOJIIOI[IOHHOE MPOrPaMMHUPOBAHUE (B T. 4. aITOPUTMBI METO/ja IPYMIIOBOTO ydeTa apryMEHTOB);
TeHEeTHUECKUE aJTOPUTMBI (ONITUMH3AIINSA);

acCOIMATHUBHAs MaMATh (IOUCK aHAJIOTOB, IPOTOTUIIOB);

HeueTKas JIOTHKa,

JIepEeBbsI PEILICHUN;

cucTeMbl 00paObOTKH SKCTIEPTHBIX 3HAHUM.

OcHoBHast waes 3THX MeTonoB mpuMeHuTedbHO K COB oOcHOBBIBaeTCs Ha MPEAINIONOXKEHHH O TOM, YTO
aKTHBHOCTH IIOJIb30BaTENIEd M IMPOTrpPaMM B CHCTEME MOXKET OBITh OTCIIE)KEHa WM IOCTPOCHA €€ MaTeMaTHIeCKas
mozens. g npuknaanoro npumeHenuss B COB meroast Al MOXHO paccMOTPETh € JBYX HO3MIMMA: METOIbI
oOHapykeHHUs HapymeHwmid (misuse detection), KOTOpBIE CTPOSAT MOJIENb aTaKW, a B Ipolecce OOHapyKEHUs
ucnonb3yroT MAJl MeToabl kinaccuukanuu; U MeTolbsl oOHapykeHHs aHomanuii (anomaly detection), koTopbie
CTPOSIT MOJeNbh HOPMAaJbHOM AaKTMBHOCTH, a B TMpolecce OoOHapyxeHus ucnonb3yior WAJ[ Meromsl momcka
HCKJIIOUECHUH.

dopmanbHO, OyJeM UCIIOIb30BaTh CISAYIOIIYIO MOAETH 3aJa4l KIacCU(PUKAIUH.

) - MHOXXECTBO aHAJIM3UPYEMbIX OOBEKTOB (B TEpMHHAX HpEAMETa paclio3HaBaHHs 0Opa3oB — IPOCTPAHCTBO
00pazoB).

NogaMwdNE

. @ € () - 06bekT Knaccudukauu (pacrno3HaBaHus) — 00pas.
g(@):Q—>M,M = {1,2,....m} — unaukaTopHas GyHKIHS, pa3OMUBAIOmAs IPOCTPAHCTBO 06pa3os Q Ha m

1 2 m
Henepecekatonuxcs knaccos 7, Q% ..., Q" . MnauxaTopHas GyHKINA HEM3BECTHA HAOIIOAATEITIO.

X — mpoCTpaHCTBO HAOIOJEHU, BOCIPUHUMAEMbIX HAOJIOATEIeM — MPOCTPAHCTBO MPU3HAKOB (MPHU3HAK —
HEKOTOPO€E KOJMYECTBEHHOE U3MEPEHUE 00BEKTA).

X(w):Q—> X - ¢bynxumsa, cTapamas B COOTBETCTBHE KaknoMy o0bekTy o Touky X(@) B mpocTtpancTse

npusHakos. Bektop X(@) — 3710 06pa3 06bekTa, BOCPHHIMAEMBIH HAGITIOIATEIEM.

B mpocTpaHCcTBe MPU3HAKOB ONpeEeeHbl HEMEPECEKAOIUECs MHOKECTBA TOYEK, COOTBETCTBYIONIMX 00pazam
OJIHOTO KJiacca.

g(x): X = M - pemaromee npasuo — onenka ami (@) na ocrosammu X(w) , 1. e. §(X) = §(X(w)).
(Pemmaromum MpaBMIOM Ha3bIBAIOT MPABIIO OTHECEHHS 00pas3a K OJHOMY W3 KJIACCOB Ha OCHOBAHMHU €T0 BEKTOPa
TIPU3HAKOB).

ycts xj = X(a)j) ,j=12,...,N — noctynnas nabmomatemo nadopmamms o pynkmusx J(w) n X(@) (camn
5TH QyHKIMK HabmonaTemo HemssectHsl). Torma - (0j, Xj), j = 1,2,...,N — ecTh MHOXECTBO IpeLeACHTOB (06pa30B,
NpaBHIbHAS KIACCH(UKALUS KOTOPBIX U3BECTHA).

3ajaua 3aKI0YaETCS B TOCTPOCHHH TAKOToO permaromero npasuna §(X), 4To6bl pacno3HaBaHue IPOBOIMIOCH C
MUHHMAJIBHEIM YHCIIOM OLIHOOK.

OOBIUHBIN CITydail — CYUTATh MPOCTPAHCTBO MPU3HAKOB €BKINIOBEIM, T. €. X=R'. Kauectpo peIIaroero npasmia

MU3MEPSIOT YaCTOTOH TOSIBJIICHUS MPaBUIIBHBIX pemieHri. OOBIYHO ero OIEHUBAIOT, HAIEIsAsT MHOXKECTBO 0OBEKTOB (2
HEKOTOPOU BEpOATHOCTHOM Mepoil. Tornia 3ajaua 3alIMChIBAETCS B BUJIE

min P{g(x(»)) # 9(®)} . @)
B Hacrosieii paboTe mpeaaraeTcsi HCIoIb30BaTh METO/ OMOPHBIX BekTOpoB (SVM — Support Vector Machine)
B CHCTeMax OOHapy>KeHus atak B kauecTBe merona MA/JL.

MeToa OOPHBIX BEKTOPOB
PaccmoTpiM 3aady KiaccuuKaimn I 2-X KIaccoB X, n X, (Bektops! npoctpancta R ). T. e. Ha mpakTHKe

pacrojiaraéM UCXOJHBIMHU JAHHBIMU, XapaKTEPU3YIOIIUMHA HOPMAJIbHYIO aKTUBHOCTD I0JI30BATENCH, U HEKOTOPHIE
IMpUMepHl aTak. bynem camTaTh, 9TO TH KIAcChl HE MepeceKaroTcs. Toria CYMecTBYeT €IWHHYHBIA BEKTOp ¢
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YUCIIO C, TAKHE, YTO (Xl, (0) >C npu X, € Xl u (Xz,go) <C mpu X, € X2~ B Takom ciy4ae rosopst, uro X; u
X pa3AenuMbl TUIIEPIIOCKOCTRIO.

O603HaUMM Cl(go) = mixn(xl,go) u CZ((D) = meix(xz,go). Torna (Xl,(o) > Cl(go) mpu X, € X, a
(XZ,(D) > C, (@) npu X, € X, . Eciu Cl((o) >C, (¢) , To runepnockocTs

(x,0) = & (¢) ; C,(9) ?

pasgemser X; u X,. CyIIeCTBYET MHOKECTBO Pa3le/AIONIUX THIEPINIOCKOCTEH B CHIIy HENpPEPBIBHOCTH C; (p) u
c, (p). 3amaua cocToNT B HAXOKACHMM ONTHMAILHOW pa3JeNsIOmEl TMIEPIUIOCKOCTH, (HOPMabHO,

COOTBETCTBYIOIICH BEKTOPY (0, ., TPU KOTOPOM MOCTUIacTCsA MaKCHMyM I1(¢) (normuno, uro paspensromas

THIEPIUIOCKOCTh JTOJDKHA OBITH PACIIONIOKEHa MAaKCUMAIBHO JTAlICKO OT ONMKAMIIMX K HEl TOYeK 000X KJIacCOB).
JlokazaHa Teopema, 4TO €CIii 2 MHOXKeCTBa X1 U X, pa3AeluMbl THIICPITIOCKOCTHIO, TO ONTHMAIBHAS Pa3Iesronas
THIEPIUIOCKOCTh CYNIECTBYET U €IMHCTBEHHA.

OpHAaKO Ha MPAKTHKE BEIOOPKA PEIIKO SIBIIACTCS IMHEWHO pa3aearmMoil. [103ToMy MOKHO PUMEHSTh CIIEAYIOIIHI
ynoousrii B COB moaxon — oCyIIecTBUTh IepeXo1 OT UCXOAHOTO MPOCTPAHCTBA MIPU3HAKOBBIX ONMMCAHUI 0OBEKTOB
X k HOBOMY mnpocTpanctBy H ¢ momompio Hekotoporo mpeoGpasosanus i © X — H . Ecin BeiGopka B X He
NpOTHBOpEYrBa U H MMeeT H0CTaTOYHO BBICOKYIO pa3MEPHOCTbh, TO BCET/a HAHAETCS MPOCTPAHCTBO, B KOTOPOM OHA
pasnenuma. [IpoctpancTBo H HAa3bIBAIOT CIIPSIMIISIOIINM.

Dynkius K:XxX >R HasblBa€TCA  AAPOM,  €CAM  OHA  NpeAcTaBUMa B BHJIE
K(x,X,) = <l// (Xl),l//(Xz)>H npu Hekotopom ortobpaxenuu Y - X — H, rne H — npoctpancTBo co
CKaJISIPHBIM TIPOM3BEICHUEM (IIPOCTPAHCTBO E€BKIUAOBO, B OOIIEM CITydae THIbOEPTOBO).

B kadecTBe BapmaHTa METOJa PCIICHHUS 3amadd, HEOOS3aTENBHO 3aHMMATHCS MOAOOPOM OTOOpakeHHs I/ W

cTpouthb H, a 1ocTaTo4yHO TOJIBKO 1M0100patsk sapo (T. H. kernel function).
OcHoBHas nzes meroga SVM npowuttoctpupoBaHa Ha puc. 1.

X © = H - \ ®
..... ® . @ .... . ® . o
. o. ° . o. °
° o. —3 — > e. 1] ° El
.. [ ] .. .. o ..
L] L] ® e L] L ® .
® °

Pucynok 1 — Merog SVM

Hcxonnabie 00BEKTH (B JIEBOW YacTH PHUCYHKA) TMPeoOpa3yIoTCs MPH IMOMOIIH aepHBIX QyHKImii. [Tocae sToro
HOBBI Ha0Op MpeoOpa3oBaHHBIX OOBEKTOB (B MPaBOW YacTH PUCYHKA) yKe JIMHEHHO paszjgenuM. Takum oOpaszom,
BMECTO IIOCTPOCHUS CIIOKHOM KpHBOHW TpeOyeTcs JHUIIb NMPOBECTH ONTHMAIBHYIO MNPSMYIO, KOTOpas OTHEIHT
o6bekThl THa GREEN ot 00bekToB THIa RED (T.€. 00pa3sl «<HOpMaJIbHOM» aKTUBHOCTH OT aTak).

B kauectBe siiepHbIX QyHKUMH Mpeanaraercst UCIoIb30BaTh NOTeHIMa bHbe QyHkuuu (1. ¢.). B atom ciyuae,
Kaxkaas Touka (o0pa3) oOpa3yeT B IPOCTpPaHCTBE MpHU3HAKOB X HEKOTOpOE Mojie mpuTsbkeHus. Hanpumep, MoxHO
paccMaTpuBaTh KAXKAYK0 TOUKY KaK TOYEYHBIH AJIEKTPUYECKHH 3apsa]. ONEeKTPUUEcKOoe TII0Ne OMHCHIBAeTCs
MOTEHIIMATIOM, CO3JaBAEMbIM CUCTEMOM 3apsI0B BO BCEM IPOCTPAHCTBE. M3MeHEHNe MOTEeHIMAaNa dIEKTPUIECKOTO
OIS TI0 Mepe YAAJICHUs OT 3apsiia 0OpaTHO MPOIOPIMOHAIBHO KBaZpaTy paccTosHuA. [loTeHman, Takum o0pas3om,
MOXET CITy)KHTh MEPOH yJalleHus] TOUKH OT 3apsina. Koraa mone o6pa3oBaHO HECKOIBKUMH 3apsiiaMH, TIOTEHIUAT B
KaXI0H TOYKE 3TOro MOJsl paBeH CyMMeE MOTEHIHANIOB, CO3/JaBAaEMbIX B STOM TOYKE KakKIbIM U3 3apsaoB. Ecmum
3apssl, 00pasyonue IoJie, PAcIoOKEHBl KOMITAKTHOM TPYIIOH, MOoTeHmHan moisl OyAeT MMeTh HauOoJbliee

3HA4YeHHE BHYTPU TPYMNIBI 3apsI0B W yOBIBaTh II0 Mepe yIaleHus oT Hee. Torma K(X, y) — IOTEeHUHUAJIbHAs
¢bynxuud, X, Y € X' rakas, uto:
K(X,y)>0,mpu X#Y,
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K(x,y) = KX+ a(y = X)) = K (1) ©

rne K(u) - monoronno y6uiaromas dynxius u K (0) — ee makcumanbroe snauenue.
TIpH MCTIONB30BAHMH YKA3aHHBIX BBIIIE METONIOB M B PE3YJIbTaTe TPU MOCTPOESHUH ONTUMATIBbHON KaHOHMYECKOi

THIEPIUIOCKOCTH <W, p> B TPOCTPAHCTBE XapaKTepUCTHUK H, TpUXoAMM K peHICHHIO CIEAYIOMeH

OHTHMHSaHHOHHOﬁ 3aJadyu:

1 1
min = IWIP *WZQ -1, ()

weH & e 2
mpu (W-@(X,)—p)=21-¢;,¢;20,Vie[L,N].
Iocie pemieHns ONTUMHU3ALMOHHON 3a/1aut, pemaomas GyHKIHIS A1 KaKI0H TOUKH X MMEeT BUL:
F (0 = sgn((w-¢()~D) o
Ecin ucnonbsosats Meron Jlarparxka M BBECTH JOIOJHHUTE/bHbIC NepeMeHHble (MHOXuTenu Jlarpanxka) @,

TOTaa MOYKHO MPECIACTABUTh ONITUMHU3AITUOHHYIO 3a/la4y KakK

.1 1
min: =Y aa;K,(x,X;).npu 0<a, S—I,Zai =1.A

1] i
Pernarorasi QyHKIMS MPUHAMACT BT

f(x)=sgn| > a,K,(x,x)-1+p | (6)

HapaMeTp peryjsipuzanydyd Vo 33a€T KOMIIPOMHUCC MEXKAY TOYHOCTBIO MOJIECIH, onpeaenﬂeMoizi BEJIMYUHOM

TPEHUPOBOYHOW OMIMOKH Z{ i » ¥ CIIOCOOHOCTBIO MOJENN K OOOOLIEHHUIO, ONMpENeIseMOil BEIMYUHON IPAHULIEI

1 2
> |[w]||*, 0 <V <1. Mapamerp ycTanapiuBaeTcs anpropH.

HocrouncrBamu SVM c ncnions3oBaHueM I1. . SBISIOTCS:

1. mosy4yenue QyHKINH KTacCU()UKAINU ¢ MUHUMAaIbHBIM YPOBHEM OIIMOKH KJIacCU(PHKALIH;

2. BO3MOXXHOCTb HCHOJIb30BaHUS JIMHEHHOTO Kiaccuukaropa Juisi padOThl C HENIMHEWHO pasaensieMbIMU
JAHHBIMH, COYETas IIPOCTOTY € 3P HEeKTUBHOCTHIO;

3. BO3MOYKHOCTh pabOTBI C Pa3HOPOJHBIMHU CJIOXKHO CTPYKTYPHUPOBAHHBIMH JaHHBIMH 32 CYET HMCIHOJIB30BaHUS
pa3IMyHbIX 1. §.;

4. B cimyvae U3MEHEHUsI CTPYKTYPBI aHAIN3UPYEMBIX JAHHBIX, TOCTATOYHO 3aMEHHUTH TOJBKO HCIOIb3YEMYIO II.{.,
6€e3 3aMEHBI CaMOTO aJITOPUTMa;

5. mo cytm B SVM pemaercs TIaBHEIM 00pa3oM 3afada KBaJpPaTUYHOTO IIPOTPAMMHPOBAHUS, HWMEIOIIAs
€IMHCTBCHHOE PEIICHNE, U U HEE CYLIECTBYET MHOXKECTBO M3YIEHHBIX 3P ()EKTUBHBIX METOOB ONTHMHU3AIINH, YTO
MO3BOJISIET PabOTaTh B PEXKUME PEATBHOTO BPEMEHH.

Onnako SVM HMeeT 1 HeKOTOpbIe HE3HAUNTEIbHBIE HEAOCTATKH, & UMEHHO!

1. pemratomas dpyukius f(X) 3aBucut oT mapameTpa V, yCTaHABIHBAEMOTO apUOPH;

2. SVM uyBCTBUTENECH K HAUINYHIO «IIyMa» B TPEHUPOBOYHOM Habope.

Jns mpeoposieHWss 3THX HENOCTATKOB B KauyecTBE OJHOIO W3 BapHaHTOB IIpeIUIaraeTcs HCIOJIb30BaTh
MaTeMaTHYeCKHi annapar HeYeTKUX MHOXECTB.

[Moaxoxn x ¢opManu3ayy NOHSITHS HEYETKOTO MHOXKECTBA COCTOMUT B 00OOIIECHNH TIOHATHUS TPHHAIJICKHOCTH. B
OOBIYHOW TEOPHM MHOXECTB CYIIECTBYET HECKOJBKO CIIOCOOOB 3afaHus MHOXecTBa. ORHUM W3 HUX SBISETCS
3aJlaHie C TIOMOINBIO XapaKTEPUCTUYECKOH (YHKIUH, OmpenensieMoi cienyromuMm obpaszoM. ITycte U — Tax
Ha3bIBAEMOE YHHBEpPCAIbHOE MHOXECTBO, M3 JJIEMEHTOB KOTOpPOro 0Opa3oBaHBbl BCE OCTAIbHBIE MHOXKECTBA,
paccMmarpuBaeMble B JaHHOM KJlacce 3a/ad, HalpuMep MHOXECTBO BCEX HEJBIX YHCEN, MHOXECTBO BCEX IJIaJKUX

¢yukuuit 1 T. 1. Xapakrepuctuueckas ¢ynkius muoxectBa AC U - 510 Qynkums [, 3HaueHHs KOTOPOi
YKa3bIBaroOT, SIBJISICTCA JIU X e U 3JICMCHTOM MHOXKECTBaA A:
1LxeA,
1, (%) = U
0,xg A
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Bonooumup Tapacenxo, Onexcandp Tecnenxo, Onena Hnoecvka

OCOOCHHOCTBIO ATO# (DYHKIMH SBISICTCS OMHAPHBINA XapaKTep €€ 3HAUCHHIA.

C TOUKH 3pCHHS XaPAKTCPUCTHUCCKON (DYHKIIMU HEUETKUE MHOXKECTBA €CTh €CTECTBEHHOE 0000IIEHUE OOBIYHBIX
MHOXECTB, KOIJJa Mbl OTKa3bIBAEMCSI OT OMHAPHOTO XapakTepa 3TOW (YHKIHMH WM MPEAIosaraeM, 4To OHa MOXET
NpUHUMATh JIF0OBIe 3HadeHHs Ha orpe3ke [0,1]. B Teopum HedeTKHX MHOXECTB XapaKTepHCTHUECKas (PyHKITUSL

Ha3bIBACTCA (byHKIIPIeﬁ. MPpUHAAJIC)KHOCTU, a €C 3HAYCHUC IUA(X) — CTCHCHBIO MNPUHAIIICKHOCTH 3JJIEMEHTA X

HEYETKOMY MHOXECTBY A.
Bonee ctporo, HEYeTKMM MHOXKECTBOM A Ha3bIBAETCSI COBOKYITHOCTH Tap

A={{%,,(9) ] x U},

rae f, — QyHKIMSA IPUHAIICKHOCTH, T. €. L, U- [0,1].
Hroro, B Hally ONTUMH3ALMOHHYIO 3aJady HEOOXOAMMO BKIIOYHTH HEYETKYIO (YHKIHIO NPHHANJIEKHOCTH
SJIEMEHTOB TPEHUPOBOYHOIO Habopa /UA(X)- B pesynpTaTe «uymb» OyIyT HMMETb MEHBIIYIO CTENEHb

MPUHAIIC)KHOCTH, YeM KOPPEKTHBIC 3HAYCHUS, H CYTh 3aJla4d B HEOOXOJUMOCTH TOCTPOCHUS THIIEPILIOCKOCTH H,
pa3aensIoNiel 1Ba HEUSTKUX MHOXKECTBA.

B paboTte paccMaTpuBaNuCh BOMPOCHI MPUMEHEHHS METOJOB HWHTEIUICKTYyadbHOro aHanu3a naHHbIX (Data
Mining) mis omHOW W3 3amad oOecIeYeHHs] KOMIBIOTEPHOW Oe30macHOCTH — 3aladd BBIABICHUS BTOPKCHHU B
KOMIIBIOTEPHBIC CUCTEMEI. [I0CKONBKY TpaauIIMOHHBIE CHTHATYpPHBIC METOABI HE 00CCIEUUBAIOT JOJDKHOTO YPOBHS
3ammThel, ucnonb3oBaHue Data Mining meronoB B COB sBisieTcss akTHBHO pa3BUBAIOIIMMCS HAIPaBIICHHEM.
OcHOBHOE BHIMaHHE B padOTe yIEIeHO METOJaM aHAJIM3a JaHHBIX HAa OCHOBE IMOTCHIMAIBHBIX (YHKINH, KOTOPHIE
HepCHeKTl/lBHbl JJIs1 JAHHOTI'O HaﬂpaBﬂeHI/lﬂ.

Wudopmanus, KoTopasi MOKET ObITh OCHOBOW MOCTPOEHHS ONMHMCAHHBIX METOJIOB, MOXET OBbITh I0JJaHa B Pa3HbIX
(dbopMmax, HATpUMeEp, B BHJC TPYAHO OOBSICHUMBIX MPOOJIEM B KOMIBIOTECPHBIX CUCTEMAaX, JUAMa30HOB IMOPOTOBBIX
3HA4YeHUH, MapaMeTPOB BXOJHOTO/BBIXOJHOIO Tpaduka, HENpeTyCMOTPEHHBIX aJpecoB IaKeTOB, aTPHUOYTOB,
BPEMEHHBIX [TapaMeTPOB, 3allPOCOB U T. [I.

OpmHako clieAyeT MOMHHTB, YTO peali3alys ONMHCaHHONH Mertoamku moctpoeHns COB Bpsmg nm 3aMeHHT
MIPOMBIIUICHHYIO MOJTHO(QYHKIIMOHATHHYIO CUCTEMY, C MHOTOJICTHHM OITBITOM pabOTHl Ha pHIHKE Oe3omacHocTH. B
mukie crated [1, 2] U maHHOW cTaThe MpearacTcs JIUIIb JOMOIHUTH (PYHKIIMOHAIBLHOCTH cucTeMbl SiteProtector
JOIIOJTHUTCIIbHBIM 3BpI/ICTI/I‘IeCKI/IM MOZ[yHeM O6Hapy)KeHI/IH aTaK Ha cnyqaﬁ IIOABJICHUA aTaKu, I10 KaKUM J'II/I6O
MPUYMHAM HEe BHECEHHOW B 6a3y NaHHBIX CUTHATYp aTak.
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Anomayisn: JIoCHiNKY€ETbC MOMKJIUBICTL peantizalii MacoBHX NOBHHX MHiJCTAHOBOK 3a J0IOMOIOI0
HANPOCTIIIOro OJHOBHMIPHOI0 KACKaJly KOHCTPYKTHBHHMX MOJYJIB.
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