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Anomayisn: Tpanuuiiini Ta HOBI (Ad-Hoc, Mesh, ceHcopHi) apxirekTypu 06e3ApOoTOBHX Mepex
inenTndikoBano 3i ckiaagHOCTAMH B 3axucTi iHopmanii; kJacHpiKOBaHO MexaHi3MH Oe3NeKH SK
NIPEBEHTHBHI Ta PEAKTHBHI; BKA3aHO 0CO0/IMBI XapaKTePHCTHKHA Ta BPA3JIHBOCTI MepexkK, 30KpeMa aTaKu Ha
O0araTokpokoBy (multi-hop) Mapmpyru3auir; HaBeqeHO BHCHOBKHU Ta NPONO3HILii.

Summary: Traditional and new (Ad-Hoc, Mesh, sensor) architectures of wireless networks were identified to
security complexities; security mechanisms were classified as preventive and reactive; special features and
vulnerabilities were shown, including multi-hop routing security; summary and proposals were given.
Knwouoei cnosa: Ad-Hoc mepeka, apxiTektypa Oe3nexkn, 0e3IpoToBa Mepe:Ka, BHSBJICHHS BTOPIHEHbD,
indopmaniiina 6esnexa, mexanismu 6e3nexn, multi-hop mapmpyrusanisi, pearyBanns Ha iHIHJACHT.

I ITocTanoBka 3aaaui

Beznporosi mepexi (BM) € TexHomorielo nepeaaBanHs/mpuiiomMy iHdopmarii (ronocy, 1aHUX, MYJIETHME/Ia) 3a
JIOTTOMOT'OF0 Pafio3B’s3Ky (MOAYJIbOBAHUX €JICKTPOMATHITHUX XBHJIb, IO MONIIUPIOIOTHCSA Y BIIKPUTOMY MPOCTOPI).
Bararo cydsacaux BM (YyMOBHO Ha3BeMO iX «TpaJMIiHHHMHK») 3apa3 IIUPOKO BUKOPHCTOBYIOTHCS, HAIPHUKIA[:
MoOUTBHHH cTinbHUKOBUH 3B’s130k (GSM/GPRS/EDGE, CDMA); mepexi Wi-Fi (IEEE 802.11), Wi-Max (IEEE
802.16) Tomro. AJe TaKoX PO3POOJICHO 1 PO3BUBAETKLCS IHIIMI 3a MPUHITMIIOM OPTaHi3allii 3B’ 53Ky K1ac TEXHOJIOTIN
(B 3axignii Tepminomorii: Ad-Hoc mMepexi) 3 TMHAMIYHOI CaMOOpTaHi3alli€el0 Ta 0araTOKPOKOBOIO (aHTJI.: multi-
hop) Mapuipyruzaniero, sSKuii NpPU3HAYEHO IS ACLEHTPATI30BAaHHUX, JWHAMIYHHUX, PO3MOIUIEHHX 3aCTOCYBaHb.
Crienmika Takux HOBITHIX iH(QOKOMYHIKamiiHUX 3aCTOCYBaHb Ta MalOyTHIX crieHapiiB [1—3], moTeHwiiHI TeXHiuHi
oOMexeHHsI 3 00Ky KiHLIEBHX IPHCTPOIB — BCE 1€ BUCYBAE 3arajibHy Npo0IeMy TEOPETUKO-KOHIIETITYaILHOTO TIaHy
LIOJI0 apXiTeKTypH MeXaHi3MiB, IIPUHIIMIIIB Ta opraHizauii Oe3neuHoro iHdopmauiiinoro oominy B bM; Ta Haknangae
HOBI 1H)KEHEpHO-TEXHIYHI BUMOTH, B IIepIy 4epry Ao indopmaniiiHoi 6e3nexu (IB).

Cxunaznicts 3aBaasb b B BM, it ocobimuBo B Ad-Hoc Mepekax, (HEMOXIIMBICTh BUPIIIMTH BC1 POOJIEMH JTUIIE
MIPEBEHTUBHUMH (3a1100iralouuMu) TEXHOINIOTISIMH Oe3MeKr, HeoOXiTHICTh BUSIBJICHHS Ta PearyBaHHs Ha 1HIIMJIECHTH)
[4, 5] — ue Bupinryroui (akTopH, sKi CTPUMYIOTh IMOKH IO IOJANBIIMKA PO3BUTOK HOBHX apxiTektyp BM Ta
00MEXYIOTh MOMJIMBOCTI IXHBOTO IIMPOKOTO BHUKOPHCTaHHS sl mepenadi iHdopmamii 3 0OMEXEHUM IOCTYIIOM
(I301) B omeparmBHMX IuHaMiuHUX creHapisx. Omxke, 3abe3neueHHs Ib B Ad-Hoc mepexax € axryanbHUM
3aBJIAHHSM, BiJl BUPIIIEHHS SIKOTO B 3HAYHIH Mipi 3aJIS)KUTh TEMII Ta MacIITa0 iXHHOrO BIIPOBAKEHHSI.

Binpuricte oTpuMaHuX Ha ChOrofHI pe3ynbTatiB [6, 7] moxao Ib B BM crocyroTbes mepir 3a Bce MPEBEHTUBHUX
TexHouoriii 6e3nekn B BM 4epe3 BUKOpUCTaHHSI MeXaHI3MIB aBTEeHTH(IKaIl Ta KOHTPOIIIO TOCTYIY, CHUMETPUIHHX
Ta acCHUMETPUYHUX KpunrorpadiuHux cxeM Juisi 3a0e3nedeHHs KoHQiAEHIiHHOCTI Ta miiicHocti, VPN,
IH(PPACTPYKTYPH KIIOUiB Ta cepTU(IKATIB, MDKMEPEIKHHUX €KPaHiB, TOLIO.

OpHak, MPEeBEeHTUBHI TEXHOJIOTI Oe3MeKH He 3aBKIM MOXYTh IEPEKPUTH BCi Bpa3nuBocTi bBM i He 3axuIaroTh
BiJ BCiX MOxuBHX 3arpo3 [8]. HeoOXigHo cTBOpIOBaTH IpYruil pyOi 3aXHCTy — PEaKTHBHHIA: HalpaBIeHHH Ha
BUSIBJICHHSI Ta pearyBaHHS Ha Ti IHIUAEHTH, sKi BUHUKaTUMyTh B BM. AJjie Ha CbOrOJHI PEaKTHBHI TEXHOJIOTIT
Oe3nieku B BM € HaliMeHI OCiPKeHUMH B Ipo0sieMHil migramysi 6esneku M. Il{o crocyeTbest mocTpansHCbKOro
MPOCTOPY IOCHi/PKeHb, — B OunbmiocTi myOmikamiii crocoBHo Oesnekn BM MoBa Hnuia nume mpo Oesmeky
«rpaguuiitanx» BM [9]. B YkpaiHi x B3araji HEIOCTaTHHO YBAru MPHIISETHCS TAKOMY IIEPCIIEKTUBHOMY HAIIPSIMKY
TeNeKOMYHiKalil, sk TeHonorii Ad-Hoc mepex. Jlekinbka myOmikariii 3poodenHo asTopoMm [1, 4, 5, 8].

Mera panoi cratri — po3poOka apxitektypu Ib, mo BKIIOWAae NpEeBEHTHUBHI Ta PEAKTHBHI MEXaHI3MH, 3
ypaxyBaHHSIM BAMOT Ta OOMEKEHb JUHAMIYHHUX PO3TOAIJICHUX 3aCTOCYBaHb (CIICHApiiB) Ta HOBHX KiaciB BM.

3amauamMu JIOCII/PKEHHS €: aHalli3 TPaIULiHUX Ta HOBUX O€3APOTOBHX apXiTEKTYp; BUSBIICHHS iXHIX OCOOIUBHX
XapaKTEePUCTHK 3 TOYKH 30py Ib; kiacudikaliis MpeBEHTHBHUX Ta PCAKTHBHHUX MEXaHI3MIB OC3MEKH; BHIITICHHS
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BPAa3JIMBOCTEH Ta CITIBBIIHOIIEHHS JI0 HUX ITIEBHUX MEXaHi3MiB Oe3MeKH, 30KpeMa po3po0Ka peaKTUBHHX MEXaHi3MiB
Oe3rmeku 111 0araToKpoKoBOI MapiipyTu3aiiii B 0e3aporoBux Ad-Hoc Mepexax.

II IlepcniekTHBHI 3acTocyBaHHs, HOBi apxiTekTypu BM Ta Bumoru mono 1b

Po3Burok Tpaauuiiinux BM Big3zHauaroTe TeHneHNii [1] B HapsIMKy 3pocTaHHs a0OHEHTCHKOI 0a3H, PO3IIUPEHHS
30H MOKPHUTTS, PO3IIUPEHHS CIIEKTPY YacTOT, MiJBUIIECHHS €(pEKTUBHOCTI BUKOPHCTAHHS CHEKTPY, MPOIMYCKHOI
CIPOMOYKHOCTI Ta IIBUAKOCTEH, a TAKOXK E€BOJIIOIIS IO MEPEX HACTYIHOro nokoiinasg 3G ta 4G:

- BIPOB/KEHHS HOBHUX BHIIB IHTEJIEKTYaIbHHIX, 1HQOKOMYHIKAIIHHUX Ta TEIEMAaTHYHHUX TOCIYT, 110 3yMOBIIIOE
MYJIBTHCEPBICHICTh MEpexi;

- O/IHOYAaCHE BUKOPHMCTaHHS JEKIJIbKOX MU(PPOBUX MAKETHUX TEXHOJOTIH Iepenadi Ha 0a3i pi3HUX armapaTHUX
w1aThopM, IO 3yMOBITIOE TETEPOreHHICTh MEPEXKI;

- BIPOB/DKEHHS INPOrPaMHO-KEPOBAHHUX CHCTEM KEpYBAaHHS MEpEXeI0 Ta OKpeMUMHM il eJeMeHTamMH Ha 0asi
KOMIT FOTEpHUX IU1aTdhopM, cUcTeM KomyTalii — Softswitch;

- iHTerpamiiiHi pilleHHs 3 Mepexelo [HTepHer, siki Ha TPaHCHOPTHOMY Ta MEPEKHOMY DPIBHSIX CITUPAIOTHCS Ha
crek nporokoiniB TCP/IP, 1o 3yMoBITI0€ KOHBEPI'€HTHICTh MEPEXI.

Kpim Toro soriyHo mepedayuth, o0 B HAHONMMKYOMY MailOyTHHOMY BHKOPHCTaHHSI Ta 3acTocyBaHHs BM, B
ocobmuBocTi Mesh mepex, ceHcopHux Ta iHmmx Ad-Hoc mepex (BMJC — 6e31poToBuX Mepex 3 JUHAMIYHOIO
camoopranizamiero i OararokpokoBoro multi-hop Mapmipyruzaniero), nenani 301IbIIYBATUMETHCS, OTPUMYIOUH
HOBUX (OpPM, TaKHX SIK «BCEINPOHUKAIOUi 00UMCIeHHs» (ubiquitous computing), CEHCOpHI Ta HAHOCEHCOPHI MepexKi
OTpUMaHHS Ta pO3MoJieHOro 30epiranHs iHQopmamii, iHTErpyroui Mepexi TeneMmerpii, paaioyacTcTHOI
inentudikanii (RFID), TeneGiomerpii, Mepexi poOOTiB Ta HAHOPOOOTIB, MEPEXKI BIpTyaIbHOI PEATLHOCTI TOLIO.

XapaKTepHUMH OCOOJMBOCTSIMH Ta BHMOTaMu OaraThoX MaiOyTHIX 3acTocyBanb bM Oyme: moBHa (abo
YaCcTKOBA) JCICHTPAJIi3alliisl, caMOOpTaHi3allis, PO3MOiICHICTh, MapaJIeIbHICTh, JUHAMIYHICTh B PESKUMI PeaabHOTO
4acy, MOOIUIBHICTh Ta TEXHI4YHI OOMEKEeHHs 3 OOKY KiHIIEBHX MPUCTPOIB. Taki HampsMku po3BUTKY BM cripsmoBaHi
Ha TIOCTYNOBY aJamnTalil0 HasBHUX TEXHIYHO-OOMEXKEHUX TENEKOMYHIKAI[IHHIX MOXJIMBOCTEH 1O MaiOyTHIX
MOCTIHHO 3pocTalouuxX iH(OpMaUidHUX Ta TeleMaTHYHUX MOoTped JrojacTBa. OOOB’S3KOBO IPH LLOMY Mae OyTH
3a0e3MeueHo K rapaHTOBAaHHUH piBEHb SIKOCTI 00cayroByHHs (QoS), Tak i meBHUI NMPUITYCTUMUNA pieHb Oe3rnexu BM.

Js Toro, mo0 BIANIOBIZATH aHAIOTIYHMM BHMOTraM BiHiCBKOBHX 3aCTOCYBaHb Ta CLEHapiiB (JeleHTpajizallis,
caMmoopraHi3alisi, po3NnoJiIeHICTh, TUHAMIYHICTh, MOOUIBHICTE) B 1970-x pokax B CIIIA Oymu po3poOseHi mepuii
nporotumd Ad-Hoc mepex [10]. I xoua BOHM 3HaYaIBHO PO3POOIIIIMCS JIUINE I 33I0BOJILHSAHHS TaKHX IOTPEO
HATO, six crexxenns 3a migBoguumu yoHamMu CPCP Ta Kurato, opranizamisi onepaTHBHOTO 3B’S3Ky B OOHOBHX
YMOBax, 3apa3 ixHi mepeBaru poOJisiTh iX JIyxe NpUBAOIMBHUMMU 1 JUISi CydaCHUX HEBIHCHKOBHX 3aCTOCYBaHb, TAKUX
SIK:

- 3B’5130K y HaJ[3BUYaHHUX CUTYaIlisIX (PATiBHI, aHTUTEPOPHCTHYHI Orepartii);

- IIBWJKa OpraHizallis ONepaTHBHOTO TUMYACOBOTO 3B’S3Ky MK PI3HHUMHU THIIAMH TPHUCTPOIB (KOH(EpeHIii,
BHi3HI poOOTH, aBapiiHO-PEMOHTHI OpHUTan);

- neuieBuit qocrym a0 [HrepHer (Tam, ne HeBHTiTHO OyayBaTH iHQPACTPYKTYPY);

- MiCIIeBi, MyHIIMIIANIBHI, BiZIOMYi, YHIBEpCUTETChKI Mepexi (community networks);

- Mepexi 3B’sI3Ky MIXK TPaHCIIOPTOM, 110 pyxaeThes (vehicular networks);

- 30ip Ta MOHITOPHHT JaHHX CEHCOPHHX MEpEex: TeJaeMerpis, Teaediomerpis, RFID.

Ad-Hoc (ar. — ajst crieriajgbHOrO NMPU3HAYEHHS) — I[I€ TEXHOJIOrOorisl opraHizaiii Oe3JpoTOBOro 3B’SI3KYy 3a
MIPUHIMIIOM TUHAMIYHOI cCaMOOpraHi3aiiii.

Sk cBimuath myOumikanii [1, 6, 7], Bxke CbOrogHi MOXKHA Ka3aTu Hpo IHBiIbHE BhpoBamkeHHs Ad-Hoc mepex:
Wireless Mesh Networks (WMN), Mobile Ad-Hoc Networks (MANET), Vehicular Ad-Hoc Networks (VANET),
Wireless Sensor Networks (WSN). IlepcniektuBHicts Ad-Hoc Mepex miaTBepKyeThCsl SIK BXKe 1CHYIOUHMH, TaK i
MOTCHIIIMHUMHU 3aCTOCYBaHHSAMH, a TaKOX OCOOJMBOIO yBarow 3 OOKy HAyKOBIB. 3a OCTaHHI POKH OyIlo
peasi3oBaHO psiji MPOMHUCIOBUX IIPOEKTIB 3 NMPAaKTHYHOro BTiNEeHHs pizHuX TuiiB Ad-Hoc mepex, omy0iikoBaHO
3HAYHY KUIBKICTh TOCHTIKEeHb. Po3mouaTo po3podku 3 Bukopuctanus Ad-Hoc mepex mist camoopraHisaiiii 38’ s13Ky
MIXK HAHOIIPHUCTPOsIMH (HaHOCEHCOpaMHu, HaHopoOoTamu) [3].

Jy1s HOBHIX 3acTOCyBaHb Ta crieHapiiB nepeBaramu Ad-Hoc apxitektypu BM e:

- MOXXJIUBICTB ONIEPATUBHOI'O IIBUIKOTO PO3TOPTAHHS;

- MiHIMaJNbHI BUMOTH, JICIIEBICTh MPUCTPOIB, BiJICYTHICTh BHMOT O MOIEPENHbO iCHYIOUOI iHPpaCTPYyKTypH i
3aBJISIKH LIbOMY HU3bKa 3arajibHa BapTiCTh;

- MOXXJIUBICTB OLTBIIOTO TTOKPUTTSI, MAaCIITA0OBAHOCTI, )KUBYYOCTI.
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III Xapaktepuctuku Ta kjiacudikauisa apxirektyp BM 3 touku 3o0py Ib

BM 103BOJISIIOTE PO3MIMPIOBATA MOXJIMBOCTI, CHEKTP IOCIAYr Ta 30HY OCSHKHOCTI TPaAMLIWHHUX IPOTOBUX
TenekoMyHikaiitHux Mepex (TM) 3aBAsku BUKOPHCTAHHIO MOZYJIBOBAHHX €JEKTPOMArHITHHX XBHJIb SIK HOCITB
curHaiy Ta panioedipy sk cepenopuiia rnepenadi (a00 ONTHYHUX YaCTOT B iHQpPauyepBOHOMY JMAIIa30Hi CIIEKTPY).
AJle caM pHHIHAI Tiepenadi iHGopmaii B BM 3yMoBiIioe ckitaaHicTh 3a0e3nedeHHs Ib B Hux:

- He3aXMIICHUH XapaKTep Ta BiKPHUTICTh 0€3JpOTOBOrO CEpeAOBUILA TIepenayi;

- Bpa3JIMBOCTI, TIOB’513aHi 3 MOOIJIBHICTIO PUCTPOIB KOPUCTYBaYiB, MOOLIBHICTIO CEPBICIB Ta 3aCTOCYBaHb;

- PO3MONIIEHICTIO, 3MiHaMU y Tonoorii (ocobnuBo s nenentpanizopannx Ad-Hoc mepex, auB. 1. 5 naii);

- HeztoslikaMu a00 MOMMJIKaMH i1 4ac MPOEeKTYBaHHs MpoTokoiiB (Hampukiag WEP);

- IPUHIIUIIOBOI0 HEMOXKIIUBICTIO peatizallii AessKuX MexaHi3MiB Oe31eKH Yepe3 CTPYKTYpHiI ocoonuBocTi BM;

- HAsIBHICTIO crieni(ivHUX TEXHIYHUX OOMEXKEHb.

Ha croronHi po3po0sieHO 3HaYHY KiIBKICTh O€3IPOTOBUX TEXHOIOTIH. 3aJIeKHO BiJl 00paHOr0 KPHUTEPis MOXKHA
3aMpoNOHYBATH TOM YH 1HIIUH CrOCi0 TXHBOT KiTacudikarrii.

B paniéi poGori Buminumo knacudikamito Ha TpamuuiiHi BM T1a Ad-Hoc (BMJIC - 3 nuHamiuHOMO
caMOOpraHi3aIli€ero Ta 0araTOKPOKOBOIO MapIIPYTHU3AIIIED):

- Tpaguuiiini BM, B sikux pagioedip BUKOPHCTOBYETHCS JIMINE JUIsl OpraHizamii HaJaHHsS TOCTYIy MOOUIbHUM
(pyxoMUM) 4M CTalliOHApHUM aOOHEeHTaM 0 iH(opMaliiHO-TeJIeKOMYHIKAIIHUX MocHyr (Iepeaaya roiocy,
naHux, [HTepHeT) Ta pecypcis pikcoBaHUX (IPOTOBUX) MaricTpanbHux TM;

- Ad-Hoc (BM/IC), B sikux panioedip BHKOPHCTOBYETHCS SK Uiss aOOHEHTCHKOTO JOCTYIY, TaK i JJis
JIUHAMIYHOTO YTBOPEHHSI (CaMOYTBOPEHHS CaMHUMH a0OHEHTCHKUMH MPUCTPOSIMH ab0 BHIUIEHUMH BY3JIaMHU

Mepexi) po3AUTIOBAaHOI Ta po3noaiiaeHol 0e3qpoToBoi Marictpaini (wireless backbone).

Tabmuus 1 — BM 3anexxHo Bin Tumy Ta cnocoOy oprasizamii aOOHETCHKOI Ta MaricTpajbHOI YacTHH
(xmacudikariis aBTopa)

Besnporosi Ad-Hoc mepexi

[IOYMHAI0YH 3
(bixcoBaHUX (APOTOBUX)
CETMEHTIB

(Ad-Hoc) y 6e31p0oTOBOMY CETMEHTI

Tun mepex «Tpamuuiini» BM
Mesh MANET VANET CeHcopHi
3aJIEXHO BiJl CTaHJApTy | TepMiHal 3 6€34pOTOBUM N
, . . . N BOYOBaHMH
3B’S3Ky: TepMiHal 3 iHTepdeiicom pyxomuit .
- . B aBTOMOO1JIb
Tun 6e31poTOBUM IEEE802.11s, MOO1IbHUI . CEHCOp 3
) N . . TepMiHal
aboHeTChKUX | iHTEepdericom pinme IEEE802.16 TEepMIHAJ 3 (TIK) 3 06e3/1pOTOBUM
IIPUCTPOIB (tenedon, pauis, (HoyTOYK, HETOYK, PDA, 6e31poTOBUM iHTepdeiicom
o . M 6e31poTOBUM
neiokep, PDA, KIIK, ITK, cmaptdoH 3 iHTepdeiicom irrepdeiicom
HoyT6yK, KITK, T1K) Wi-Fi) p
- iHppacTpykTypHa Mesh:
JINIIE BUKOHYIOTh KiHLIEBI PUCTPOI 3
DyHKIIIT (bYHKILIIO KiHIIEBUX npuitoMy/mepenadi; OJJHOUYACHO SIK KiHLIEB1 IPUCTPO] Ta K
A0OHEHTCbKU | NMPUCTPOIB 3 - aboHeHTCcbKka Mesh: 1 ik | mpoMikHI By3iu (poyTepn), sIKi BIacHo i
X IIPUCTPOIB | mpuioMy/miepenadi KiHIIEBI IPUCTPOI, 1 SIK (camMO0-)yTBOPIOIOTh MEPEXKY
iHpopmanii IIPOMDKHI BY3/H
(poyrepn)
Tun ¢bikcoBaHa (IpoTOBa) . AV
. . . BiJICYTHs Oy/b-Ka MocTiiiHa iHppacTpyKTypa,
MaricTpaibH | iHGpPacTpyKTypa, ¢ikcoBana (6e31p0oTOBA) . f
. . . . BCSI MEpErKa MIOBHICTIO CKJIaJaeThCsl 3 KIHIEBUX
of 4aCTUHU 3aJaHi TOYKH pajio- iHppacTpyKTypa ..
. . a0OHETChKUX NIPUCTPOIB
Mepexi JIOCTYIly a0OHEHTIB
Croci0 3aJaHi TOYKH pajio- 3aJaHi TOYKH pajio-
YTBOPEHHS JIOCTYILy aDOHEHTIB; JIOCTYILy aDOHEHTIB; Oynb-s1Ki BUNAJKOB1 BY3JIM JUHAMIYHO
MaricTpajbH | CTaTUYHA JIMHaMiYHa CaMOYTBOPIOIOTh THMYACOBY O€3pOTOBY
0f YaCTUHU JIeTepMiHOBaHa caMoopraHizanis TOIOJIOT1I0
Mepexi TOMOJIOTISI MEPEXI TOMOJIOTIT Mepexi
y 6e31poTOBUX
CErMEHTaX POYTHHT
BIJICYTHIiA, . . . L.
- GaraTokpokoBuii (multi-hop) poyTHHT 3 AMHAMIYHOIO CaMOOpraHi3alieo
PoyruHr POYTHHT 31 CHIOETCA
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B Tabn. 2 HaBeneno knacudikariro BM 3aexHo Bij 30HH OCsDKHOCTI (paaiyca aii Mmepexi) [9]:

Tab6mui 2 — BM 3anmexHo BiJl 30HH OCsHKHOCTI (pagiyca fii) [9]

Kiacc [puknaau cranmapriB Paniyc
CYITyTHUKOBI;

Wireless Wide Area Networks (WWAN) CAT;E;I;IKOBI: CDMA, UMTS, GSM, NMT, ri1o0abHi
panianeHi; Tpankinrosi: TETRA

Wireless Metropolitan Area Networks . .

(WMAN) IEEE 802.16 (Wi-MAX) JIEKUJTbKA KM

Wireless Local Area Networks (WLAN) IEEE 802.11 (Wi-Fi) ~100m — 1km

Wireless Personal Area Networks (WPAN) ;?;1'31;)1. (Bluetooth); 802.15.4a (cercopui ~10m

Po3pobka cranmaptiB mits WWAN, B Tomy uwmcm i pekoMeHmallii mono 0esmeku WWAN, BHUKOHYETHCS
takumu opranizamismu, sk ITU-T ta ETSI. 3nauny kinbkicTe crangaptiB BM weHmoro paniyca nii, siki
BUKOPHUCTOBYIOTHCS Ha IpakTuli, pospobneno IEEE.

Jnst crangaptie BM po3po0OiieHo crerianbHi TexHonorii 3axucry (802.111, WPA, WEP, 802.1X) [6, 7, 9]. B
LMX TEXHOJIOTisIX peali3oBaHO MPEBEHTHBHI 3ac00M Ta MeXaHi3MH Oe3NeKH, Taki SK: MPOTOKOJIM, IpOrpaMHe Ta
anapaTHe 3a0e3ledyeHHs, OI0 peallizye KpunrorpadidHi nepeTBOpPeHHs, aBTeHTH(DIKaIil0, KEpyBaHHS JOCTYIIOM,
KOHTPOJIb HITICHOCTI MOBIIOMJIEHB; MXKMEpEXHi ekpaHu; TexHoioriss VPN.

OpHak TeHACHIII PO3BUTKY OE3pOTOBUX TENEKOMYHIKAllid, MiABHINYIOYH CKJIagHicTh BM sk 00’exTa
KEepyBaHHs Ta 3aXUCTy, HEOJMIHHO MpPH3BOJISTH JI0 3POCTAHHS KUIBKOCTI Bpa3lMBOCTEH Ta 3arpos3, skKi
HACIIAYIOTHCS B YCIX TMOIEpeNHIX IHTETPOBAaHMX TEXHOJIOTIH Ta miacucreM. lle cnpuyuMHsAE TOTEHUIWHY
MOJKJTHBICTh BUHUKHEHHS OLIBINOI KUTBKOCTI IHYUOeHmis fe3neKu B CydacHUX Ta MaliOyTHIX BM.

IV Apxitexktypa Ad-Hoc mepex 3 Touku 30py Ib

Ad-Hoc Mepexi 3a IpuHIMIIAMH OpraHi3alii Bipi3HIA€THCS Bil TpaAULIHHUX Mepex. [luMu npuHIMnaMu €:

- MOKJIMBICTh YTBOPEHHS MEPEXi BUIIaIKOBUMHU aOOHEHTAMH;

- JeleHTpati3alis, BiACYTHICTh IHPpacCTpyKTypH (HanpuKiaa, 0a30BUX CTAHIIH);

- caMoopraHi3ailis (MPUCTPOI 3’ €MHYIOTHCS «HA JIBOTY»);

- baraTokpokoBa MapIIpyTu3allis 3 nepeHanpasicHusIM (forwarding) makera BiJ By3Jia 10 By3Jja.

OcTaHHI TNPHHIUI Ma€ Ha YyBasi, MIO KOXEH BY30Jl MEpeXi MOXEe BiJirpaBaTH polb 0€3IpOTOBOTO
MapIpyTu3aropa-nocepeanuka (intermediate router), mo nepeHamnparise [P maketu mo HactymHoro (next-hop)
BY3I1a, SIKUH B CBOIO Yepry Moke OyTH a0o KiHIeBUM oTpuMyBaueM (destination) abo TakoK HOCEPETHUKOM.

Ha BigmiHy Bing kimacuyHHX 0e3ApoTOBHX Mepexk aboHeHTchkoro nocrymy, (takux sik GSM/GPRS/EDGE,
CDMA, Wi-MAX, Wi-Fi B pexumi inppactpyktypu, Tomo) — Ad-Hoc Mepexax pamio3B’si30K BUKOPUCTOBYETHCS
HE JIMIIe JUIs HaJaHHS JIOCTYIy KiHIIEBUM aOOHEeHTaMm, aie W JUIs AMHAMI4HOi camoopraHizamii 6e3apoToBoi
MaricTpanbHoi Mepexi (wireless backbone) 3 6araTOKpoKoBOI MapIIpyTH3AIIEI MK OS3APOTOBUMHU POyTEepaMH
(ToYKaMu OCTYIy), SIKUMH MOXKYTh OyTH i caMi aODOHETChKI MPUCTPO.

Ha croroanimuii meus Ad-Hoc Mepexi (3a BUKITIOUSHHSIM CEHCOPHHUX MEpek) OyIyIOThCA Ha 0a3i iCHYFOYOro
MpOTrpaMHO-anapaTHOro 3a0e3medeHHs, (I3MYHOrO Ta KaHAJIBHOrO iHTepdelciB B pamMKax CTaHAapTiB
6e3aporoBoro 3B sa3ky (Tabm. 3).

Tabmuus 3 — Knacudikanis crangapriB ¢iznyHuX Ta KaHaupHUX iHTEepdeiiciB Ad-Hoc mepex (xnacudikartis
aBTOpA)

Tun Ad-Hoc mepexi Knac 6e3aporoBoi TexHomorii Crannmapr Paniyc

Wireless Metropolitan Area Networks . .
Mesh Networks (WMAN) IEEE 802.16 (Wi-MAX) | nmekiyiibka KM
MANET;  Mesh Wireless Local Area Networks (WLAN) IEEE 802.11 (Wi-Fi) ~100m
Networks 1kM
MANET Wireless Personal Area Networks 802.15.1 (Bluetooth);

. ~10m

Sensor Networks (WPAN) 802.15.4a (ZigBee);
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SIk MepeKHHI piBeHb BUKOPUCTOBYETHCS CTAHIAPTHUH CTEK 1HTEPHET-IPOTOKOIIIB, OCTAaHHIM 4acOM — BEpCis
[Pv6, cneuianbHO po3poOiieHa 3 ypaxyBaHHAM NOTPed MOOUIBHHUX MPUCTPOiB Ta Oe3neku. TpaHCHOPTHUI piBEHb
3a3BHYail He Bipi3HsAeThCs Big crannaptHoro cteky TCP/IP i Bukopucrosye - TCP Ta UDP.

Sk mpaBwio I mepekimodeHHs Mepexi B pexuM Ad-Hoc mocraTHbO smile BCTAHOBUTH B CHCTEMHHX
HACTPOMKaX KIIEHTCHKOTO NMPOrpaMHOro 3a0e3nedeHHs (IpaiiBep OE3APOTOBOrO MEPEKHOTO ajanTepy) OIIIio
pobotu B pexxumi ogHopaHroBoi Mepexi (Ad-Hoc). Takum unHoM, MOkHa cTBOpHUTH KilieHTChKY Ad-Hoc mepexy
abo MANET (Mobile Ad-Hoc Network), 3’emnaBmu moprtatuBHi komm’torepu (HOyTOyku), KIIK, PDA,
KOMYHIKaTOpH, MOOUIBHI TenedoHu abo iHII MOOULIBHI NMPHUCTPOi, B SKHUX MPHUCYTHI aianTepu CTAHIAAPTHUX
¢iznuHnx Ta xkananapHUX iHTepdeiiciB IEEE 802.11 (Wi-Fi) ado IEEE 802.15.1 (Bluetooth).

3a Ad-Hoc apXiTeKTypow OpraHi3yeThCs 3B’SI30K MiXK ceHcopamu, sKi 30UpalOTh Ta IEPEHaloTh JaHi
MOHITOPUHTY (DI3MYHUX MapaMeTpiB HABKOJIMWIIHBOI'O CEPelOBUINA (aKyCTUYHUX, ONTUYHUX, iH(payepBOHHX,
TUCKY, TEMIIEpaTypHUX, XIMIYHHX, PaliOYacCTOTHHX TOIIO) a00 mapaMeTpiB OlOJOTIYHMX OpraHi3MiB, 30Kpema
moaunu  (tenebiomerpis). B OinbliocTi cemcoprux mepeyc sk Gi3MYHANA Ta KaHANBHUH iHTEpdeiic
BHUKOPHUCTOBYETHCS CHeNiadbHO po3podiieHuii crannapt ZigBee. Halipo3noBclopkeHO0 orepaliifHolo CuCTeMOoro,
i1 KepYBaHHSM SIKOI IpaIoioTh ceHcopu € TinyOS.

[Mpunnun opranizauii 38’s3ky B Mesh mepesc xoua i Hacniaye Ounpmicts migxoaiB Ad-Hoc mepex, oaHak
CIHMPAEThCsl HA 1HPPACTPYKTYpPY Y BUTIIsAAI O€3qpOTOBUX CTalioHapHUX MapiipyruzatopiB (Mesh-poyrepiB), ski
BiJIIrpatoTh POJIb TOYOK OE3APOTOBOrO JOCTYNYy 3 ITIEBHUM OOMEXKEHUM pagiycom aii. Mesh-poyrepu He
MAKITIOYAI0ThCS 10 (iKCOBaHOI Mepexi (SK TpaauuiiHi Touku moctymy Wi-Fi), a HaToMicTh 3’€qHaHi OOWH 3
OJIHUM 32 JIOTIOMOrol0 0e37pOoTOBOro 3B’s13Ky 3a npuHuunoM Ad-Hoc mMepexi, TOOTO mepecunaroTh MakeTH yepes
paaioKaHa U BijJl OQHOT'O pPOyTepa A0 iHIIIOTO.

Ti x cami mpuHnunu, ski 3ade3neuyotb Ad-Hoc mepexaM e(eKTHBHICTH Ta NpPHUBAOIUBICTb, POOIATH
CKJIaTHOIO 1 KpUTHYHOIO Mpobiemy Oe3meku [1].

[To-nepiie, me He3aXUIICHICTh panioedipy SK BIAKPUTOrO CEPENOBHINA Iiepenadi Hajgae MOPYIIHUKY
MOKJTMBOCTI TIPOCIYXOBYBaHHs, 3allyMJICHHS KaHATIB 3B’SI3Ky, 3aKiamaHHsa abo momudikamii makeriB. ILs
npodieMa € CIUIBHOO YISt BCIX 0€3pOTOBUX MEPEXK 1 BUPIIIYEThCS 3a3BUUall Ha pi3HUX piBHAX Mozeni OSI:

Ha MmepexHoMy piBHI (IPv6): VPN; IPSec 3 kpunrorpadiyaum mudpyBaHHSIM MaKeTiB 3 BUKOPUCTAHHIM
omounux cumerpuunux aiaroputMiB (3DES, AES-128, T'OCT 28147) Ta KOHTPOJIIO IIUTICHOCTI MaKeTa ILIAXOM
po3paxyHKy 3HaueHHs iMiToBcTaBkH HMAC Ha ocHOBI 3HadeHb reni-Qyukmiit SHA-1 abo MDS;

Ha KaHAIbHOMY piBHI: IMU(pPYBaHHS IOTOKOBUMH CHUMETPHYHMMHU KPUITOAITOPUTMaMM iHpopmamii, 1o
nepefaeThesl uepe3 BiAKpUTHH KaHan panio3s’s3ky (RC4, CCMP RFC2610); 3acTocyBaHHSI IIMPOKOCMYTOBOTO
CUTHAITy, 3aBaJIOCTI}Ke Ta TOMUIKOKOpeTyroue KoayBanHs, rem-pynkiis CRC32;

Ha (Qi3MYHOMY piBHI: HalIpaBJIECHHUMHU aHTEHAMH Ta KOHTPOJIEM MEX MOLIMPEHHS PaiOCUTHAITY.

Opnak y Bunaaxy Ad-Hoc mepex BUKOpHCTaHHS BKa3aHHMX 3aXOJiB yCKiajHeHe. HaBiTe sKIIO B Tii Mipi, B
SKif 1€ [03BOJISIE JEUEHTpalli3oBaHa JWHAMIYHA TOMOJNOTiS, BHUKOPHCTOBYBAaTH MEXaHi3MH Oe3NeKH, SIKi
3ampomnoHoBaHi B 0a30Bux craHmaprax (mHanpukiang [EEE 802.11.i), Bce OAHO 3alUIIAIOTBCS KPUTHYHI
BPAa3JIMBOCTI, SIKi Ty’Ke€ BaXKKO IMEPEKPUTH.

3okpema, kpunrorpadiyni 3acoO0M MawTh CIOHPATHCS HAa MEXaHi3MU PO3MOAUTY KIIOYiB, Taki sK
iHppactpykrypa Biakputux kmouiB (PKI) 3 cepepom ceptudikatiB kirouiB. Ajne B Oaratbox Bumaakax Ad-Hoc
MepeXi MOBHICTIO NENEHTPalIi30BaHi Ta HEe MalOTh IOCTIHHOI 1HPPACTPYKTYpH, TOMY BUKOPHCTaHHS LIEHTPAIBHUX
cepBepiB MOXKe OyTH HEMOJKIIHBE.

HaBiTh sKIIO € meBHa IEHTpaji30BaHa CTPYKTypa (3aXHIICHHUH cepBep), BCE OJHO ICHYE MOXIHUBICTH
KOMIIpOMeTallii He3aXWIIEHNX BY3JIIB MEpeXi Ta OTPUMaHHS TaKUM YUHOM HECAaHKI[IOHOBAHOT'O JIOCTYIY IO
KJIFOUOBOI 1H(popMalii.

Kpim Toro, MoXJIHMBICTH BIJHOCHO JIETKOI KOMIIpOMeTalii By3na (HAmpUKIal, OUIIXOM (i3HYHOTO OCTYITY)
CTBOPIOE TOJATKOBI BHYTPIlIHI 3arpo3u, Tak 3BaHi BizaHTilickki ataku (Byzantine attacks). B 3B’s3ky 3 mum
BUHHUKA€E CUTYallisl, KOJH HEMOXKIIUBO JIOBIPATH OyIb-IKOMY BHYTPITHHOMY BY3Jy, SIKHH MOXke OyTH iHcaiinepom
(Byzantine attacker), ToOTO aBTOpM30BaHMM BY3JIOM, SIKMI Mae aBTeHTH]iKaliiiHy iHdopMmamiro (Kirodi) i1 €
«JIeTali3oBaHUM» Y4aCHUKOM iH(pOpMaLiifHOro 0OMiHY.

Sk MoxHa MOOAYMTH, HaBITH MEXaHI3MU INU(PPYBaHHA, KOHTPOIIO IUIICHOCTI, PO3MOALTY KIIOUIB Ta
KEepYBaHHsI IOCTYIIOM LIISIXOM aBTeHTH(iKalii He BUPIIIYIOTh MOBHICTIO TpodiieMy 6e3nekn Ad-Hoc mepex.

[le Oinbme 3arocTpioe mpoOiieMy Toi ¢akT, mo OyAb-iKui (HaBITH KOMIIPOMETOBAaHHMN) BY30JI MEPEXKi
MOTEHIIIIHO MOJKE BilirpaBaTH poib MaplIpyTH3aTOpa, AKHI Ma€ epecusiaTH MaKkeTH, TPU3HAYEH] 1HIIUM BY3J1aM.
B 3B’s3Ky 3 JeTKiCTIO KOMIIpoMeTalii Oyab-sIKOi KUTBKOCTI TAaKUX MapUIpyTU3aTOPIB, Ta BPa3JIMBICTIO ICHYIOUHX
nmpoTokoiB Mapipyrusamii B Ad-Hoc Mepekax BHHHUKae Oe3lid MOXKIMBOCTEH I peaizaliii BizaHTiHChKUX
aTak sIK Ha piBHI KOHTpouto (control plane), Tak i Ha piBHI naHux (data plane, forwarding) mapmpyruszamii.
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IIPEBEHTHUBHI TA PEAKTUBHI MEXAHI3MHW BE3IIEKH...

V Ilepuuii pyoix 3axucty BM — npeBeHTUBHI (3ano00iraiw4i) TexHosorii 0e3nexkun

Po3ainuMo Bci TeXHOIIOTIT O€31eKH Ha nPe@eHMUGHI Ta PeaKMUGHI.

TexHonorii 6esneku 0e3OpPOTOBUX Mepex:

[ 4
MpeeeHTUBHI TeXHoONOriT Oe3nekn

€ HeobxigHumn gna  3anobiraHHA
artakam.

L
PeakTMBHIi TexHonorii 6esnekn

npu3HaveHi Ong  pearysaHHa  Ha
IHUMAOEHTW, aKi HeMOXNMBO 06pobuUTh 3

BUKOPUCTAHHAM JnuLle nNpoaKkTUBHUX

B  ©esgpoToBUX MepeKax BOHK rERHORBmL.

3a3Bu4ain CnyparTLCA Ha
aBTeHTUMIKaUiD, KpunTorpadito Ta
MiXKMEPEXKHI eKpaHu.

MpoakTuBHI chyHKUIT Be3neku:

B Ge3gpoToBuUx Mepexax BOHW MarTb
CrMpaTuca Ha CUCTEMWU BUABNEHHA
BTOprHeHs (IDS) Ta rpynu pearysBaHHAa

Ha iHumgeHTn (CSIRT).

PeakTHBHI hyHKUIT Oezneku.

+ BWABMEHHA BTOPTHEHb,

+ peKoHgirypauia eneMmeHTiB Mepexi
Ta 3acobiB 3axucTy,

4+ UWKN KepyBaHA iHUWOEHTaMU.

+ aBTeHTUdIKauif,

KepyBaHHA OOCTYMNOM,
3awndpyBaHHa/po3wndpyBaHHe,
0BMiH Knrovamu,

HoTapwuaauiga, uiugpposui nignuc,
LinicHICTb gaHuX,

ayguT.

R i I S S

Pucynok 1 — Knacudikauisi rexnosoriii 6e3nexu bBM

[IpeBenTHBHI TexHOJOTI Oe3Mekn € HeoOXiTHIUMU s 3anodiraHHs atakam. B BM BoHu 3a3BHuail crinparoThest
Ha KpunTorpadiuHi MexaHi3MH Ta TapaHTyIOTh GYHKLIT Oe3nekH, Taki sK: 3amudpyBaHHs/po3mnppyBaHHs, OOMiH
KJIF04YaM¥, HU(GPOBUI MANKC, KEpyBaHHS JIOCTYIIOM, IIUTICHICTh JaHUX, aBTeHTHU(DIKallis, HOTapU3allisl.

B Tabnuui 4 HaBeleHO NesKi NMPHUKIAAW OKPEMHX EJIEMEHTIB NPEBEHTUBHHX TEXHOIOTIH, HI0 peai3yroTh
BignoBiaHi GyHKii 6e3nekn B BM crangapriB IEEE 802.11i Ta GSM:

Tabnuus 4 — [puknany eneMeHTiB MPEBEHTHBHUX TEXHOJIOTIH, 110 peanizyloTh QyHKII1 Oe3nekn B BM

Cranpapt .
DynKIis WLAN IEEE 802.11 WLAN IEEE 802.111 WWAN GSM
SIM-card, IMSI, Ki, A3, SRES,
aBTeHTH(IKaIis 802.1X, RADIUS 802.1X, RADIUS RAND, A8, Kc, BTS, MSC,

AUC

KEpyBaHHS JOCTYIIOM 1{4/?(]\1}4 CPOAHL - CKpaHH, 1{4/?(]\1}4 cpexHl CKpaHu, IMEI, MSC, HLR, VLR, EIR
KOHGI ICHITI HICTh WEP, RC4 WPA2, CCMP, AES-128 | K¢, A5, BTS, MSC

Posristnemo [TU-T X.1121 [11] sk o¢iuiiiHy pekoOMeHIAlilo II0J0 3arallbHO-a0CTPaKTHOI apXiTEeKTypHu
Oesrnekn B 0e3IpOTOBUX MOOUIBHHMX Mepexkax. 3rifHo 3 Hero B BM mae Oyru BhpoBamkeHa OaraTopiBHEBa
cucmema inopmayiunoi Oesnexu, SKa Ma€ pEANTi30BYBaTH II€BHI @yukyii Oesnexu, 100 3aT0BOJBHUTH
BCTaHOBJICHUM 6UMO2AM Oe3NneKu.

HactynHum kpokoM mpoanamizyemo 3aranbHy monenb 6e3neku OSI. 3rigno 3 [TU-T X.800 [12] mexanizmu
besnexu 3a0E3MEUYIOTh cepgicu Oe3neku, OCTaHHI, B CBOIO 4epry, HamawoTb @yukyii Oesnexu. J[ias Toro mob
MPaKTUYHO peanizyBaTd B BM QyHKIiT Oe3neku Ta 3a0BOJILHUTH BUMoTaM Oe3neku, B X.1121 pekoMeHIyI0ThCs
TIEBHI mexHon02ii be3nexu.

Piens Ib, sikuii cborogHi Moxke OyTH rapaHTOBaHO TPAAMLIHHUMH TEXHOJOTISIMA NPEBEHTHBHOTO 3aXHCTY
inpopmauii (31) B8 BM, He 3aBxkIu MOXXHA BU3HATH SIK IIUJTKOM NMPUHHATHHHA, 0COOIMBO Aist Takux Kateropiit 130/,
SK OIlepaTHUBHA iH(pOpMALis KPUTHYHOTO 3MICTY (CTOCOBHO KEpyBaHHS KPH30BUMH CHUTYallisIMH, 1HIIUJACHTAMN),
TeNeMeUIMHa, KPUTHYHI 1H(QOKOMYHIKalilHI iHQPacTPyKTypH, NMepcoHajbHi JaHi Tomo. [lpu mpomy Ttpeda
MiIKPECIUTH, MO caMe Iii HOBI ThUmu Ta 3acTocyBaHHI BMJIC e i OyayTh HaWOLIBII aKTYaJIbHUMH IS
JIUHAMIYHHX OIEPAaTUBHHX CICHApiiB HaiONMxk4oro MaOyTHbOTO, B SIKMX Mae nepenaBatuch 130]/] BkazaHux
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KaTeropii Oe3meku.

VI HeoOxignicTh apyroro pyoe:xy 3axucty bBM — peak THBHUX Te€XHOJIOTii 0e3neKku

Crnemudika BM, HasBHICTP B HUX BEJIMKOi KIJIBKOCTI BPAa3JIMBOCTCH Ta IMOsIBA IHIUICHTIB NMPHU3BOAATH JO
HEOOX1THOCTI CTBOPIOBATH IPYIUil pyOiXK 3aXUCTY, SIKAN Ma€e CTBOPIOBATHCH peakmueumu mexuonozismu Ib [1, 4,
5]:

- 0e3IPOTOBHMX CUCTEM BUSIBIICHHS BTOprHeHb (Wireless Intrusion Detection Systems — WIDS);

- rpyn 3 pearyBanus Ha iHnuaeHT (Computer Security Incidents Response Team — CSIRT);

- aBTOMaTH30BaHuX cucrteM o0poOku iHnmaeHTiB (Incident Handling Systems — ITHS);

- po3ciinyBaHHs iHpopManiiiHux 3mounHiB (Forensics).

PeakTBHI TexHOIOTIi Oe3Mekn MpU3HAYeHi AJsl BUSBJICHHS, pearyBaHHs i 0OpoOKM aTak Ta iHIUACHTIB, KX
HE BJIAJIOCH 3aMl00IIrTH 3 BUKOPUCTAHHSIM JIUIIE POAKTUBHUX TeXHONOTiH. OMHUMH 3 THIIYHUX 11t BM npukinanis
TaKUX iHIUJIEHTIB € :

- VIIKOJDKEHHsS1 a0 KoMIipoMmerarisi 6e31poToBOro obsa HaHHs (MaplIpyTH3aTOPiB, TOUYOK TOCTYIY) IUIIXOM
HECaHKIIIOHOBAHOTO (hi3MYHOTO 200 JOTIYHOr0 JOCTYITY;

- BHECEHHS HECaHKIIiOHOBaHHX 3MiH JI0 TaOIHIb MapIIpyTH3alii ado iHIIoi Kepyrovoi iHpopmarii MpOTOKOIIB;

- DDoS a6o DoS araku, 30kpemMa HUISIXOM HaBMHCHOTO MopymieHHs npaBuil MAC-nocTyny Ta «3acMideHHS»
KaHaJIiB Mepezadi ToIo.

PeakruBHi TexHouorii 6e3nexku B BM MaroTh criupaTHcs Ha MeXaHi3MHU BUSIBJIICHHSI BTOPTHEHb Ta pearyBaTH Ha
BHSUJICHI 1HITMICHTH IUTIXOM peKoH(iryparii 6e3apoToBoi MepexHOI iHGPaCTPYKTypH.

Ha cporozHi Bjke NpoBeNeHO 3HaYHY KUJIbKICTh AOCIIPKEHb, IPUCBSIYEHUX MeXaHi3MaM BHUSBJIEHHS BTOPIHEHb
Ta pearyBaHHIO Ha IHIMJEHTH B «3BHYAHHMX» IPOTOBUX TEJIEKOMYHIKaliiHUX Mepexax. OnHak, Ipu LBOMY
Tpeba BimMmiTHTH, MO BM XapakTepu3ylThcs NEBHHMHU OCOOMMBOCTAMH [9] (Hampukian, iCTOTHO oOMexeHa
cMyTra IIPOIyCKaHHsI, iCTOTHA 3MiHa SIKOCTI KaHAIY B Yaci TOIO), SIKi He JO3BOJSIIOTH B TIOBHIH Mipi 3aCTOCOBYBAaTH
BIKE€ pO3POOJICHI MiTX0a¥ Ta PEaKTUBHI TEXHOJIOTIi Oe3meku B BM 6e3 BinmoBigHOI aganrarii Ta Moaudikarii.

Ha MoMeHT mpoBejieHHsI IJaHOT'O AOCIiDKEHHsI icHye ofHe o(iliiiHe KepiBHUITBO MIOA0 PO3POOKH Ta OLIHKH
0e3IpOoTOBUX cucTeM BUsBIeHHs BToprHeHs (IDS), po3pobinene ArenctBoM HauioHanbHoOi O6e3neku CILA - SNAC
NSA “Guidelines for the Development and Evaluation of IEEE 802.11 Intrusion Detection Systems” (2005) [13].
Lei#t noxymeHT, xoua BiH crocyethes jaunie Mepex IEEE 802.11 ta He BizoOpakae BCiX MOXIIMBOCTEH CydacHHUX
6e3npoTtoBux IDS, Moxe OyTH BUKOPUCTaHUIl SK OCHOBa JJisi PO3pOOKM Ta OILIHKK OLTBII MOBHOI Ta Cy4acHOL
peakTuBHOI TexHOJOTii Oe3mekn BM B yacThHI BUSIBIIEHHS BTOPTHEHbD.

VII Be3neka 6araroxkpokoBoi mapmpyTtu3auii B Ad-Hoc mepexax

JlaHuii migpo3Aia CTaTTi CIIMPAETHCS HAa JTOCHIKEHHS, [IPOBE/ICHE aBTOPOM B MEpioJl HAYKOBOI CTRXKUPOBKU B
Bynanemrcekomy TexHIYHOMY yHiBepcuTeTi (YropiiuHa), sike 0yi10 miarpuMaHo Bumerpaacbkum QoHIOM.

HaiiBpaznusimoro jankoro 0e3nporoBux Ad-Hoc mepex € OaratokpokoBa mMapripyrtusaiis [8, 14] sk 6azoBa
(GYHKITIST MEpEKHOr0 PiBHSI, 110 3a0e3Meuye JOCTaBKY IMAKETIB JaHUX BiJl poyTepa-pkepena (source) 10 poyrepa-
npuzHaveHHs (destination) depe3 AMHAMI4YHO (CaMo-)yTBOPIOBaHUI MapHIPYT, IO BKIIOYAE MPOMIXHI pOyTepH,
JIUHAMIYHO 3’€HaHi O0E3IPOTOBMMH KaHAJIaMU Pajio3B’sI3Ky 3a MPHUHIUIIOM caMopraHizamii Ta pekoH]iryparmii
3aJIeKHO BiJ] 3MiH B TOIOJIOTI] MEpexKi.

lonoBHI ckiagHONII: JUHAMIYHICTH 3MIH TOMNOJOTIT; BIIKPHUTICTh cepeau mHepenadi; (izuyHa He3aXUIIEHICTh
0C3IPOTOBUX pOYTEPiB, PO3MIIICHUX HAa HEKOHTPOJIBOBAHIi TEpUTOpIi 3 MOXIHUBICTIO 3IIHCHEHHS
HECAaHKIIIOHOBAHOTO (PI3UYHOr0 AOCTYMy 10 oOnajgHaHHs, (Pi3MYHOrO OTPUMAaHHS KJIFOYOBOI KpuUnTOrpadiunoi
iHpopMaii, Ta moganbIIol KOMIIPOMETalii poyTrepa 3 HOro BUKOPHCTaHHSAM sIK iHcalaepa («BizaHTiiicka atakay);
BiTHOCHA BIJIKDUTICTh MEpexXi Ui BKIIOYEHHS HOBUX BY3MIIB (pOyTepiB); HemependaueHicTh MaplIpyTiB Ta
y4acHHKIB iH(opMaliifHoro ooMiHy (poyTepiB-NoCepeHUKIB) TOLIO.

OcHoBHUIT 3MicT poOiT aBTopa [8, 14] mpucBsueHo poOacTHOCTI 0araTOKPOKOBOI MapHIpyTH3allii 110
«Bi3aHTIHChKNX MOMHJIOK». B 1eHTpi yBaru — criaOkocTi (Bpa3IMBOCTI) MPOTOKONIB MapIIPyTH3alii B TUIOLIMHI
(dbopBapAMHTY HaHHUX, a TAaKOXK cTpaTeriuHi «BizaHTilicbki aTaku». [IpoBeneHO aHaii3 Ta MOKa3aHO OOMEKEHHS
JIEKUTBKOX MPOTOKJIIB MapuipyTu3ailii. BUsBIeHO KpUTHYHI MOMMIIKH B MPOTOKOJIAX Ta 3aPOIIOHOBAHO e(eKTHBHI
cueHapii atak. [TiqgaHo KpUTHII iCHYFOUY METOJIOJIOTII0 PO3POOKH MPOTOKOIIIB.

Pesynpratom [8, 14] € oOrpyHTyBaHHS HEOOXITHOCTI KapIWHAJIBHO HOBOTO MiIXOMy INOAO BHUSIBJICHHS Ta
pearyBaHHST Ha IHUOUJAEHTH Oe3meku (B Tepily uepry crpareriuni «BizaHTificbki» aTaku) Ha IUTONIUHI
(dopBapaMHTY IaHUX 0araToKpoKoBoi MapupyTusaiii B 6e3aporosux Ad-Hoc mepexax.
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VII BucHoBku

Binburicte po3pobneHux TexHosorii 6esnekn BM HampaieHo Ha 3anmoOiraHHs MOPYIICHHSIM Oe3reku Ha 0asi
KpunrorpadiyHuX MeXaHi3MiB B mpaduyiinux BM. OnHak nuiie i MexaHi3MHU HE 3aBXAW MOXYTh €(pEKTHBHO
nepexputy crienudivni BpaznuBocti Ad-Hoc mepesic 1 He 3aXUIIAIOTH BiJl BCIX MOXITUBUX 3arpo3.

OpHak, Ti YaCTHHU 3aBJaHHs, IO CTOCYIOTHCSI BJIaCHE apXiTEKTYpPH Ta MEXaHi3MIB PEaKTHBHUX TEXHOJIOTIH
6esnekn Ad-Hoc Mepex, 0coOIMBO MeXaHi3MiB Ta 3aXO[(iB 3 pearyBaHHs Ha 1HIMIEHTH Ta Bi3aHTiiCbKi aTaku B
IUIOIIMHI  (OpBapIUHTY JaHUX 0araToKpoKOBOI MapmipyTu3amii, Ha ChOTOJIHI 3aJUINAIOTHCS —Maibke
HEBHPIIICHUMH, a00 11i PIllIEHHs HE € MPUAATHUMH ISl IPAaKTHYHOTO 3aBCTOCYBaHHSI.

Tomy HaWOIIBII MEPCIEKTUBHUM HAIPSIMKOM € CTBOPEHHS JPYroro pyOexy 3axucTy, HalpaBJIEHOTO Ha
BUSIBJICHHSI, pearyBaHHs Ta 0OpoOKy BTOPTHEHb (1HIMICHTIB).
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V]IK 534.21:004.56.5(045)
AKYCTHUYECKASA CUCTEMA 1JIsA AJAIITUBHOI'O
IMOJABJIEHHUSA CUT'HAJIOB PEYEBOI'O /IUAITASOHA

bopuc Kypunenko, Braoumup Heoawrkoeckuit, Haoexcoa Hukonaeea, Onvea Cauyk
Hayuonanvnwiii asuayuonnwlii ynusepcumem

Anomayisn: IIpoBeneHi TeopeTH4YHI MOCHIJKEHHS MOMJIMBOCTI 3aCTOCYBAHHS AJaNlTUBHUX METONIB
KOMIIeHcalil AKyCTHYHMX CUTHAJIB JJIA 3aXUCTy iHpopmauii.

Summary: The conducted theoretical researches of possibility of application of adaptive methods of
compensation of acoustic signals for defence of information.

Knrouesvie cnosa: AKyCTPl‘IeCKPle KaHaJIbl YTCYKH nml)opmaunn, aJanTUBHbIC CHCTEMbI, 3allUTa
nnq)opmaunn, KOMIICHCA s BOJIH, IJIOCKHE BOJIHBI, cq)epnqeume BOJIHBI.

1 BBenenue

3a mocnemHME TOABI B pE3ylbTaTe HCCIENOBAaHMNA IO «aJalTUBHBIM CHCTEMaM» MOSBUINCH pa3IUYHbIE
aJlalTUBHBIE aBTOMATHI, CBOMCTBA KOTOPHIX B HEKOTOPOM CMBICIIE€ HAIIOMHUHAIOT ONpe/eJeHHbIE CBONCTBA >KUBBIX
cucTeM U OMOJIOTMYECKUX aIalTUBHBIX TPOLIECCOB.

3aja4M aJanTUBHBIX CUCTEM JOCTATOUHO Pa3sHOOOpa3Hbl, OHAKO UX o0benuHAeT odmas unes. [1o onpenenenuro
4. 3. LpimkuHa [1] — 3T0 cHCTEMBI, YMEHBIIAIOIIUE IEPBOHAYAIBHYIO HEONPEICIIEHHOCTh HA OCHOBE MH(OpMaIuH,
nojay4aeMoil B mporecce ynpaBieHus. [ HuUX XapakTepHa ampHOpHas HEOINpENeIEHHOCTh CaMOW CTPYKTYpBI
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