Pedeparu

YK 35.078:342.738 . .
3 ICTOPII BAXHUCTY JEPXKABHOI TAEMHMUIII B YKPAIHI
(KIHEIb XIX - IOYATOK XX CT.)

bozoan Bepnaocvkuii, Banepiit Boposcko™
Mixcpezionanona akademisn ynpasninus nepconaniom, *Hayionanvnui asiayitinuil yHieepcumem

Jlnst BHCBITIIEHHST icTOpii OXOpPOHM JAEp)KaBHOI TAEMHHMINI Ha TEpUTOPii YKpaiHW TOBYAJIbHUM € BUBYCHHS
BIZIMIOBITHOTO JOCBiAy TOTO Yacy, KOJIM YKpaiHa BXoawia 1o ckiaay Pocificekoi immepii. Ha mymky aBTOpiB €
MiICTaBU CTBEPUKYBATH, IO €(PEeKTHBHOMIIOYOTO pEXXHMY ceKpeTHOcTi y Pocilicekiii immepii cTBopeHO HE OyIo.
KosxHa i3 CKITaZIOBHX YacTHH JIEPKaBHOTO amapaTy Ha BIACHUH Po3Cy] BU3HAYaja, SKi camMe BiZIOMOCTI BBa)XKaIOTHCS
TAEMHHAMH Ta 3AIHCHIOBANA MisUTBHICTH 3 3aXHCTY Takoro poxy iHpopmamii. Po3Binka i 0ocoOnmmBo KOHTPpO3BigKa
CTaNM BiAramyxeHHsM JlemapTaMeHTy modjinii, Hecydu B co0i SIK MO3UTHBHI, TaK i HEraTUBHI CTOPOHU MOJIITHYHOT
nominii. [IpaBoBol0 0CHOBOIO opraHizamii i JisTIBHOCTI OpPraHiB MOJITHYHOTO PO3LIYKY 3 3a0e3MedeHHs Jep KaBHOT
0e3neKu B IIOMY Ta HEJOTOPKAHOCTI AEp)KaBHOI TAEMHUIN CIY)XWIN MPAaBOBI HOPMH JEPKaBHOTO KPUMiHAIBHO-
NPaBOBOrO, KPUMIiHAJIBHO-IIPOLECYAIbHOTO 1  aJMIHICTPAaTUBHO-MOJINEHCHKOr0  3aKOHOJAaBCTBAa.  Pociiichke
3aKOHOJIAaBCTBO TPHMBAJIMH 4Yac HE BUPI3HIO SK OKpPeMi BUAM 3JI0YMHIB JA€p)KaBHY 3pajy i WmuryHcrso. He
NPUAUIAIOCH HAJIEXKHOT yBaru po3roJIOLIEHHIO BiJOMOCTEH, 1110 CTAaHOBIISTD Jiep)KaBHY TaeMHHIIO. [lepenycim, Tak i
He OyJI0 CTBOPEHO OpraHy, IO KOOPAMHYBaB OW poOOTY pi3HHX BimOMCTB y mii cdepi. Jocuts amopprnM Oymo i
YABJICHHS PO CaMy AEPXKaBHY TA€MHHIIO, M0 (PaKTHYHO 3BOJIMIIOCH 10 TMOHATTSA BiiichbkoBOi TaeMHuLi. [lopsan i3
UM cama po0oTa criernciry’k6 Oyna epekTuBHO0. Sk CBITINTH BHBUCHHS HOCBIAY HAPCHKHUX CHEICTYXO0, Haltkpamli
iX MeToAnYHI po3poOKH OYII0 TBOPUYO OCMHCIICHI Ta BUKOPUCTOBYBAIUCEH B MOAAIIBIII POKH.

N3 UCTOPUU 3AIIIUTHI TOCYJAPCTBEHHOM TAUHBI B
YKPAUHE (KOHEII XIX - HAYAJIO XX CT.)

bozoan bepnaockuii, Banepuit Bopocko*
Mesicpecuonanvras akademus ynpasienus nepconairom *Hayionanonutl aguayuoHHbll
VHU8epcumem

JIst OCBEIICHUST UCTOPUH OXpaHbl TOCYJAPCTBEHHON TalHBI HA TEPPUTOPHUU Y KPAWHBI MIOYYUTEIBHBIM SIBIISIETCS
M3Y4YE€HHE COOTBETCTBYIOIIETO OIBITa TOTO BPEMEHH, KOorja YKpaumHa BXxoAuwia B cocraB Poccuiickoil nmnepuu. Ilo
MHEHHIO aBTOPOB €CTh OCHOBAaHHUS YTBEpXKAaTh, 4YTO J(PQPEKTHBHO [IEHCTBYIOMIETO pPEXHMa CEKPETHOCTH B
Poccuiickoif mmmepunm co3maHo He Obuto. Kaxkmas W3 COCTaBHBIX dYacTed TOCYJapCTBEHHOTO ammapaTa Ha
COOCTBEHHOE YCMOTpPEHHE OIpenersiia, Kakhue WMEHHO CBEICHHS CYHMTAIOTCS TAaWHBIMH W OCYIICCTBIIIA
JIESITEIBHOCTD M3 3alUTHI TAKOTO poja WHpopMmanuu. Pa3zseska U 0cOOCHHO KOHTpPpa3BelIKa CTalld OTBETBICHUEM
JlemapTaMeHTa TOJHIMU, HECsS B ceOC KaK MO3WTHBHBIC TAaK M HETATUBHBIC CTOPOHBI MOJMTHYECKOH IOJHUIIHH.
IIpaBoBOif OCHOBOW OpraHW3alMd W JCATCILHOCTA OPraHOB TIOJHMTHYCCKOTO pO3BICKA W3  00ECIeUCHUs
rOCyapCTBCHHON OE30MacCHOCTH B IIEJIOM M HEMPHUKOCHOBEHHOCTH TOCYIAPCTBEHHON TaWHBI CITY>KWJIHA MPaBOBBIC
HOpMI)I FOCy[lapCTBeHHOFO KpI/IMl/lHaJ'lI)HO'HpaBOBOFO, Kpl/lMI/IHanHO'HpOHeCCyaﬂbHOFO nu aIlMI/IHl/ICTpaTI/IBHO
TTOJTUIIEHCKOTO 3aKOHOAATENbCTBO. Poccuiickoe 3aKOHOAATENECTBO ITUTENEHOE BpeMs HE BBIICISIIO KaK OTICIbHBIE
BUIBI TIPECTYIUICHHUH TOCYJApCTBEHHYIO H3MEHY H HIMMHOHAX. He yaersiocs Harexamnero BHUMaHHs pa3TiIameHITo
CBeJICHUI, KOTOPBIE COCTABIIAIOT TOCYIapCTBEHHYIO TaifHy. [Ipexne Bcero, Tak M He OBLIO CO3MAaHO OpTaH, KOTOPBIi
KOOpAMHUPOBAII OBl PabOTy pa3HBIX BeIOMCTB B 3Toi cdepe. JocraTouHo aMopdHBIM OBLIO M MPEICTABICHUE O
caMOlff TOCYIapCTBCHHOW TaifHe, 4TO (PaKTHYECKH CBOAMIIOCH K TIOHSATHIO BOGHHOW TaiiHBI. Bmecte ¢ TeM cama
pabota crencityx6 Obua dpdexkTuBHON. Kak cBHIETENBCTBYET N3YUEHUS OMBITA HAPCKUX CIICICITYKO, HAITYUIINe
WX METOJMYECKHE Pa3pabOTKH ObLIO TBOPUECKH OCMBICICHHBIE M HCIIOJIb30BATUCH B TIOCEAYIOUTHE TOIBI.
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FROM HISTORY OF DEFENCE OF STATE SECRET IN UKRAINE

(END XIX - BEGINNING OF XX)

Bohdan Bernadskiy, Valery Vorozhko*
The Mizhregional'na academy of management a personnel,*National aviation university

For illumination of history of guard of state secret on territory of Ukraine instructive is a study of the proper
experience that time, when Ukraine entered in the complement of the Russian empire. In opinion of authors there are
grounds to assert that effectively operating mode of secrecy in the Russian empire created it was not. Each of
component parts of state machine on own discretion determined, which one information was considered secret and
carried out activity from defence such of information. Secret service and especially counter-intelligence became the
branch of Department of police, carrying in itself as positive so negative sides of political police. By legal framework
of organization and activity of organs of political search from providing of state security on the whole and legal
norms served inviolability of state secret state kriminal'no-pravovogo, kriminal'no-procesual'nogo and
administratively constabulary legislations. The Russian legislation long time did not select as separate types of
crimes high treason and espionage. Not spared the proper attention the disclosure of information which make a state
secret. Foremost, so it was not created an organ which would co-ordinate work of different departments in this
sphere. Amorphous enough was and picture of state secret, that was actually taken to the concept of military secret.
Next to it work of the special services was effective. As testifies the studies of experience of the tsar's special
services, the best them methodical developments it was creatively intelligent and used in subsequent years.

YK 621.391 .
JAESIKI ACHEKTH OPTAHIBAIMHO-ITIPABOBOT'O
3ABE3IIEYEHHSA 3AXUCTY IH®OOPMAIII B YKPAIHI

lean I'pabosenko
Komimem 3 numanv nayionanvnoi 6esnexu i oboponu Bepxosnoi Paou Yxpainu

PosrasiHyTi eranm peopranizamii ciyk0, IO IMOB’s3aHI 3 peaji3alliclo CHEUiaIbHOTO 3B'SI3KY Ta 3aXUCTy
inpopmamii B VYkpaini. CrnouaTky YmpaBmiHHS YpSIOBOTO 3B’SI3KY, sKe 3a0e3ledyBano JHUIIe eKCIUTyaTalliio
perioHa bHOI YaCTWHHU COIO3HOI CHCTEMH CIIEIialbHOTO 3B’S3Ky, Oynmo peoprani3oBaHo B ['0OBHE ympaBiiHHS
ypsnoBoro 3B’s3ky Cb Ykpainun. OCHOBHHM 3aBIaHHSAM YTIPaBIiHHS CTal0 CTBOPEHHS BIACHOI CHCTEMH YPSIIOBOTO
3B’A3Ky CYBEpEHHOI nepkaBH. Sk moBenma MpakThka, 00’€mHaHHA (QYHKLIH KpUOTOTpadidHOro Ta TEXHIYHOTO
3axucTy iHpopMmamii B OJHOMY MiIPO3MUTI a0 MOJIJIMBICTh KOMIUIEKCHO BHPIIIYBATH IHTAHHA 3aXUCTY
iHpopmamii, 3HAXOMUTH OUTBII e(QEKTHBHI PIIICHHS, 3a0IIAPKyBaTH JAEpKaBHI KOIITH Ta CYTTEBO CKOPOTHTH
TEpMiHM pO3pOOKH 1 peasizallii MpOeKTiB.

VY 3BI3Ky 3 HEOOXIIHICTIO JOJEpXaHHs IpaB JIIOJWHU IIiJl Yac NPOBEICHHS ONEPAaTHBHO-TEXHIYHUX 3aXOJiB
BUHMKJIA TOTpeba CTBOPEHHS B JIepKaBl CIy)KOM CcIreliaibHOro 3B’SI3Ky Ta 3axucTy iH(popmauii Ykpainu
([epxcnenss’s3Kky), sSK IEHTPAILHOTO OpPraHy BHKOHABYOI BJagd 13 CIEliajJbHUM CTaTycOM, BW3HAYMBIIM il
OCHOBHHMMH 3aBJIaHHIMU peaji3alilo Jep>KaBHOT NOJITHKH y chepi 3aXuCTy Jep)KaBHUX 1HPOpMaLiiHUX pecypciB y
Mepexax Iepejiadi JaHux, 3adesnedeHHs GpyHkuioHyBaHHs Jlep:kaBHOI CHCTEMH ypsiIoBOTo 3B 513Ky, HarioHanbHOT
CHUCTEMH KOH(QIICHIIIITHOTO 3B’ 3Ky, KpUNTOrpadiqHOTO Ta TEXHIYHOTO 3axucTy iHpopmamii. [Tomanema edexTuBHa
IisUTbHICTh  JlepiKCTien3B’sI3Ky IOBHHHA MPOXOTUTH MUISXOM HAPOIIYBaHHA MOTYXKHOCTEH CTPYKTYp, Ha AKi
MOKIIAJICHO peaNli3amiio 3raJlaHiX 3aBlaHb, MiJBHUINCHHS IXHBOTO 3HAYCHHS B CHCTEMi OpTaHIB [Ep)KaBHOTO
VIpaBIiHHS, CTBOPEHHS OJATKOBHX BaXKENiB BIUIMBY Ha TPOLECH peaji3allii Aep)kaBHOI MOMTHKH y cdepi
iHpopMamniiHoi Oe3rmekn, 0COOIMBO 3 MO3HIIT 11 BaXKITMBOCTI A1 OE3MEYHOTO Ta CTabiIbHOTO PO3BHUTKY CYCHIIBCTBA
B yMOBax riobaisaiii mpouecis iHpopmMaIiiHoro oominy.

HEKOTOPBIE ACIIEKTbBI OPTAHU3ALIMOHHO-ITPABOBOI'O
OBECIIEYHEHUA 3AHIUTBI UTHOPOPMAILIMU B YKPAUHE

Hean I'pabosenko
Komumem no eonpocam nayuonanvroil 6ezonacnocmu u 0b6oponvl Bepxosnoii Paowvl Ykpaumsi

PaCCMOTpGHHLIe 9Talbl peopTraHu3alu CJ'Iy)KG, KOTOPbIC CBA3AaHbI C peanmauneifl cneunaanof/i CBs3U U 3allIMTHI
I/IH(l)OpMaIII/II/I B YKpaI/IHe. Cuauaja anaBneHHe HpaBHTeJ’ILCTBeHHOﬁ CBA3HU, KOTOpOC obecreunBago JIHIIb
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9KCIUIyaTallMI0 PETHOHAJIBHOW YacTH COIO3HOW CHCTEMBI CIIELMalIbHOM CBs3M, ObIJIO peoprannzoBaHo B I'aBHOe
ynpaBieHue mnpaBUTedbcTBeHHON cBsi3u Cb Vkpaunnel. OCHOBHBIM 3aJaHueM YIpPaBICHHS CTalo CO3AaHUE
COOCTBEHHOH CHCTEMBI MPAaBUTEIBECTBEHHOH CBSI3M CYBEpEHHOTO rocynapcrsa. Kak moBena npakTuka, 00beAHMHEHNE
¢yHKIMHA KpunTorpaduIecKoil ¥ TEXHUIECKOH 3alIuThl MHYOPMAIIMK B OJHOM HOAPA3IEICHUN Jajl0 BO3MOXHOCTh
KOMIUIEKCHO pemIaTh BOMPOCH 3alIUTHl WHGOOpMAIMH, HAXOXWUTh Ooiiee 3(PQPEKTHBHBIC pEIICHUS, YKOHOMHUTH
TOCYAapCTBEHHBIE CPEJCTBA U CYIIECTBEHHO COKPATUTh CPOKH Pa3pabOTKH M peaTn3aliy IPOEKTOB.

B cBs3u ¢ HEOOXOIMMOCTBIO COOJIIOACHHS TPAB UYEIOBEKa BO BPEMS IPOBEICHUS OINEPATHBHO-TEXHUYECKHUX
MEpOIIPUATHH BO3HHMKIA IOTPEOHOCTh CO3IAaHUSI B TOCYJApCTBE CIY)KObI CHEIUATbHOW CBSI3M M 3aIIUTHI
nndopmannn Ykpaunsl (["occnencssisu), Kak LEHTPAJbHOTO OpraHa WCIIOJHHUTENILHOM BJIACTH CO CIIELMAIBHBIM
CTaTycOM, OIpEJEIUB €€ OCHOBHBIMM 3aJaHUSIMU DPEANN3alMI0 TOCYAApPCTBEHHOW MOJMTUKM B cdepe 3amuThl
TOCYAapCTBEHHBIX HMH(MOPMAIOHHBIX PECYPCOB B CETAX Iepelayd JaHHBIX, oOecriedueHHs (yHKIMOHHPOBAHMS
l'ocynapcTBeHHOW CHCTEMBI MPaBUTECILCTBCHHOW CBsI3M, HalMOHANBHOW CHCTEMbl KOH(HICHIMAIBHON CBsI3H,
KkpunTorpaduueckod M TEXHWYECKOW 3aiuThl uHpopManuu. [locnenyromas 3ddQekTuBHas AEATEIbHOCTh
I'occnericBs3u JOMMDKHA MPOXOAUTH ITyTEM HApaIIUBAHUSA MOIIHOCTEH CTPYKTYp, Ha KOTOPHIE MOJIOKEHA pealn3aIiis
YIOMSHYTHIX 33JaHUH, TOBBIIICHUS MX 3HAYCHUS B CHCTEME OPTaHOB TOCYIApCTBEHHOTO YIPABICHHUS, CO3IaHMS
JOTIONHUTENBHBIX ~ PBIYaroB BIHMSHUS HAa TIPOIECCHl pealH3allii TOCyJapCTBEHHOM TOMUTHKH B cdepe
nH(pOpMaMOHHOI 0€30MacHOCTH, 0COOEHHO C MO3WIMK e BAKHOCTH Ul O€30IIaCHOTO M CTaOMJIBLHOTO pa3BUTHS
o0I1ecTBa B yCIOBHSX INI00ATN3aNH IPOLIECCOB HHPOPMAIIMOHHOTO 0OMEHa.

SOME ASPECTS OF ORGANIZATIONALLY LEGAL
PROVIDING OF PRIV ARE IN UKRAINE

Ivan Grabovenko
Committee on questions national safety and defensive of Verkhovna Rada of Ukraine

Considered stages of reorganization of services which are related to realization of special zv'"yazku and to the
priv in Ukraine. At first Management of governmental connection, which provided exploitation of regional part of
the allied special communication network only, was reorganized in Main administration of governmental connection
of SB of Ukraine. The basic task of Management was become by creation of own governmental communication of
nation-state network. As practice, association of functions of cryptographic and technical priv, led to in one
subsection enabled complex to decide the question of priv, find more effective decisions, save state facilities and
substantially to reduce the terms of development and realization of projects.

In connection with the necessity of inhibition of human rights during the leadthrough of operativno-tekhnichnikh
measures there was a necessity of creation in the state of special intercommunication and priv Ukraine service, as a
central organ of executive power with the special status, defining it basic tasks realization of public policy in the field
of defence of state informative resources in DTNS, providing of functioning of the State governmental
communication, National confidential communication, cryptographic and technical priv network. Subsequent
effective activity of Derzhspeczv’yazku must prokhoditi by the increase of powers of structures, on which realization
of the mentioned tasks, increase of their value, is fixed in the system of organs of state administration, creation of
additional levers of influence on the processes of realization of public policy, in the field of informative safety,
especially from position of its importance for safe and stable development of society in the conditions of
globalization of processes of informative exchange.

YIK 681.3:34
MEPCIEKTUBU MNPOTUII KPUMIHAJILHUM 3ATPO3AM
HALIOHAJILHIN BE3MEL YKPATHUA B YMOBAX
IH®OPMALIIHHOIO CYCIMLIbCTBA

Japia Ilpokogh’cea-Anuunenko
Tonoeue ynpasninusa no 6opomu6i 3 Kopynyieio ma opearizosanoro 3nouunuicmio CB Ykpainu

3HauHy MUTOMY Bary B CUCTE€Mi 3arpo3 HaIllOHaJbHIH Oe3meri YKpaiHu MaroTh MPOSIBH 3JI0YMHHOT JisUTHHOCTI, a
TaKOX 1HIINI BHUJU MPABOTIOPYIIEHb Ta JEBIAHTHOI MOBEIIHKH, SIKi OIMOCEPEIKOBYIOTH a00 3yMOBIIOIOTH 3JIOYHHHI
MposIBH. Bif KpEMiHALHUX 3arpo3 MOTEPIAloTh BCi CKIIAI0BI HAI[IOHATBHOI Oe3nekn YKpaiHu, 0 JT03BOJISE BECTH
MOBY SIK TIPO 3arajJbHAN BUMIp HAIlOHAJIBHOI OE3MEKH, B IKOMY Mae 3a0e3rmedyBaTHCh Oe3neKa Bif KpUMiHAJIbHUX
3arpo3, TaK i Ipo caMOCTiiHY KpUMIHOJIOTIYHY CKJIa/I0BY HAIlIOHAJIHHOI Oe3IeKH.
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B ymoBax OypxJMBOro po3BHTKY iH(opMauiliHOro cycninbcTBa 3a0e3ledeHHs KPUMIHOJIOTIYHOT Oe3nekn
HeMo>unBe Oe3 BpaxyBaHHs crenndiku iHdopmaniiiHoi cdepn Ta MoxiMBOCTel iH(OpPMaLiHOTO MPOCTOPY SIK
[IOA0 TPOIYHiIOBAHHSA KPUMIHAJIBHHUX 3arpo3, TaK i MIOJO MiABHINEHHS Pe3yJbTaTUBHOCTI MPOTHIIl BKa3aHUM
3arposzam, III0 BHMAara€e BpaxyBaHHS B [iSUIBHOCTI 3 3a0e3medeHHS KPHUMIiHOJOTIYHOI Oe3meku (akTopiB
iH(pOopMamiHHO MPUIMHHOCTI Y 370YMHHIHN MisUTPHOCTI Ta iHQOPMAIITHAX XapaKTepUCTHK KPUMIHAJIBHHX 3arpo3.

NEPCIHEKTUBBI MPOTUBOJENCTBUS KPUMHUHAJIBHUM
YI'PO3AM HAIIMOHAJIBHOM BE3ONNACHOCTHU YKPAUHBI B
YCJTOBUAX IHOOPMAIIMOHHOI'O OBLHIECTBA

Hapus Ilpoxogvesa-Anuunenxko
I'nasnoe ynpasnenue no 6opvbe c koppynyueti u opeanuzosannou npecmynuocmoto Cb YVrkpaunoi

BbIcOKMM yIenbHBIM BECOM B CHCTEME YIpo3 HaIMOHAJIBbHOH OE30IMacHOCTH YKPaWHBI XapaKTEpU3YIOTCS
NPOSIBJICHUS] NPECTYNHON JESTeNIbHOCTH, a TaKKe HHbIE BUJBI NPaBOHAPYILIECHWH W JIEBUAHTHOTO IIOBEJCHUS,
KOTOpBIE OIOCPEIYIOT WJIM OOYCIaBIMBAIOT IPECTYIHBbIE MNpOsiBIeHUS. KpUMHHaJIBHBIE YIPO3BI IPEICTABIISIOT
OIACHOCTH ISl BCEX COCTABIISIONIMX HAIMOHAJIBHON 0e30macHOCTH YKpauHbI, YTO IO3BOJISIET BECTH PeYb Kak 00
o0IleM ypoBHE HaI[MOHAJIbHOW O€30macHOCTH, B KOTOPOM JIOJDKHA oOecrednBaThess 0e30MacHOCTh  OT
KPUMHUHAIBHBIX YTPO3, TaK M O CaMOCTOATENBbHOM KPUMHHOJOIMYECKOW COCTABISIONIEH HAIlMOHAIBHOMN
6e3omacHocTH.

B ycnoBusx 6ypHOTO pa3BUTHS HHPOPMAIMOHHOTO 00IIecTBa obecreueHne KpUMUHOIOTHISCKOH Oe30acHOCTH
HEBO3MOXKHO 0e3 ydera crenn(pukd HHPOPMAIMOHHON cepsl U BO3MOKHOCTEH HH()OPMAIIMOHHOTO IIPOCTPAaHCTBA
KaK B OTHOLICHHH NPOJYLUPOBAHMS KPHUMHHAJIBHBIX YIPO3, TAK M B OTHOIUCHUH IIOBBILICHHS PE3YJIbTATHBHOCTH
NPOTHBOJCHCTBHS TAKMM YIp0O3aM, 4TO TPeOyeT yUHTHIBATE B JASSATEILHOCTH M0 00SCIEYEHHIO KPUMHHOJIOIHYECKOH
Oe3omacHoCTH (GakTopel MHOOPMAIMOHHONW NPHYMHHOCTH B MPECTYMHOH JACATENIBHOCTH W HMH()OPMAaLMIOHHBIE
XapaKTePUCTUKH KPUMUHAIBHBIX YTPO3.

PROSPECTS FOR COUNTERING THE CRIMINAL THREATS BY
NATIONAL SECURITY OF UKRAINE IN THE CONDITIONS OF
INFORMATION SOCIETY.

Dariya Prokof’eva-Yanchilenko
The Main anti-corruption and organized crime department of the Security Service of
Ukraine(SBU)

The criminal activity’s manifestations has a high specific gravity in the system of threats of National Security in
Ukraine, and also another types of offences and deviant behavior, which will mediate or stipulate criminal activity.
Criminal threats present a danger for all constituents of national security, what allows to conduct as about the general
measuring of national security, where security must be provided from criminal threats, so about the independent
criminology constituent of national security.

In the conditions of rapid development of informative society providing of criminology security is impossible
without the account of specific of informative sphere and possibilities of informative space as in regard to producting
of criminal threats, so in regard to the increase of effectiveness of counteraction to such threats, that requires to take
into account the factors of informative causality in criminal activity and informative descriptions of criminal threats
while provide criminology security.

VJIK 621.391
CTPYKTYPA TA MOJEJb CUCTEMMU 3AXHUCTY THOOPMAIII|
B PAMKAX ITPOLIECHOTI'O HNIIXO1Y

Onexcanop Iomiii, Anamoniii Jlenwun, /[mumpo Ilununenko
Tnemumym ingpopmayitinux mexnono2iti

[Ipononyerbest konuenuist Jeminra-lllyxapara nmoOymoBu cuCTeMH yHpaBiiHHS iH(pOpPMAaLiiHOI Oe3neKoro
(CVYIb), sixa onucyeThes sIK MociiioBHICTE: TanyBanHs (Plan); 3aiticnenns (Do); nepesipka (koHTpouss) (Check);
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nist (Act). Mozenp cuUcTeMM YIPaBJiHHS, IO 3alpolloHOBaHa B pOOOTI, MOXE BHCTYNAaTH OCHOBOIO JUIsl
BIPOBAJPKEHHS Y MPAKTHKY 3axucTy iH(popmauii Bumor crappapry ISO/IEC 27001. BinminHolo pucoro Mojeni €
BUAUICHHS JBOX KOHTYPIB YIpPaBIiHHA — KOHTYPY YIpPaBIiHHA 32 Pe3yIbTaTHUBHICTIO Ta KOHTYPY YIIPaBIiHHS 3a
3pimictio. Taka CTpyKTypa YIpaBIiHHSA HO3BOJISIE KOHTPOIJIOBATH SK PEe3yIbTaTH BHKOHAHHS 3aXOIiB 3aXHCTY, TakK i
AKiCTh (e(heKTHUBHICTH) MOCATHEHHS WX pe3ynbraTiB. CHCTeMa yHpaBIiHHS IPOLECOM 3aXHCTY iH(popMarii Moxe
po3TgaTHcs SK JBOpiBHEBa OaraToliTboBa CHcTeMa, (hopMaizamito Kol HamaHo y poboti. Po3pobnenHs moxeni
Jano 3Mory c(hOpMyJIOBaTH 3aladi YIPaBIiHHA, SKi MAlOTh PO3B’SA3yBAaTHCS TiX Yac MPHAHATTS YIPaBIiHCHKHUX
pimress. OTpuMaHiI MOZEN € PO3BUTKOM Teopii 3axWcTy iHpopMamii y HampsSMKy MOICTIOBAaHHS YIIPaBIiHHSI
iHpopMmaniiiHOlO Oe3nekoro. IlepcreKTUBHUMM HanpsSIMKaMu JOCIIDKEHb € BHPILMIEHHS 337a4  pO3pOOJeHHS
Y3TOJDKEHOT OLIHKKM Pe3yJIbTaTUBHOCTI 3aXHUCTy iHpopMauii y pi3HUX JIaHKax YIpaBIiHHS, a TAaKOXK PiBHS 3pijoCTi
MPOLECIB 3aXUCTY 1H(OPMAILIT, 110 CIUPAIOTHCS HAa CYKYIHICTh KUIbKICHUX IMOKa3HUKIB 3piJIOCTI.

CTPYKTYPA U MOAEJIb CUCTEMBbI 3AIIIUTBI
NHOOPMAIIUA B PAMKAX ITPOUECCHOI'O ITIOAXOJJA

Anexcanop Ilomuii, Anamonuii Jlenwun, /Imumpuit Iununenxo
Hncmumym un@opmayuoHHbIX mexHoI02Ull

IIpennaraercs xonmernmus Jlemunra-lllyxapata TmOCTpOCHHS CHCTEMBI VyIpaBleHUS HWHOOPMAIIMOHHON
6e3omacHocThio (CYUDB), koTOpas onmuchIBaeTCsl Kak MOCIE0BAaTEeIbHOCTD: manupoBanue (Plan), ocymecTBienue
(Do); mpoepka (koutpoisis) (Check); neficteue (Act). Momenb CHCTEMBI yIpaBieHHs, MPEIOKEHHas B padore,
MOXKET BBICTYIIaTh OCHOBOM JJIsi BHEAPEHHWS B TMPAKTHKY 3amuThl HWHpOpMamuu TpeOoBaHMN CcTaHIapTa
ISO/IEC 27001. OTauuuTeNnsHOM 4YepTO MOJENH SBIACTCS BBINCICHHE NBYX KOHTYPOB YIIPaBICHUSA - KOHTYypa
VIpaBJICHHUS 110 Pe3yIbTaTUBHOCTH W KOHTYpa YIPAaBJICHHS N0 3peNocTH. Takas CTpyKTypa YIpaBICHHUS ITO3BOJIIET
KOHTPOJIMPOBATh KaK PE3yJIbTAaThl BHIOJIHEHHS MEp 3aIlUThI, TaK M KaueCTBO (3((PEKTUBHOCTB) JOCTHIKEHUE dTHX
pe3ynbraroB. CrucTeMa ynpaBieHHs TIPOLECCOM 3aIUTHl HH(POPMAaIMK MOXKET pacCMaTpHUBaThCsl Kak JIByXypOBHEBas
MHOTOLIeNIeBasl cucreMa, (opMmanu3anus KOTOpoil mpenocraBieHa B pabore. PaspaGorka mozenu mnosBosuiia
cOpMyIHpOBaTh 3aJlaudl YNpPaBJIEHUs, KOTOPbIE JOJDKHBI PElIaThCs NPH NPUHATHH YHPABJICHYECKUX pEIICHHH.
HOHy‘leHHbIe MOJCIN ABJIAIOTCA pPa3BUTHUEM TEOPHUU 3alIUTHL I/IH(l)OpMaLIl/lI/I B HallpaBJICHUU MOJACIIUPOBAHUSA
ympasieHus: MHGOPMAIMOHHOW 0e30macHOCThI0. [lepCreKTHBHBIMKM HANpaBlICHUSIMH HCCIICIOBAHUN SIBIISETCS
penreHue 3aqa4d pa3paboTKH COTIIACOBAHHON OIIEHKU PE3yIIbTATHBHOCTH 3AIIUTH HH()OPMAIIH B Pa3ITNIHBIX 3BEHBSIX
VIpaBJICHUSA, a TaKKe YPOBHSA 3PEJOCTH MPOIECCOB 3aIIUTHl HH(GOPMAINH, OMUPAIOMINXCS HAa COBOKYITHOCTh
KOJIMYECTBEHHBIX MTOKA3aTeIeH 3pEIOCTH.

STRUCTURE AND MODEL OF INFORMATION SECURITY IN

THE PROCESS APPROACH

Alexander Potiy, Anatoly Lenshin, Dmitriy Pilipenko
Institute of information technologies

The concept of the Deming-Shewnhart about the construction of information security management system (ISMS),
which is described as a sequence: plan (Plan) exercise (Do); checking (supervision) (Check); action (Act).The model
management system which is proposed in this paper, may serve as a basis for introducing the practice of information
security requirements of ISO/IEC 27001. A distinctive feature of the model is the separation of the two control loops
- loop control performance and control loop to maturity. This management structure allows you to control how the
results of the protection measures and the quality (efficiency) are achieved these results. The process control system
of information security can be viewed as two-level multi-purpose system, the formalization of which is given in item.
Development of a model allowed to formulate the control problem that must be addressed in management decisions.
The models are an extension of the theory of information security in the direction of modeling for information
security management. The potential areas of research are the solving problems of developing a coherent assessment
of the effectiveness of information security at various levels of government, as well as the maturity level of
information security processes, based on a set of quantitative indicators of maturity.
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YAK 621.327.12 _ .
CIHEPTETUYHUU TPOLEC IIEPEJIAYU EHEPI'TI
CUI'HAJIIB MOBHA

Bonooumup Kypaenvos
3anopizbkuti HaYIOHAILHUL MEXHIYHUL YHIgepCUmem

Ha ocHOBi dakTy iMITyJIbCHOTO METOAY YIPABIIHHA IIEHTPAILHOIO HEPBOBOIO CHCTEMOIO (hi310J0TIHHUMHU
OpraHaMy MOBHOI Ta CIIyXOBOI CHCTEMH YIIEpIle 3alpolOHOBaHI JUCKpeTHa Qi3uyHa, ICHX0(i3nyHa i MaTeMaTn4Ha
MOJIEJTi MOBHOT'O CHUTHAlly, SIKIi TEOPETHYHO 1 EKCIePUMEHTAIBHO JOBOJSITH MOJIENIOYY (YHKIiI0 KiHEM —
MOBOYTBOPIOIOUHX PYXiB OpraHiB apTHKYyJsiLil. Po3BHHEHA Teopis MOAENIOBaHHS Ta 00poOKM MOBHMX curHaiiB. B
OCHOBI PO3POOJICHUX 1 JIOCIIPKEHUX MOZENel Jexarh CIHepreTH4HI Mporiecu oOMiHy eHeprieto 1 iHdopmariero, sKi
0azyroTbcsi Ha e(eKTi IMIyJIbCHOI JMCUNaIii MOTEHLIHHOT eHeprii MOBITPsI JIETeHIB B KIHETHYHY EHEpTiro
IUCKPETHUX BHXpiB. [HTEpPBaJOM CTaliOHAPHOCTI CHUTHANIB € Yac HEPIBHOBAXHOTO CTaHy MOBITPS MiX IBOMA,
HACTYIHMMH OJWH 3a OIHHM, «porecamMu aucunanii eseprii. IlpoBemeHi TeopeTWdHi, pO3paxyHKOBi Ta
eKCIIepUMEHTANBHI TOCIIHKEHHS KOTPi HeTpsiMo (y 3B’S3KY 3 BIICYTHICTIO TEXHIYHUX 3aCO0iB IPSIMHUX BHMipIOBaHb
EHEPreTUYHNX TNapaMeTpiB CHTHANIB TypOYJIIEHTHHX BUXpPiB) MOBOAATH CiHEPTETHYHI BIACTUBOCTI CHTHAJIiB MOBH.
AJIeKBAaTHICTb ~ pO3pPOOJICHHX  MoJeleld  eKCIEePUMEHTAIbHO  IIATBEPIXKEHO  IOPIBHAHHAM  pe3YNbTaTiB
SKCIIEpPUMEHTAJIBHUX JIOCIIIDKEHb aBTOPa 3 Pe3y/IbTaTaMH, ONyOJiKOBAHMMH B HAYKOBHX BHJIAHHSX. TE€OPETHUYHO i
eKCIIEPUMEHTAIILHO JIOBEJICHO, 1[0 MapaMeTPH I'YYHOCTI 1 BUCOTH TOHY CUTHAIIIB MOBHU PETYNIOIOTHCS IIEHTPAIHHOIO
HEPBOBOIO CHCTEMOIO 32 JOTIOMOT0I0 YIPaBIiHHS NapaMeTpaMH 1HAEKCY aMILTITyJHOT MOJYJSLil IMITyJIbCIB eHepril
BUXPIB 1 IX ITapyBaToCTI.

CUHEPTETUYECKHWI NPOIECC NEPEJIAYY DHEPTUA

PEYEBOI'O CUI'HAJIA

Baaoumup Kypaenée
3anopoorcckull HaYUOHANIbHbIU MEXHUYECKU YHUBEPCUMEM

Ha ocHoBe (hakTa MMIYJIBCHOTO METOAA YNPAaBICHHS LEHTPAIBLHOW HEPBHOW CHUCTEMOW (DHU3HOIOTHUESCKHUMHU
peUecITyXOBBIMH OpraHaMH BIIEPBBIE MPEIOKEHBI AUCKpPeTHAs (u3ndeckas, Icuxodu3ndeckas U MaTeMaTHIecKas
MOJIENTb PEYEBOT0 MpoIecca, KOTOPHIE TEOPETHIECKH U AKCIIEPIMEHTAIFHO JOKA3bIBAIOT MOAYIHPYIOUTYIO () YHKITHIO
KAHEM — peueoOpasyroumx IBMKCHUH apTUKYIAIMOHHBIX OPraHOB. B OCHOBe pa3pabOTaHHBIX M HMCCIEIOBaHHBIX
MOJIeIIeH JIexaT CHHepreTHIeCcKHe MpoIiecchl 0OMeHa YHeprueil 1 nHpopmanuei, KoTopsie 0asupyroTes Ha dpdexTe
UMITYJIbCHOW JWMCCUMANMN TIOTCHIIMANFHOW JHEPTrUM BO3AyXa JETKMX B KHHETHYCCKYIO JHEPTHIO IHUCKPETHBIX
Buxpeil. [IpoBeZicHBI TEOPETHUECKUE, PACUCTHBIC M JKCIICPHUMEHTAJBHBIC HCCICIOBaHMs, KOCBCHHO (B CBSI3U C
OTCYTCTBUEM TCXHHYCCKUX CPEACTB JUIS MPSIMBIX M3MEPCHUH HSHEPreTUYECKHX MapaMeTpOB  CUTHAJIOB
TypOyYJICHTHOT'O BUXPEBOI'0 MOTOKA) JOKA3bIBAIOIIUEC CHHEPIETUICCKHUE CBOWCTBA pEeUeBOro curuaia. MiuTepBaioM He
CTPOTOii CTAIMOHAPHOCTH MOJICNICH SBISICTCS BpEMsi HEPABHOBECHOTO COCTOSHHS BO3JyXa MEXIYy JBYMs,
CIICAYIONIMMHU JIPYr 3a JPYroM, MpOIecCaMu JUCCHIMAIMN JHEPrUH. AJEKBATHOCTh pa3pabOTaHHBIX MOJENei
OKCIICPUMECHTAJIbHO TIOATBCPIKACHA CPABHECHUEM PE3YJILTATOB JSKCIICPUMEHTAIbHBIX I/ICCJ'Ie[lOBaHI/lﬁ aBTopa C
pe3ynbTaTaMy, ONMYOJMKOBAHHBIMH B HAYYHBIX H3AHUAX. [COPETHYCCKH M SKCICPUMEHTAIBHO JOKA3aHO, YTO
mapaMeTpsl TPOMKOCTH W BBICOTHI TOHA PEUEBOTO CHUTHAJA PETYTUPYIOTCS LEHTPAIGHOW HEPBHOW CHCTEMOM
ITOCPEICTBOM VIIPABIICHHUS ITapaMeTpaMH HWHIEKCa aMIUITUTYIHOW MOXIYISIIUA HWMITyJIhCOB SHEPTHH JHUCKPETHBIX
BHUXpEH U NX CKBaKHOCTH.

THE SYNERGIC PROCESS OF SPEECH SIGNAL
ENERGY TRANSFER

Vladimir Zhuravlev
Zaporozhia national technical university

On the basis of the fact of impulse method of central nervous system administration of physiological speech —
hearing organs the discrete physical, psycho-physical and math models of speech process, which theoretically and
experimentally proved the modulation function of kinems — speech production movements of articulation organs are
suggest for the first time. The synergic process of energy and informational exchange are in base of worked up and
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investigated models, which are based on the effect of impulse dissipation of the air in the lungs potential energy to
the discrete vortex kinetic energy. Theoretical, calculating and experimental researches are conducted, which indirect
(because of absence of technical means for direct measuring of energy parameters of the signal of whirl vortex flow)
proves the synergetic characteristics of speech signal. Time of air non-equilibrium condition between two, following
each other, energy dissipation processes is the interval of non-strict steady models. Adequacy of the worked out
models is experimentally confirmed by comparison of experimental researches with results, published in scientific
editions. Theoretically and experimentally proved, that parameters of speech signal volume and tone height are
regulated by central nervous system by the means of managing of discrete vortex energy impulse amplitude
modulation and their off-duty factor index parameters.

YAK 631.15:006.83
PO3POBKA CUCTEMU HPUHLMUIIIB IOBY10BHU
PAIIIOHAJIBHOI'O MAKETY HOPMATHUBHOI JIOKYMEHTAIIII
CUCTEMM YHPABJIIHHA AKICTIO
HAYKOBO-JOCJIIHUX YCTAHOB

Hina Ilonakoea, Ipuna Jlazoxo*
CB II1/]Oi/[H CHY imeni Bonooumupa Jans, */[I1 «[AIT»

PesynbraTuBHiCTE HaykoBo-pochinHux pobir (HAP) ta cucremu ympaninas skictio (CYS) 3HauHOIO Mipoio
3aJIeXKHTh BiJl SIKOCTI nepebiry mpouecy MoKyMeHTyBaHHs. [loka3aHo, 110 nakeT HopMaTtuBHOI nokymeHTanii CY S,
o0y oBaHU 3 Pi3HUX ii TUMIB Ta BUIB, SIKI BIAPI3HIIOTHCS 32 CTPYKTYPOIO Ta CKIaZoM, (GOpMYETHC, K IPaBHIIo,
Ha po3cyl po3poOHHMKa. ABTOpaMH OOIDYHTOBAHO IOLIJIBHICTH 3aCTOCYBaHHsS HACTYITHUX NPUHIMUIIB, 33 SKUMHU
HeoOXiqHO (opMyBaTH paliOHATLHUH IakeT HopMmatuBHOI agokymenrauii CYS HJ/IP: nonepkaHHS BUMOT
HAIlIOHAFHOI CHCTEMH CTaHAapTH3alii (BiAMOBIIHICT MPU3HAYCHHIO, CYMICHICTh, OOMEXCHHS Pi3HOMAHITHOCTI Ta
B3a€MO3aMIiHHICTB); (opmaiizamnis npuHIumiB ctannaptis cepii JCTY ISO 9000 ta cupustHHS iX BIPOBaIKEHHIO;
CIaIKOEMHICTh. 3ampoIIOHOBaHAa CHCTEMa NPWHIIMIIIB HAWOIMBIN TMOBHA ¥ aJeKBaTHA MPAKTHIl CTaHAApTH3AMii
HaykoBo-mochigaux ycranoB (HJIY), y3araipHiO€ IO HPakTHKY Ta IO3BOJSIE IIOCTABHTH ii Ha OUIBII HAayKOBO
OoOTpyHTOBaHY OCHOBY. PesympTaThBHE MpOBeAEHHS pOOIT 3 MOOYAOBM pAalliOHATHHOTO MAKETy HOPMATHBHOL
mokymenranii CYVS HJY Bumarae nonepkaHHsS BCi€i CHCTEMH BCTAHOBJIEHHX MPHHIUITB B KOMIUIEKCI.
HeBukoHaHHs Xo4a O OZHOTO 3 HUX BeJIe JI0 PO3TaIy>KeHHs IPoLecy MOOYA0BH.

PABPABOTKA CUCTEMBI ITPUHIIMUITIOB IIOCTPOEHUSA
PAIIMOHAJIBHOI'O TAKETA HOPMATHUBHOH
JOKYMEHTAINHU CUCTEMbI YIIPABJIEHUE KAYECTBOM
HAYYHO-UCCJIEJOBATEJbCKHUX YUPEXIEHUH

Huna Ilonakoea, Hpuna Jlazvxo*
CO UI/[Ou/]O BHY umenu Braoumupa Hana, *I /] «HUAII»

PesynpTaTBHOCTS HaydHO-HMCchenoBaTedbckux pador (HUP) m cucremur ympasienus kadectBoM (CYK) B
3HAYUTENBHON Mepe 3aBUCUT OT KadecTBa X0Ja Ipolecca J0KyMeHTUpoBaHus. [loka3aHo, 4TO akeT HOPMATUBHOM
noxymenTarun CYK, moCcTpoeHHBIH U3 pa3HBIX €€ TUIOB U BHIOB, KOTOPHIE OTIMYAIOTCS 38 CTPYKTYPOH B COCTaBOM,
(dopmupyercsi, Kak TpaBWIIO, Ha YCMOTpeHHE pa3paboTdmka. ABTOpaMH OOOCHOBaHHO I[eJIECOOOPa3HOCTD
NPUMEHCHUS CJCIYIOIUX MPHHIHUIOB, 3a KOTOPBIMH HE00XoAuMo (OPMUPOBATH pAIMOHANBHBIN MAKET
HopMatuBHO nokymeHtaunu CYK HUP: coorBercTBHEe TpeOoBaHMI HallMOHAJIBLHOM CHCTEMBI CTaHAAPTU3ALUU
(cooTBeTCTBHE HA3HAYCHUIO, COBMECTHUMOCTh, OTPaHUUCHHUE PAa3HOO0pa3us 1 B3aUMO3aMEHIEMOCTD); (hopMan3aIlus
npuHIunoB cranaaptoB cepun JCTY ISO 9000 u coxmeiicTBre MX BHEIPEHHUIO; IPEEMCTBEHHOCTh. [IpemioskeHHast
CUCTEMaA TMPUHIIUIIOB Han6onee MojiHa M aJCKBaTHAa IMPAKTUKEC CTaHAAPTU3ALUU HAYYHO-UCCICAOBATCIIBCKUX
yupexxnennit (HUY), 06001aet 3Ty NpakTHKY ¥ MO3BOJISIET MOCTABUTH €€ Ha 0oJiee HAyd4HO 00OCHOBAaHHYIO OCHOBY.
PesynbraTuBHOE TIpoBEneHHE pabOT M3 MOCTPOSHHS PAIMOHAIBHOTO MakeTa HopMaTHBHON nokymeHtarmu CYK
HUY Ttpedyer cobmromeHNs BCe CHCTEMBI YCTAHOBJICHHBIX NPUHIMIIOB B KOMIUIEKce. HeBbImomHeHne XOTS OBl
OJIHOTO M3 HUX BEJET K Pa3BETBJICHHUIO MIPOLIECCA OCTPOCHUSI.
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DEVELOPMENT OF SYSTEM OF PRINCIPLES OF
CONSTRUCTION OF RATIONAL PACKAGE OF NORMATIVE
DOCUMENT OF SYSTEM MANAGEMENT BY QUALITY OF
RESEARCH ESTABLISHMENTS

Nina Polyakova, Iryna Laz'ko*
NS IADE DT ENU of the name of Volodymyr Dalya, *SE of «INP»

Effectiveness of research works (RW) and control system by quality (CSQ) to a great extent depends on quality
of motion of process of documenting. It is rotined that the package of normative document of CSQ, built from its
different types and kinds which differ after a structure and composition, is formed, as a rule, at discretion of
developer. By authors grounded expedience applications of next principles, after which it is necessary to form the
rational package of normative document of CSQ of RW: inhibition of requirements of the national system of
standardization (accordance setting, compatibility, limitation of variety and interchangeability); formalization of
principles of standards of series JICTY ISO 9000 but assistance their introduction; succession. The offered system of
principles is most full and adequate practice of standardization of RW, summarizes this practice and allows to put it
on the more scientifically grounded basis. The effective leadthrough of works from the construction of rational
package of normative document of CSQ RW requires inhibition of all system of the set principles in a complex. Non-
fulfillment even conduces one of them to the fork of process constructions.

V]IK 343.159.5
BIIMOBA Y BUIIIKOJYBAHHI LIKO/H, 3ABJAHOI OCOBI
OPT'AHAMH JIOCYJIOBOT'O PO3CJIITYBAHHSI,
MMPOKYPATYPH I CYIY

Bepounika I'openosa
Ynisepcumem exonomixu ma npasa « KPOK»

Matotp Miciie B YKpaiHi HEMOOMWHOKI BHIAIKH TMOPYIIEHb MPaB TPOMAASH OpraHaMH JOCYIOBOTO CIIICTBA,
MPOKYPATypH Ta CYAy, IO 3aBaJIM 3HAYHOT IITKOJIN 3I0POB 10, YECTI, AUIOBIH permyTalii ocoOu, ajie BAajao BKIAINCH
B MeXi HOpM, IO MM030aBIAIOTH 0OCO0y MpaBa Ha KOMIIEHcamito. MeToro poOOTH € MOCHiKEHHS IPUPOIN
caM000OMOBH fK ITiJICTaBH, 110 1T030aBiisie 0co0y MpaBa Ha BiAIIKOAYBAHHS IIKOJU B KPUMiHAIEHOMY CYIOYHHCTBI, a
TaKO’X 3aIPOMOHYBATH 3MiHU JO JIF0YOTO 3aKOHOJABCTBA 3 ypaxXyBaHHAM HOPM MiKHApOJHOTO IpaBa. Bimmosa y
BIJIIIKOYBaHHI IIKOIU BHACITIJOK CaMOOOMOBH BHUSBISETHCS BHMOTOK HEBINIMOBIIHOK IMIOJO0 CHPABEIIHUBOCTI,
KOMIIEHCAIli{ IKO/X 1 B 3aJIE)KHOCTI BiJl CIIPaBH Ta XapakTepy Aill 0COOH, 10 BITHOCATHCS 10 CaMOOOMOBH, MOKITUBI
Ha pO3CyA CyAy Taki Jii: KOMIIEHCallisl, PECTUTYLS a00 colianbHa JONOMOora.

BceranoBnrooun caMOOOMOBY MiICTABOO, IO M030aBiisie 0cOOy MpaBa Ha BiMIIKOAYBaHHS IIKOIH, CpiKaBa HE
CTBOpWJIa HAAIMHOrO Ta JIIOYOr0 MEXaHi3My 3aXWCTy JIIOJMHM BiJl ICHylO4Oro Oe33akoHHs. TOMy HOLIJIBHO
BUKIIOUUTH 4.4 cT.1176 L{uBineHOrO KOMEKCY YKpaiHu, 10 BH3HAYae CaMOOOMOBY IIiJICTABOIO, siKa M030aBIIsE MpaBa
0co0H Ha BIJIIIKOyBaHHS 3aBJIaHOT i IIKOIU B KPUMIHAJIBHOMY CYJOYHNHCTBI.

OTKA3 B BOSGMEHIEHUHU YIIEPBA, HAHECEHHOI'O JIMI1Y
OPI'AHAMMU JOCYAEBHOI'O PACCJIEAOBAHMNA,
IHPOKYPATYPHI U CYJIA

Beponuka I'openosa
Yuusepcumem sxonomuxu u npasa «LLIAT»

NwmeroT MecTo B YKpanHe HEOTUHOYHBIE CIydan HapYIICHWH MpaB IpakAaH OpraHaMu A0CyAeOHOTO CIIeICTBUS,
MPOKYpaTypbl U CyJAa, YTO HAHECIH 3HAUUTEIbHBIA BpE] 3I0pPOBbIO, YECTH, JIEJIOBOM pEmyTally JIULA, HO YJA4HO
VIIOKWINCh B TpPEJCIbl HOPM, KOTOpBIC JHMINAIOT JIMIO MpaBa Ha KowmmeHcamnuto. Llenbio paboThl sBiseTCS
WCCIIeIOBaHNE MPHUPOJABI CaMOOTOBOpa KaK OCHOBAaHHUsS, KOTOPOE JIMIIAET JIMIO TpaBa Ha BO3MEILECHUE Bpelaa B
KPUMHUHAJIBHOM CYIOINpPOU3BOJCTBE, a4 TAKXKE MNPEJIOKUTh W3MEHEHHUS K JACUCTBYIOUIEMY 3aKOHOAATEIbCTBY C
y4eTOM HOPM MEXIyHapoAHoro mpasa. OTka3 B BO3MEIICHHHM Bpela B pe3yjbTaTe CaMOOroBOpa OKa3bIBAETCS

Tlpasose, HopmamueHe ma memponoiune 3ab6e3nevenns cucmemu saxucmy ingopmayii ¢ Ypaini, 1(20) éun., 2010 p. 127



TpeOOBaHUEM HECOOTBETCTBYIOIUM OTHOCUTEIHHO CIPABEAIUBOCTH, KOMIICHCAIIUY BPEa U B 3aBHCUMOCTH OT Jejia
W XapakTepa ACHCTBHUI JHIla, KOTOpPHIE OTHOCSTCS K CaMOOTOBOPY, BO3MOXHbIE Ha YCMOTpPEHHE CyJaa TaKue
JIEUCTBUS: KOMIICHCAIIHS, PECTUTYIIHS WIIH COIMATbHAsI IIOMOIIb.

YcTaHaBIMBasg CaMOOTOBOP OCHOBAaHWEM, KOTOPOE JIMIIAET JIMIO IpaBa Ha BO3MEIICHHUE Bpela, TOCYAapCTBO HE
CO3/1aJI0 HAJC)KHBIH M JEHCTBYIOIINI MEXaHHW3M 3alllUTHI YeJIOBEKa OT CymecTByromero OeszakoHus. [Tostomy
nenecoodpasHo HUCKIrounTh 4.4 cr.1176 I'pakmaHckoro komekca YKpawHBI, KOTOpas ONIpEAeIsieT CaMOOTOBOP
OCHOBAaHHEM, KOTOpOE IMIIAeT MpaBa JHYHOCTH HAa BO3MEHICHHE HAHECEHHOTO ei Bpela B KPUMHHAJIHHOM
CYIOTIPOU3BOJICTBE.

A REFUSE IS IN COMPENSATION OF SHKODI, INFLICTED
PERSON BY ORGANS OF PRE-TRIAL INVESTIGATION, OFFICE
OF PUBLIC PROSECUTOR AND COURT

Veronica Gorelova is
University of economy and right «<STEP»

Take place in Ukraine unsingle cases of violations of rights for citizens by the organs of pre-trial investigation,
office of public prosecutor and court, that inflicted considerable harm a health, honour, business reputation of person,
but successfully laid in limits norms which deprive the face of right on indemnification. The purpose of work is
research of nature of self-incrimination, as foundation which deprives the face of right on the compensation of harm
in the criminal legal proceeding, and also to offer changes to the current legislation taking into account the norms of
international law. A refuse in the compensation of harm as a result of self-incrimination appears a requirement
incongruous in relation to justice, indemnifications of harm and depending on business and character of actions of
person, which behave to self-incrimination, possible at discretion of court such actions: indemnification, restituciya
or social help.

Setting self-incrimination foundation which deprives the face of right on the compensation of harm, the state did
not create the reliable and operating mechanism of defence of man from existent lawlessness. It is Therefore
expedient to eliminate ch.4 st.1176 of the Civil code of Ukraine, which determines self-incrimination foundation
which disentitles personality on the compensation of the harm inflicted it in the criminal legal proceeding.

VJIK 004.056
PO3CJIIIAYBAHHSA IHIUJIAEHTIB IH(I)OPMAIIII/IHOi BE3IIEKU

HOpin Konumin
KII «Obaacnuil inghopmayitino-ananimuuHuil yenmpy

Haii6inpin ckiagHMM NHUTAHHAM B IpOIECi yNpaBiiHHSA iHOMAEHTaMu iHQopmauiiiHoi Oesmexkun (IB) €
po3ciiayBaHHs iHIMAEHTIB O6e3neku. [Iponec po3ciayBaHHs BUIIAIKIB HOPYILIEHHS MOJITHKN 0e3NeKH, HeOe3eUHNX
Ta HenependaueHNX Mo, 31ICHEeHHS aHali3y IPUYHH, 110 IPU3BEIH IO HUX, CYPOBOKEHHS OaHKY TaHUX TaKHX
HOAIN € HeBiI’eMHOIO (DYHKIIEIO CITy>KOU 3aXucTy iHpOpMaIlii i Yyac eKCIuTyaTamii KOMIUIEKCHOT CHCTEMH 3aXHCTY,
PErIaMeHTYETbCSl  BEJIMKOI0  KUIBKICTIO HOPMAaTHUBHUX JIOKyMeHTIB Ta pekomenpauiii (ISO/IEC 27001,
ISO/IEC 27002, ISO/IEC TR 18044, CMU/SEI-2004-TR-015, NIST SP 800-61, NIST SP 800-12, ITU-T E.409,
RFC 2350), nepenbadae yotupu eramnu: 30ip; JOCIiIKEHHS; aHAJi3; BiToOpakeHH:, a HAa TyMKY aBTOpa 10 HHUX IIe
CIIiJ TOJTATH €TAall OLiHIOBaHHS 00JIacTi po3ciiayBanHs iHIHAeHTIB Ib.

3anponoHoBaHUH B poOOTI MiIXil JO3BOJHTH BIATBOPUTH OOpa3 MOTCHLIHHOTO MOPYIIHHKA, 3PO3YMITH IIPO
NPUYMHU Ta IIPOLIEC HACTaHHS IHIMACHTY, COpMyBaTH 3arayibHi HPEICTaBICHHS IIPO IMPOLEC PO3CIiTyBaHHI
IHIIMAGHTIB, a 3aPOBA/KEHHS OpraHi3allisiMU IpoLecy po3ciiyBaHHs iHIMACHTIB Ib 103BOMUTE MiBUIUTH PiBEHD
1B, mizcunuTy yBary A0 MonepeKeHHs iHIMICHTIB IUITXOM BiJIHAXO/PKEHHS BUHHUX Yy HOro BUHMKHEHHI Ta Horo
NPUYUH, 3HU3UTH HETaTUBHI HACHiJKM Ha Oi3Hec-TpolecH OpraHi3auii, CKOperyBaTd INOJITHKY iH(opmauiiiHol
Oe3rnexu opraHizarii.

PACCJEJOBAHUE UHUMJIEHTOB UH®OPMALIMOHHOM
BE3OMACHOCTH

HOpuii Konvimun
KII «Obracmuoii unghopmayuoHHo-aHaIumMu4ecKutl YeHmpy»
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Hauboiee clIoXHBIM BOTIPOCOM B MpOIECCE YIPABICHHUS HHIUACHTaMH HHpopManroHHo# OezomacHoctu (MB)
SIBIISICTCS. PACCiie/IOBAaHUE WHIMUICHTOB Oe3omacHocTU. [Iporecc paccienoBaHus CIydacB HAPYIICHUS ITOJUTHKU
0€30MaCHOCTH, OMACHBIX M HEMPEIBUICHHBIX COOBITHIA, OCYIIECTBICHUS aHaIN3a PUYHH, KOTOPHIC MPUBEIU K HUM,
COIPOBOXKJICHUE OAHKA TAHHBIX TAKUX COOBITHH SBJISIETCS HEOTHEMIIEMON (PYHKIIUEH CIyKObI 3aIUTHl HHPOPMALUU
BO BpeMs SKCIUTyaTalliil KOMIUIEKCHOM CHCTEMBI 3allIUTHI, PETJIAMEHTUPYETCS OONBITNM KOJIMIECTBOM HOPMATUBHBIX
nokymentoB u pekomenmarmii (ISO/IEC 27001, ISO/IEC 27002, ISO/IEC TR 18044, CMU/SEI-2004-TR-015,
NIST SP 800-61, NIST SP 800-12, ITU-T E.409, RFC 2350), mpemycMarpuBaeT dYeThipe dTama: cOop;
WCCIIeIOBAaHNE; aHAIN3; OTOOpakeHHe, a MO0 MHEHHIO aBTOpa K HUM CIIe CIEeAyeT MPHOABUTH JTAll OICHUBAHUSI
obmacTtu paccienoanus HHIUAeHTOB Ub.

[IpemnoxeHHBIH B pabOTe MOIAXOJ MO3BOJHUT BOCIIPOU3BECTH 00pa3 MOTEHIMAIHHOTO HAPYIIUTENA, MOHATH O
OPUYMHAX U MPOIECCe HACTYIUICHHUS HHITUICHTA, CHOPMHUPOBATH OOIIHE MPEICTABICHHS O MPOIIECCEe PACCIICIOBAHUS
HWHIUJICHTOB, a BHe}IpeHI/Ie OpFaHI/I3aLlI/I}IMI/I npouecca paCCJ’IeILOBaHI/IH HHIOUJACHTOB I/IB IIO3BOJIUT ITIOBBICUTH ypOBeHI)
I/IB, yCI/IJ'II/ITI) BHHUMAHHUC K npeﬂynpemﬂe}m}o UHIOUICHTOB HyTeM OTBICKAHHUA BUHOBHBIX B €I'0O BOBHUKHOBCHHUH U €TI0
NPUYMH, CHU3UTh HETaTHBHBIC IIOCIEACTBUS Ha OH3HEC-TIPOIECCHl OPTaHU3AIUH, CKOPPEKTHPOBATH IONUTHUKY
UH(POPMAIMOHHOM 0€30MACHOCTH OPTraHU3aIHH.

INVESTIGATION OF INCIDENTS OF INFORMATIVE SAFETY
Yuriy Kopytin
KE «Regional informaciyno-analitichniy center»

A most stumper in the process of management of informative safety (IB) incidents investigation of incidents of
safety is. The process of investigation of cases of violation of policy of safety, hazardous and unforeseen
occurrences, realization of analysis of reasons which resulted in them, accompaniment of bank of data of such events
is the inalienable function of service of priv during exploitation of the complex system of defence, is regulated plenty
of normative documents and recommendations (ISO/IEC 27001, ISO/IEC 27002, ISO/IEC TR 18044, CMU/SEI-
2004-TR-015, NIST SP 800-61, NIST SP 800-12, ITU-T E.409, RFC 2350), foresees four stages: collection;
research; analysis; reflection, and in opinion of author to them yet it follows to add the stage of evaluation of area of
investigation of incidents of IB.

Offered approach in-process will allow to reproduce appearance of potential violator, understand about reasons
and process of offensive of incident to form the general pictures of process of investigation of incidents, and
introduction organizations of process of investigation of incidents of IB will allow to promote the level of IB,
strengthen attention to warning of incidents by searching for of guilty in his origin and his reasons, reduce negative
consequences on biznes-procesi of organization, to correct the policy of informative safety of organization.

VIIK 691.321

METO/JUKA INEPEBIPKA HE3AJIEZKHOCTI CTATUCTUYHHUX

TECTIB ITPU HEBIIOMUX CTATUCTUYHUX BJACTHUBOCTAX
I'EHEPATOPA HOCJIII[OBHOCTEFI

Jleonio Ckpunnuk, JIvwomuna Koeanvuyk, Bikxmop be3oimnuii*
Incmumym cneyianvroeo 36 °sa3xy ma 3axucmy ingpopmayii HTYVY «KIII», *TOB « HB® « YHIC»

B poGoTti 3ampormoHOBaHO METOMWKY TIEPEBIPKH HE3JICKHOCTI CTATUCTHYHHX TECTIB 3 BHKOPHUCTAHHIM
TeHEePATOPIB IOCIIIOBHOCTEH BUMAIKOBUX BEJIMYHH 3 HEBIIOMUMH CTATUCTUYHHUMHU XapaKTePUCTHKAMHU.

IIpu BuOOpi mabioHy, KU CKIANAETHCA 3 YCIX OJUHMIL, III METOAMKA MOBHICTIO CHIBIAgae 3 METOIUKOO JI.
KoBanmpuyk miomo mepeBipku He3amexxHocTi cratuctnaanx TectiB (MITHCT), mnpusHaueHMX Ui OIIHKH
KpunrorpadiyHX SKOCTEH TeHepaTopiB BHIIAAKOBHX MocihigoBHOcTed. Ilpm 3acTocyBaHHI 3ampOmOHOBaHOL
METOJMKH JI0 TECTiB, PIBCHb 3HAYUMOCTI SKHX CIIBINAJa€ 3 MMOBIPHICTIO iX MPOXOJKCHHS BHUIAJKOBOIO
PIBHOIMOBIPHOFO MOCIIZIOBHICTIO, PE3yIbTaTH TECTYBAaHHS CIIBMAAATUMYTh 3 PE3yJIbTaTAMH 3aCTOCYBAHHS METOAUKU
MITHCT. Y3arajapHeHHS T03BOJISIE YHUKHYTH OTPHUMAHHS TPUBIAIIBHUX PE3YNIbTaTiB TSCTYBaHHS.
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METO/JINUKA ITPOBEPKH HE3ABUCUMOCTH
CTATUCTHYECKHUX TECTOB ITPU HEU3BECTHBIX
CTATUCTUUYECKUX CBOUCTBAX TEHEPATOPA
IMOCJEJOBATEJIBHOCTEM

Jleonuo Ckpunnuk, JIroomuna Koeanvuyx, Buxmop bezoemmnutir*
Hncmumym cneyuanvroti cesazu u 3awumsl ungopmayuu HTYY «KITH», *O00 «HIID « VHUC»

B pobote mpemiokeHa METOAWKA MPOBEPKH HE3aBUCUMOCTH CTATHCTUYECKMX TECTOB C HCIIOJIb30BAHHEM
TEHEePaTOPOB TOCIIEIOBATEIILHOCTEH CITydalHBIX BEIMYUH C HEU3BECTHBIMU CTATHCTUICCKUMH XapaKTEPHUCTHKAMH.

IIpu BuboOpe 1mabiioHa, KOTPBIH COAECPKHUT BCE €INUHUIIBI, 3Ta METOJIMKA ITOJTHOCTHIO COBITAIAET ¢ METOAMKOO JI.
KoBanbuyk OTHOCHTENBHO MPOBEPKH He3aBUCHUMOCTH cTatucTrdeckux TectoB (MITHCT), mpemHa3HaueHHBIX IS
OIICHKM KpUNTOrpad)UueCKUX CBOWCTB TCHEPATOPOB CIYYaWHBIX MoOcienoBareipHocTedd. [lpu mnpuMeHeHUU
MpeaoKEHHOW METOIUKH K TecTaM, yPOBEHb 3HAUMMOCTH KOTOPBIX COBIMAJAET C BEPOSITHOCTHIO UX MPOXOXKICHUS
CIy4ailHOH paBHOBEPOSTHOM MOCIEN0BATENBHOCTBIO, PE3YyIbTaThl TECTUPOBAHUS OyAyT COBMAAaTh C PE3yJbTaTaMu
ucnonb3oBanus meroauku MITHCT. OO6oOieHHe MO3BOJIIET UCKIIOYUTH MONYYCHHUE TPUBHAIBHBIX PE3yIbTaTOB
TECTUPOBAHUSI.

METHOD OF VERIFICATION OF INDEPENDENCE
STATISTICAL TESTS WITH UNKNOWN STATISTICAL

PROPERTIES OF SEQUENCE GENERATOR

Leonid Skripnik,Ludmila Kovalchuk,Viktor Bezdetnuy
Institute of Special Communications and Information Security of NTU "KPI", * SPC "UNIS"

The technique of checking the independence of statistical tests using the generators of sequences of random
variables with unknown statistical characteristics are shown in the work.

When you select a pattern,which includes all units,this technique is identical to the L.Kovalchuk’s procedure
regarding checking the independence of statistical tests (MPNST),designed to evaluate the cryptographic properties
of random sequence generators.In applying the proposed technique to the tests, the significance level which
coincides with the probability of a random equiprobable sequence,the results of tests will coincide with the results of
the use of techniques MPNST. Generalization avoids the trivial getting test results.

VIIK: 004.056.5
BUPIHNIEHHS INTPOBJIEMMU INOTTPHIEHHS AKOCTI
BEKTOPHHUX 30BPAXKEHD I1PU BBY/IOBYBAHHI IM®POBUX

BO/sIHUX 3HAKIB

Bacunv Kapnineuws, IOpiu Apemuyk
Binnuyvkuti hayionanbHuti mexuiyHuil yHigepcumem

Y poboti 3ampornoHoBaHO cTeraHorpadiuHuii mMeron BOydoByBaHHA IudpoBux BoxsHux 3HakiB (LIB3) y
BEKTOPHI 300paxkeHHs, ssKuil st BusBieHHs [[B3, okpiM cekpeTHOro kitova, He BUMarae Hi 3HaHHsI OPUTiHAIBLHOTO
300paxkeHHs, Hi BOynoBaHoro [[B3. OcoGmmBicTIO METOAY € BHKOPHCTaHHS IBOBHMIPHOTO THUCKPETHOTO KOCHHYC
nepetBoperHs (JKII) mis matpums po3mipom 8x8 Ta 3MiHa B HUX BucokogactoTHUX (BY) koedirmienTiB. CyTs 3MiHI
noJisirae y 3aMini 3Ha4eHb BU-koedimieHTiB Ha cepeqHpoaprpMeTHIHE 3HAUCHHS IIUX Koe]imieHTiB, 30iabpImeHe abo
3MCHIIICHE Ha HEBEJIMKY BEIMYUHY 3aJIexHO Bijx 6ity L[B3.

IIpoBeneno anamiz MeToxy 3 TOYkM 30py BumBy I[B3 Ha sKicTh 300pakeHHs, SIKUH IOKa3aB, IO
3aMpOINOHOBAHAN METO/I TO3BOJISIE BUPIMINTH MPOOIeMy MOTIpIIEHHS SIKOCTI 300pa)XCHHS BHACTIIOK BOYIOBYBaHHS
IB3.

[IpoBeneHo mMOpPIBHSJIBHUI aHaNi3 BHUKOPHCTaHHS JABOBMMipHOro Ta oaHoBumipHoro JIKIT s 3axwucty
BEKTOPHUX 300pa’keHb Ha NPHUKJIA/I YaCTUHH BEKTOPHOI KapTH. AHaJIi3 IOKa3aB, 110 BUKOPHCTaHHS TBOBUMIPHOTO
JKII nopiBHSIHO 3 OTHOBUMIPHHUM JI03BOJIsIE 3MEHIIUTH HeraTHBHUH BILIMB [[B3 Ha sikicTh 300pa)keHHs MPHOIU3HO
y 8 pasis.

130 Ilpasoge, nopmamushe ma memponoziune 3abe3neuenns cucmemu 3axucmy ingopmayii 6 Yrpaini, 1(20) eun., 2010 p.



[IpoBeneHo aHaii3 CTIMKOCTI 3aIpOIIOHOBAHOTO METOAY 3 TOYKH 30pYy CTIHKOCTI BEKTOPHOTO 300pa)KCHHS 10
AKTHBHUX aTakK, SIKi CIPSIMOBaHI Ha 3HUIIEHHS M niaMiHy LIB3. 3anponoHoBaHuii MeTO, K 1 ICHYIOYi METO/IH, MaE
JIOCTATHIN piBeHb CTIMKOCTI 10 HAUTIONTUPEHINTNX BUIB CTETaHOTpadiIHUX aTaK.

PEHIEHUE ITPOBJIEMBI YXYIIIEHUSA KAYECTBA
BEKTOPHBIX NU30BPAKEHUH ITPU BCTPAUBAHUU

HU®POBBIX BOIAAHbBIX 3HAKOB

Bacunuiu Kapnuneu, FOpuii Apemuyk
Bunnuykuii HayuoHanbHulil mexHU4ecKull yHugepcumem

B pabote mpemioxkeH creraHorpauueckuii MeTOX BCTpawMBaHHUS ITUPPOBHIX BoAsHBIX 3HakoB (IIB3) B
BEKTOpHBIE HM300pa)KeHUs, KOTOpBIH Ui BbIsiBIeHHs L[B3, kpome cekpeTHoro kimova, He TpeOyeT HU 3HAaHUS
OpUTMHAJIILHOTO Hn300pakeHHs, HU BcTpoeHHoro LIB3. OcoOeHHOCTBIO MeTOJa SBJISETCS HCIOJIb30BaHUE
JBYMEPHOTO JHCKPETHOro KocuHyc npeoOpasosanus (JIKII) ans matpun pasmepom 8x8 M M3MEHEHHE B HHX
BbIcOKO4acTOTHBIX (BY) koad¢punnentos. CyTh M3MEHEHUSI COCTOUT B 3aMeHe 3HaueHud BU-xoadduuuenToB Ha
cpenHeapudMeTHYeCKOE 3HAYEHHE JTHX KOI(D(OHUIMEHTOB, YBEIMYEHHOE WM YMEHBIIEHHOE Ha HEOOJIBIIYIO
BEJIMUMHY B 3aBUCHMOCTH OT Outa [[B3.

IIpoBenen ananm3 MeToAa ¢ TOYKW 3peHUs BiuusHuA [[B3 Ha kagecTBO M300paXKeHHS, KOTOPBIH ITOKa3al, 9TO
MPEIOKEHHBIH METO/ ITO3BOJISICT PEIINTh MPOOIEMy yXYAIIEHUS KauecTBa N300pakeHNs BCIECACTBIE BCTPAaUBAHUS
IB3.

[IpoBeneH cpaBHUTEIBHBIH aHAIN3 MCHOJNB30BaHUS IBYMEpHOTO M oxHOMepHOro JKII amst 3ammThl BEKTOPHBIX
M300paKeHUH Ha TPHMeEpe YacTH BEKTOPHOM KapThl. AHaJIM3 MOKasal, 4TO HcIojib3oBaHue asymeproro JIKII mo
CPaBHEHHIO C OJJHOMEPHBIM IO3BOJISIET yMEHBIINTH HeratuBHoe BinusaHue [|B3 Ha uzo0pakeHue npumepHo B 8 pas.

IIpoBeneH aHamM3 YCTONYMBOCTU MPEJIOKEHHOTO MeETOJa C TOYKH 3PEHUS YCTONUMBOCTH BEKTOPHOTO
M300paKkeHNs] K aKTHBHBIM aTakaM, KOTOpbIC HalpaBlieHbl Ha yHHYTOXeHHe win noameny 1[B3. TIpennoxenHsrit
METOO, KaK U CYHCCTBYIOINE METOAbI, UMECT JIOCTaTO‘IHLIﬁ YPOBCHb yCTOfI‘IHBOCTPI K paclipOCTPaHCHHBIM BUIaM
cTeraHorpaduIecKux aTak.

SOLVING PROBLEMS WORSENING QUALITY VECTOR
IMAGES WHEN EMBEDDING DIGITAL WATERMARKS

Vasyl Karpinets, Yuriy Yaremchuk
Vinnytsia National Technical University

The paper proposed steganographic method of embedding digital watermarks into vector images, which for the
watermark detection, except the secret key requires no knowledge of the original image, or embedded watermark.
The feature of the method is to use two-dimensional discrete cosine transform (DCT) for the 8x8 matrix and a
change in their high-frequency (HF) coefficients. The essence of the changes is to replace the values of the HF-
coefficients at an average mean of these coefficients increased or decreased by a small amount depending on the
watermark bit.

The analysis method in terms of impact on the quality of watermark image, which showed that the proposed
method resolves the problem of image quality deterioration due to watermark embedding.

A comparative analysis of two-dimensional and one-dimensional DCT to protect the vector images on the
example of vector map. Analysis showed that the use of two-dimensional DCT compared with one-dimensional
reduce the negative impact of watermark image quality at about 8 times.

The analysis of stability of the proposed method in terms of vector images to active attacks aimed at destroying or
substitution watermark. The proposed method, as existing methods has a sufficient level of resistance to most
common types of steganographic attacks.
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YK 681.3
KPUTEPII I METOJ0JIOI'ISI OLIHKU EGEKTUBHOCTI
OPI'AHU3ANII I TOBYTOBU APXUTEKTYPH 3AXUINEHUX
IHOOPMALNINHO-TEJIEKOMYHIKAIOIMHUX CUCTEM

B’auecnae lllopouwes
HH/I MBC Vkpainu

OnHUM 13 OCHOBHHMX METOJOJIOTIYHMX ULUISXIB MOWIYKY pimeHHs mnpoOnemu opraHizamii Ta noOynoBu
apxXiTeKTypu 3axumieHux komi'tortepHux cucreM (3KC) BH3HA4aeThcsi BUKOPUCTAHHS METOJIB KOHIENTYaJlbHOI
eBpuctuku. [Ipu opranizanii i nodynosi apxitekrypu 3KC mae OyTtH, HacamIiepes, NpiopUTETHICTh BUMOT YHHHHUX
BITYM3HSHUX HOPMAaTHBHO-TIPABOBUX JIOKYMEHTIB 3 YpaxyBaHHSIM MDKHApOJHOTO JOCBily. 3amporoHOBaHa
KOHIENITyalbHa MOJIeNIb NOMITHKK 1oOynoBu apxitektypu 3KC 3 HopmyBaHHAM ii iHpopMauiiHOi Oe3nekn
CTaHIAPTHU30BaHUMH PIBHAMH, & TAKOXK 332 KPUTEPIEM PEUTHHT MPOQLTIO - pU3HK OE3NeKH - piBeHb OOMEKEHb BH/IIB
iHpopMamiiHOl MITBHOCTI - BapTicTh. 3MIiHHM IUX (akTopiB ¢opmamizyoThes ix craHmaptuzoBanumMu JICTY
piBasavu (Layer), a came — 3axwmieHicTh iH(OpMAIll perITaMeHTYeTbCA [BOMA pIBHAMH — HEOOXiTHUH Ta
MaKCUMAaJIbHUH, BUAM iH(GOPMAIHHOI MiSUTBHOCTI - MOIMyCTUMHUM, 3aJaHUM Ta MiHIMaJIbHUM PIBHAIMH OOMEXCHB,
piBeHp 3axucTy iH(OpMarii - HEOOXITHMM i MaKCHUMaJbHHM DIBHSAMH, BHUTPATH Ha 3aXHUINEHICTH iH(popMmarii -
MiHIMaJIbHUM, JOIMyCTUMHM Ta HEOOXiTHNUM pIiBHAMH. 3a pe3ylbTaTaMd JOCHIIPKEHb BH3HAYAIOTHCS TaKi
KOHIENTYyaJIbHI, HallOLIbII e()eKTHBHI 1 Pe3yJIbTaTHBHI HIULSIXU (KOHYeNnm-npaeuia) PilieHHs poOIeMH MiJBUIICHHS
e(eKTUBHOCTI 32 paxyHOK (hOpMyBaHHs BiJIIOBIIHOI (aAaNTHBHOI) HONITUKK TOOYIOBH Ta opraHizauii apXiTeKTypH
3KC. IIpomoHyeThCs BH3HAYATH Ta PEATI30BYBATH B noaimuyi Oe3neku apximekmypu IECSTh HaHOIIbII
pe3yJIbTATUBHUX KOHIENTYAIBHUX YNHHUKIB (KOHYenm-npasui) aHaJoTiyHO METOJI0JIOTii MXKHApOHOTO CTaHIApTy
ISO 17799 momo necaTd NPHHIMUINB YIOpaBIiHHA 1HGOPMAIHHOK OC3MCKO0 Ta MECATH KIOYOBUX 3aco0iB 11
aymury. EdexrtuBHicTE 00paHoi moiitTukum mnoOymoBu apxiTekTypu 3KC cimig OmiHIOBaTH B 3aIeKHOCTI Bif
MPIOPUTETHOCTI 0OpPaHOTO KIHIIEBOTO pe3ynbTaTy - abo edekTuBHe HOpPMYBaHHA piBHIB, abo edexTuBHUI
aJanTHBHUN 3arpo3aM (GyHKIIOHATEHUH Mpodiik 3a migkiracamu koHGinenniHocTi K, mimicrocti L, mocrymrocTi [
ta ix cnoxysens KL, KJ, LIJI, KIIJ, abo BapTictb. [IpomoHyeThcs 00paT HAWOLIBII MPIOPUTETHAM ITOKa3HHUK
ctiiikocTi 3axumienocti Beiei 3KC Bing HecaHKIIOHOBAHOTO AOCTYMy. s mpakTUYHOI peaisalii 3ampornoHOBaHUX
METOJMYHUX PEKOMEHMAIiN JAOIUIEHO CTBOpeHHS HamioHaThHOTO €NEKTPOHHOTO KAaTaJIoTy MPOQiliB 3aXUIIEHOCTI
inpopmanii A®II-T B AC ycix kmaciB i mgkiacis, aJalTUBHUX 3arpo3aM, 3aMiCTh BU3HAYEHOI 1 HEMOBHOI HM3KHU
perinaMeHToBaHKX 0a30BUX mpodiniB 3axurienocti B ynaHux HJT T3I 2.5-005-99 (Bcroro 90 mpodiniB 3 ix moBHOT
Hu3ku 740360298600).

KPUTEPUU U METOJOJOI'US OHEHKU DOPPEKTUBHOCTHU
OPI'AHU3AILIMU U ITOCTPOEHUSA APXUTEKTYPbI
SAHIMINEHHBIX TH®OPMALIMOHHO-
TEJEKOMMYHHUKAILIMOHHBIX CUCTEM

Bauecnae Illopouwies
T'HUU MB/] Ykpaunwvt

OmHAM W3 OCHOBHBIX METOJOJIOTHMYECKMX IyTeH IOMCKa pEHIeHHs NpoOJIEeMBbl OpraHW3allid M TOCTPOCHUS
aApXUTEKTYphl  3aIUIICHHBIX  KOMIbIOTepHBIX cucteM (3KC) ompemenseTcss WCIONBb30BaHHE  METOJOB
KOHIICTITYaTbHOW 3BpUCTHKH. [Ipu opranm3ammm u noctpoeHnn apxuTekTypbl 3KC momkHa OBITH, IpEXIE BCETO,
MPUOPUTETHOCTh TPCOOBAHMI JCHCTBYIOIIUX OTCYCCTBCHHBIX HOPMATHBHO-NPABOBBIX JIOKYMEHTOB C Yy4YETOM
MEXKIYHAPOJHOTO OmbITa. [Ipe/yioxKeHa KOHIENTyallbHas MOJCNb IMOJUTHKH TOCTpoeHus apxutekrypel 3KC c
HOPMHPOBAHUEM €€ WH(POPMALNMOHHOW OE30MaCHOCTH CTaHIAPTU3UPOBAHHBIMH YPOBHSIMH, a TaKKE MO KPUTCPHIO
pedTuHT Tpoduis - PHCK OC30MACHOCTH - YPOBCHb OTPAHUYCHUI BHUIOB WH()OPMAIMOHHOW MACATCIHHOCTH -
CTOUMOCTh. V3MeHeHus 3Tux (GakTopoB Gopmanusyrorcs ux crangaptusuposanusiMu JICTY yposusmu (Layer), a
MMEHHO — 3alMIICHHOCTh WH(GOPMAIMU PETIAMEHTHPYETCS OBYMS YPOBHSIMH - HEOOXOOMMEIM M MaKCHMAaJbHBIH,
BUABl MH()OPMAIMOHHONW NESTEIBHOCTH - JOMYCTHUMBIM, 3aJaHHBIM M MHHAMAJIBGHBIM YPOBHSIMH OTPAHUYCHUM,
YPOBEHb 3amIUTHl HH(GOPMAIMK - HEOOXOAMMBIM WM MaKCHMaJIbHBIM YpPOBHSMH, PAacXoAbl Ha 3aIlHIIEHHOCTH
MHQOPMAIMH - MHHAMANBHBIM, JOIYCTHMBIM M HEOOXOAMMBIM YypOBHAMHU. [lo pe3yimbTaTaM HCCIIeIOBaHUI
OTIPEeNIeNAIOTCSl TaKWe KOHIIETITyalbHbIe, HamOosee >(pGEeKTUBHBIE W PE3yNbTaTHBHBIE MyTH (KOHIENT-TIpAaBHIIA)
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pemeHust npoOyieMbl NOBBINIEHHS 3()(EeKTHBHOCTH 3a cueT (OPMHUPOBAHHUS COOTBETCTBYIOIICH (aanTHBHOM)
MOJIMTHKH NOCTpOeHMs 1 opranuzaruu apxutekrypsl 3KC. Ilpemnaraercs onpenensiTs 1 peain30BbIBaTh B IIOJIUTHKE
0e30MaCHOCTH apXUTEKTYphI JECATh HanOoiee pPe3ylIbTaTHBHBIX KOHIENTYaJbHBIX (PAKTOPOB (KOHIIETIT-TIPABHII)
AQHAJIOTUYHO METOJIOJIOTHH MEeXIyHapomHoro craHmapta ISO 17799 mo pmecsTw mNpHHOMIAX —YIPABICHUS
MHPOPMAIMOHHONW 0€30IIaCHOCTBIO U JECSTH KIIIOUEBBIX CPEICTB ee ayauTa. D(PpPeKTHBHOCT H30PaHHON TTOIUTHKI
noctpoeHns apxutekTypsl 3KC ciiexyer oneHMBATh B 3aBHCHMOCTH OT HPHOPHUTETHOCTH BBIOPAHHOTO KOHEYHOTO
pesynprata - JuO0 3¢p¢deKTHBHOE HOPMHpOBaHHWE YypoBHEH, WM 3(QeKTHBHBIA aNanTHBHBIA yrpo3am
(yHKIMOHANBHEIN Tpoduias Mo moxkmaccam KoH¢uaeHImansHOCTH K, menoctroctn L, mocrymuoctu I m mx
couetanuii KL, K, CJ, KII/I, wiu croumocts. [Ipemiaraercss BbIOpaTh HauOoJice MPUOPUTETHBIM IOKA3aTEIb
ycroituuBocty 3amuiieHHocTd Beell 3KC 0T HecaHKIIMOHMPOBAHHOTO JocTyma. Jjs MpakTH4ecKoll peanu3anuu
MPEJIOKEHBIX METOAMYECKUX PEeKOMEHJalMi Iesiecoo0pa3Ho co3faHue HalmoHanbHOro el1eKTPOHHOIrO KaTajiora
npoduneit 3ammmennoctd uudopmanun ADII-T B AC Bcex KI1accoB M MOJKIACCOB aJalTHBHBIX YIpO3, BMECTO
OIPEJICJICHHOTO U HEIMOJHOTO psfa PEeriaMeHTHPOBAaHHBIX 0a30BHX Hpoduieil 3allUINEHHOCTH B JCHUCTBYIOLIMX
HJT T3 2.5-005-99 (Bcero 90 mpoduiieii ¢ ux moaHoro psga 740360298600).

THE CRITERIA AND METHODOLOGY TO ASSESS THE
EFFECTIVENESS OF THE ORGANIZATION AND CONSTRUCTION
OF ARCHITECTURE-OF THE PROTECTED INFORMATION AND
TELECOMMUNICATIONS SYSTEMS

V'yacheslav Shoroshim
SSRI MIAof Ukraine

One of the major methodological ways to find a solution to the problem of organizing and building architecture
of a secure Computing Systems (SCA) is determined using the methods of conceptual heuristics. When organizing
and constructing the architecture of SCA should be, above all, the priority requirements of existing domestic legal
and regulatory documents in the light of international experience. We propose a conceptual model of policy
construction SCA architecture with a valuation of its information security standardized levels, as well as by the
criterion of rate profile - security risk - the level of restrictions on information activities - the cost. Changes in these
factors are formalized their standardized DSTU levels (Layer), namely the security of information is regulated by
two levels - the necessary and the maximum, the types of information activity - a valid, given the restrictions and
minimum levels, the level of information security - a necessary and maximum levels, spending on information
security -minimum, a valid and necessary levels. According to the results of the study is such conceptual, the most
effective and efficient way (a concept-rule) address the efficiency through the formation of appropriate (adaptive)
policy of building and organizing architecture PCL. It is proposed to define and implement a security policy
architecture of the ten most successful conceptual factors (the concept of rules) is similar to the methodology of the
international standard ISO 17799 on the ten principles of information security management and the ten key tools of
audit. The effectiveness of the chosen policy of building architecture PCL should be evaluated according to the
priority of the selected outcome - either an effective valuation levels, or an effective adaptive threats functional
profile of subclasses to privacy, integrity, C, D accessibility and their combinations CC, CD, CD, RACs, or the cost.
Asked to select the highest priority indicator of stability security throughout ZKS from unauthorized access. For the
practical implementation of the proposals methodical reccomandations appropriate for a National directory of
profiles electronically protected information AFT-T in AS all classes and subclasses of adaptive threats,instead of a
specific variety of regulated and incomplete baseline profile of protection in the exisiting ND TZI 2.5-005-99
(of 90 profiles from the total number 740360298600).

YK 681.3
HOBA KOHIIENIIS MOJITUKHU NOBYJTOBU TA OPTAHI3AIII

APXITEKTYPH 3AXHUIIIEHOI KOMIT'IOTEPHOI CUCTEMH
3 HOPMYBAHHSIM PIBHIB II IH®OOPMALINHOI BE3IIEKHA

Onexcandp /Imumpenko
V131 /I3P MBC YKPAIHU

IIpononyeThest HOBa KoHIenisi MOMITHKN TOOYIOBH apXiTEKTypH 3axuIIeHoi komm toTepHoi cuctemu (3KC) 3
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HOpPMYBaHHSM piBHIB ii iHpoOpMamiiiHOT Oe3leKu 3a KpUTepieM peHTHHr mpoinio - puU3MK Oe3NeKH - piBeHb
oOMexeHb BUIB iH(GOpMaLiitHOT JisIIBHOCTI - BapTICTh. SIK OCHOBHMH MeXaHi3M MOIIYKY pillleHHs 1110JJ0 OpraHizamii
i mobynosu apxitrektrypu 3KC TpOMOHYETBCS BHKOPHCTOBYBATH METOAM KOHIIENTYaJbHOI EBPUCTHKH. BoHHU
nependavyaroTh BU3HAYCHHS MHOXKHMHHM TaKMX NUISAXIB PIillIeHHS MpoOJIeMHOI 3amadvi, cepes SIKUX 3 JOCTaTHHOIO
IMOBIpHICTIO € 1 HAWOLMBOI pPe3yNbTATHBHUN NUIAX 3 BUKOPHUCTAHHAM (YHKIIOHANHHUX NPO]ITiB, amanTHBHUX
3arpozam (A®II).

Hormsna Konmemmii momitukn moOyZOBM Ta OpraHizamii apXiTEeKTYpH 3axXHIICHUX KOMIT IOTEPHHX CHCTEM
NOJSITa€ B HACTYNHHUX KOHLENTYaJIbHNX YHHHUKAaX: IPONOHYETHCS BHU3HAYATH HAWOLIBII IPIOPHTETHONO i
KOMNJIeKCcHOI0 TIoCITyroto Oe3neku anantuBHuUil 3arpozam HCJI dyHkuioHansHuil nmpodins 3axuiieHocti inpopmarii
3a MOJICJUTIO TOJIITHKK 100y noBu apxiTekTypu 3KC 3 HOpMyBaHHSIM PiBHIB peHTHUHTY NpoQiIto, rapanTii Oe3nexH,
oOMeXeHb BHIIB IHPOPMAIiHHOI AiSUIBHOCTI, BapTOCTi. 3aBJSKH LOMY B POOOTI JAicTaja MOAAIBLUIOr0 PO3BUTKY
TEOpiss TEXHIYHOTO 3aXWCTy IH(poOpMamii Moa0 HEOOXITHOCTI O00O0B’SI3KOBOTO BHUKOPUCTAHHS JCPKABHUMU
eKCIIepTaMM NpPHY OLIHIOBaHHI HE TUIBKKM (DYHKLIOHAIBHHUX TOCIYr Oe3IeKH, ajie 1 IX piBHS rapaHTiii He TUIbKH 3a
3alPOINIOHOBAHUMH aBTOPOM METOJMYHMMH BKa3iBKaMH, aje i 3a METOJMYHMMHU BKa3iBKaMH ILOJO OILHIOBaHHS
(GYHKIIOHATBHUX MOCITYT OE3MeKH, aJaTHBHHUX 3arpo3aM. 3anpornoHoBaHa KoHIemnmis Moxe OyTH BUKOPHCTaHA IS
(bopMyBaHHs Ta OOIPYHTYBaHHS IOJOKCHb IOJITUKH 0E3MEeKH apXiTeKTYpH 3aXUILCHUX KOMIT FOTCPHUX CHCTEM 3a
KpUTEpieM pH3HK Oe3MeKU-rapaHTist 0e3neKu-Bru iHQOPMAIiHOT TisITBHOCTI-BapTICTh.

HOBASI KOHIENIUS MOJATUKHU MTOCTPOEHUS 1
OPTAHMU3ALIMU APXUTEKTYPBI 3AIIAIIEHHOMI
KOMITLIOTEPHOM CUCTEMBI C HOPMUPOBAHMEM YPOBHEI
EE UH®OPMAILIMOHHOI BE3ONACHOCTH

Anekcandp /Imumpenko
V13U JI/I3P MB/] YKPAUHBI

IIpennaraercs HoBass KoHLEMIUS MONUTUKU MOCTPOCHUS apXUTEKTYPhl 3aLIUIIEHHON KOMIBIOTEPHON CHCTEMBI
(BKC) ¢ HopMmupoBaHHEM ypoBHeH ee MH(DOPMALMOHHON 0E30MacCHOCTH MO KPUTEPUIO PEWTHHI Npoduis - puck
0€301acHOCTH - YpPOBEHb OTpPaHMYEHHUH BUJIOB HMH(GOPMAIMOHHOW NESTENILHOCTH - CTOMMOCTh. Kak OCHOBHOI
MEXaHW3M IIOWCKa pEIIeHHWs IO OpraHm3aluu W TmocTpoeHMn apxutekrypsl 3KC mpeanaraercss MCHONB30BaTh
METO/Bl KOHIENTyadbHOW 3BpHCTHKU. OHM MpeaycMaTpHBAIOT OINpPEAEICHHE MHOXECTBA TAKMX ITyTeH peIeHHs
poOIeMHO# 3a1a4n, cpei KOTOPBIX C TOCTATOYHOW BEPOSTHOCTHIO SIBIISICTCS W HanOosee pe3ylbTaTUBHBINA MyTh C
HCTIOJIb30BaHNEeM (PYHKIIMOHAIBHBIX MPOoQIIeH, ananTuBHBIX yrpozaMm (ADII).

HoBusna KoHumenuuy HOIWTHKHA TOCTPOCHUS M OPTaHU3AlMM apXUTEKTYPhl 3aIlUINCHHBIX KOMIIBIOTEPHBIX
CHCTEM 3aKJII0YaeTcss B CIEIYIOUIMX KOHLENTYalbHBIX (akropax: mpeaiaraeTcs ONpeAeNsiTh Hauboiee
NPUOPUTETHYIO U KOMIUIEKCHYIO YCJIyry Oe3omacHocTu anantuBHbli yrpozam HCJl dyHKIMOHANBHBIIN Npoduiib
3alIMIIEHHOCTH WH(OPMAIMKU 0 MOJENN MOJUTUKU nocTpoeHus apxutektypbl 3KC ¢ HopMupoBaHuneM ypoBHeEW
peiitiara npoduiis, rapaHTHid 6€30MaCHOCTH, OrPaHUYEHUH BHUAOB WH(OPMAIMOHHON JESTeIbHOCTH, CTOMMOCTH.
bnarogapst atomy B paboTe mnosy4yuiaa JAajbHeillliee pa3BUTHE TEOPHs TEXHUYECKOW 3aluThl HHGOPMALMH
OTHOCHTEJIFHO HEOOXOAMMOCTH 0053aTEJIBHOI0 HCIIOJIb30BaHHUS TOCYJaPCTBEHHBIMU JKCIIEPTAMU IPU OLEHKE HE
TOJBKO (PYHKIMOHAJIBHBIX YCIYT O€30MacHOCTH, HO U UX YPOBHS rapaHTHil HE TOJIBKO IO NMPEIIOKEHHBIM aBTOPOM
METOAMYECKIM YKa3aHMSAM, HO U TI0 METOANYECKUM YKa3aHHAM MO OIeHKE (DYyHKIIMOHATIBHBIX YCIYT 0€30IacHOCTH,
azanTuBHBIX yrpo3aM. [Ipeanoxennas Konuennus MoxeT ObITh MCHONB30BaHa Al (POPMUPOBAHUS M OOOCHOBAHUS
TIOJIO)KEHUH TIOJINTHKK O€30TaCHOCTH apXHUTEKTYpPhl 3aIlMIIEHHBIX KOMIBIOTEPHBIX CHCTEM II0 KPUTEPHIO PHUCK
6e30macHOCTU-TapaHTHsI 0E30IIaCHOCTH - BUI MHPOPMAIIMOHHON AEATEIHHOCTH - CTOMMOCTb.

THE NEW CONCEPT OF POLICY OF CONSTRUCTION AND
ORGANIZATION OF ARCHITECTURE OF PROTECTED
COMPUTER SYSTEM WITH A VALUATION LEVEL OF

INFORMATION SECURITY

Alexander Dmitrenko
UTZI DDZR The Ministry of Internal Affairs of Ukraine
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A new concept of policy building of a secure computer architecture (SCA) with a valuation levels of information
security according to the criterion rating profile - security risk - the level of restrictions on information activities - the
cost. As the main mechanism for finding solutions to the organization and construction of architecture SCA are
encouraged to use methods of conceptual heuristics. They provide a definition of the set of solutions to problem
tasks, among them with sufficient probability is the most effective way of using functional profiles, adaptive threats
(AFP).

The novelty of the Concept of policy construction and organization of protected computer systems architecture
consists of the following conceptual factors: it is proposed to determine the highest priority and integrated services to
the adaptive security threats to tamper functional profile of information security policy model building architecture
with a valuation levels SCA rating profile, security assurances, limitations of types of information activity, value.
Through this work was further developed the theory of technical protection of information regarding the need to
mandate the use of government experts in assessing not only the functional security services, but also their level of
guarantees not only the author of the proposed guidelines, but also for guidance in assessing the functional security
services, adaptive threats. The proposed concept can be used for the formation and justification of the provisiond of
security policy architecture protected computer systems by the criterion of the security risk ia s guarantee of security
—the kind of information activity — the cost.

YK 004.056: 004.942 _
CUCTEMHUU NIAXIA Y 3ABE3HEYEHHI
IH®OPMAIINHOI BE3IIEKHN

Bimanin Hocoe
XapxiscoKkuul HAYIOHANbHUL YHIBEpCUMEm 6HYMPIWUHIX CNPA8

3anpornoHOBaHO BUKOPHCTaHHS CHCTEMHOTO MiIXOMy y 3abe3nedeHHi iHpopMaumiiHOi Oe3MeKu KOPIopaTuBHUX
iHQOpMaIIifHO-TeNIEeKOMYHIKAIiHHNX cucteM. [IpencraBieHa ¢opMaibHa MOJAETL 1 KIIOYOBI XapaKTEPUCTHUKH
Mepexi B3aEMHH KOMIUICKCHOI CHCTEMH 3axWCTy iHpopMmamii y ckiami y3araabHeHOI iHQopmamiitHO-
TEJICKOMYHIKAIIHHOT CUCTEMH.

CUCTEMHBIN nHoAXO1 ITPH OBECIIEYEHHUN
NHPOPMALIMNOHHOU BE3OITACHOCTH

Bumanuiit Hocoe
Xapvroeckuii HayUOHAILHBIL YHUGEPCUMEM 6HYMPEHHUX 0ell

[IpemioxkeHO HCHMONB30BAHWE CHUCTEMHOIO IMMOIXOAa B OOCCICYCHHWH WH(POPMALUOHHONW OE30MacHOCTH
KOPITOPATHBHBIX HH(QOPMAIMOHHO-TEIICKOMMYHHKAIIMOHHBIX CcUcTeM. [lpencraBiena ¢opMmaibHas MOACTb U
KJIFOUEBBIC XapaKTCPUCTHKH CETH B3aMMOOTHOIICHHN KOMIUICKCHONW CHCTEMBI 3alUThl MH(GOPMAIIMUA B COCTaBE
000011IeHHON HH(POPMAITHOHHO-TEICKOMMYHUKAIIMOHHOW CUCTEMBI.

APPROACH SYSTEMS TO INFORMATION SECURITY

Vitaliy Nosov
Kharkov national university of internal affairs

Approach Systems to information security of corporate information and telecommunication systems is proposed.
The formal model and key characteristics of network relationships Information Security Complex System consisting
in a Common Information and Telecommunication System is represented.

YIK 621.395

MO/JEJIb OBCJIYT'OBYBAHHS 3ASIBOK HA ETAIII JOCTYI1Y
JO HEHTPY IHTEJEKTYAJIBHUX TOCJIYT

JImumpo Mozcuneeuu, Banepin Ilpasuno, Onexciu bpeyc
BITI HTYY “KII”

Tlpasose, HopmamueHe ma memponoiune 3ab6e3nevenns cucmemu saxucmy ingopmayii ¢ Ypaini, 1(20) éun., 2010 p. 135



ABTOpH pO3IIIAaoTh LEHTp iHTenektyansHux nocayr (LIIIT), sk apXiTekTypHy KOHLEMNLito, 0 Iependadae
BUJIUIEHHSI CITy’)KO BTOPHMHHHMX MEPEX, sIKi BIAIOBIJAIOTH 32 HAJAaHHs IMOCIYTI KOPUCTYBauaM, sIK OKPEMHH eJIeMEHT
aBTOMaTH30BaHOI KOoMyToBaHOi Mepexi 3B’sa3ky (M3). dynkmionysanus LII1 posrmsmaerbcs 0e3 ypaxyBaHHS
MIPOIIECIB, IO MPOTIKAIOTh B MEPEXKi, CKIAT0BOIO YacTHHOIO sKO1 1 € IIT1.

IuraHHsIM 00CITyrOBYBaHHS 3asBOK Ha HaJaHHA AOCTYILy KopucTyBadiB 1o L{II1 npuainsgerses HenoCcTaTHA yBara.
ToMy B CTaTTi pO3MIAAIOTECS MOJAETI OOCITYrOBYBaHHSA 3asBOK Ha erTami AocTymy kopucryBauiB mo LIIIT Ta
QHAI3YIOTHCS MaTeMaTH4YHI BUpasH Uil PO3PAXyHKY IHTEHCHBHOCTI IOTOKY HAaBaHTA)XXCHb, L0 HAAXOAUTH Ta
00CITyTOBYIOTECS. PO3TIISHYTI 0COONMBOCTI OCHOBHHX Tpym Mojenedl Mmepex: Mop¢oJoriuxHi Moxmem i Momeni
¢yHkuioHyBaHHs. MopdosoriyHi MozeNi ONUCYIOTh MEpexy 3B’ 513Ky abo ii okpeMi CKiIaJioBi 3 TOUKH 30pYy ii cKiIamy
1 B3a€MO3B 513Ky MK €JIEMEHTaMHU.

3a pe3ynbTaTaMH aHali3y aBTOMAaTH30BaHOI KOMYTOBaHOI Mepei 3B’s3Ky po3poOiieHa MOp(oJIoriyHa MoJeb
TPaHCIIOPTHOT Mepexi, 1110 3a0e3neuye JoCTyIl KOpUCTyBaviB iHTeNnekTyanbHux nociyr go L. [Tposenenuii ananis
iHpopMaliiHUX TOTOKIB B HampsAMKy 3B’S3Ky BiJ KIHLIEBUX KOMYTaUilHMX cTaHIidK M3 10 1ueHTpiB
IHTEeJIEKTyalbHUX NOCHyT. Po3pobieHi n’aTh Mozeneil JoCTyIly KOPUCTYBaUiB A0 LEHTPIB iHTEIEKTyalbHUX MOCIHYT.
Bu3HaveHi: mepeyMOBH MOAAIBIIOr0 BUBYCHHS JaHOI 3aJadi; TPaKT NPOXODKEHHS 3asBKH npu nonananui B LIITT;
npouenypu obciayroyBaHHs 3asBok B L{IIT; mpomec B3aeMoii MiX CKIIaJOBUMH IHTEJICKTYaIbHOT MEpExKi 3B’ I3KY.

MOJIEJIb OBCJIYXUBAHUA 3AABOK HA OTAIIE JOCTYIIA K
HEHTPY UHTEJIVIEKTYAJIBHBIX YCJIYT

JImumpuit Mozuneeuu, Banepuii Ilpasuno, Anekceii bpeyc
BUTHU HTYY “KIIH”

ABTOpBI pacCMaTPHBAIOT LEHTP MHTEIUIEKTyalnbHBIX yciyr (LIY), Kak apXUTEKTYpHYIO KOHIIETIIIHIO, KOTOpast
IpeaycMaTpuBacT BBIAEIEHHE CIY)XO BTOPHYHBIX CETEH, KOTOphIEé OTBEYAIOT 3a MPEJOCTaBJICHHE YCIYyT
MOJB30BATENISIM, KaK OTAEJBbHBIH OJJIEMEHT aBTOMAaTH3MPOBaHHOW KoMMmyTHpoBaHHoW cetu cBszu (CC).
®ynkunonuposanue LY paccmarpuBaercst 6e3 ydera npoeccoB, KOTOPbIE IIPOTEKAIOT B CETH, COCTABHOW YaCThIO
KoTopoil u siBngercs [IUY.

Bompocam oOciyxuBaHHs 3asBOK Ha NpeNOCTaBlIeHHME JocTyma moib3oBatened k LY  ynensercs
HeJlocTaToyHOe BHUMaHMe. [103ToMy B CTaThe paccMaTpUBAIOTCS MOJENH OOCITy>KHBaHMS 3asBOK Ha 3Tare AOCTyIa
nonb3oBareneil k LMY u aHanu3upyloTcss MaTeMaTHYECKHE BBIPAXKEHHs U1 pacdyeTa MHTEHCHUBHOCTH IOTOKa
HArpy30K, KOTOPBIH MoCTymaeT U oOcayxuBaeTcs. PaccMoTpeHHbIE 0COOEHHOCTH OCHOBHBIX TPYIII MOJENel ceTeil:
MOpPQOIIOTHYECKHE MOIENIN M MOJeNN (pyHKIIMOHUPOBAaHUSL. MOpP(OIOrHIecKHe MOJIENN ONMCHIBAIOT CETh CBS3U MU
€€ OTZENbHBIE COCTABIIAIONINE C TOUKH 3PEHHS €€ COCTaBa M B3aMMOCBSI3H MEXKIy JIIEMEHTAMU.

3a pe3ynbTaTaMy aHaJIN3a aBTOMATU3MPOBAaHHOW KOMMYTHPOBAHHOH CETH CBA3M pazpaboTaHa MOp(hoIornIecKkas
MOJIeJIb TPAHCIIOPTHOM CETH, KOTOpasi o0ecleunBaeT JOCTYI MOJIb30BaTeNIeil MHTEIUIEKTyalbHbIX ycuyr K LY.
[TpoBenen aHanu3 MHGOPMALMOHHBIX OTOKOB B HAIPABJICHUH CBSI3H OT KOHEYHBIX KOMMYTalMOHHbIX cTaHiuid CC
K IEeHTpaM HWHTEJUIEKTyalbHBIX yciayr. Pa3paboTaHel IATh Mojeded JoCTyma TIIOJb30BaTeledl K ILeHTpam
MHTEJUICKTYaJdbHbIX yciayr. OmpenaeneHsl: MPENOChUIKH IOCIEAYIOIIEro HW3yYeHHs JaHHOM 3aJadu; TpakT
MPOXOXKACHUS 3asBkU npu nomaganuu B [IUY; mnpouenypsl obcnmyxuBanus 3asBok B LUY; mponecc
BSaHMOHeﬁCTBHH MEXKY COCTaBJIAIONIUMMU HHTCHHCKTyaﬂbHOﬁ CCTH CBsA3U.

MODEL SERVICE APPLICATIONS FOR ACCESS TO THE

CENTER STAGE OF THE INTELLIGENT SERVICE
Dmitriy Mogilevich, Valery Rule, Alexei Breus
Viti KPI

The authors consider the center of intellectual services (CIS), as an architectural concept, which will provide the
services of secondary networks, which are responsible for providing services to users as a separate element of the
automated commutated networks (ACN). Functioning CIS considered without regard to the processes that occur in
the network, part of which is CIS.

Issue service requests for users to access CIS inadequate attention. Therefore, the article examines the models of
service requests at the stage of user access to CIS and analyzed by mathematical expressions to calculate the intensity
of the flow stress, which is received and serviced. Considered features of major groups of models of networks:
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morphological model and operating model. Morphological models describe the communication network or its
individual components in terms of its composition and the relationship between the elements.

The results of automated analysis of commutated networks developed morphological model of the transport
network that provides access to intelligent services CIS. The analysis of information flows in the direction of
communication from the end switching stations ACN to the centers of intellectual services. Developed five models
of users' access to the centers of intellectual services. Identified: background further study of this problem; tract
passing the application if it enters the CIS; maintenance procedures CIS applications, the process of interaction
between the components of intelligent network

YK 638.235.231
3HAYHUMICTH PIBHS HOTYKHOCTI 30HAYIOUOT O
CUTHAJIY Y HEJIIHIMHIA PAIIOJIOKAIIIT

Maxcum 3inuenxo, IOpii 3invkoecokuii, Muxaiino IlIpokoghvee
HIL] «TE3ICy HTYY «KIII»

OO0'eKTOM JTOCIIHKEHHS B POOOTI € TEXHIYHI MPHUCTPOI HECAHKI[IOHOBAHOTO JOCTYITY JO iH(popMallii, iMiTaTopu
3aKIaIHAX TPUCTPOIB JJIsl HENHIMHMX paaiooKaTopiB, HENiHIWHI pamioiokaropu. Mera poboth, 1Ie
eKCIIepUMEHTAJIbHE BCTAHOBJICHHSA OCHOBHHMX YHMHHHUKIB, IO BIUIMBAIOTH Ha €(EKTHBHICTH JeMacKyrodol mii
30H/IyI0YOTO BUIIPOMIHIOBaHHS HEJIIHIHHHUX paJlioJOKaTOPiB Ha HAIiBIIPOBIIHUKOBI €JIEMEHTH 3 HEJIIHIHHUMH BOJILT-
aMIIEPHUMH XapaKTePUCTHKAMH; PO3pOOKa TiMoTe3u 010 (i3UKH MPOLECIB Y HAMIBIIPOBIIHUKOBUX CTPYKTYpax Npu
nii BimHOCHO moTyxHoro HBY BumnpomiHroBaHHs Bin HelniHiIMHOTO pasmionokaropa. OpepkaHi pe3ynbTaTd Ta ix
HOBHU3HA: EKCIIEPUMEHTAILHO BCTAHOBJICHI BaroMocCTi OCHOBHHMX YHHHHKIB, IO BIUIMBAIOTh Ha €(EKTUBHICTH
JIeMacKyto4oi Jil 30HIyI0Y0ro BHIPOMIHIOBAaHHS HENIHIHMX pajioJIOKaTOPIB Ha HAMiBIIPOBIIHUKOBI €JIEMEHTH 3
HENHIMHMUMHU ~ BOJIbT-aMIEPHUMH  XapaKTEPUCTUKaMH; pPO3pOOJIEHO TimoTe3d 1040 (i3MKHM TpOLECiB Y
HAITIBIIPOBITHUKOBUX CTPYKTypax TpH [ii BimHOCHO moTy:kHoro HBY BumpoMiHIOBaHHS BiI HEJIIHIHHOTO
paniomokaropa.

3HAYMMOCTD YPOBHS MOIIIHOCTH 30HAUPYIOIIETO
CUTHAJIA B HEJIMHEMHOW PAIUOJIOKAIIUA

Makcum 3unuenxo, FOpuit 3unvkoeckuii, Muxaun Ilpokogves
HUL] «TE3UC» HTYY «KIIH»

OOBEKTOM WCCIEOBaHUS B pabOTe SBISETHCS TEXHHUYECKHE YCTPOWCTBA HECAHKIIMOHUPOBAHHOTO JOCTYyMa K
UH(POPMALIUY, IMUTATOPHI 3aKJIaTHBIX YCTPOUCTB JJIsl HETMHEUHBIX PAJHOJIOKATOPOB, HEJMHEHHBIC PaIHOIOKATOPEI.
enb paboThI, 3TO IKCIIEPUMEHTAIBHOE OINPEEIICHUE OCHOBHBIX (PAKTOPOB, KOTOPBIC BIHSIOT Ha 3()(HEKTUBHOCTH
JIEMACKUPYIOILIEro ASHCTBYS 30HIUPYIOLIETO U3TYyUYEHHs Ha MOIYIIPOBOAHUKOBBIE 3JIEMEHTHI C HEJIMHEHHBIMU BOJIBT-
aAMICPHBIMU XAPAKTCPUCTHKAMH B HEIHMHECHHOW paJHOJIOKAINK; Pa3paboTKa THIIOTE3bl OTHOCUTEIHHO (H3UKU
MPOLIECCOB B MOJYMPOBOJHUKOBBIX CTPYKTYpax MpH NEeHCTBUU AocTaTouHO MoliHoro CBY uznydeHus HeITMHEHHOro
panuonokaropa. [lonydeHHbIe pe3yNbTaThl U MX HOBU3HA: DKCICPHUMEHTANBLHO OIPEACICHBI OCHOBHBIC (DaKTOPBI,
KOTOpBIE BIHMSIOT Ha A(PQPEKTHBHOCTh JEMACKHPYIOMIEro ICWCTBUS 30HAMPYIOUNIETO W3IYYCHHUS HEITMHEHHBIX
PannoIOKaTOPOB HA TOJXYHNPOBOJHHUKOBHIE JJIEMEHTHI C HEIWHEHHBIMH BOJIBT-aMIICPHBIMHA XapaKTePHCTHKAMU;
pa3paboTaHa THUIOTE3a OTHOCHUTEIBHO (PH3MKHM MPOIECCOB B MOIYHNPOBOIHHKOBHIX CTPYKTypax IpH ICHCTBUU
JoctatouHo MoutHoro CBY u3nyyeHus: HEIMHEHHOTO pagnoIoKaTopa.

MEANINGFULNESS OF POWER-LEVEL SOUNDING SIGNAL IS

IN NONLINEAR RADIO-LOCATION
Max Zinchenko, George Zin'kovskiy, Michael Prokof'ev
Research center of technical protection of information "TESIS" National Technical University of
Ukraine "Kyiv Polytechnic Institute™

The object of the research is technical devices of unauthorized division to information, imitators of devices of

establishment for nonlinear radio-locators, and nonlinear radio-locators. The purpose of the work is experimental
establishment of basic factors which influence on efficiency of unmasking action of nonlinear radio-locators
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sounding radiation concerning the semiconductor elements with nonlinear volt-ampere descriptions; It is presented a
hypothesis concerning physics of processes in semi-conductor structures at influence concerning the powerful
microwave oven of radiation from a nonlinear radar.

The obtained results and their novelty: basic factors which influence on efficiency of unmasking action of
nonlinear radio-locators sounding radiation on semiconductor elements with nonlinear volt-ampere descriptions are
experimentally set; It is presented a hypothesis concerning physics of processes in semi-conductor structures at
influence concerning the powerful microwave oven of radiation from a nonlinear radar.

YK 62-768:537.531
AHAJII3 EGEKTUBHOCTI 3ACTOCYBAHHSA
METAJIEBOI CITKHU JJIs1 EKPAHYBAHHS

HOpii Apemuyk, Maxcum Ilpumyna, €ezeniit Hikonace, Bikmopia Ko3en
Binnuyvkuti nayionanbHuti mexuiyHuil yHigepcumem

Y poboTi mpoBeACHO aHami3 JOUITHLHOCTI 3aCTOCYBaHHS METAeBOi CITKM JUIsl €KpaHyBaHHsA. Bim3HaueHo
MepeBaru Ta HEAOJIKM BHKOPHCTAHHS METAJEBHX CITOK B €KPaHYIUMX KOHCTPYKIIAX, MPOBEJCHO MaTeMaTHYHE
JOCTIKeHHST €PEKTHBHOCTI €KPaHiB 3 METaJeBOi CITKH. B pe3ynpTaTi HOCTiIKEHHS 3alIPOMIOHOBAHO MAaTEMATHIHY
MOJIENTb 3aJIeKHOCTI €(PEeKTHBHOCTI €KpaHyBaHHS METAJEBOIO CITKOIO BiJl TAKMX OCHOBHHX ITapaMeTpiB: TOBKHHA
XBHJI1 €JI€KTPOMAarHiTHOTO IOJIsL, AlaMeTp APOTY, BIICTaHb MiXK BOJIOKHAMH, & TAKOX IHII XapaKTePUCTHKH METaIy, 3
SIKOTO BUKOHAHUH JPIT.

[Ipn mpoBeneHHI eKCHEPUMEHTAIBHUX JIOCITIPKEHb 3aJeXHOCTI e€(EeKTUBHOCTI €KpaHyBaHHS BiJl 4acTOTH MJIS
TPbOX MITHHX 1 TPBOX CTaJIEBUX CITOK 3 PI3HMMHU AiaMeTpaMHd JIpOTY Ta BIJCTAHSMHU MDK BOJIOKHAMH OyJo
BCTaHOBJICHO:

1) sIKIIO BiIHOMIEHHS BiJCTAaHI MiDXX BOJIOKHAMH JO JiaMETpy IPOTY € MOCTIi{HOI BEIMYMHOIO, TO CITKH, 5K i3
CTaJI TaK i i3 Mixi, 3 OITBPIINMH BiICTaHAMH MK BOJOKHAMH Ha HU3BKHX 4acTOTaX OUIBIN e(DeKTHUBHI, a Ha BUCOKUX
YacTOTaX MEHII e(PEeKTHBHI, HXK CITKH 3 MEHIIIMMH BiJICTAHAMH MK BOIOKHAMHU;

2) mpu OJHAKOBUX 3HAYCHHSX BIICTaHI MiX BOJOKHAMH Ta JiaMeTpy IOPOTY, MiJHI CITKA Ha HU3BKHX YaCTOTaxX
MaloTh Kpamry ¢(QeKTHBHICTh EKpaHyBaHHS, HDK CTalbHI y CTITBKH pa3iB, y CKIJIBKH MUTOMa MPOBIHICTH Mimi
OinpITa, HIXK y CTai;

3) nmpu OXHAKOBOMY 3HAYCHHI BiJICTaHI MiXK BOJIOKHAMH B OZHOMY 1 TOMY JX MaTepiaii, CITKH 3 TOBCTOTO
NPOBiJHNKA €(PEKTHBHIIIII CITOK 3 TOHKUX IPOBIAHHUKIB.

[TpoBenenuii aHaii3 mokasas, II0 METAJEBI CITKM MOXYTh BUKOPHCTOBYBATHChH Ul €KpaHYBaHHS ISl 3aXUCTY
iHpopMalii BiJi BUTOKY KaHaJaM{ TOOIYHUX eNIEKTPOMArHITHUX BHIIPOMIHIOBAaHb Ta HaBeleHb. AJle MPU 1IbOMY Ha
KO)KHOMY 00’€KTi, J€ BOHHM BHMKOPUCTOBYIOTBCS, CIIiJI BpaxoByBaTH Taki mNapaMmeTpu iHGpOPMATHBHOIO
BUIIPOMIHIOBAaHHSI SIK 4aCTOTA, MOTYXKHICTh, CMyTa BUIIPOMIHIOBaHHSI.

AHAJIN3 DOOPEKTUBHOCTHU UCITOJb30OBAHUA
METAJMYECKOM CETKMU JJ151 SKPAHUPOBAHUSA

HOpuii Apemuyk, Maxcum IIpumyna, Ee¢zenuit Huxonaee, Buxmopusa Kozen
Bunnuyvkuu nayuonanbhslil mexHUYeCcKull yHueepcumem

B pabote mpoBemeH aHaNM3 IENECOOOPA3HOCTH MPUMEHEHHS METAJUTMYECKON CeTKH s SKpaHHPOBAHUS.
OTMeUYeHO TPEeNMYIIEeCTBA M HEAOCTATKH MCIIOIB30BAHUS METAIIMYECKUX CETOK B AKPAHUPYIOMIHUX KOHCTPYKIIHAX,
MPOBEIEHO MaTeMaTHYeCKoe HcciefoBaHne 3()()EeKTHBHOCTH 3KpaHOB W3 METAJUIMYECKOH ceTku. B pesynprarte
UCCIIC/IOBAaHMS  TPEHJIOKCHA  MareMaTHdeckass MOJeNb  3aBUCHMOCTH  3()()EKTHBHOCTH  SKPAHHUPOBAHUS
METAJJIMYECKOW CETKOM OT TaKHWX OCHOBHBIX MapaMeTpOB: JUIMHA BOJIHBI 3JEKTPOMArHUTHOTO TMOJSI, JUAMETP
MIPOBOJIOKU, PACCTOSIHUE MEXKJY BOJIOKHAMH, a TaKXKE€ APYrHe XapaKTepPUCTUKH METalljia, U3 KOTOPOIO BHIMOJIHEHA
MPOBOJIOKA.

Ilpy mnpoBeACHUH HKCHEPUMCHTANBHBIX HCCICIOBAHUN 3aBUCUMOCTH 3()()EKTUBHOCTH 3KPAaHHUPOBAHUSA OT
YacTOTHI JUIS TPEX MEHBIX U TPEX CTAJbHBIX CETOK C Pa3IMUHBIMU JUAMETPaMU MPOBOJOKHU U PACCTOSHUSIMU MEXKAY
BOJIOKHAMH OBLIO YCTaHOBIICHO:

1) eci OTHOIICHHWE PACCTOSHHA MEXIY BOJOKHAMH K AHAMETPy MPOBOJIOKH SBISAETCS MOCTOSHHON BEIMIHHOM,
TO CEeTKH, KaK M3 CTaJH TaK U U3 MeNH, ¢ OONBIINMHU PACCTOSHUSIME MEXIY BOJIOKHAMH Ha HU3KHX YacToTax Ooiee
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3¢ (eKTUBHBI, a Ha BBICOKMX 4YacTOTax MeHee 3()(EKTHBHBI, YeM CETKM C MEHBUIMMHU PACCTOSIHUSMH MEXIY
BOJIOKHAMU;

2) mpu OJWHAKOBBIX 3HAYCHUSIX PACCTOSIHUS MEXIy BOJIOKHAMH M JHAMETPa NPOBOJOKH, MEIHBIC CETKH Ha
HU3KHX YacTOTaxX MMEIOT JIydirylo 3((eKTHBHOCTh SKpaHUPOBAHMSA, YEM CTAJbHBIE BO CTOJBKO pa3, BO CKOJBKO
yZesnbHas IPOBOJIUMOCTh MEIH OOJIBIIE YEM Y CTalH;

3) mpu OIMHAKOBOM 3HAYECHUH PACCTOSHUSA MEXy BOJOKHAMH B OJHOM M TOM K€ MaTepHaie, CETKH U3 TOJICTOTO
MIPOBOAHMKA 3G PEKTUBHEE CETOK U3 TOHKHX MPOBOJHUKOB.

IIpoBeneHHBIN aHAIN3 MOKAa3al, YTO METAJUIMYECKHE CETKH MOTYT HCIOJB30BaTbCS A DKPaHHUPOBAHUS IIPH
3amuTe nHQGOpPMALKK OT YTEUKH 110 KaHajaM NOOOYHBIX 3JIEKTPOMAarHUTHBIX M3JIydeHui u HaBoJoK. Ho mpu sTom Ha
Ka)XXJIOM 00BEKTe, I/Ie OHU UCIIOJIB3YIOTCS, CIEYEeT YUUThIBATh TaKHe MapamMeTpbl HHPOPMATHBHOTO M3Iy4EHHs Kak
9acTOTa, MOIIHOCTB, 110JI0CA U3Ty4EHUS.

THE ANALYSIS OF METAL MESH EFFECTIVENESS
FOR SHIELDING

Yuriy Yaremchuk, Maxym Prytula, Eugene Nikolaev, Victoria Kozel
Vinnitsa National Technical University

In this paper, the feasibility of applying metal mesh for shielding is analyzed. The advantages and disadvantages
of using metal mesh screening in structures are noted.

In this paper, a mathematical research of the efficiency of metal mesh screens is studied. The research proposed a
mathematical model of depends metal mesh shielding effectiveness of these parameters: wavelength of the
electromagnetic field, wire diameter, the distance between the fibers, and other characteristics of the metal, which is
made of wire.

When conducting experimental studies of shielding effectiveness depends on the frequency for the three copper
and three metal mesh wire with different diameters and distances between fibers was found:

1) if the ratio of the distance between the fibers to the wire diameter is constant, the grids for both steel and brass,
with large distances between the fibers at low frequencies are more effective at high frequencies and are less
effective than nets with smaller distances between the fibers;

2) at identical values of the distance between the fibers and the diameter of wire, copper meshes at low
frequencies have a better shielding than steel in many times, how much copper conductivity greater than steel;

3) in the same sense of distance between the fibers in the same material, with thick wire mesh nets are more
effective with thin conductors.

The analysis showed, that the metal mesh can be used for screening in protecting information leakage channels
from side electromagnetic radiations and pickups. But at the same time at each facility where they are used to
consider the following parameters of informative radiation as frequency, power, strip light.
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