4 Pedeparu

V]IK 354:007
IHQOPMAHIﬁHA BE3IIEKA: HOBI BUKJIMKH YKPAIHCHbKOMY
CYCIIJIBCTBY

€ezen Ckynuwm
Hayionanvua Axademis Cnyscou 6eznexu Yxpainu

Crartsi: 4 cmop., 7 0xcepen.

[Hopmamiiina peBoOLisA, IO TPHUBA€E MPOTATOM OCTAHHIX MECATHPIY, 3YMOBIIOE KapIWHAIBHI 3MIHH B
CYCIUIBCTBI: 3apOPKYIOTHCSI HOBI KyJbTYpHI Ta €KOHOMIYHI TEHJCHII, 3'BIsETbCs iH(OpMaLliiiHe BUPOOHUIITBO
NpoIyKyBaHHs iH(GOpMALT SIK CaMOCTIHHOTO BHUAY TOBapy, GOpMyIOThCS HOBI BHIM COLiasibHOT KOoMyHikamii. Taka
cepa JKUTTS, AK HALlOHAIbHA O€311EKa, HE MOTJIA 3aIMILIMTHCS 11032 BILIMBOM iH(opMariiinoro daxropy.l

B ymoBax indopmariiiHoro  cycminbetBa  Bci  0e3  BUHATKY  00'eKTH  HarioHanbHOIl Gesrexku
(momuna,l cycminabCTBO, AEpXkKaBa) CTAIOTh YyTIMBMMH 10 iH(popMallii, ska iX 0To4ye, MO J03BOJSAE BILIMBATH Ha
JUSUTBHICTh 00’ €KTIB HAI[IOHANIBHOT OE3MeKH 3a TOMIOMOI'0r0 3MiHH iH(popMallii, croco0iB ii 00poOku Ta mepenayui. Ha
ChOTO/IHI HM3Ka (DAKTOPIB CBIAYMTH MPO 3MiHY CepeloBUINA Oe3neKu B YKpaiHi Ta HaBKOJIO HBOTO, KOJIHM BUHHKAE
peanbHa HeOe3leka BTpaTH KEpPOBAHOCTI IpolecamMy B iH(OpMalilfHOMy NPOTHCTOSHHI, KOJM MaiOyTHE KpaiHu
BU3HAYAETHCSI HE [iAMH OKPEMHX OCOOWCTOCTEeH, a BHYTpPIIIHBOI JIOTiKOWO KoH(]poHTamii. BigmosingHo,
MOTJIMOITIOEThCA TONITHYHE YCBIMOMIICHHS MpobieM iHdopMalliifHoi Oe3neKkd Ta po3MHpeHHs cheprd HayKOBOTO
IHTEepecy A0 HUX.

Oco0bmuBe Micue B iH(hopMaliitHii cdepl CycniibcTBa MOCIIAIOTh IHANBIAyallbHa, IPYIIOBa i MacoBa CBIZIOMICTh
ToJeH, ki Bce OUTBIIIOI0 MIpOI0 MiJIAI0ThCS arpeCUBHUAM iH(GOpPMAI[iHHUM BIUIMBaM, IO HEPIAKO 3aBIA€ IIKOIH
MOpaJIbHOMY 3/I0pOB'I0 TPOMAJsH, PyWHY€ TyXOBHI HOPMH JKHTTS CYCHUIBCTBA, MPHU3BOAWTH A0 AecTabimizamii
COLIAJILHO-TIOMITUYHOI 00cTaHOBKK. OTXKe, AHTPONOLEHTPUYHHMN MiAXiJl CTa€ OJHUM 13 NPIOPUTETHUX Yy
3a0e3neueHHi HallloHaJIbHOT Oe3nekH, a Oe3neKa JIIOJANHH YTBOPIOE KOMIUIEKCHY CUCTEMY, SIKa BXOJUTH SIK CKJIaJ0Ba
JO METAacUCTEeMM HallloHaJdbHOi Oe3lekH, i Mae BHM3HAYaTH MiAXiJ 10 BHUPOOJEHHs crparerii 3abe3neueHHs
HalliOHAIBHOI Oe3MeKH.

Pe3ynpraT mpoBENEHOr0 AOCIIUKEHHS JO3BOJIAIOTH IIWTH BHCHOBKY, IO B Cy4acHHX yMOBax iH(opMamiliHa
Oe3reka cTae OpraHiYHUM €JIEMEHTOM HalliOHAJILHOT Oe3MeKH, OCKUIBKM iH(QOpMallis epeTBOPIOETHCS HA pecype He
JIUIIE HAIIOHAJIFHOTO CTPATETrivyHOro, aje i CBITOBOTO 3HaueHHs. BiAmoBimHO, pu po3po0Ii KOHIIEMIIIH, CTpaTerii,
[UTBOBUX TIPOTpaM i IUIaHIB Ail mono 3a0e3MedYeHHs] HAIllOHANBbHOI Oe3lekn YKpaiHH CIiJ] BPaXOBYBaTH 3MiHH y
MIPOCTOPI 3arpo3 1 BUKIIUKIB, 3yMOBIICHI pO3IIUPEHHAM BIUIHBY iHPOpPMAaLiHHOTO (paKTOPY B YMOBAX rirobaizarii.

NHOPOPMAINMOHHASA BE3OITACHOCTbBb: HOBBIE BbI3OBbI
YKPAMHCKOMY OBHIECTBY

Eezenuii Ckynuw
Hayuonanvnasn Axademus Cnyoucowl bezonacnocmu Yxkpaurl

WNudopmanonHass pEBOJIOIMS, KOTOpas JUIMTCS Ha TNPOTSHKCHUW TIOCICHHUX ICCATUIICTHHA, TPUBOIUT K
KapJWHAIGHBIM H3MCHCHHSAM B OOIIECTBE: 3apOXKIAAIOTCS HOBBIC KYJIBTYPHBIC M JKOHOMHYECKHE TCHIICHIIUHY,
MOSIBIIICTCS UHPOPMAIMOHHOE IPOU3BOJICTBO MPOAYIIUPOBAHUS HH(POPMAIMH KaK CaMOCTOSATEIFHOTO BHIA TOBApa,
(hopMHPYIOTCSI HOBBIE BH/IBI COLMANBHON KOMMYyHHKaiuu. Takas cdepa )uU3HH, KaK HAMOHAIIbHAs 0€30MacHOCTb,
HE MOTJIa OCTAThCS BHE BIUSHUS HH(POPMAIIMOHHOTO (haKkTopa.

B ycrnoBusax wH(pOpMannoOHHOTO OO0mecTBa Bce 0€3 HCKIIOYEHHS OOBEKTHl HAIMOHATBHON O0€30MacHOCTH
(genoBek, 0OIIECTBO, TOCYAapCTBO) CTAHOBATCS UYBCTBUTECIBHBIMH K HH(OpMAINH, KOTOpas UX OKPYXaeT, 4To
MO3BOJISIET BIMATH HA JIESITENIbHOCTh OOBEKTOB HAI[MOHAJIBHOW O€30IaCHOCTH C MOMOUIBIO U3MEHEHHs HH(pOpMAIHH,
crocoboB ee o0paboTku u mnepepaun. Ha ceromHsi psa (akTopoB CBHIETENBCTBYET 00 HM3MEHEHHH CpPEelbl
0e30MmacHOCTH B YKpauHe ¥ BOKPYT Hee, KOTJla BOSHUKAET pealibHasi OIIACHOCTh IOTEPH YIIPABISEMOCTH MPOIECCaMu
B HMHGOPMAIIMOHHOM TPOTHBOCTOSIHUHM, KOrja Oyjayllee CTpaHbl ONpEACTsAeTCS HE ACHCTBHSIMU OTICIIbHBIX
JIUYHOCTEH, a BHYTpEHHeW JIorukoi koHdpoHTamuu. COOTBETCTBEHHO, YIIIyOJsACTCS MOJUTHYECCKOS OCO3HAHUE
npobaeM HHPOPMAIMOHHOW OE30MTACHOCTH U pacIIupeHus cepbl HAydHOTO UHTEpeca K HUM.
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Ocoboe mecto B mH(MOpMAMOHHOH cdepe oOmecTBa 3aHNMAIOT WHAWBUAyaAIFHOE, TPYIIIOBOE W MacCOBOE
CO3HAaHME JIOoJeH, KOTOphle BCE OONBINE IIOIBEPraroTCs arpecCHMBHBIM HMH(MOPMALMOHHBIM BO3AEHCTBHAM, YTO
HEepeIKo HAaHOCHT yIiepOd MOpajJbHOMY 3[J0POBBIO TpaxKaaH, pa3pyllaeT IyXOBHBIE HOPMBI JKH3HH OOIIECTBa,
IPUBOIUT K JECTaOMIN3aLMK COLMAIBHO-IIOINTHYECKOH 00CTaHOBKU. TakuM 00pa3oM, aHTPONOLEHTPUYCSCKUIl
MOJIXOJ] CTAHOBHUTCSI OJHMUM W3 TPHOPUTETHBIX B OOECHEYEHWH HAIMOHAIBbHOW O0e30MacHOCTH, a 0e30MacHOCTh
yejoBeKka O0Opa3oBHIBAET KOMIUIEKCHYIO CHCTEMY, KOTOpas BXOJMT KaK COCTaBISIOIIAS B METAacHCTEMY
HallMOHAJILHOM 0€30MacHOCTH, U JIOJDKHA ONPEJEIsTh NOAX0 K pa3paboTKe cTpaTeruy o0ecrneyeH s HallnOHAILHON
6e3omacHOCTH.

Pe3ynbraThl NPOBENEHHOTO HCCIENOBAaHMS IIO3BOJSIIOT NPHHTH K BBIBOAY, YTO B COBPEMEHHBIX YCIOBHSX
nH(popMannoHHas 6€30MaCHOCTh CTAHOBHUTCSI OPraHMYECKUM 3JIEMEHTOM HAI[MOHAIBHON 0€30I11aCHOCTH, TOCKOJIBKY
uH(pOpPMaLUs MpeBpaIlaeTcs B PeCypc HE TOJNbKO HAI[MOHAIBHOTO CTPATErHYECKOro, HO M MHPOBOTO 3HAUCHUSL.
COOTBETCTBEHHO, NPU Pa3pabdOTKe KOHLEMIHH, CTPAaTErril, IIeNeBbIX MPOrPpaMM M IUTaHOB JEHCTBHH OTHOCHTEIIHHO
o0ecrieyeHHs] HalMOHAIBHOIH 0e301IacHOCTH YKpauHbl HY)KHO YUYHTBIBAaTh M3MEHEHHUS B IIPOCTPAHCTBE Yrpo3 H
BBI30BOB, 00YCIIOBIIEHHBIE PACIIMPEHUSM BIMSHHUS HHPOPMALIMOHHOTO (haKTOpa B yCIOBUSAX IIO0ATN3ALUH.

INFORMATIONAL SECURITY: NEW CHALLENGES TO THE

UKRAINIAN SOCIETY
Eugene Skulish
The National Academy Security Service of Ukraine

Information revolution which take place throughout last decades, predetermines cardinal changes in a society:
new cultural and economic tendencies arise, there is the news production of the producing information as an
independent product, new kinds of social communications form. Such sphere of life as national safety could not
remain out of influence of the information factor.

In the conditions of an information society all without an exception objects of national safety (the person, the
society, the state) become sensitive to the information which surrounds them that allows to influence activity of
objects of national safety by means of change of the information, ways of its processing and transfer. Today a
number of factors testifies to change of the environment of safety in Ukraine and round it when there is a real danger
of loss of controllability processes in information opposition when the country future is defined not by actions of
separate persons, and internal logic of confrontation. Accordingly, political comprehension of problems of
information safety and expansion of sphere of scientific interest to them goes deep.

Special place in information sphere of society occupies individual, group and mass consciousness of people
which are exposed to aggressive information influences which quite often cause a damage to moral health of citizens
more and more, destroy spiritual norms of life of society, lead to destabilizations of sociopolitical conditions. Thus,
the anthropocentric approach becomes one of priority in maintenance of national safety, and safety of the person
forms the complex system which is included as a component into metasystem of the national safety, and should
define the approach to working out of the strategy of maintenance of the national safety.

Results of the research allow to come to the conclusion, that in modern conditions information safety becomes an
organic element of the national safety as the information turns to a resource not only national strategic, but also
world value. Accordingly, by working out of concepts, strategies, target programs and plans of action concerning
maintenance of national safety of Ukraine it is necessary to consider changes in space of threats and the calls, the
influences of the information factor caused to expansions in the conditions of globalisation.

YK 351.9; 621.321
INPOBJEMHI IINTAHHA IPABOBOI'O PET'YJIIOBAHHA
IHOBHOBAXEHD JAEPKCIIEI3B’A3KY YKPAIHMU 13 3AXUCTY

IHO®OPMAIIIL PO NEPCOHAJIBHI JAHI

Muxaiino Kociyun, Edyapo Ilnewixo
Ynpaesninus Jepoccneyses 'sazky 6 Odecwvkiti oonacmi

Crartsi: 4 cmop., 15 0sxcepen

Cropennst [lepkcrnen3s’si3ky YKpaiHH, SIK OKPEMOTO CIIEIiajbHO YIOBHOBa)XEHOTO IEHTPAILHOIO OpraHy
BUKOHABYOI BJIAJIX, CIIBIAJI0 3 0(OPMIICHHSIM HOBOI KOHIICIIIIT TOOYI0BU 1H(POPMALIHHOTO TPOCTOPY ACPIKABH, IO
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3HaWNUIO BigoOpaxeHHs y 3akoHi «[Ipo OcHOBHI 3acagm pO3BHUTKY iH(QOpPMAIIHOTO CycCIHiIbcTBa B YKpaiHi Ha
2007-2015 poxm». Y 3BsI’3Ky 3 UM MOTPEOYIOTh CYTTEBUX 3MiH MUTAHHS MIPABOBOTO PETYIIOBAHHS IIOA0 HATAHHS
OpraHaMu JIep)KaBHOI BJIaJM Ta MICIIEBOrO CaMOBpsIyBaHHs iH(GOPMAIIHUX MOCIYT IOPUIUYHUM Ta (DiI3UYHUM
ocobaM 3 BHKOPHCTAaHHSIM Mepexi [HTepHeT, 3ampoBa/KEHHS €JIEKTPOHHOTO IOKYMEHTOOOIry Ta eIeKTPOHHOTO
urQpoBOro miAnKUcy, JUCTaHIIHHOTO HaBYAHHS, TEIEMEIULINHH, SISKTPOHHHUX IUIATOKHUX CHCTEM, SJIEKTPOHHOTO
Oi3Hecy, €JEeKTpOHHMUX Oipk, aykuioHiB 1 genosutapiiB. Koncruryuiitnnii Cyx VYkpaiHu BxXe BU3HaB
HEJIOCKOHAIICTh BITYM3HSHOTO 3aKOHOJABCTBA B c(epi peryioBaHHS 1H(OOPMAaLiiHUX NPAaBOBIIHOCHH 1 HOTO
HEBIJIIOBIAHICTD €BPOICHCHKUM CTaHIapTaM B YAaCTHHI 3aXMCTy NEPCOHAIBHUX TaHUX. Y CHCTEMi HalllOHAJIBLHOTO
npaBa YKpaiHH J0Ci BiZICyTHI €MHa [TpaBOBA TEPMIHOJIOTIS Ta MOHATIHHMI anapat iHpopMmanii mpo ocoly.

[MpuitasaTuii 3akoH Ykpainu «I1po 3aXHUCT MepCOHANBHUX TAHUX» TATHE 32 CO00I0 HEOOXiHICTh YAOCKOHAJICHHS
OKpEeMHUX [II0YMX MPaBOBUX HOPM, IO Oe3MoCepeqHbO PETYIIOITh AisIbHICTE Jlepikcmen3s’ss3ky Ykpainu, 00
nependavdeHa 3aKOHOAABCTBOM UISI CIYOOBHX 0ci0 JlepiKChern3B’ 13Ky MOXKITUBICTh CKIIQJaHHS JIAIIE MMPOTOKOIIB
3HaYHO IMIOTIPLIyE OIEPATHBHICTh YCYHEHHS BHUSBIEHMX HENONIKIB Ta (DaKTHYHO Hajae 3MOTy HOpPYLIHHKAM
TPUBAJIMH dYac MOPYLIyBaTH IpaBa TIPOMalsH Ta IHTEPECH [ep)kKaBH, IO OXOPOHSIOTHCSA 3aKOHOM. bBibin
MOIIMPEHNM 3aC000M JIep>KaBHOTO KOHTPOJIIO Ma€ OyTH BIAMOBIAHMIN aTecTaT JlepKcmensB’ 13Ky, BIACYTHICTh SKOTO
€ MiICTaBOIO JUIsl BiANOBINAIbHOCTI.

besnocepennbo mnepen JlepkcnensB’si3KOM IOCTAIOTh IHUTAHHS TEPMIHOBOTO YJOCKOHAJIEHHS HOPMAaTHBHO-
npaBoBoi 0a3u 3 opraHizaiii BJIAacHOI MiSUILHOCTI Ta BU3HAYECHHS HEBHUPIIIEHWX NHTaHb cepel il NpiOpPHUTETIB,
YIOPSAAKYBaHHS CTPYKTYPH MiJPO3JUIIB AEPKABHOTO KOHTPOJIO 3 METOI0 3a0e3IEeYEHHS PEealbHOI0 3aXUCTy
NEepCOHATILHUX JaHHX.

ITPOBJTEMHBIE BOIPOCBI IPABOBOI'O PEI'YJIAPOBAHUSI
MNOJHOMOYHUH I'OCCIIEHNCBA3U YKPAUHBI 110 3AIIIUTE

NHPOPMALMU O IEPCOHAJIBHBIX TAHHBIX

Muxaun Kocuybwin, 30yapo Ilneuwixo
Ynpaenenue I'occneyceasu ¢ Odecckoii obracmu

Coznanue T'occnencBa3u YKpauHBI, Kak OTJAENBHOIO CIEHHAIBHO YIOJHOMOUYEHHOTO LEHTPAJIBHOTO OpraHa
UCIIOJTHUTENIBHOM BJIACTH, COBHAIO C O(OPMIICHWEM HOBOM KOHLEMNIMH IOCTPOSHHS HH(POPMAIIMOHHOTO
NpPOCTPAaHCTBA TOCYNApCTBa, YTO HAIUIO OTpaxkeHne B 3akoHe «OO OCHOBHBIX MPHUHIMIAX Pa3BUTHS
nHdopmanmonHoro obuiectBa B YkpamHe Ha 2007-2015 romepy. B cBsi3km ¢ 3THM TpeOyroT CyIIeCTBEHHBIX
U3MEHEHUH BOIPOCHI NPABOBOIO PEryJIMPOBAaHUS OTHOCHTENBHO MPENOCTABIECHMS] OpraHaMH TOCYAAapCTBEHHOU
BJIaCTM M MECTHOTO CaMOYINpaBJeHUS WHPOPMALMOHHBIX YCIYr IOPUAMYECKAM U (DU3UUECKHM JIHLIAM C
UCTIONb30BaHNEM ceTH MHTepHeT, BHEIpeHHEe 3IIEKTPOHHOTO JOKYMEHTO00OpOTa M 3JIEKTPOHHOW IudpoBoH
MOJINCH, JUCTAaHIIMOHHOTO 00yUYCeHNs, TEICMEANIMHBI, HJICKTPOHHBIX IUIATEKHBIX CHCTEM, SIEKTPOHHOTO OHM3Heca,
JJIEKTPOHHBIX OWpK, ayKnuoHOB W aenosutapueB. Kouctutymmonublii Cyx  YKpaumHbl YK€ TPH3HAI
HECOBEPILICHCTBO  OTEUECTBCHHOI'O  3aKOHOJATeNbCTBA B cepe  perynupoBaHus  MH(DOPMALMOHHBIX
MIPaBOOTHOUIEHUI U €r0 HECOOTBETCTBUS €BPOINEHCKUM CTAHIAPTaM B YaCTH 3aILUTHI NIEPCOHAIBHBIX JAaHHBIX. B
CHUCTEME HALIMOHAJIBHOIO IIpaBa YKpPauHbl JO CHX IIOP OTCYTCTBYIOT €lIWHas IpaBOBas TEPMUHONOTHSA U
MOHATUIHBIN anmapaT uHGOPMAIIUH O JIUIIE.

ITpunsar 3akoH Yxpauns! «O 3amiuTe MEpCOHANBHBIX IAHHBIX» BI€UeT HEOOXOJMMOCTh COBEpIIEHCTBOBAHUS
OTJENIBHBIX JACUCTBYIOIIUX IIPABOBBIX HOPM, HEMOCPEACTBEHHO pPETyIUPYIOIIUX AEATeNBHOCTh ['occrencsssu
VYkpauHbl, IOTOMY MOPEeIyCMOTPEHA 3aKOHOJATENbCTBOM JUIsl AOJDKHOCTHBIX JMI ['occrencBa3d BO3MOXHOCTb
COCTaBJICHUS TOJIBKO IIPOTOKOJIOB 3HAYUTENBHO YXyALIAeT ONEPATUBHOCTh YCTPAHEHUS BBIABICHHBIX HEJOCTATKOB U
(bakTHYECKN TIPEJOCTABISIET BO3MOXHOCTh HAPYIIMTENSM JOJr0 HApyllaTh IIpaBa TIpaXkgaH W HHTEPECH
rocy1apcTBa, OXpaHsIEeMbIX 3aKOHOM. boiee pacnpocTpaHEHHBIM CPEICTBOM T'OCYIAAPCTBEHHOTO KOHTPOIS JOJDKEH
OBITH COOTBETCTBYIOIIMI aTTecTaT [ OCCrerncBsA3M, OTCYTCTBHE KOTOPOTO SBISIETCS OCHOBAaHMEM  JUIS
OTBETCTBEHHOCTH.

Henocpencreenno mnepex I'occrencssisam BCTAlOT BONPOCHI CPOYHOTO  YCOBEPIIEHCTBOBAHMSA HOPMATHUBHO-
MpaBOBOM 0a3bl IO OPraHU3alMU COOCTBEHHOM AEATENBPHOCTH M ONPENENICHHs HEPELICHHBIX BOIPOCOB CPEAu ee
NPUOPHUTETOB, YIOPSIOYECHUSI CTPYKTYpBI IOJPa3JeNIeHnii roCyJapCTBEHHOIO KOHTPOJSI C IieJblo olecrieueHHs
peanbHOM 3aIUTHl IEPCOHAIBHBIX TaHHBIX.
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ISSUES OF LEGAL REGULATION AUTHORITY OF STATE
SPECIAL COMMUNICATION OF UKRAINE WITH SECURITY OF

PERSONAL DATA
Michael Kositsyn, Edward Pleshko
Office of State Service in Odessa

Creation of State Service communication of Ukraine as a separate specially authorized central executive body,
coincided with the issuance of a new concept of building an information space of the state, as reflected in the law
"On basic principles of information society development in Ukraine in 2007-2015". In connection with the need of
these significant changes to the legal regulation of state and local government information services to businesses and
individuals using the Internet, the introduction of electronic document and digital signature, e-learning,
Telemedicine, electronic payment systems, electronic business, electronic exchanges, auctions and depositories.
Constitutional Court of Ukraine has acknowledged shortcomings of domestic legislation in the field of legal
information and the lack of European standards in the protection of personal data. In the national law of Ukraine has
not only legal terminology and conceptual apparatus of information about a person.

Adopted Law of Ukraine "About protection of personal data" entails the need to improve some existing legal
provisions that directly regulate the activities of State Special communication of Ukraine, as provided by law for
officers of State Special communication designing protocols only significantly affects the efficiency eliminate
shortcomings and actually allows attackers to violate long-time civil rights and state interests protected by law. A
more common means of state control should be an appropriate certificate of State Special communication, the lack
of which is the basis for liability.

Immediately before the State Special communication arises for urgent improvement of the legal framework to
organize their own activities and identify outstanding issues among its priorities, streamlining the structure of
departments of state control in order to ensure real protection of personal data.

YK 343.96+343.326+343.341
3AIIOBITAHHS KOMIT'IOTEPHOMY TEPOPU3MY SIK OJVH I3
HAIIPSIMIB IPOTHU/III TEPOPU3MY B YKPAIHI

JImumpo Menvrnuk
Cnyorcoa besnexu Ykpainu

Cmammas: 7 cmop., 8 0xcepen.

CyuacHi nporecy riodanizamii Ta TeHIeHIii PO3BUTKY CyCIUIBCTBAa 3yMOBMJIM 3pOCTAHHS TPAaHCHALIOHAIEHOTO
TEpOpHU3MYy, IOSBY Ha 030pOEHHI TEPOPUCTIB HOBITHIX iH(pOpMaNifHUX TEXHOJOTIH Ta BHHHKHEHHS W PO3BUTOK
KOMIT IOTEPHOTO TEepOpH3My. 3 IpHUENHAHHAM YKpaiHU 110 INI00ajbHOro iH(GOPMAIiHHOTO NIPOCTOpYy MpobdieMa
KOMIT'FOTEPHOTO Tepopu3My HaOyda MAns Hamoi AepKaBd OCOONMBOi AaKTYalbHOCTI. 3pOCTalouHMid piBEHBb
iH(popMaTH3allii BITYN3HIHOTO CYCIIBCTBA 3YMOBITIOE TIOTPEOY CTBOPEHHS B JIepKaBi CydacHOI Ta HalilfHOI CHCTEMH
3abe3neueHHs iHpopMamiiiHOi Oesmeku. Barome wmicme y milf cucTeMi MOBHHHI 3aiiMaTé 3axOq 3amoOiraHHS
KOMII'IOTEPHOMY TEPOPH3MY SIK MPOTUIIPABHOMY SIBHILY 3arajioM, Tak HOro OKpeMHUM IposiBaM. B cTaTTi OCHOBHY
yBary NpUAUICHO BUCBITJIEHHIO aKTyaJIbHUX ACIEKTiB JiSUTBHOCTI MIOAO 3aro0iraHHs KOMII IOTEPHOMY TEpOpHU3MY,
HasBHUM MpobiIemMaM y Iiil TisSIBHOCTI, a TAKOK BU3HAUCHHIO MTEPCIIEKTUBHUX 3aXO0/IB 3 11 YIOCKOHAJICHHSI.

HPEJOTBPAIIEHUE KOMIIBIOTEPHOI'O TEPPOPU3MA, KAK
OJ/IHO U3 HAIMPABJIEHUHM MPOTUBOJEVCTBUSA TEPOPU3MA B
YKPAHUHE

JImumpuit Menvrnuk
Cnyoarcoa bezonacnocmu YxpauHol

CoBpeMeHHBIE TPOLECCH  IJIO0aNM3alMd W TEHACHIMH  pa3BUTHA  oOmiecTBa  OOYCIOBHIM  POCT

TPAaHCHAIIMOHAIBHOTO TEPPOPHU3Ma, IOSBICHHE HA BOOPY)KEHHHM  TEPPOPHCTOB HOBEHIINX HH()OPMAIMOHHBIX
TEXHOJIOTHH, BO3HHKHOBCHHE W pa3BUTHE KOMIIBIOTEPHOro Tteppopusma. C mpucOeAWHEHHMEM YKpauHbl K
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rnobanrsHOMy HH(GOPMAIIHOHHOMY IIPOCTPAHCTBY MpobiieMa KOMITBIOTEPHOTO TeppOpH3Ma cTaja AJs Hamleld CTpaHbl
0cobeHHO akTyasbHOW. Bospacrarommii ypoBeHb MH(POpPMATH3AIMHM OTEYECTBEHHOTO OOIIeCTBa 00yCIaBIMBAEeT
HOTPEOHOCTh CO3MaHMs B TOCYAApCTBE COBPEMEHHON M HAJe)XHOH cUCTeMbl oOecredeHus MHPOPMAIMOHHOM
Oe3zomacHOCTH. 3HAYMMOE MECTO B O3TOM CHCTeMe JOJDKHBI HMETh MEpONPHATHA 10 IPEAOTBPAILCHHUIO
KOMIIBIOTEPHOT'O TEPPOPU3MA, KaK ITPOTUBOIIPABHOIO ABJICHUA KaK B LICJIOM, TaK U €T0 OTACIbHBIM MPOSABJICHUAM. B
CTaThe PACCMOTPEHBI aKTyaJbHBIE aCIIEKTHI IPEIOTBPAILEHHSI KOMITBIOTEPHOTO TEPPOPH3Ma, NMEIOIIUECs TPOOIeMbl
B OTOM JACATCIBbHOCTH, a TAKIKE OIPEACIICHBI IIEPCIICKTUBHLIC MEPONPUATHUA I10 €€ YCOBCPIICHCTBOBAHUIO.

PREVENTION OF COMPUTER TERRORISM
AS ONE OF THE WAYS OF COUNTERING ACTION

AGAINST THE TERRORISM IN UKRAINE

Dmyrto Melnyk
Security Service of Ukraine

Globalization of the social, economic and information spheres has brought about globalization of cyberterrorism,
making it increasingly organized, transnational and dangerouse. Terrorist’s organizations are, much faster than state
systems in different countries, taking advantage of new information facilities, any loosening of IT-sphere controls,
and any liberalization of communications in the world.

Last events in the world have showed, that the cyberterrorism problem had not solved within the limits of
traditional resources and methods. That’s why the state and society have pooled their efforts in looking for new ways
of its standing up. A number of laws and practical recommendations on priority area in combating cybercrime and
cyberterrorism have been worked out and adopted in Ukraine. Our law-enforcement and security agencies are
rendering effective investigation of criminal cases about cybercrimes and traditional terrorism, but these efforts are
not enough. That is why, anti-terrorist forces in our country look for more effective mechanisms of counteraction to
cyberterrorism in order to raise the awareness of society about the danger of globalizing terrorism. One of these
mechanisms must become the prevention to the cyberterrorism in Ukraine, which is the subject of the article.

YK 519.724.681
PO JESKI ACHEKTH BUBHAYEHHA HNIHHOCTI
KOHOIJEHIIMHOI IHPOPMAILII

Onekcanop Apxunoe
HTYY «KII»

Cmamms: 7 cmop., 22 dxcepena, 1 puc.

PosrnsgHyTO 3MiCT MOHATTA WiHHICTH iHOpMamii, HOro MOmMpeHi iHTepHpeTamii, TpaHcpopmalito, mo ii
OTPUMAJIO II€ IOHATTS i3 IUIMHOM 4Yacy. JOCHiPKEHO OCHOBHI NPWHLMIH, MiIXOAW Ta METOOH BH3HAUYCHHS
KUTBKICHUX OI[IHOK I[iHHOCTI iHQopmarii, 30kpema ix Momudikaiiro B pas3i aHami3y HiHHOCTI KOH(igeHIiHHOI
iHpopmarrii.

3anpornoHOBaHO aJUTHBHY MOEIbL IIHHOCTI iH(popMailii, chOpMOBAHO CTPYKTYpy Iii€i Momenmi, HaBeIeHO
iHTeprperaii i OKpeMHUX CKJIaoBUX. Po3risiHyTo nutanHs cTapinHs iHdopmauii, ii ¢pparmenTanii Ha okpemi 010Ky,
MOXJIMBICTh BpaxyBaHHs IMX IMPOLECIB MPU BH3HAYEHHI IiHHOCTI KoH}igeHUiitHOT iHpopmaii. [IpoananizoBaHo
CEeMaHTH4HI OCOOJIMBOCTI TEPMiHIB "IiHHICT" 1 "BakauBicTh" iH(pOpMAaIi.

O HEKOTOPBIX ACIIEKTAX OIIPEJEJIEHNA HEHHOCTH
KOHOUAEHIIMAJIBHON HHO®OPMAIINAN

Anexcanop Apxunoe
HTYY «KIIH»

PaccMoTpeHO conep:kaHHE MOHATHS IEHHOCTh HH(GOPMAIMM, €ro pacHpOCTPaHEHHbIE HHTEPIPETAINH,
TpaHcopManusl 3TOro MOHATHS C TEUCHHEM BpeMeHu. MccienoBaHbl OCHOBHBIE NMPHHIUIBI, TOAXOABI M METOBI
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OTIpEeIETICHNs] KOJTMYECTBEHHBIX OIICHOK IIEHHOCTH MH(OpMAaLUK, B 4aCTHOCTH, MX MOAM(HUKALNIO B CIIydae aHAIN3a
LEHHOCTH KOHQHUICHIIMAIBLHOW HH(POPMALHH.

[IpenyioxeHa aJiMTUBHAS MOJEIb LEHHOCTH MH(pOpManud, cHOpMHUpPOBaHA CTPYKTypa ITOH MOJENH, AAHBI
HHTEPIPETaliK €€ OTIeIbHBIX COCTaBISIOMINX. PaccMOTpeHBI BOIIPOCHI CTapeHus U (parMeHTauny nHGopMauy Ha
OTAeJbHbIE OJIOKH, BO3MOXHOCTh Yy4YeTa O3THX IIPOIIECCOB IPHU ONpENeICHHH LEHHOCTH KOH(UACHIMAILHON
nHdopmanuu. I[lpoaHann3mpoBaHbl CEMaHTHYECKHE OCOOCHHOCTH TEPMHHOB "IEHHOCTB" ¥ '"BaXKHOCTH"
uHpopmanum.

ABOUT SOME ASPECTS OF THE CONFIDENTIAL INFORMATION

VALUE DETERMINATION
Alexander Arkhypov
NTUU “KPI”

It is considered content of the information value conception, its common interpretations and transformation of
this conception with time. The basic principles, approaches and methods of quantitative estimations determinations
of information value are investigated, particularly their modification in the analysis of the confidential information
value.

We proposed an additive model of information value. It is formed the structure of this model and the
interpretation of its individual components. The questions of information ageing and its fragmentation in separate
blocks, the ability to account these processes in determining the confidential information value are considered. It is
analyzed the semantic features of terms value and importance of information.

YK 004.056; 621.391 )
BUKOPUCTAHHSA ABC AHAJII3Y JJIA OIITUMI3ALLT
CUCTEM 3AXUCTY IH®OPMAILII

Bonooumup Kononosuu, IOpiii Konumin*
Axademis 36’33y Vipainu, *Ooecvka nayionanvna axademis 36°a3xy im. O. C. Ilonosa

Cmamms: 10 cmop., 15 0xcepen, 5 maonuyp, 4 puc.

Y poboTi nmokazaHO MOXIHMBICTh BUKOpHUCTaHHS MeToxy ABC aHani3y B nuTaHHsX 3axucTy iH(OpMalii, a TakoxK
nopsiiok 3actocyBanHst ABC anaiizy 11t BHOOpY KOMIIIEKCY 3aC001B 3aXHCTY BiJl HECAHKI[IOHOBAHOTO JIOCTYIILY.

Pesynbratn anroputmy ABC aHamizy mominsroTees, sk mpaBwiio, Ha Tpu rpymu (A: B: C). I'pyny A ckiagae
He3HaUHa KiTBKICTh YMHHHKIB 3 BHCOKHUM piBHEM IHUTOMOI Barw 3a OOpaHUM TOKa3HHUKOM; Tpymy B — cepemus
KUTBKICTh YMHHHKIB 3 CepeqHiM piBHeM muToMmoi Barw; rpymy C — Belu4e3Ha KiIbKiCTh YHMHHUKIB 3 HE3HAYHOIO
BEIMYMHOI0 TUTOMOi Baru. [0JoBHUII ceHC pocmimkeHHS y pamkax ABC aHamizy 3BOAWTBCS A0 TOTO, IO
MaKCHMaIIbHUH e(DeKT JOCATAETHCS PU BUPILICHHI 3aBaHb (Ipo0eM), o BIAHOCATHCS 10 Tpynu A.

PosrnsayTo mpuknan BukopuctaHHi ABC anamily B NHUTaHHSX BHOOPY ONTHMAIBHOTO KOMIUIEKCY 3ac00iB
3axucty (K33) Bix HEcaHKI[IOHOBAaHOTO JOCTYIy, SKHH JIEMOHCTPYE MOTEHLIHHY MOXIJIMBICTh BUKOpHcTanHs ABC
aHaJi3y B MUTaHHAX 3axucTy iH(popmalii. Ha ocHOBI pe3ynbrariB npoBepeHoro ABC aHanizy METOIOM «CyMH» Ha
0a3i cTaTUCTUKM BpasnuBocTel onepauiitaux cucreM (OC) MoXHa 3a3HaYNUTH, 110 onTuManbHuil K33 mae Brirouatn
Taki MEXaHi3MM: KOHTPOJIO IIUIICHOCTI; CTBOPEHHS 3aMKHYTOIO IIPOIPaMHOTO CEpelIOBMINA; iNeHTH]iKamii Ta
aBTeHTHU(IKAITIT.

ABTOpaMH NPOTIOHYETHCSI METOIMKA BU3HAYEHHS PiBHA HeOe3NeKH 3arpo3 3 BukopuctaHHsiM ABC anamizy mms
BHOOpPY €(PEKTUBHUX 3aXMCHUX MeXaHi3MiB. O0’ekTaMu aHali3y BUCTYIAIOTh aKTHBH iH(opMaliiiinoi cucremu. Jlo
IT aktuBiB BigHOCATHCS: iH(MOpMaIlis/maHi, amapaTHi 3aco0W, TporpaMHe 3a0e3ledeHHs Tomo. Po3rimsHyTo
BukopuctanHs ABC anHamizy B TMTaHHAX BH3HAYCHHA JOCTaTHROTO Habopy MOCIHyr miJg dac BHOOpY
¢ysakmioHansHOTO Tpodimo 3axucty (PI13), a Takox npuknan Bukopuctanis ABC-ananisy B mporeci Bubopy PI13
Ta BU3HAYCHHA HEOOXiTHMX 3axUCcHHX mociayr AC kiacy 2, mMpH3HA4YeHO! IS aBTOMAaTH3amii isUTBHOCTI OpraHiB
nepxasHoi Biaau (O/IB). Bukopucranus merony ABC aHanizy B IUTaHHSX 3aXHMCTy iH(GOpMAIl J03BOJISIE MIBUAKO
Ta 3pY4YHO BU3HAYMTH MEXaHI3MU 3aXHCTY, SKI HEOOXiJHO 3aCTOCOBYBAaTH MJISl MIATPUMAHHS HAJEKHOTO DPIBHS
MOJIITHKY 1HQOpMAIliiHOT Oe3neku. 30KkpeMa, I BUOIp KOMILUICKCY 3ac00iB 3aXHCTY, SKUH 3a0e3leuye 3aXUCT Bif
aKTyaJIbHUX Ha JJaHWH MOMEHT BpPa3JIMBOCTEH.
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NCIHHOJb30BAHUE ABC AHAJIU3A IJI51 OHITUMU3ALINN
CUCTEM 3AHIUTBI UTHOOPMALINHN

Bnaoumup Kononoeuu, FOpuit Konvimun *
Axademus ceasu Yrpaunol, * Odecckas nayuonanvras axadoemus ceasu um. A. C. I[lonosa

B pabote mokazaHa BO3MOXXHOCTb McHosb30BaHus MeTona ABC aHanumza B Bompocax 3aliuTbl HH(GOPMaIHH, a
Takxke nopsaok npumeneHust ABC ananmza i BeIOOpa KOMILIEKCA CPEACTB 3aUThl OT HECAHKIMOHHPOBAHHOTO
JOCTyma.

Pesynbratsl anroputma ABC ananu3za aensites, kak npaswiio, Ha Tpu rpynmsl (A: B: C). I'pynmy A cocrasisier
HE3HAYUTENIFHOE KOJIMYECTBO (haKTOPOB C BBICOKUM YPOBHEM YJIEIBHOTO Beca 10 BEIOPaHHOMY ITOKa3aTelio; TPYIILy
B - cpennee konmmuecTBO (PaKTOPOB CO CPEAHHM YpPOBHEM YHAEJNBHOTO Beca; rpymmy C - OrpoMHOE KOJIMYECTBO
(hbakTOpPOB C HE3HAUMTENHFHON BETMYMHON YACTHHOTO Beca. | TaBHEIN CMBICT HccinenoBaHus B pamkax ABC anammsa
CBOJMTCS K TOMY, YTO MaKCUMAaJIbHBIN 3()(heKT JOCTHTAETCA P PEIICHNH 3a1a4 (po0JieM), OTHOCSAIINXCS K TPYTIIe
A.

Paccmotrpen mpumep ncnonszoanust ABC ananms3a B Bompocax BeIOOpa ONTHMAaJIBHOTO KOMIUIEKCA CPEACTB
samuTel (KC3) 0T HECaHKIIMOHMPOBAHHOTO JIOCTYTA, KOTOPBIH JEMOHCTPHUPYET IMOTEHIMAJIbHYI0 BO3MOXKHOCTH
ucnonp3oBanuss ABC ananmuza B Bompocax 3amuthl mH(opMarmu. Ha ocHoBe pesysbraToB nposeaeHHoro ABC
aHaJM3a METO/IOM «CYMMBI» Ha 0a3e CTaTUCTUKH ys3BUMOCTel onepaiuoHHbIX cucteM (OC) MOKHO OTMETUTb, YTO
ontuMmaneHbii KC3 momkeH BKIIOYATh CIEAYIONIME MEXaHU3MBL: KOHTPOJIb IEIOCTHOCTH; CO3JIaHUE 3aMKHYTOH
IIPOTPaMMHOM CpeIbl; MICHTU(QHUKAIINH U ay TCHTU(QHUKAIIH.

ABTOpamMH TIpeJyIaracTcsi METOANKa OIPEJIETICHUs] YPOBHS ONACHOCTH Yrpo3 ¢ mcnonb3oBanueM ABC anammiza
Uil BbIOOpa AP (PEKTUBHBIX 3aIUTHBIX MeXaHM3MOB. OObEeKTaMM aHaJIM3a BHICTYNAIOT aKTUBBI MH(MOPMAIMOHHON
cucrembl. K UT aktuBam oTHOCATCS: MH(OpMaIus / JaHHBIE, almapaTHbIE CPEACTBA, IPOrpaMMHOE O0OecIeYeHnEe U
T.I.. Paccmorpeno ucronbp3oBanne ABC aHanm3a B Bompocax OIpEAENeHHs AOCTATOYHOrO Habopa yCIyr Ipu
BEIOOpe (yHKIMOHATBHOTO Tpodmis 3amuTsl (DI13), a Taxke mpuMmep nucnoibp3zoBanus ABC-aHanmza B mpomecce
BbIOOpa @II3 u onmpenenenne HeOOXOAMMBIX 3aUTHBEIX yeryr AC Kkimacca 2, mpeJHa3HAYCHHOM IS aBTOMATH3alluI
JeSTePHOCTH opraHoB rocynapctBeHHoil Bimactu (O/IB) . HMcmonezoBanme meroma ABC anammza B BOmpocax
3alUTHl WHQOPMAIMU TO3BOJSET OBICTPO M IPOCTO ONIPENCTUTh MEXaHU3MBI 3aIlUTHI, KOTOphIE HEO0O0XOANMO
NPUMEHSTh IS TOICPKaHUs Ha JIe)KAIEr0 YPOBHS MOJUTUKY HH(POPMaIMOHHOW Oe3omacHocTu. B yacTHOCTH, 3TO
BBIOOP KOMIUIEKCA CPEICTB 3alllMThl, KOTOPbIH OOECIe4yrMBaeT 3alluTy OT aKTyaJbHBIX Ha JaHHBIH MOMEHT
ySI3BUMOCTEH.

USE OF ABC ANALYSIS FOR OPTIMIZATION
SYSTEM SECURITY

Viadimir Kononovich, Yuri Kopytin*
Academy of communications of Ukraine, *Odessa National Academy of communications named
after A. S. Popov

The paper shows the possibility of using ABC analysis method to protect information and the application of ABC
analysis to select the set of protection against unauthorized access.

The results of ABC analysis algorithm are divided, as a rule, into 3 groups (A: B: C). Group A is a small number
of factors with high specific gravity of the chosen indicator, group B is the average number of factors with middle-
share of the gross weight, group C is a huge number of factors with little value share of the gross weight. The main
meaning of research within the ABC analysis is to ensure that the maximum effect is achieved in solving problems
(challenges) that belong to group A.

An example of the using ABC analysis in choosing the optimal complex of the security facilities (CSF) from
unauthorized access is considered, which demonstrates the potential using of ABC analysis to protect information.
Based on the results of ABC analysis by the method of the "amount" based on statistics vulnerabilities of operating
systems (OS) can be noted that the optimal CSF should include the following mechanisms: control of the integrity,
creating a locked programming environment, identification and authentication.

Authors proposed method of determining the level of the danger threats using ABC analysis to select effective
protective mechanisms. The objects of analysis are the assets of the information system. IT assets includes
information / data, hardware, software and more. There was considered the use of ABC analysis in definition of a
sufficient set of services in choosing a functional profile protection (FPP), and also an example of using ABC-
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analysis in the process of selecting FPP and defining appropriate protective services AS Class 2, designed to
automate the activities of public authorities (PA).Using ABC analysis to protect information quickly and easily
determine the remedies, which necessarily be applied to maintain the proper level of the information security policy.
In particular, the choice of the complex of the security facilities, which provides protection against topical
vulnerabilities at the moment.

YK 004.056.53
AYTEHTHOUKALIUA B SAINUINEHHBIX ITPUJIIOKEHUAX

Muxaun Konomwviyes, Ceemnana Hocox
Hayuonanvhoiti mexnuueckuii ynueepcumem Yxpaunul « Kuesckuii nonumexnuyeckutl
UHCMUMYM»

Cmamws: 5 cmp., 4 ucmounuxa, 1 puc.

B pabore paccMOTpeHBI OCHOBHBIC ACTEKThI U 3aJa4d 3aIUTHI MPUIOKCHHUH, MPOAHATM3UPOBAHBI PA3IUYHBIC
crocoObl ayTeHTH(HUKAUU KaK CPEACTBa OE30MaCHOCTH TNPHIIOKEHHH M OCBEUICHBI 00mue TpeOOBaHUS K
peanu3aiyu MeXaHiu3Ma ayTeHTH()HUKAINH.

B Ge3omacHOCTH MPHUIIOKEHUS BBIICICHO CICTYIOIIUE OCHOBHBIC 3a/1a4H:

-TapaHTUPOBATh, YTO JAHHBIC, KOTOPHIC CO3JAIOTCS, MOAU(DHUIMPYIOTCS, COXPAHSIOTCS W (WIH) MEpearTcs ¢
MOMOIIBIO TIPHJIOKCHUS, 3aIIAIICHBI OT HEABTOPU30BAHHOTO PACKPHITHS, IOJMCHBI, HCKXKCHUS WIN Pa3pyIICHHAS CO
CTOPOHBI MOJIB30BATEIIEH, BHEIIHUX MPOIECCOB U CAMOT'O MPUIIOKEHUS;

-CO3/1aTh JIOMOJHUTEBHBIC CEPBHUCHI 0E30MIACHOCTH, KOTOPhIC B OOIIECUCTEMHOI HHPPACTPYKType 0€30MacHOCTH
(cetp, oneparmonHas cucrema, CYBJ]) miubo He peanmn3oBaHbl, 100 HealeKBaTHB BO3SMOYKHBIM yTPO3aM.

Jlnist pelieHnst 3THX 3a/1a4 B MPHIOKEHHH J0JDKEH OBbITh peajn30BaH HaOOp CEpBUCOB OE30MACHOCTH OJHHM M3
TpeX CHOCOOOB:pean3alusi cepBUca O€30MacHOCTH BHYTPH MPHIIOKEHUS;, HEIMOCPEICTBEHHOE OOpallleHne K
cepBucaMm Oe3omnacHocTH npoMexxyTouHoro 10O mnn apyrux UHGPACTPYKTYPHBIX KOMIIOHEHT; IIyTeM MPOBEPKH, YTO
3anuUTa 00eCIeYnBaeTCsl PyHKIUAME 0€30MacCHOCTH MPOMeKyTouHOro [10 win HHPPACTPYKTYPHBIX KOMIIOHEHT.

Hcxons w3 3TUX TpeOOBaHMU ONpEACICHB TPEOOBaHMS K MEXaHHU3MYy AayTCHTU(HUKAIMH 3allUIICHHOIO
MPUJIOKEHUS, KOTOPBIN TOJIKCH Pealn30BaTh aJMHHUACTPATOP.

Paccmorpensr  oOmme TpeOoBaHWS K - peaiu3allid  MEXaHW3Ma — ayTCHTH(HUKANWU:  ayTCHTU(DHUKAIHS
MOJTL30BATEIICH, ayTeHTH()HUKAUSA MPOIIECCOB, ayTeHTH()UKAITUOHHOE MPEIyIPEkKACHUE, BEBIOOD
ayTCeHTU(GUIUPYIOMIUX CYIIHOCTEH, LEMOYKU JOBEPHs, [OBEPEHHBIA MyTh, ayTeHTH(UKAIMs Tpymi/poiei, 0aza
0€30MMacHOCTH, ayTEHTU(DHUKALUS JIUIl C aJMUHUCTPATHBHBIMHU MOJHOMOYUSIMHU, ayTCHTH(UKAIMSA KaXIOH ceccuu
MOJIb30BATES.

AYTEHTU®IKALIA Y 3AXUIIEHUX TOJATKAX

Muxaiino Konomuyes, Céimnana Hocok
Hayionanonuit mexuiunuu ynisepcumem Yxpainu « Kuiscokuti nonimexuiuHuil incmumymy

Y poOoTi poO3risiHYyTI OCHOBHI AacHeKTH Ta 3aBlaHHS 3aXHUCTy MHOJATKIB, NpOaHaii30BaHi pi3HI crocodu
ayreHTH(diKalii sk 3aco0m Oe3meku JONaTKiB 1 BHCBITJEHI 3arajbHi BHUMOTM [0 peaiizamii MexaHi3my
ayTeHTH]IKawii.

B Ge3nemni 10AaTKy BUIUICHO TaKi OCHOBHI 3aBJJaHHS:

- TapaHTyBaTH, 10 JIaHi, SIKi CTBOPIOIOTHCS, MOAUQIKYIOThCs, 30epiratoThes i (a00) mepenaroThes 3a J0IOMOTO0
ONATKY, 3aXWINCHI Bil HEaBTOPH30BAHOTO PO3KPUTTA, IMiAMIHH, CIOTBOPSHHS a00 pyHHyBaHHSI 3 OOKYy
KOPHCTYBAaYiB, 30BHIIIHIX MPOIIECIB i CAMOTO I0JIATKY;

- CTBOPHUTH JOJATKOBI cepBicM Oe3lekd, SKi B 3aralbHOCHCTEMHIN iHQpacTpykTypi Oe3mexu (Mepexa,
omepaniiina cuctema, CYB/]) abo He pearnizoBani, a00 HeaJeKBaTHI MOXKIIUBUM 3arpo3aMm.

Jlna BupimeHHS IMX 3aBAAHb y IOJATKy IMOBHHEH OyTH peanizoBaHWN Habip cepBiciB OE3MEKH OTHHUM 3 TPHOX
cnoco0iB: pearmizamisi cepBicy Oe3lekn BcepemuHi NOoAaTKy; Oe3mocepeqHe 3BEPHEHHS IO CEpBICIB Oe3mexu
npomikaoro [13 abo iHImMX IHGPACTPYKTYPHUX KOMIIOHEHT; LUISIXOM IEpEeBIPKH, W0 3aXHCT 3a0e3nevuyeThest
¢dyHkuissmMu 6e3nexu npomixkaoro 13 abo iHGPaCTPYKTypHUX KOMITOHEHT.

Buxonsun 3 upmx BUMOT po3poOJieHi BUMOTM 10 MEXaHi3My ayTeHTH(]iKallii 3aXUIIEHOro J0AATKY, SKUH Mae
peaizyBaTH aJMiHICTpaTop.
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PosrnsHyTO 3arampHi BHMOTH 40 peaiizamii MexaHi3My ayTeHTH(]iKamii: ayTeHTHQIKaIlis KOpHUCTYBadiB,
ayteHTH(]iKallis TpoueciB, ayTeHTH(DIKAlIHE MONepepKeHHs, BHOIp ayTeHTH(]IKYIOUMX CYTHOCTEH, JIaHIFOKKU
JIOBIpH, IOBIpEHUII HIIsIX, ayTeHTH]iKalis rpym /poneit, 0a3a Ge3rneku, ayreHTU]iKalis 0cid 3 aAMiHICTPaTUBHUMHU
MTOBHOBa)XKEHHAMM, ayTeHTH(IKaIlis KOKHOI cecii kopucTyBadya.

AUTHENTICATIONIN IN THE PROTECTED APPLICATION

Michael Kolomytsev, Svetlana Nosock
National Technical University of Ukraine "Kiev Polytechnic Institute"

In the paper the main aspects and problems of protection applications are discussed, the various authentication
methods are analyzed as a means of security applications, and the general requirements for the implementation of the
authentication mechanism are elucidated.

In the application security the following key tasks are marked:

- Ensure that the data are created, modified, maintained, and (or) transmitted by the application are protected
from unauthorized disclosure, substitution, distortion or destruction of the users, and external processes of the
application;

- Create additional security services, which are in the system-wide security infrastructure (network, operating
system, database) or are not implemented, or are inadequate possible threats.

To solve these problems in the application must be implemented set of security services by one of three ways:
security service implementation within the application; direct appeal to the security services of the middleware or
other infrastructure component; by checking that the protection of the security features provided by the middleware
or infrastructure component.

Given these requirements, are defined requirements to secure the application authentication mechanism, which
the administrator must implement.

The general requirements for the implementation of authentication are examined: the user authentication, the
authentication of the process, the authentication warning, the choice of the authenticated entity, a chain of trust,
trusted trace, the authentication of the groups / roles, the database of security, the authentication of the persons with
administrative privileges, the authentication of each user session.

YK 656.7.085:657.71(045) .
CUCTEMA 3AXUCTY IHOOPMALII BIT HCA. BAPIAHT
PEAJIIBALII AJITOPUTMY MHOKUHHOI ABTEHTU®IKAIIII

Bauecnae Bacunenko
Hayionanvnuii agiayitinuti ynieepcumem

Cmamms: 10 cmop., 4 oxncepena, 5 puc.

Jns cucteM 3axHCTy 1€papXiYHMX aBTOMATH30BaHMX CHUCTEM  IPOIOHYETHCS aITOPHTM MHOXKHHHOI
aBTeHTH(IKalil 3 BUKOPUCTAHHSM MOXIIMBOCTEH IPOTrPaMHO — TEXHIYHMX 3aco0iB yNpaBIiHHS JOCTYIIOM M0
pecypciB aBTOMaTu3oBaHUX cucTeM. Ha mymKky aBropa 3aco0u 3axucTy poOOYMX CTaHLiM, SK €IEMEHT KOMIUIEKCY
3ac00IB 3aXMCTY JIOKAIBHOI OOYHMCITIOBAIBHOI MEPEeXi, MOBHHHI 3HAXOJIUTUCH MiJ LIEHTPai30BaHUM YIPaBIiHHAM
MoHiTOpa Oe3meku. [lo ckmamy 3aco0iB 3axMCTy — CIlIii BKJIIOYATH 3acoOM aBTeHTHiKamii, 3acobM 3axucTy
OTepaliifHOl CHCTEMH Ta CHCTEM KepyBaHHS 0a3aMu jaHMX (P IX HAsBHOCTI), 3acOOM KOHTPOJIIO IIICHOCTI Ta
MPOrpaMHO — TEXHIUHI 3acoOW YIpaBIiHHS JOCTYNOM. BuKOpuCTaHHS y CKJaxy KOMILIEKCY 3aco0iB 3aXHCTy
MPOTPAMHO — TEXHIYHHUX 3ac00iB YIPaBIiHHA JOCTYIIOM J03BOJISIE 3a0e3MeunTH e()eKTUBHY pealizallitfo MeXaHi3MiB
MHOXXUHHOI imeHTH(]iKamii i aBTeHTH(QiKamii. ABTEHTH]IKaIif0 3ac00iB aBTOMATH30BAaHHX CHCTEM JOLLIHHO
3MIHCHIOBATH TIPH CcTapTi (BKIFOUEHHI) poOOYMX CTaHIlIN 3aco0amMHu MOHITOpa Oe3MeKH Ta HOro areHTiB; TaliMepHO
3TiHO 3 YCTAaHOBKAaMH agMiHicTpaTopa Oe3MeKH; 3a 3aUTOM aJMiHICTpaTopa OE3MeKH.
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CUCTEMA 3AIIUTBI THOOPMAILIUN OT HCJl. BAPUAHT
PEAINBAIINU AJITOPUTMA MHOXKXECTBEHHOU
AYTEHTUOUKALINU

Bauecnae Bacunenko
Hayuonanvnoui aguayuonHulii ynusepcumem

IIJ'IH CHUCTEM 3alllUThl UCPAPXUUCCKUX aBTOMATHU3UPOBAHHLIX CHUCTEM IpEAIaracrcs ajJlropmutm MHOKE€CTBECHHOI
ayTeHTH(UKAIMK C UCTIOIB30BAHHEM BO3MOXKHOCTEH MPOrPaMMHO - TEXHUYECKUX CPEACTB YIPABICHHUS JOCTYIIOM K
pecypcaM aBTOMAaTH3MPOBAaHHBIX cUCTeM. I10 MHEHHMIO aBTOpa CpEACTBa 3aIUTHI PAOOYMX CTAHIMH, KaK 3JIEMEHT
KOMIIJIEKCA CPEACTB 3alUTHl JIOKAIGHOH BBIYMCINTEIILHOW CETH, JIOJDKHBI HaXOIMTHCS 10/ LEHTPaIHM30BaHHBIM
yIpaBjeHuEM MOHHUTOpA 0e30MacHOCTH. B cocTaB cpencTB 3amuThl cienyeT BKII0YaTh CPEACTBA ayTCHTU(HUKALIIH,
CpeIcTBa 3alUTHl ONEPAMOHHON CHCTEMBbl U CHCTEM YIpaBleHHUs Oa3aMH JAHHBIX (IPH MX HAIWYUH), CPEICTBA
KOHTPOJISL LIGJIOCTHOCTH M NPOTrPAMMHO - TEXHHYECKHE CPEICTBa YIPABICHUS JOCTYNOM. Mcrons30BaHe B COCTaB
KOMIUIEKCa CPEJCTB 3aIUTHl IPOrPaMMHO - TEXHHYECKHX CPEACTB YIPABICHHUS JOCTYIIOM MO3BOJSCT 00ECHECYHTD
3 dexTHBHYIO peaan3alnio MEXaHH3MOB MHO)KECTBEHHOH MICHTU(HUKAINY U ayTeHTH(OUKAMH. AyTeHTU()UKALIUIO
CPEICTB aBTOMAaTH3MPOBAHHBIX CHCTEM IIEI€CO00pa3HO OCYIIECTBISATH MPH cTapTe (BKIOYCHNH) pabouuX CTaHLIUH
CpeICTBAaMH MOHHTOpa OE30MAaCHOCTH M €ro areHToB; TalMEpPHO COIVIACHO YCTAHOBKAaM aJAMHHHUCTpPaTopa
0e30I1acHOCTY; M0 3aIPOCy aJMUHUCTPaTOpa 0e30MaCHOCTH.

INFORMATION SECURITY SYSTEM FROM UNAUTHORIZED
ACCESS. EMBODIMENT OF THE MUTUAL AUTHENTICATION
ALGORITHM

Viacheslav Vasilenko
National Aviation University

A protection system for automated hierarchical algorithm is proposed multiple authentications using the
capabilities of software - hardware control access to resources automated systems. According to the author means the
protection of workstations, as part of remedies against a local area network, should be under central control monitor
security. The structure of protection should be included for authentication, protection of the operating system and
database management systems (if any), and controls the integrity of the program - technical means of access control.
Using the complex protection software - hardware access control allows for efficient implementation of multiple
mechanisms for identification and authentication. Authentication of the automated systems it is advisable to start
with (including) workstations means safety monitor and its agents, according to the timer settings security
administrator, security administrator on request.

YK 004.43(031):681.3.01(02) . .
BU3HAYEHHSA YPA3J/IMBOCTI OB’EKTIB IHGOPMALINHOI
JIAJIBHOCTI K CKUIAJOBA ITOPAIKY PO3POBKH

CUCTEM 3AXUCTY IHOOPMAIIII
Bonooumup Jlyuenxo, Banepin Xyoaxos
HTYY «KIIl»

Cmamms: 6 cmop., 10 0xcepen, 3 puc.

PeasnbHi IPOEKTH 3aXKCTY 32 SKICHUMH [TOKa3HUKaMH MalOTh 00’ €KTUBHO BiJJTBOPIOBATH YMOBH JKUTTEISUNIBHOCTI
00’€KTiB, aJie peaIbHO MAIOTh TCHICHIIIO 10 BiICTABAHHS BiJl )KUTTEBUX BUMOT. J[JIs1 MOI0JIaHHS TAKOTO BiJICTaBaHHS
MaroTh BiITBOPIOBATHCS BUMOTH 1010 KHUTTEAISIIBHOCTI CUCTEMH NPOEKTYBaHHS OKPEMO, /ISl KOKHOTO 00’ €KTY Yy
noBHOMY 00cs3i. Taki BUMOTH nepeioayaloTh HEOOXIHICTh BUKOPUCTAHHS CHCTEMH 3aXHCTY 1110 0a3yeThCst Ha
MIPUHIMIIOBO 00’ €KTHBHOMY IIPOEKTYBaHHI, TOOTO TaKOMY, KOTPE HE 3aJIC)KUTD Bijl SIKICHUX MOKa3HHUKIB TPOEKTAHTA.
Kpim Toro, cTBOpIOBaHa cCHCTEMa 3aXUCTY Ma€ OyTH JUHAMIYHOIO Y Yaci, TOOTO BIIKPHUTOXO MIOA0 MOXKITUBOCTI 3MIiH
y Jaci CKJIQJI0BUX METO/IB Ta 3aC00iB 3aXUCTy a00 YMOB iCHYBaHHS 00’ €KTY, a TAKHI YHHHUK 3aJIC)KHUTH BiJ
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METOIOJIOTIYHUX BIACTUBOCTEH CHCTEMH IPOSKTYBaHHS, KOTpa CTBOPIOBAJIA CUCTEMY 3aXHCTy. I, mia KiHelb, Maiike
3aBXKIH € BIAKPUTHM ITUTAHHSA HEOOXiIHOI Ta TOCTATHHOI 3aBEPIIEHOCTI IPOCKTY CUCTEMH 3aXHCTY.

[TouaTkoM 617TBII 00’ €KTUBHOTO MPOEKTYBAHHS Mae OyTH HAIIPAILIOBaHHS METO/IIB Ta 3ac00IB OTPHMAaHHS
MaKCHMAJIbHO MOBHOT Ta 00’ €KTHBHOT iH(pOpMallii Ipo 00’€KT Ha eTari J0CIDKEHHS 00’ €KTy. Yce dacTinr
3’IBJISIFOTHCSL POOOTH y KOTPUX aBTOPH HAMararThCs aKTUBI3YBATH 3aIy4YCHHS IHTEICKTyalli30BaHUX TEXHOJIOTIH
MO/JCJIFOBAHH CKJIIaIHUX npoueciB a0 HaHpﬂMKiB IMPOCKTYBAHH CKIIAJHUX CUCTEM. OI[HI/IM 3 HiHXOI[iB € 3aJIy4YCHHA
paIrKaibHO HOBOTO MiJIXO/y, HANIPUKIIA - BUKOPUCTaHHS 1H(QOPMAaLIIITHUX TEXHOJIOTIH 1110 0a3yI0ThCsl HA 3ac00ax
IHTEJIEKTYaIbHOI MITPUMKH IPUHHATTS pimieHb. OUeBHIHO, 110 KOPUCTYBAaHHS 3aC00aMH MTPOCKTYBAHHS IS
KOTPHX TEXHOJIOTIT IHTENEKTYaJIbHOT MATPUMKH IIPUHHATTS PILIEHb HE MOXKYTh ITPOBOAMUTHCEH Y PyYHOMY PEKHUMI,
BUMarae po3poOKH Ta 3alyueHHS CIIeliali30BaHuX aBTOMATH30BaHUX CHCTEM IPOEKTYBAHHSI.

OHNPEJEJIEHUE Y5I3BUMOCTH OBBEKTOB
WHP®OPMAIIMOHHOU JEATE/IbHOCTH B KAYECTBE
COCTABJIAIOIIEA ITOPAAKA PASPABOTKU CUCTEM

SAHIUTHBI UHOOPMALINU
Baaoumup Jlyyenxo, Banepuit Xyosakoe
HTYY «KIIH»

PeasibHble MPOEKTHI 3alIMTHl MO KAYeCTBEHHBIM II0KA3aTEIsAM JOJDKHBI OOBEKTHBHO OTPaXKaThb YCIOBHS
KU3HEJCATECIBHOCTH OOBEKTOB, HO peajbHO OTCTAIOT OT TpeOoBaHWil ku3HU. {1 TPEONONICHUS OTCTABAHUS
HEOOXOIMMO BOCIPOU3BOAUTH TPeOOBAaHHMS K IHKU3HEACATEIHHOCTH CHCTEMBI HPOSKTUPOBAHUS OTACNIBHO IS
KaKI0ro o0bekTa B MONHOM OObeme. Takue TpeOOBaHHs MPEAyCMATPUBAIOT KCIIOJIb30BAHHE CHCTEM 3alIlWTHI,
KOTOpBIE 0a3upyOTCS Ha MPUHUHUIHAIBHO OOBEKTHBHOM IIPOCKTHPOBAHHMH, HE 3aBHCSLIEM OT KadeCTBCHHBIX
nokasatenieil mpoektanta. Kpome Toro, cosgaBaeMmas cuCTeMa 3allUTHl JOJDKHA OBITh NUHAMHYHOM, TO €CTh
OTKPHITOH K BO3MOYKHBIM H3MEHEHHSM BO BPEMEHH COCTABILIIOIIMX METOIOB M CPEICTB 3aIUHUTHI WIH YCIOBHSIM
CYILECTBOBaHUs 00BEKTa. JTO 3aBHCHT OT METOJOJOTHYCCKHX CBOWCTB CHCTEMbI HPOCKTHpOBaHuWs. [louru Beeraa,
TaKXKe, OTKPBIT BOMPOC 0 HEOOXOMMON K TOCTATOYHOH 3aBEPIICHHOCTH IPOCKTA 3aIUTHI.

Hauanom Gonee OOBEKTHBHOTO MPOCKTHPOBAHHS JODKHA OBITH HAapaOOTKa METOJOB M CPEICTB IMOJTyYCHUS
MaKCHMaJIbHO TMOJHOW M 0O0BeKTHBHOW uH(popMmanmu 00 oObekTe Ha 3Tane ero ooOcienoBanus. Bce waine
MOSBIISIFOTCSL Pa0OThI, B KOTOPBIX ABTOPHI MBITAIOTCS AKTUBH3UPOBATh NPHUBICYCHHE HHTEICKTYaIH3UPOBAHHBIX
TEXHOJIOTUIl MOJICTMPOBAHUS CJIOKHBIMHU MPOLIECCAMU K HANPABJICHHUSM MPOCKTHPOBAHUS CIOKHBIX cucTeM. OanH
U3 MOJXOJOB 3TO MOAXOJA C MPHUBJICYCHHEM PAJHMKAIBbHO HOBBIX DPCILCHHH, HANPUMEP — HCIOJb30BaHHE CPEACTB
HHTEJUICKTYaIbHON TIOAICPIKKA IPHHATHS pereHnii. OU4eBUIHO, YTO HCIIOIb30BAHHE CPEICTB IPOCKTUPOBAHHS IS
KOTOPBIX TEXHOJIOTHH HHTEIUIEKTYaIbHON IONICPKKHA HNPHHATHS PELICHHI HE MOTYT PEalM30BBIBATHCS B PYYHOM
pexuMe, TpeOYIOT IIPUBICUCHNUSI CIICHUATBHBIX aBTOMATH3UPOBAHHBIX CPEACTB MIPOSKTUPOBAHHSI.

DEFINITION OF VULNERABILITY OF OBJECTS OF AN
INFORMATION WORK AS A COMPONENT SEQUENCE OF
DEVELOPMENT OF SYSTEMS OF THE INFORMATION

PROTECTION
Vladimir Lutsenko, Valery Khudyakov
NTUU “KPI”

Real projects of protection on quality objectively should reflect conditions of ability to live of objects, but really
lag behind requirements of life. For overcoming backlog it is necessary to reproduce requirements to ability to live of
system of designing separately for each object in full. Such requirements provide use of systems of protection on
base essentially objective designing which does not depend on quality indicators of the designer. Besides the created
system of protection should be dynamical, that is open to changes in time of making methods and means of
protection or to conditions of existence of object. It depends on methodological properties of system of designing.
Almost always the question on necessary and sufficient completeness of the project of protection, also, is open.

The beginning of more objective designing should be an operating time of methods and means of reception of
maximum full and objective information on object at a stage of inspection. Even more often there are works in which
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authors try to make active attraction intellectual technologies of modelling by difficult processes to directions of
designing of difficult systems. One of approaches this attraction of considerably new decision, for example - use of
means of intellectual support of acceptance of decisions. It is obvious, that use of means of designing for which
technologies of intellectual support of acceptance of decisions may not be realized in a manual mode, demand
attraction of the special automated means of designing.

YJIK 681.3.06:519.248.681 L
TECT HA ITPO®LJIb JIHIMHOI CKJIAZHOCTI

JTwomuna 3asaocoxa, Makcum Cemubdanamym
QTI HTYY «KIII»

Cmamms: § cmop., 6 dxcepen, 4 maon., 2 puc.

Po3pobnerno HOBHi TecT I OWIHIOBAaHHS SIKOCTI BUMAJKOBHX ITOCIITOBHOCTEH, SKMH 0a3yeThcs Ha mpodini
niHiHOT ckmagHocTi. TecT omepye KUTBKICTIO CTPHOKIB JTiHIHHOI CKIAJHOCTI 1 Yy TEBHHX BHITAKaX 3HAYHO
epexTuBHIMMIA 3a BigmoBinaHui Tect 3 Habopy NIST. 3agaua noOymoBu HOBUX e(EKTHBHUX KpUTEPIiB st
BUSIBJICHHS BiAXWJIEHB BiJl BUTIAIKOBOCTI € aKTyaIbHOIO.

B ocHoBy Tecty, Ha3BaHoro aBtopamu LP-tecrom (Linear Profile-tect), moknaneHa BumaakoBa BeIUYHHA

S, =(N,—n /4)/A/n/8 . llBuakicts po6OTH O6YIOBAHOTO TECTY MPUOITM3HO TaKa cama, SK i MBUIKICTh TeCTy

Ha JiHIiHY ckiaanHicTh 3 makety NIST, Tak gk B ocHOBiI 000X TecTiB IeXUTh anroput™m bepiexemma-Mecci. [Ipote
peanizauiss LP-tecty nemo mpocrima, ajke B HbOMY CTAaTHCTHKAa Ma€ CTaHIAPTHUH DPO3MOALT Ha BiAMIHY BiX
creudivyHoro po3noAiny craructuku y tecti NIST.

B pesyibrari gocnimkeHb aBTOpiB Oyino BHsiBIeHO, mo TecT LP nabGarato edexkTuBHINMH NpuUHAHMHI Ha
HACTYITHUX THIIAX HESKICHUX BXiJHHMX IIOCHIJOBHOCTEH (TyT IIyM O3Ha4ya€ IiHBEpTYBaHHS KOXHOro OIiTy 3
IMOBIpHICTIO p):

a. JIliHiitHI peKypeHTHI MOCITIOBHOCTI 3 IITyMOM.

b. TlochimoBHocTi, cOpMOBaHiI HUISXOM PpEryJSIPHOro abo BHIIAJKOBOIO 4YEPryBaHHS BiJpI3KiB PI3HUX

JMHIAHUX PEKYPEHTHUX MOCIIiTIOBHOCTEH.

c. [TlocmigoBHOCTi, copMOBaHI NUIIXOM PErYJISPHOTO a00 BUIIAAKOBOIO 4YEPryBaHHs BiAPI3KiB JiHIHHMX
PEKYPEHTHUX IIOCTIOBHOCTEH Ta BIAPI3KiB, YyTBOPEHUX 3a JIOMOMOIOK TapHOTO TIeHeparopa
TICEBJIOBUITAJIKOBUX YUCEIL.

d. TlocmigoBHOCTI, CHOPMOBaHI, SIK 3a3HAYCHO Y MOTIEPESIHBOMY ITYHKTI, 3 IITyMOM.

e. IlocmigoBHOCTI, COpMOBaHi 3 JNIHIMHUX PEKyPEHTHHUX IMOCIITOBHOCTEH MUITXOM BHIIAJKOBOTO BHAAJICHHS
OiTiB.

TECT HA ITPO®WJIb JIUHEHHOM CJIOKHOCTH
JTtoomuna 3asaockan, Makcum Cemuobanamym
DOTH HTYY «KIITH»

Pa3paboTaHo HOBBINM TECT ISl OLEHKHM KadecTBa CIyYaiHBIX IOCIIEeI0BAaTEIbHOCTEH, OCHOBAaHHBIH Ha MPOGUIN
JIMHEHHON CJI0KHOCTH. TecT onepupyeT KOJIUIEeCTBOM NPBDKKOB JIMHEHHOM CII0)KHOCTH M B ONPEJENICHHBIX CITydasx
3HAYUTENbHO J(PQEeKTHBHEE YeM COOTBeTCTBYrOmMH Tect u3 Habopa NIST. 3agmaya moCTpOSHHS HOBBIX
9 EKTHBHBIX KPUTEPHEB [UIS BBIBICHUS OTKIIOHEHHUI OT CITy4allHOCTH aKTyallbHa.

B ocHoBy Tecra, HasBanHoro aBTtopamu LP-tecrom (Linear Profile-tect), momoskeHa ciydaiiHasi BeIHYHHA

S =(N,—n/4)/~n/8 . Cxopocts paGOTEI MOCTPOCHHOIO TECTA IPUMEPHO TaKas ke, KAK M CKOPOCTh TECTA Ha

TUHEHHYI0 cIoXHOCTh u3 makera NIST, Tak kak B OCHOBE OOOMX TECTOB JEXHUT anroput™ beprexemma-Meccn.
Onnako peanmsanus LP-TecTa HECKOIBKO MpoIIE, BeJb B HEM CTATHCTHKA MMEET CTaHJAPTHOE paclipeAcieHHe B
OTJIMYKE OT CHEeU(PHUIECKOro pacnpeaeneHus cratuctuky B tecte NIST.

B pesynbrare uccienoBaHuil ObUIO BBIABIEHO, uTo TecT LP Hamuoro sddexruBHee mo kpaiiHeil mepe Ha
CJICAYIOMUX TUIIaX HCKAYCCTBCHHBIX BXOJAHBIX HOCHC}IOBaTeHbHOCTePI (TyT IIyM O3Ha4YacT MHBCPTUPOBAHUC KAXKIOI'O
OuTa C BEPOSATHOCTHIO p):

a. JInneliHble peKyppeHTHBIE TIOCIEI0BATENLHOCTH € IIIyMOM.

b. TlocnenoBarensHOCTH, CHOPMHPOBAHHBIE ITyTEM PETYSIPHOTO WM CIYYallHOTO dYepeloBaHHE OTPE3KOB
Pa3HbIX JIMHEHHBIX PEKYPPEHTHBIX ITOCIIEI0BATEIBHOCTEH.
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c. IlocnenoBarensHOCTH, CHOPMHUPOBAHHBIE IYTEM PETYJSAPHOTO WM CIy4aifHOTO dYepeloBaHHE OTPE3KOB
JMHEHHBIX PEKypPEHTHBIX IOCIIENI0BATEILHOCTEH U OTPE3KOB, 0OPa30BaHHBIX C IOMOIIBIO XOPOLIEr0 IeHepaTopa
TICEBIOCITyYalHBIX YHCEIL.

d. ITocnenoBaTenbHOCTH, CHOPMUPOBAHBI, KAK YKAa3aHO B MPEIBIAYIIEM IIyHKTE, C IIYMOM.

e. IlocnemoBarensHOCTH, C(HOPMUPOBAHHBIE W3 JIMHEHHBIX PEKYPPEHTHBIX IOCIEAOBATEIbHOCTEH IyTeM
CIIy4alHOTO y/iaJIeHHsl OUTOB.

TEST PROFILE LINEAR COMPLEXITY
Lyudmila Zavadskaya, Maxim Semybalamut
PTI NTU "KPI"

A new test for assessing the quality of random sequences is developed, based on the profile of linear complexity.
Test operates the number of leaps of the linear complexity and in some cases much more effective than the
corresponding test set of NIST. The task of composition a new effective criteria for detecting deviations from
randomness is relevant.

As a basis of the test, called by the author the LP test (Linear Profile-test), is laid the random

value S, = (N, —n/4)/Nn/8 .. The speed of the created test approximately the same as the speed test on the

linear complexity of the package of NIST, as the basis of both tests is the algorithm Berlekempa-Messi. But the
realization of LP-test somewhat easier, because it has a normal distribution statistics as against to specific
distribution of test statistics in NIST.

As a result of investigations of authors it was found that the LP test is much more effective at least for these
types of low-quality input sequences :

a. Linear recurrent sequences with the noise.

b. Sequence generated by a regular or random alternation of the different segments of linear recurrent sequences.

c. Sequence generated by a regular or random alternation of the segments of linear recurrent sequences and the
segments created by a good generator of the pseudorandom numbers.

d. Sequence generated with the noise.

e. Sequence generated of linear recurrent sequences by accidental deletion of bits.

YK 681.3.06
YHIBEPCAJIBHE I'EIIIYBAHHS 110 PAIIIOHAJIBHUM
OYHKIUIAM AJITEBPAIYHUX KPUBUX Y KYBIYHOMY I10JI1

I'ennadin Xanimoe
Xapxiscokutl HayioHanbHUL YHIBEpCUmMem padioeleKmpoHiKU

Cmamms: 6 cmop., 6 oxcepen, 4 maon.

[MomaHo BW3HAUYCHHS YHIBEpCAIHHOI'O TENIYBAHHS IO PaliOHATbHUM (YHKIIH anreOpaivHux kpuBux depma i
I'ypBima 3 BENMKAM YUCIOM TOYOK B KyOiuHOMY mmoJi. OTpUMaHO BHpa3 JUIsl HMOBIPHOCTI KOJI3il Ta aCHMITOTHYHI
OIIIHKK TpW BEJIMKMX 3HAYCHHAX pO3MipHOCTI mois. HaBenaeHi mpukiaad rem oOYMCIICHb 3a TOJiHOMIaJIbHOMY
Oasucy Ha kpuBux ®epma i ['ypBima Ta OMMHKKM WMOBIPHOCTI KOJi3ii. ACHMITOTHKA WMOBIPHOCTI KOJIi3ii
YHIBEpCAJILHOTO TellyBaHHSA 3a KpuBuMu Depma i ['ypBila BH3HAYAETHCS BiIHOIIECHHSAM KOPEHS KBaJpPaTHOTO
JIOBXWHM JTaHUX JI0 PO3MIPHOCTI MOJIs, IO Kpalle, B MOPIBHIAHHI 3 TelIyBaHHS 3 MPOSKTUBHOI MPSMOi 1 JOPIBHIOE
ACUMIMITOTUKY TeIlyBaHHS MO KpuBik Epmita B KBagpaTWYHOMY MO Ti€l K po3MipHOCTI. [IpakTHIHMI anroputm
00YMCIIeHHS Telll KOAy 3a pamioHaTbHUMH (QyHKIIIMH KpruBoi depMa BU3HAYAETHCS CXeMOI oOuncienHs ['opHepa
3a aBoma 3MiHHUM. CKIIaIHICTh YHIBEpCaJbHOIO XEIIyBaHHsS BIINOBINAE CKJIAJHOCTI 3a KUIBKICTIO oOIeparin
obuucnenb o kpuBiii EpMiTa B KBagpaTHYHOMY TIOJII 1 CKJIaJHILIE B MOPIBHSHHI 3 TEUIyBaHHS 3 MPOEKTUBHOI
npsimMoi. OTpuMaHi pe3yJabTaTH € PO3BHTKOM Teopil MOOYIOBHM [OKa30BO CTIHKOIO aBTeHTH(iKalii Ha OCHOBI
YHIBEpCAJILHOTO TeITyBaHHS.
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YHUBEPCAJIBHOE XEILINPOBAHMUE 110 PAIIMOHAJIBHBIM
OYHKIUAM AJI'EBPANMYECKHUX KPUBbBIX B KYBUYECKOM
ITOJIE

T'ennaouiit Xanumos
XapbkoscKkulli HAYUOHATbHBIN YHUGEpCUMEM PAOUOITIEKMPOHUKU

[IpencraBneHo oNpeAesieHHE YHHBEPCAIBHOTO XEIIMPOBAHUS IO PalMOHAIBHBIM (QYHKIMAM anreOpanvdecKux
kpuBbix ®epma u ['ypBuIa ¢ OOJBIIMM YUCIOM TOUEK B KyOnueckoM rolie. [loimyueHbl BeIpaskeHne Uil BEpOSTHOCTH
KOJUIM3UM M aCHMITOTUYECKHE OIEHKM NMpPU OOJBIIMX 3HAYCHUSX pPa3MEpHOCTH Toiisi. [IpuBeNeHbI MpUMephl Xell
BBIYHMCIICHUH 110 TOJWHOMHANbHOMY Oasucy Ha KpuBbIX ®epma m ['ypBuma M OIEHKM BEPOSITHOCTH KOJIIM3HH.
AcuMNTOTHKA BEPOATHOCTH KOJUIM3UU YHUBEPCAIBHOTO XeMUpoBaHus o kpuBbiM Pepma u ['ypBuna onpenensercs
OTHOILIEHHEM KOpHS KBaJpaTHOIO MJMHBI JAHHBIX K pPasMEPHOCTH MOJS, 4YTO Jydlle, IO CPaBHEHHUIO C
XCIIMPOBaHWEM I10 TNPOEKTHBHOW MpPSMOW M paBHAETCS ACHMITOTHKE XCHIMPOBaHMSA MO KPHBOM OpmuTa B
KBaZ[paTUYHOM TIOJI€ TOH K€ pasMepHOCTH. IIpakTHdecknii anropuT™M BBIYMCICHHS XEHI KOAA IO pandOHAIbHBIMU
¢ynkmmsiMn kpuBo @depma omnpenenseTcs cxemoil BeumcieHus ['opHepa mo OByM mepeMeHHBIM. CIOXHOCTh
YHHUBEPCAIbHOTO XEIINPOBAHUS COOTBETCTBYET CIOKHOCTH IO YHCITy ONEPaiii BEIMUCICHUAM 10 KPUBOH DpMuUTa B
KBaJIpaTUYHOM IIOJIE U CIIOXKHEE II0 CPABHEHHMIO C XEIIMPOBAHHEM MO MPOEKTUBHOHM mnpsiMoi. IlomyueHHbIE
pe3ynbTaThl SIBISIOTCA Pa3BUTHEM TEOPUH MOCTPOCHHSA JAOKa3yeMO CTOHMKOHW ayTeHTH(HUKAlIuHd Ha OCHOBE
YHHUBEPCAJIBHOTO XEIIMPOBAHUS.

UNIVERSAL HASHING OF RATIONAL FUNCTIONS

ALGEBRAIC CURVES IN A CUBIC FIELD

Gennady Khalimov
Kharkiv National University of Radio Electronics

Presented by the definition of universal hashing of rational functions of Fermat and Hurwitz algebraic curves
with a large number of points in a cubic field. Obtained an expression for the probability of collisions and asymptotic
estimates for large dimension of the field. The examples of hash algorithms for polynomial basis on the Fermat
curves and Hurwitz and estimate the probability of collisions. Asymptotics of the probability of collision of universal
hashing Fermat and Hurwitz curves determined by the ratio of the square root of length of data to the dimension of
the field, which is better than hashing for the projective line and is equal to the asymptotic behavior of hashing by the
Hermite curve in the quadratic field of the same dimension. A practical algorithm for computing the hash code of
rational functions of the Fermat curve defined by Horner's scheme for calculating the two variables. The complexity
of universal hashing complexity corresponds to the number of operations for computing the Hermite curve in the
quadratic field and more complicated than hashing on the projective line. The results are a development of the theory
of constructing provably resistant authentication based on universal hashing.

V]IK 004.7
BUPIINEHHSA ITPOBJIEMUA JOCTYIHHOCTI OJHOTHUIIHUX
OB’EKTIB MEPEXI 3A I[pMEHHHM IM’SIM B ITPOTOKOJII
TPAHCJISIIOII MEPEXKEBUX AJIPEC

HOpiu Apemuyk, /Imumpo Keu, Eszeniit Hixonaes, /lap’a lIeaniviuna
Binnuyvkuii nayionanvHii mexuiuHuu yHigepcumem

Cmamms: 4 cmop., 4 0xcepena, 5 maoauyp.

B po0orti mpoBeneHo aHani3 mpoOiIeMu JOCTYITHOCTI OJHOTHUITHHAX JIOKAJIIFHUX CEPBICIB 10 TI00aIBHOI Mepexi,
30KpeMa JOCTYITHOCTI OMHOTHITHIX 00’ €KTiB MEpeki 32 JOMCHHUM 1M’ sIM.

Jnst BupinmieHHs JaHOi npoOieMu OyJIo 3alpoIlOHOBAHO METOM, CYTh SKOIO MOJSrac y po3MHpeHi 0a3oBUX
Tabmump npotokory NAT Ta cTBopeHHI 3aneXHUX 3B’s3KiB 3 Tabmumsimu DNS. 3a paxyHOK JOMOBHEHHS TaOIUIh
NAT nomaTKOBHMH BiIOMOCTSIMH IPO iCHYIOUI CEpBICH y JOKaJbHIM Mepexi Ta ix jokamizamiero (IP- ampeca ta
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MOPT), @ TAKOXK JOTIOBHEHHAM 10 Tabmumi DNS-3B’s13kiB 3 posmmpenoro tabnmmeto NAT Ta BkazaHsM 3B'SI3Ky Ha3BU
JOCTYITHOTO CepBicy 3 Horo riobansHor0 Ha3Boro DNS.

Bupimensast nanoi mpoOieMu T03BOJIIUIO 3HAYHO PO3MHPHUTH MOXKIMBOCTI MPOTOKOIY TPAHCIALIl MEpeKeBUX
aapec [Pv4, 3abe3neuuBIIN MOXKIUBICTh 30UTBIICHHS KUTBKOCTI TIOOANBHUX CEpPBICiB, MPH HBOMY 3MEHIIYIOYH
3pOCTaHHS BUKOPUCTOBYBAHUX aJpec LbOT'O IPOTOKOIY. A KpiM TOTO, JI03BOJINTH BUPILIMTH IIPOOIEMY TOCTYIHOCTI
OJTHAKOBHX CEPBICIB, PO3MIILICHUX B OZHIN JIOKAJIbHIA MEpEKi, JOCTYITHUX KOPUCTYBAYEBi 3a PI3HUMH II100AILHUMHU
imenamu DNS ane yepe3 omny anapecy IPv4 B rnobanbHiii Mepexi IHTepHeT. 3anpornoHOBaHW METOJ| TaKOXK
JIO3BOJIMB 3HAYHO CKOPOTHTH KiJBbKICTh BUKOPHCTOBYBaHMX Iio0anbHuX [Pv4- ajpec Ta miaBHIIMTH CTiHKICTH 1O
aTaK 3JIOBMHUCHUKIB 3 TTTOOAITEHOT MEPEexi.

PEINEHUE ITPOBJIEMbBI JOCTYIIHOCTH OJAHOTHUIIHBIX
OBBEKTOB CETHU 110 JOMEHHOMY NMEHH B ITPOTOKOJIAX
TPAHCJIAIIUU CETEBUX A/IPECOB

FOpui Apemuyk, /Imumpuit Key, Ee¢cenuit Huxonaes, /lapva Heanuwuna
Bunnuykuil HayuoHaNbHbIl MeXHUYecKuil yHugepcumen

B pabote npoBeneH aHaiau3 npoOsIeMbl JOCTYITHOCTH OJHOTHITHBIX JIOKAJIBHBIX CEPBUCOB K ITI00ATBHON CETH, B
YaCTHOCTHU JIOCTYITHOCTh OJTHOTHITHBIX OOBEKTOB CETH 10 JOMEHHOMY HMEHH.

Jnst peiieHus AaHHOM MpoOJIeMbl OBUIO MPEAJIOKEHO METOJ|, CyTh KOTOPOTO 3aKIII0YaeTcs B PacCIIUpEHUU
6a30BbIx TabmuIl mpotokosia NAT u co3maHuu 3aBUCHMBIX CBsize ¢ Tabiuiamu DNS. 3a cuer JomosHeHUs Ta0IuIl
NAT nomosHUTENbHBIMHA BEIOMOCTSMH IIPO CYLIECTBYIOIIHE CEPBHUCHI B JOKAIBHOM ceTu ¢ MX jnokanuzanueit (IP
azpec u noprt). Taxoke pornonHeHueM k tadbnuie DNS-cBsizelt ¢ pacmmpennoit tabmuneid NAT n ykaszatenem cBsizeit
Ha3BaHMH JJOCTYITHOTO CepBHca I10 ero riiodamsHoMy nmenn DNS.

Pemenne manHO mpoOJIEMBl MO3BOJNIMIIO 3HAYMTEIBHO PACHIMPUTh BO3MOXKHOCTH IPOTOKOJIA TPaHCISINN
ceTeBbIX anpecoB I[Pv4, oOecriednB BO3MOXKHOCTH YBEIMUYCHHS KOJIMYECTBA TJIOOATBHBIX CEPBHCOB, NPH 3TOM
yYMEHbIIIasi BO3PACTaHUE UCTIONB3YIOMIMXCS aAPECOB 3TOTO MPOTOKOA. A KPOME 3TOT0, MO3BOJIUT PEIIUTH IPOOIIeMy
JOCTYITHOCTH OJMHAKOBBIX CEPBHCOB, PAa3MEHICHHBIX B OJHOW JIOKAJIbHOW CETH, JOCTYNHBIX MOJH30BATENIO IO
pa3HbIM T00ampHEIM mMeHaM DNS Ho wepe3 omwmu aapec IPv4 B riobamsnoil cetn MuTepHeT. IlpemmosxeHHbII
METOJl TaKXe IMO3BOJIWJI 3HAYUTEIBHO COKPATUTH KOJIMYECTBO HCIOJIB30BAaHHBIX IN0OanbHBIX I[Pv4 anpecoB u
MOBBICHJI CTOWKOCTB K aTaKaM 3JI0YMBIIUICHHUKOB C III00aJIbHOM CeTH.

SOLVING THE PROBLEM OF AVAILABLE NETWORK SAME
OBJECTS FROM DOMAIN NAME IN THE PROTOCOL OF
NETWORK ADDRESS TRANSLATION

Yuriy Yaremchuk, Dmytro Kec, Eugene Nikolaev, Daria Ivanishina
Vinnitsa National Technical University

The paper analyzes the problem of local availability of similar services to the global network, including access to
the same objects on the network domain name.

To solve this problem was the method, the essence of which is expanded basic protocol NAT tables and creating
relationships with the dependent tables DNS. By NAT tables supplement additional information about existing
services in the local network and their location (IP-address and port), and in addition to the DNS-table relationships
with extended NAT table and stating the name of affordable communication services to its global name DNS.

The solution to this problem greatly enhance the ability of network address translation protocol IPv4, the option
to increase the number of global services, thus reducing the growth of addresses used by this protocol. And besides,
will solve the problem of equal access to services located in the same local network, available to the user for various
global DNS names but for one IPv4 address on the World Wide Web. The method also makes them used to reduce
the number of global IPv4-addresses, and increase resistance to malicious attacks from the global network.
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VIIK: 004.056.5
SMEHIIEHHS BIIXUJEHb KOOPIUMHAT TOUYUOK BHACJIIIOK
BBYJIOBYBAHHSA HU®POBUX BOJ/ISSHUX 3HAKIB Y BEKTOPHI

3O0bPAKEHHS
Bacunv Kapnineyw, IOpiu Apemuyx
Binnuyvkuti nayionanvHutl mexHivHull yHieepcumem

Cmamms: 9 cmop., 4 oxcepena, 1 maon., 2 puc.

B po6oTi mpoBeneHo aHaii3 mpoOieMH 3HAYHHMX BiAXHWICHb OKPEMHX TOUYOK BEKTOPHOTO 300pa’KeHHsS IICIISA
BOynoByBaHHs nu¢poBux BojsHux 3HakiB (LIB3). [lns BupimeHHs Bka3aHOi MpoOjeMH 3arpoIlOHOBAHO METON
3aXHUCTY BEKTOPHHX 300pakeHb LU(PPOBHMH BOASHUMHU 3HAaKaMH i3 3a0e3ME4YeHHsIM 3MEHIICHHS BIUIUBY HOro
BOYJOBYBaHHS Ha SIKICTh 300paxkeHHsA. OCOONMUBICTIO MeTony € Te, mo BOymoByBaHs OitiB LIB3 3milicHIO€TBCS
JUIIE Y Ti MaTpHIi Koe]imieHTIB TUCKpEeTHOTO KocuHycHOro mneperBopeHHs (IKII), 3miHa sSKuX He MPHU3BOIHUTH 10
3HaYHMX BIIXWICHb KOOPAWHAT TOYOK 300paxkeHHs. [N BU3HAuUCHHs NPHIOATHUX Ui BOYZOBYBaHHS MaTpHLb
3aMpoIIOHOBAHO YMOBH BiIOOPY 3 BUKOPHUCTAHHSAM TPAHUYHOTO 3HAYCHHS BEJMYUHH 3MIHU KOEQIIiEHTIB BHACTIIOK
BOymoByBauHs L[B3.

Takox Oyno 3ampONOHOBAHO METOA Ui 30IMBIIEHHS KUTBKOCTI MPHUAATHAX MATPHUIb IIPH OJHAKOBOMY
TrpaHMYHOMY 3HAa4YeHHI. MeTox /03BOJNMB 30UIBIIYBATH KUTBKICTh NPHIATHUX MAaTPHIb 3MIHOK JIMIIE OIHOTO
koedilieHTa y OUIBIIOCT]I BUMAJIKIB Ta IBOX KOS(ILlIEHTIB JIMIIE y ABOX BHIA/IKAX.

Byno npoBeneHO aHaTi3 3aIPONOHOBAHOTO METO/IY Ta MOPIBHSIHHS WOTO 3 BiJOMUM METOOM 111010 BIuiuBy 11B3
Ha BIJXWICHHS KOOpPJHMHAT TOYOK 300pakeHHs. Pe3ynpTaTé aHaizy IOKas3aid, IO 3alpOIIOHOBAHWH METOJ] B
OKpEeMHX BHIIaJIKaX 3a0e3ledye 3MEHIICHHS MaKCHMaJbHOTO BiJXWJICHHS 3HAa4€Hb KOOPAMHAT TOYOK BEKTOPHHX
300pakeHb BHACHiOK BOymoByBaHHs LIB3 Ounbme Hix y 20 pas3iB Ta iX piBHOMIpHE BIAXHJICHHS BiIHOCHO TOYOK
OpUTiHAY BEKTOPHOTO 300pa’keHHS.

YMEHBUIEHUE OTKJOHEHUA KOOPJUHAT TOUEK
BCJIEJACTBUE BCTPAUBAHUSA HU®POBbLIX BOJAAHBIX

3HAKOB B BEKTOPHBIE N30bPAKEHUA

Bacunuii Kapnuneu, FOpuit Apemuyk
Bunnuykuii HayuoHanbHbll MmexHU4eCKull yHugepcumem

B pabote npoBeneH aHanu3 npoodieMbl 3HAYUTEIbHBIX OTKIOHEHHH OTAEIBHBIX TOYEK BEKTOPHOTO H300paXKeHUS
1ociie BCTpauBaHUsI HUQPPOBBIX BOAsSHBIX 3HakoB (LIB3). s pemeHus yka3aHHOW MpOOJIEMbl NPEATI0KeH METO.
3alIUTHl BEKTOPHBIX M300pakeHHH NHU(POBBIMH BOASHBIMH 3HAKaMH C O0ECHEYEHHWEM YMEHBIICHHS BIUSHHS €T0
BCTpaWBaHUs Ha KadecTBO H300pakeHHs. OCOOCHHOCTBIO METOAA SBISIETCS TO, YTO BCTpawBaHue Ouro [[B3
OCYIICCTBIIICTCS TOJIBKO B T€ MATpHUIBl KO3()(PUIIMEHTOB AMCKPETHOTO KocWHycHoro mpeoOpazoBanms (IKII),
U3MEHEHHE KOTOPBIX HE IPHBOIUT K 3HAYMTEIBHBIM OTKJIOHCHHSAM KOOPAWHAT TOUYeK Wu300paxeHus. s
OIIpe/IeNIeHUs IPUTOAHBIX Ul BCTPaUBAHUS MATPUIL IPEIJI0KEHO YCIOBUS 0TOOpa C MUCIIONB30BaHUEM IIOPOTOBOTO
3HAYCHUs BETMYMHBI H3MEHEeHUs K03 UIIMEeHTOB B pe3ynbTaTe BcTpanBaHus [[B3.

Taxoxe ObUT IPEeNIOKEH METOJ IUIsl YBEIMYECHHS KOJIMYECTBA NPUIOAHBIX MAaTPHUIl IPH OJUHAKOBOM IIPEAEIHEHOM
3Ha4YeHUH. MeToll TO3BOJIMII  yBEJIMYMBATh KOJMYECTBO IPUTOAHBIX MaTpULl HM3MEHEHHEM JIMIIb OJHOTO
Kk03(unreHTa B OONBIIMHCTBE CIIy4aeB U IBYX KO3 QHUIIMEHTOB JIHIIb B IBYX CIy4YasX.

Bbu1 npoBenieH aHaIM3 MPEAIOKEHHOTO METOJIa M CpPaBHEHHE ero ¢ M3BECTHBIM MeToJoM 1o BiusHuio [[B3 Ha
OTKJIOHEHHE KOOpJIHMHAT TOYEK H300pakeHUs. Pe3ynpTaThl aHamu3a IOKa3ajid, 4TO NPEII0KEHHBIH METoN B
HEKOTOPBIX CIy4asx oOecreunBacT yMEHBIIEHHE MaKCHMalIbHOTO OTKJIOHEHHS 3HAYCHWH KOOPIMHAT TOYEK
BEKTOPHBIX M300pakeHHH B pe3yibrate BcTpamBanusi [[B3 Gosee yem B 20 pa3 u MX paBHOMEPHOE OTKJIOHEHHE
OTHOCHTEJIEHO TOYEK OpPUTHHAJIA BEKTOPHOTO H300paKEeHUsL.

REDUCING DEVIATIONS COORDINATES OF POINTS DUE

EMBEDDING DIGITAL WATERMARKS IN VECTOR IMAGES
Vasyl Karpinets, Yuriy Yaremchuk
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Vinnitsa National Technical University

The paper analyzes the problem of large deviations of individual points of a vector image after embedding digital
watermarks. To solve this problem proposed a method for protection of vector images digital watermarks with
software to reduce the influence of its incorporation on image quality. Feature of this method is that the embedding
bits of digital watermarks is carried out only in those matrix coefficients of discrete cosine transform (DCT), a
change which does not lead to significant deviations of coordinates of pixels. To determine suitability for embedding
matrix proposed criteria with a threshold value of the change in the coefficients as a result of incorporation of the
digital watermarks.

Also proposed a method for increasing the number of suitable matrices for the same limiting value. Method
allowed us to increase the number of suitable matrices change only one factor in most cases and the two coefficients
in only two cases.

An analysis of the proposed method and its comparison with the known method on the effect of digital
watermarks on the deviation of coordinates of pixels. The results showed that the proposed method in some cases
provides a reduction of the maximum deviation of the coordinates of points of vector images as a result of
incorporation of digital watermarks in more than 20 times and their uniform deviation relative to the points of the
original vector image.

YIIK 621.317
AHAJII3 BUMIPIOBAJIBHUX PIBHSIHD I1TPU BUKOHAHHI
QYHKHIﬁ 3BEPII'AHHS, BIZITBOPEHHS TA IIEPEJIABAHHS
OJIUHUILb BUMIPIOBAHb IEP KABHUMMUM ETAJIOHAMMU 3
OIITUKHU

Onexcanop Illesuenko, Jleonio I puwenxo™
Heporccnoorcuecmanoapm Yxpainu, *HHL] «Incmumym memponozii»

Cmammas: 7 cmop., 11 0xcepen, 4 maon.

Junst 3amau texHiuHoro 3axucty iHgopmanii (T3I) nuranHs aHanmily BUMIpIOBaHb y AEp’KaBHUX IEPBHUHHHUX
eraionax (JIE) MoxyTe 3HaiiTm cBOi 3acTocyBaHHS [UISi IPOBEJCHHS IpeLu3iifHOro KamiOpyBaHHS 3aco0iB
BHAMIPIOBAJIFHOI TEXHIKH, [0 BUKOPHUCTOBYIOThCS IMiJl dac BHIPoOyBaHb 3 T31. ¥V poboTi HaBeoeHO BUMIiprOBalIbHI
PIBHSHHS AJIS1 YOTUPBOX AEP’KaBHUX ETAJIOHIB 3 ONTHKH JUIA BHIIAJIKIB BiITBOPEHHS, 30€piraHHs Ta NepeaaBaHHs
OJIMHHUIIb BUMIpPIOBaHb.

Ha croromni icHye nwWine OAWH NPUHIMI BHUMIPIOBAHHSA MOTYXKHOCTI JIa3€PHOTO BHUIIPOMIHIOBAaHHSI —
KaJOPUMETPUIHNH, KU 3a0e3reuye HalBUIILY TOYHICTH MIPHU 3aCTOCYBAaHHI METOJIa €JIEKTPUIHOTO 3aMIMICHHS MPU
KaiOpyBaHHi 1 mo3Boisie «mpuB’s3atn» JIE mo eranonHiB BombTa i oma. Y mepBunHOMY JIE ommHmMnb cepenHpoi
MOTYKHOCTI Ta €Heprii JJa3epHOro BUIIPOMIHIOBAaHHSI CXeMa IIepeJaBaHHs OJWHMIL HACTymHa: | — croyarky
NIOZAETHCS TIOTYXKHICTB Jlazepa nepBuHHOTO eranona Ha ETIBII, 2 — noTim Ta cama noTy KHiCTh Jla3epa MoJaeThCsl Ha
BTOPUHHHH €TAJIOH, 3 — CUTHAJIM HANPYTH 3aMillleHHsI IEPBUHHOIO €TaJIOHAa Ta BTOPMHHOTO €TajIOHa MOPIBHIOIOTHCA.

Opniero 3 BaxiuBux yactuH eranoHa JETY 11-06-06 € aGcomtorHuii kpiorennuii pagiomerp (AKP), skuit
JI03BOJISIE TT00YTyBaTH BCIO CUCTEMY PaJiOMETPUYHHUX, CIIEKTPOMETPHUYHHMX 1 (POTOMETPUYHMX ETAJIIOHIB HAHOUIBII
KOMITAaKTHAM 4YMHOM. Pa3zoM 3 THM B ckiaj eTajoHa Oyno BBegeHo BumpominroBad Tuiry AUT, sik yHiBepcanbHe
JDKEpeNo, BUIPOMIHIOBAHHS SIKOTO OIHCYIOTBCS (pyHIaMeHTanbHHM 3akoHOM IlmaHka. IIpakTudHO mocATHYyTa
MiHIMalbHA TIOTYXHICTh, IO PEECTPYEThCS, BUABHIACS OB A3aHOI0 He 3 mymamu TepMobarapei (10° Br), a 3i
mBuaKicTio apeiidy (20107 Br). OQuHMLI CIIEKTPaNTbHUX XapaKTEPUCTUK 30epiraroThesl Ha TPYII MEPBUHHUX JIAMII
3MIHHOTO CKJamy TIcis Tepeiadi MeToJOM KOMIIapyBaHHA 3a JIOIIOMOTOI0 MoHoxpomaropa MJIP-41.
BunpomiHioBaHHS, 10 BUXOIUTH 3 MOHOXPOMATOPA, PEECTPYETHCS 3a JOIOMOTOO MTPUIIMatiB.

ABTOpaMH pO3pO0JICHO BHCOKOTOYHHUH KaJOPUMETPUYHUIT BUMIPIOBAJIBHUI MEPETBOPIOBaY, KU 3abe3neuye
BUMIPIOBaHHS TOTY)XHOCTI JIa3epPHOTO BUIIPOMIHIOBAaHHS 3 CyMapHOi MOXHOKO, 1o He mnepesuurye 0,5 % 3
koedirienToM neperBopeHns Ha MeHire 100 MB/Bt Ha momkuni xBwii 10,6 MKM 1 KOe(illiEHTOM MOIJHHAHHS HE
menme 0,95. KoxxHy cekuito TepMonapy nepeTBopoBada BUTOTOBJIEHO 3 KOHCTAaHTaHOBOTO ApoTy Aiamerpom 0,1 MM
Ha TOHKOCTIHHOMY [i€JIEKTPHYHOMY IMJIIHAIPI 3 IMOJAIBIIUM IOKPUTTSM HOJIOBHHHU IIEPHMETpa KOXXHOTO BHTKA
Mmigaro. CucrteMy BHMIPIOBaHHS BiIHOCHOTO DIBHSI CEpEIHBOI MOTYXHOCTI BUIIPOMIHIOBaHHS BUKOHAHO Ha OCHOBI
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BHUMIpIOBada IMOTY)KHOCTI JIA3€PHOTO BUIIPOMIHIOBAHHS, SKHHA CKIAJA€THCS 3 OOJIOMETPHYHOTO BUMIpPIOBAIHHOTO
nepeTBOpIoBaya (MIPUHMad-CBiOK) IPOXiAHOTO THUILY HA OCHOBI PEIIiTIACTOr0 OOJIOMETPHYHOTO IEPETBOPIOBAYA.

B po6ori mpoanaxi3oBaHO NUIAX HepeAaBaHHs OOUHUIL (i3UIHAX BETUYUH Y BUMIPIOBAIIEHIX CXeMaX YOTHPHOX
JIEpKABHUX ETAOHIB 3 ONTHKH. /{7 CHOpPOINEHHS CHPUHHATTSA TOCTATHBO CKIAAHUX (I3MYHHUX MPOIECIB, SAKi
BiIOYBAIOThCS B JCPKABHUX TCPBUHHHMX CTAJIOHAX I 4Yac BiATBOPEHHs, 30epiraHHs Ta MEpeJaBaHHS OIMHHUIIh
BUMIPIOBaHb, 3alIPOIIOHOBAHO 3aIIMCYBaTH PIBHSHHS BHUMIPIOBaHb B CHMBOIIbHIN Ta CUMBOJIBHIN MaTpu4Hii Gopmi.
JloriyHi 3amuMcy MOXYTb 3HaWTH 3aCTOCYBaHHs i/l Yac NPOBEICHHsS KaliOpyBalbHHX pOOIT 3 BTOPHMHHHMH Ta
poboYHMMH eTaloHaMH 3 METOI0 BHOOpY HAHONTHMAJbHIIIOr0 MeToja KamiOpyBaHHS, a TaKOX JUIsS TPOLENypH
3BIpEHb JIEP)KAaBHHUX IIEPBUHHHX E€TAIOHIB YKpaiHM i3 3aKOPJOHHMMH. 3alpoNOHOBaHI CUMBOJIBHI 3aIIMCH MOXYTh
CIPHSTH TIPOBEICHHIO KaliOpyBaHHS BTOPHMHHHX €TAJIOHIB, a TAaKOX IJPaXyHKy INOXHOOK Ta HEBH3HAYCHOCTI
BHUMIpIOBaHb, Y TOMY 4Hci i B Tamy3i T3L.

AHAJIN3 U3MEPUTEJIbHBIX YPABHEHUH ITPU BBINIOJTHEHUN
®YHKIIMA XPAHEHUS, BOCIIPOU3BEJIEHUS U IEPEJAUN
EJWHHAI U3BMEPEHU T'OCYJAPCTBEHHBIMHU DTAJTIOHAMU
C OIITUKHA

Anexcanop Illesuenxo, Jleonuo I puwienxo *
T'ocnompebecmanoapm Yrkpaunwi, * HHI] « {ncmumym memponozuu»

Jnst 3amad TexHnueckod 3ammThl MHGopmanmu (T3UM) Bompocsl aHanm3a M3MEpEeHHH B TOCYJapCTBEHHBIX
MepBUYHBIX dTanoHax ([IJ) MoryT HaliTH CBOM MpHMEHEHHUE IJIS IIPOBEJICHUS NPEUU3NOHHON KalInOPOBKU CPEJCTB
BBIYMCIIMTEIIFHON TEXHUKH, HCIIONB3YyeMBIX INpH ucmblTanusix mo T3M. B pabore mpuBeneHbl M3MEpUTEIbHBIC
YpaBHEHMsI U1 YETBIPEX TOCYJapCTBEHHBIX ATAJOHOB MO ONTHKE Ul CIIy4aeB BOCHPOM3BEACHUS, XPaHEHUS U
nepeJadd eIUHNL U3MEPEHUIL.

Ha ceromnHs cymecTByeT /Wb OJUH TNPUHLMI HM3MEPEHHS MOIINHOCTU JAa3€pHOTO HM3IYy4YEHHA -
KaJIOPUMETPUYECKHH, KOTOPBIH 00ECNEUNBAET BBICOYANIIYIO TOYHOCTh NPH NMPUMEHEHHH METOAA JIEKTPUUECKOTO
3aMEILEHUs TTPU KaJMOPOBKE M MO3BOJISIET «IPHUBsI3aThy» JID 10 3TamoHoB BonbTa U oMa. B mepeuunoM /1D eanHuI
CpeIHel MOITHOCTH U HHEPIUH JIa3epHOT0 M3IyUEHHUs cXeMa Nepefadd elIuHHIl ciexyroma: 1 - cHagajia moaaercs
MOIIIHOCTh Ja3epa mepBu4HOro stajoHa Ha EIIBII, 2 - moTom Ta e MOIIHOCTb Jla3epa MoJaeTcss Ha BTOPUYHBII
STaJIOH, 3 - CUTHAJIBI HAPSKEHUS 3aMEILEeHHs] IEPBUYHOTO 3TAJIOHA U BTOPUYHOT'O ITAJIOHA CPABHUBAIOTCA.

Onnoit 3 BaxHbIXx yacteid stamoHa JIETY 11-06-06 ectp aOcomoTHbI KpuoreHHbI paanometp (AKP),
KOTOpBI TO3BOJISIET IOCTPOUTH BCIO CHUCTEMY PaJHOMETPUYECKHX, CIIEKTPOMETPHUYECKHX M (POTOMETPUUECKHX
3TaJIOHOB Hanboiee KOMITaKTHBEIM 00pa3oM. Bmecte ¢ TeM B cocTaB 3TanoHa ObuIO BBEAEHO M3mydaress Thna AYT,
KaK YHHUBEPCAJIbHBIH HCTOYHHK, H3Iy4YE€HHE KOTOPOTO OINMCHIBAIOTCS (YHIAMEHTAIbHBIM 3aKOHOM [liaHka.
IIpakTHYeCcKH JOCTUTHYTa MHHHMMAJIbHAsT MOLIHOCTb, YTO PETUCTPUPYETCS, OKa3alach CBA3aHOM HE C IIyMaMu
tepmobarapeu (10-8 Br), a co ckopoctsio npeiida (2 « 10-7 Br). EnuHuip! ciekTpanbHbIX XapaKTePUCTUK XPAHATCS
Ha TPyNIe IMEPBUYHBIX JIAMII MEPEMEHHOT0 COCTaBa IOCIE IEPEeNayd METOJOM KOMIIAPHPOBAHUS C IOMOLIBIO
MoHoxpomaTtopa M/IP-41. N3ny4enus, BEIXoasIIee 13 MOHOXpPOMAaTOpa, PETUCTPUPYETCS ¢ TOMOIIBI0 TIPUEMHUKOB.

ABTOpamu pa3paboTaH BBICOKOTOYHBIH KaJOPUMETPUYECKUI H3MEpPUTENbHBIN Ipeo0pa3oBarTeiib, KOTOPBIH
obecrieunBaeT U3MEPEHUE MOLITHOCTH JIa3€PHOT'0 M3JY4YEHHs C CyMMapHO# MOrpelHOCThI0, He npeBbimatoneit 0,5%
¢ koaddumnueHToM mnpeodpasoBanusi B menee 100 mMB / BT Ha mnunae BoaHbl 10,6 MKM U K03(dHUIHECHTOM
norstomienust He MeHee 0,95. Kaxayro cekuuio Tepmomnapsl IpeoOpa3oBaTesss M3TOTOBICHO M3 KOHCTaHTaHOBOW
npoBojioku jguamerpoM 0,1 MM Ha TOHKOCTEHHOM JMAJIEKTPUYECKOM IIMHAPE C IMOCIEAYIOIHMM MOKpPBITHEM
MOJIOBUHBI NMEPUMETpPa KaXAOr0 BUTKA Mebpt0. CUCTEMYy H3MEpPEHHsI OTHOCUTEIBHOTIO YPOBHS CpeJHEH MOIIHOCTU
W3Iy4YeHHs BBIIOJIHEHO HAa OCHOBE H3MEPHUTENS MOIINHOCTH JIa3€pHOIO H3IY4YEHHUs, COCTOALIETO W3
00JIOMETPHUECKOTO H3MEPHUTENBHOTO TpeoOdpa3zoBartens (MPUEMHHUK-CBHAETENb) INPOXOJHOTO THIA HAa OCHOBE
pemer4aToro 60JIOMETPUIECKOTO ITpeodpazoBaTes.

B paGore nmpoaHanu3npoBaHO MyTh MEpefadn eANHUL GPU3NUECKUX BEIMUYMH B U3MEPUTEIBHBIX CXEMaX YEThIPEX
TOCYAAapCTBCHHBIX STaJOHOB MO ONTHKE. [ yNpomieHHs BOCHPHUATUS JOCTATOYHO CIOXKHBIX (PU3NYECKUX
MPOIIECCOB, MPOMUCXOAMMX B TOCYJApPCTBEHHBIX IMEPBHUHBIX JSTAJIOHAX IPU BOCHPOMU3BEICHHM, XpaHEHHE U
nepenadye €IUHUL, U3MEPEHUM, NPEIJIOKECHO 3alUChIBATh YPABHEHUS U3MEPEHMM B CUMBOJIBHOM M CHMBOJIBHOU
Mmarpu4Hoii Qopme. Jlornueckue 3amucu MOTYT HAaWTH NPUMEHEHWE TIPH TPOBEACHHU KaJIMOPOBOYHBIX padOT C
BTOPUYHBIMU M PabOYNMHM 3TaJIOHAMU C 1IeJIbI0 BEIOOpa Hanbosiee ONTUMAaIbHOTO METO/1a KaTMOPOBKH, a TaKXKe JUIs
MIPOLIEYPHl COTIOCTABICHUH T'OCYAapCTBEHHBIX IEPBHYHBIX ATAJIOHOB YKpawHbI ¢ 3apyOexHbMu. IIpemnosxeHHbIe
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CHUMBOJIbHBIE 3aIUCH MOTYT CIIOCOOCTBOBATH IPOBENEHHUIO KaTMOPOBKH BTOPHYHBIX ATAJOHOB, a TaKXKe MOJCYETa
MOTPENTHOCTEN U HEONPEAeIEHHOCTH U3MEPEHHMIA, B TOM uucie B obmactu T3U.

ANALYSIS OF MEASURING EQUATIONS FOR PROCESSING
THE FUNCTIONS MAINTENANCE, DISPLAY AND TRANSFER

UNIT OF MEASUREMENTS BY STATE STANDARDS ON OPTICS
Aleksandr Shevchenko, Leonid Gryshchenko *
State Commiittee of Ukraine, * NSC "Institute of Metrology"

For problems technical protection of information (TPI) analysis of measurement issues in the state primary
standards (SPS) may find its application for the precision calibration of measuring instruments used during testing of
the TPI. In the paper an equations for measuring the four national standards on optics were provided for the cases of
display, maintenance and transfer of units of measurement.

At present there is only one principle of measuring power laser - calorimetric, which provides the highest
accuracy in applying the method of electrical substitution at calibration and allows "snap" SE to the standards volt
and ohm. In the primary SE of the units of average power and energy laser the scheme of transfer units is follow, 1 -
first served the laser power primary standard for EPVP, 2 - then the same laser power is fed to the secondary
standards, 3 — signals of the voltage substitution pattern of primary and secondary standards are compared.

One of the important parts of the pattern SSTU 6.6.11 is an absolute cryogenic radiometer (ACR), which allows
build a whole system of radiometric, spectrometric and photometric standards in the most compact way. However,
the structure of the standard was introduced by the radiator AFT as a universal source of radiation which describes
by the fundamental laws of Planck. Almost reached the minimum capacity that is registered, it was not due to noise
of the thermopile (10-8 W) and a speed of the drift (2¢10-7 W). Units of spectral characteristics are stored in the
primary group of the AC lamp after the transfer by the method of Comparison via monochromator MDR-41.
Radiation emanating from the monochromator, registered by receivers.

The authors developed a precision calorimetric measuring transducer, which provides a measure of the power
laser radiation with a total error which does not exceed 0.5% with a conversion efficiency of less than 100 mV / W at
a wavelength of 10.6 microns and absorption coefficient of at least 0.95. Each section of the thermocouple converter
is made of the constantan wire with a diameter of 0.1 mm on thin-walled dielectric cylinder and then coating half of
the perimeter of each loop by the copper. The system of measuring the relative levels of average radiation power
carried in terms of the laser power meter, which consists of bolometric measuring transducer (receiver- testator) of
the raise type based on the lattice bolometric converter.

In this work, there was analyzed the transmission trace of the physical units of the measurement schemes in the
four state standards of optics. There was offered to record equations of measurements in the symbolic and the
symbolic matrix form towards simplify the perception sufficiently complex physical processes that occur in the state
primary standards during maintenance, display and transfer units of measurements. Logical records can be used in
the calibration work with secondary and working standards to select the optimal calibration method and because of
the procedure for comparisons of state primary standards of Ukraine with abroad. The proposed symbolic records
may facilitate calibration of secondary standards, and counting errors and measurement uncertainty, including in TPI.

YK 004:621.396.62
PACUYET MAPAMETPOB HEJIMHEMHOCTU XAPAKTEPUCTHUK
BUITOJIAPHBIX TPAH3UCTOPOB ITPU HEJTUHEWHON
JIOKAIIMH TOJIYITPOBOJHUKOBBIX IPUBOPOB

Baaoumup 4ymaxoe
Axaoemusa BMC um. I1. C. Haxumosa

Cmamms: 5 cmop., 6 dxcepen, 2 puc.

[IpuBeneHsl pe3ynbTaThl aHANN3a BOJBTAMIECPHBIX XapakTepucTHK (BAX) OWITOMSAPHBIX TPaH3UCTOPOB U
MOJTy4€eHbI BEIPAKCHNUS JUT ITapaMeTpoB HelIuHEeHHOCTH. [Toka3zaHa BO3MOXHOCTB pacueTa pesKiuMa TPaH3UCTopa, Ipu
KOTOpOM TIOJIyJalOTCsl OINpPEACTICHHBIE 3HAUCHUS TapaMeTpOB HEIMHEHHOCTH. PaccMOTpeHBl MEpCIEeKTHUBBI
UCIIOJIb30BaHMS MTOJTYYSHHBIX PE3YJIbTATOB B CUCTEMaX TEXHHYECKOH 3aIUThl HHPOpMAaIHN.
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st oOHapy>KeHus! CpelCcTB HECAaHKIIMOHMPOBAHHOTO JOCTyNa K MH(OpManuu B CHCTEMax HH(OPMaIMOHHON
0€301acHOCTH  HCIOJB3YEeTCs METOJ HENUMHEHHOH mokamuu. OOHapyKeHHE paJuoCpPENCTB, COAEPIKAIIUX
MOJTYTPOBOJHUKOBBIE TPHOOPBI, OCYIIECTBISIETCS MO perucrpanuu 2-di W3- TapMOHHMK 30HAUPYIOLINX
paarOCUTHANIOB, MEPEH3IYUEeHHbIX B pe3yibTaTe HenuHeitHoctn BAX momympoBomHukoBoro mpubdopa. OcHOBY
9JIEMEHTHOI 0a3bl COBPEMEHHBIX PAAMOCPECTB COCTABISIOT TPAH3UCTOPHI, IOATOMY UMEHHO PEaKiivsi HEeJMHEHHBIX
CTPYKTYpP TPaH3HCTOPHBIX KOMIIOHEHTOB OIpEeNseT BeIMYUHY OTKIMKA Ha BXoJe oOHapyxkuTtens. [Ipeacrasnsercs
AKTYyaJIbHBIM MOJYYUTbh OLCHKY aMHHHTyL{HOﬁ 3aBUCUMOCTHU OTHOCHUTCJIBHOTO YPOBHA PCAKLIHUU TPaH3UCTOPaA
pacdeTHBIM ITyTeM Ha OCHOBE MOJICJIM TpaH3UCTOpa. PaccMOTpeHO MoJieh OMITOJISIPHOTO TPAH3UCTOpa U PACCUUTAHO
napaMeTpsl HenuHelHocTu BAX.

IIpoBeneHHBIN aHamM3 TMO3BOJSAET OLEHUTh AaMIUIMTYJHBIC 3aBUCHMOCTH I1apaMeTpOB HEJIMHEHHOCTU
OWIIOISIPHBIX TPAH3UCTOPOB M PACCUNTATH KaK PEKUMbI TPAH3UCTOPOB, TaK M aMIUIUTYAY BXOJHOTO TAPMOHHUYECKOTO
CHTHaJa, TP KOTOPOH HAOIIONAIOTCS MaKCHMalbHbIE 3HAUCHMS aMIUIMTYZ BBICIIMX TapMoHHK. [IpoBeneHHBIE
pacueThl BBHINIOJHEHBI 0€3 ydera BIHMSHHSA COOCTBEHHBIX LIYMOB TPAaH3MCTOPOB M BHEIIHUX (UIYKTYalHOHHBIX
Bo3zaericTBui. Llnpokne mepCHeKTHBHI JJIS aHAJIH3a PEakIUil IOJyIPOBOAHUKOBBIX MPHOOPOB C YYETOM IIyMOB
OTKpPBIBAIOT HCCIEAOBaHUS 3((EeKTa CTOXAaCTHUECKOTO PE30HAHCA M METOABl HEIMHEIHOro aHaiM3a Ha OCHOBE
pasnoxeHus B psaa BoasTeppa.

PACUYET HAPAMETPOB HEJIMHEVMHOCTHU XAPAKTEPUCTHK
BUIOJISIPHBIX TPAH3UCTOPOB ITPU HEJIMHEWHON
JJOKAIIMH MOJYITPOBOJHUKOBBIX ITIPUBOPOB

Bonooumup 4ymaxoe
Axaodemiss BMC im. I1. C. Haximosa

HaBenmeHo pe3ynbraTd aHalli3zy BOJIbTaMIIEPHHX XapakTepucTHK (BAX) OGimoispHMX TpaH3WCTOPIB 1 OTpHMaHi
BHpa3u MJIsl MapaMeTpiB HemHIMHOCTI. Iloka3aHa MOMIMBICTh PO3PaxXyHKY PEXHUMY TPaH3UCTOpPA, MPHU SKOMY
BUXOASTH II€BHI 3HAYCHHS IapaMeTpiB HENiHIHHOCTI. PO3IISMHYTO mNepcreKTHBH BHUKOPHUCTAHHSA OTPUMAaHHUX
PE3YNBTATIB Y CHCTEMax TEXHIYHOTO 3aXKCTy iHpopMaIlii.

Jlns BUsBICHHS 3ac00iB HECAHKIIIOHOBAHOIO JOCTymy 1m0 iH(popmMmalii B cucTtemax iH(oOpMaIiiiHOi Oe3mexu
BUKOPHCTOBYETHCS METO]I HEJIiHIWHOT jToKallii. BusBieHHs paio3aco0iB, 110 MICTSATh HAMIBIPOBIIHUKOBI MPHUIIAIH,
3MIACHIOETBCA 3 peecTpamii 2-W 1 3-W TrapMOHIK 30HAYIOYMX PATIOCHUTHANIB, BHIIPOMIHCHHX B pE3yJbTaTi
HeniHiHOcTI BAX HamiBnpoBigHUKOBOrO mpriiany. OCHOBY €JIEMEHTHOI 0a3H CyYaCHHX palio3aco0iB CTaHOBIATH
TPaH3UCTOPH, TOMY CaMe Peakilis HeTIHIHHUX CTPYKTYpP TPaH3UCTOPHUX KOMIIOHCHTIB BU3HAYAE BEIMYHHY BIITYKY
Ha BXOJi BusABIeHHA. OTpHMaHO OIIHKY AaMILTITYJAHOI 3aJIe)KHOCTI BIJHOCHOTO PIBHS peakIlii TpaH3HCTOpa
PO3paxyHKOBHM MUIIXOM Ha OCHOBI MOJEINi TpaH3WCTOpa. PO3rIsIHYyTO MOIens OIMONSpHOTO TpaH3HCTOpa i
po3paxoBaHO mapameTpu HemiHiitHocTi BAX.

[IpoBeneHnii aHami3 JO3BOJSAE OIHUTH AaMILIITYIHI 3aJIe)KHOCTI TapaMmeTpiB HETiHIHHOCTI  GimoJIApHUX
TPaH3UCTOPIB 1 pO3paxyBaTH K PEKUMH TPAH3UCTOPIB, TaK 1 aMILUTITYAy BXiJHOTO TAPMOHIHHOTO CUTHAIY, NIPH SKil
CIIOCTEPITalOThCS MaKCHMaJlbHI 3HAYEHHS AaMIUTITYJl BHINUX TapMOHIK. [IpoBemeHi po3paxyHKH BHKOHaHI 0e3
ypaxyBaHHS BIUTMBY BJIACHUX IIyMiB TPAH3UCTOPIB 1 30BHIMHIX (PaykTyaniiHuxX BIumBiB. [IIupoki mepcrnexkTuBy 1yis
aHaJi3y peakuiil HamiBIPOBIAHWKOBHUX MNPHJIANIB 3 ypaxyBaHHSIM UIyMIB BIiJIKDHBAIOTh JOCITIJDKEHHS e(QeKTy
CTOXAaCTUYHOTO PE30HAHCY 1 METO/IM HENIHIHHOIO aHaJIi3y Ha OCHOBI PO3KJIalaHHs B psix BombTepa.

CALCULATION NONLINEARITIES BIPOLAR TRANSISTORS
LOCATIONS IN NONLINEAR SEMICONDUCTOR DEVICES

Viadimir Chumakov
Academy of NE named after P. S. Nakhimov

Results of the analysis of current-voltage characteristics (CVC) of bipolar transistors are introduced and the
expressions for the parameters of the nonlinearity are achieved. There was shown the possibility to calculate the
mode transistor, wherein certain values of the nonlinearity are obtained. The prospects of using the results are
discussed in the systems of technical protection of information.

The method of nonlinear location is used for the detection of unauthorized access to information systems security.
Detection of radio-containing semiconductor devices is carried out by recording the 2nd and 3rd harmonics of the
sounding radio signal re-radiated as a result of nonlinearity of the CVC of a semiconductor device. The basis of
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modern element base radios are transistors, so it was reaction of nonlinear structures of transistor components
determines the magnitude of the response at the input of the detector. It presented actuality to obtain an estimate of
the amplitude dependence of the relative level of the response of the transistor by means of calculation based on the
model of the transistor. A model of the bipolar transistor is considered and parameters of the nonlinearity of the VAC
are calculated.

This analysis allows to estimate the amplitude dependence of the parameters of the nonlinearity of bipolar
transistors and to calculate both modes of transistors, and the amplitude of input harmonic signal, in which there are
maximum amplitudes of higher harmonics. Our calculations are made without considering of the intrinsic noise of
transistors and the fluctuation external influences. Great prospects for analysis of the reactions of semiconductor
devices, taking into account the noise effect reveal the researches of the stochastic resonance and methods of
nonlinear analysis based on Volterra series expansion.

YK 638.235.231 _ _
MOIEJIOBAHHSA BIIVIMBY HEJITHIMHOCTEUW HA
®OPMYBAHHSA CUT'HAJIY B HEJITHIMHIN PAIIOJIOKAIII

Maxcum 3inuenxo, IOpii 3invkoecvkuit, Muxaiino Ilpokoghvee
HII « TE3IC» HTYY «KIIl»

Cratts: 10 cmop., 15 puc., 7 0xcepen.

[lepcrieKTHBHUM HAIIPSIMKOM BIIOCKOHAJICHHSI HENIHIITHUX PalioIOKaTOPIB € BUKOPHCTAHHS JITOPUTMIB MOIIYKY
i imeHTudikanii HaMiBOPOBIIHUKOBUX CTPYKTYP 3a JPYTOPSAHAMH JIEMACKYIOUMMH BHYTpILIHIMH e(deKkTamu B
HENHIAHUX po3citoBayax. s MOTO aKTyaJIbHUM 3aJIMIIAE€THCS aHaJli3 0COOIMBOCTEH PO3CiIOBaHHS AEMACKyHOUOTro
CUTHAJTy PI3HMMH TUIIAMU aHTEHHHUX CTPYKTYp 3 HEJIIHIHHUMH HaBaHTa)KECHHSIMH.

3acrocyBanHs psaiB BombTeppa-Ilikapa mT03BOJIHIO PO3POOMTH MaTEeMAaTUYHY MOJECHb, SKa A€ MOXJIHMBICTH
OLIIHUTHU BIUIMB [l HENIHIMHOTO pajionokaropa Ha (OpPMyBaHHS JEMAaCKyHOUOro CUTHAIY 3 BpPaxyBaHHSM (i3UKU
MIPOLIECIB y HAMIBIPOBIAHUKY NpPH Jii HA HHOTO BiIHOCHO HoTykHoro HBY BunpomiHroBanHs. Mojenb 103BOIIsIE
BpaxyBaTu JAPYTOpsiiHI JAeMacKyrodi eQeKTH B HEJTIHIHHMX po3ciloBayaX Ta YHHMKHYTH CKJIQJHOIIIB MI0/0
(dopMyBaHHS Ta PO3B’sI3aHHS CHCTEM IHTETPAJIbHUX PIBHSHB, SIKI XapaKTepHI JUIl KIACHYHUX EJIEKTPOJMHAMIYHHX
migxoniB. Ilpu IbOMY BHXINHUMH € BHYTpIIIHI OIMOCEPENKOBaHI BiIHOCHO 30BHIMIHBOTO BIUTHBY MapaMeTpH
KOHKPETHOI JOCIiPKYBaHOI CHCTEMH.

BuxkopuctoBytoun oTrpuMaHi B poOOTi BHpasu UIsI BHIAJAKIB MPOCTOTO pO3CifoBada, MOXKHA 3HAWTH sIpa
Bomnbreppa B wacToTHIH 00MacTi, mI0 AO3BOJISAE OTPUMATH iHGOPMAIIIO MPO CHEKTPAIBHUIN CKIIAA APYTOPSIHOTO
JIEMacKyI04oro curaaixy. Kpim Toro, 3ampornoHOBaHHH IMiIXiT TO3BOJISE aIPOKCHMAIII0 XapaKTEPUCTHK HENIHIHHIX
CJICMCHTIB JIOBIIBHOIO (YHKI[I€}0, TOOTO CTA€ MOMIJIMBUM BHUKOPUCTAHHS OYIb-SKMX HAHOLIBII MMiAXOIAIIAX
MOJIeJIel, 0 BiJ0OpakatoTh BTOPUHHI BHYTPIIIHI e()eKTH B HAIIBIIPOBIIHUKOBUX CTPYKTYpax.

MOJIEJUPOBAHUE BJIUSAHUA HEJIJUHEMHOCTEHN HA
®OPMUPOBAHUE CUTHAJIA B HEJIMUHENHOM
PAJINOJOKAIIUU

Maxcum 3unuenxo, FOpuii 3unvrkosckuii, Muxaun Ilpokoghves
HUI] «TE3UCy HTYVY «KIIH»

IlepcrieKTUBHBIM HaNpPaBICHUEM YCOBEPIIEHCTBOBAHUS HETMHEHHBIX PaJMOIOKaTOPOB SBISIETCS HCIOIb30BaHNE
ITOPUTMOB TIOMCKA U WACHTU(UKAINU HOITYIPOBOJHUKOBBIX CTPYKTYp 32 BTOPOCTEHNECHHBIMH J1€MACKUPYIOIIMMU
BHYTPEHHUMH 3 PeKTaMi B HETMHEWHBIX paccenBaTelax. [ 9Toro akTyaJbHBIM OCTAaeTCsl aHAIU3 OCOOCHHOCTEH
paccesHus 1eMacKUPYIOIEro CUrHajia pasHBIMU TUIIAMU aHTEHHBIX CTPYKTYpP C HETMHEHHBIMU Harpy3KaMu.

[Mpumenenne pspoB Bonbreppa-Ilikapa mo3Bonmino pa3paboTaTh MaTeMaTHYeCKyl0 MOJAENb, KOTOpas aaeT
BO3MOXKHOCTh OLICHHTh BIIMSIHUE NEWCTBHS HEJIMHEHHOTO pajuojiokaTopa Ha (OPMHUPOBAHUE NEMAacCKHPYIOLIEro
CHTHaJa C Y4eTOM (PM3UKH IPOLECCOB B MOJYNPOBOJHHUKE MPH JICHCTBHS HAa HEro OTHOCHTENHLHO MouiHoro CBY
M3JTy4eHHst. MoJielb TT03BOJISIET YUECTh BTOPOCTEIIEHHBIE JeMacKUpyromue 3 (GeKThl B HETMHEHHBIX pacCeUBaTeIsX,
a Takke M30ekKaTh CIIOKHOCTH OTHOCHTEIBHO (OPMHUPOBAHHUSI M PELICHHS CHUCTEM HHTETPAIBHBIX ypaBHEHHH,
KOTOpBIE XapaKTepHBI IS KIACCHYECKHX 3JIEKTPOJMHAMHUYCCKHX IOIXOM0B. IIpm 3TOM HCXOAHBIMH SBISIOTCS
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BHYTPECHHHE OIIOCPEJACTBOBAaHHBIC OTHOCHTEIBHO BHEIIHETO BIHMSHHSA IapaMeTpbl KOHKPETHOH HcciemyeMoit
CHCTEMBI.

Hcrnone3ys mosnydeHHbIe B paboTe BBIPQXEHUS Ul CIydaeB IPOCTOIO pacCeHBaTells, MOKHO HaWTH sipa
Bonpreppa B uYacTOTHOW 007acTH, KOTOpas IIO3BOJIIET IOJIYYUTh HH(POPMAIMIO O CIEKTPAIbHOM COCTaBe
BTOPOCTEIIEHHOIO JIEMAaCKUPYIOIIEro curuana. Kpome Toro, mpennokeHHbIH MOAXOA IMO3BOMACT alPOKCHMALUIO
XapaKTePUCTHK HEJIMHEHHBIX JJIEMEHTOB NPOU3BOJIBHON (YHKIMEH, TO eCThb CTaHOBHUTCS BO3MOXHBIM
UCIIOJIb30BaHKE JIOOBIX HanboJiee MOAXOMSIINX MOJIEIIEH, KOTOpbIe 0TOOPaXKAIOT BTOPUUHBIE BHYTPEHHUE 3D (DEKTHI
B TIOJIyTIPOBOJIHUKOBBIX CTPYKTYpax.

THE MODELING OF THE SIGNAL IN A NONLINEAR
RADIOLOCATION, TAKING INTO ACCOUNT THE

NONLINEARITIES
Max Zinchenko, George Zin'kovskiy, Michael Prokof’ev
Research center of technical protection of information "TESIS" National Technical University of
Ukraine "Kyiv Polytechnic Institute"

A promising direction to improve the use of a nonlinear radar algorithms for searching and identification of
semiconductor structures for the minor give-away internal effects. For this analysis becomes relevant features of the
scattering of secondary unmasking signal different types of antenna structures with nonlinear loads.

Application of Volterra series-Pikara allowed to develop an appropriate for a typical radar in a nonlinear
electronic object of study a mathematical model. It provides an opportunity to assess the impact of nonlinear radar on
the formation of unmasking the signal with the physics of light in a semiconductor under the action of a relatively
high-power microwave radiation. The model allows to take into account secondary telltale internal effects in
nonlinear scatterers with nonlinear radar. There is a possibility to avoid the difficulty concerning the formation and
solution of complex systems of integral equations, which are characteristic of the classical electrodynamic
approaches. In this case the source is internal relative to external influences mediated by the specific parameters of
the system.

Using the results obtained in cases of simple expressions for the lens, you can find the kernel of Volterra in the
frequency domain, which provides information about the spectrum of the secondary unmasking signal in a nonlinear
radar. In addition, the proposed approach allows an approximation of the characteristics of nonlinear elements of an
arbitrary function, so it's possible to use all the most suitable models, which represent secondary internal effects in
semiconductor structures.

YK 621.395
PO3PAXYHOK IOKA3HHUKIB IKOCTI KATETOPIMHOI'O
OBCJIYT'OBYBAHHS 3ASAABOK 1P ABCOJTIOTHOMY
MPIOPUTETI HA IHTEJIEKTYAJIbHIN MEPEXI 3B’ SI3KY
CIIEIIAJIBHOI'O ITPU3HAYEHHSA

Jmumpo Mozunesuu, Banepiu Ilpasuno, Onexciit bpeyc
BITI HTYY “KIIl”

MeToro 1aHOT CTATTi € PO3MIIsA]] MOKA3HUKIB SIKOCTI KaTErOpiHHOro 00CIyrOBYBaHHS 3asBOK IPU aOCOTIOTHOMY
NpIOPHUTETI, IX PO3paxyHOK Ha IHTENEKTyasbHIH Mepexi crneuianbHoro npusHadeHHs (IMCII), Bu3HaueHHs TUIIB
BTpAT 3asBOK B MEpeXax 3 JIaHUM THIIOM KaTeropiiHOro oOCIIyroByBaHHs Ta MaTeMaTH4HI MOKa3HUKI OI[IHKH SKOCTI
00CIIyTOBYBaHHS. AKTYaIbHICTh JaHOI CTAaTTI BU3HAYAETHCS HEOOXITHICTIO BU3HAYCHHS MPUHIIHITB OILIHKU SKOCTI
obcmyroByBaHHs 3asBok Ha IMCII, po3paxyHKy BTpaT B AaHiil Mepexi Ta KpuTepiiB BUOOpY THITYy IPIOPHUTETY IS
PI3HUX IUISHOK MEpexi.

[Ipu BU3HAaYCHHI OKA3HUKIB SKOCTI MPIOPUTETHOrO 00CITyrOBYBaHH 3asSBOK IIOBHHEH OyTH BU3HAUYCHHUIT TOBHHI
MEepeTiK BUXIMTHUX MaHWX, Y TOMY YHCIi i aJTOpPUTM BCTAHOBIICHHS 3’€THAHHS, OCOONMBO Yy BHIAJKAX 3aWHATOCTI
BCIX KaHANIB B TiUJIKax HAmpsMKy 3B’sA3Ky a00 B TPyIi OOCIYroBYIOUMX MpHIaNiB HEOOXIAHOI CIyXOHM LEHTpY
inTenexTyanpHuX mocayr (LIIIT).

Ilpasose, nopmamusne ma memponoziune 3abe3nevenns cucmemu 3axucmy ingopmayii 6 Yrpaini, 2(21) eun., 2010 p. 137



Hageneni B ctaTTi BUpa3u po3paxyHKY BTpaT 3asABOK IpHU aOCOIOTHOMY MPIOPUTETI OTPUMaHI A OgHO(pAa3HOL
CHCTEMH MAacOBOTO OOCIyrOBYBaHHS CHpaBeIIUBiI sK ais TpancmopTHoi mepexi IMCIL, Tak i mms po3noninbHOL
cucremu LII1. [lami Bupasum [TO3BOJSAIOTH BpaxyBaTH BTPATH, SKi JOJATKOBO 3 ABISIOTBCS B MeEpexi NpH
BUKOPHCTAaHHI KaTeropyBaHHSA aOOHEHTIB Ha €Talll MPOEKTYBaHHS iHTEIEeKTyalbHOI Mepexki. PosrmaayTo anroputm
00CIIyroByBaHHsI 3asiBOK 3 aOCOJIOTHHUM MpiopuTeToM. Bu3HaueHo, m0 mpu OOCOJIOTHOMY TIPIOPUTETI B
00CIIyroByBaHHI 3asiBOK JJIsl BCIX KaTeporii KOpucTyBayiB (KpiM BHUILOi) BUHUKAIOTH JIBa BUAW BTPAT: BTPATH 4epes3
3alHSTICTh BCIX KaHAJIB 1 BTpaTH 4epe3 NPIOPUTETHE CKUAaHHA. BU3HAaYeHO MaTeMaTUYHHI armapart, [0 BpaxoBye
BCI BHIM BTpAT, SIKi MPUCYTHI B MEPEXi 1 J03BOJISE MPOBOANTH PO3PaxyHOK ITOKa3HMKIB SIKOCTI 0OCIyroBYBaHHS
3assBoK IMCII mipu aGCOIFOTHOMY TIPIOPHUTETI.

PACYET NOKA3ATEJIE KAUECTBA KATETOPUHHOI'O
OBCJHY/KUBAHMUS 3AABOK ITPU ABCOJIIOTHOM ITPUOPUTETE
HA UHTEJUIEKTYAJIBHOM CETU CBA3U CIIEIIUMAJIBHOI'O
HA3BHAYEHMUS

Jmumpuit Mo2uneeuu, Banepuii Ilpasuno, Anekceu bpeyc
BUTH HTYY “KIIH”

Llenpio aHHOM CTAaThU SIBIISIETCS PACCMOTPEHHE ITOKa3aTelieldl KayecTBa KaTerOpUHHOIO OOCIYKHBAaHHMS 3asBOK
npu aOCONIOTHOM INIPHOPUTETE, WX pacdyeThl Ha WHTEIJICKTyalbHOW ceTn crenuanbHoro HasHaueHus (MICCH),
OIIpeJIeJICHNE TUIIOB MOTEPh 3asBOK B CETSAX C JAHHBIM THIIOM KaTETOPUHHOTO OOCITY)KMBaHUS M MaTeMaTHYECKHE
MOKa3aTeNy OLCHKH KauyecTBa OOCITy)KMBaHHs. AKTYaJIbHOCTh JaHHOW CTaTbH ONpeEJeNnseTcss HeoOXO0IMMOCTBIO
OTIpeZICTICHUs TIPUHIIUIIOB OIIEHKH KadecTBa obOciykuBaHus 3asBok Ha VICCH, pacdyeroB moreps B AaHHOW CETH U
KpPHUTEpUEB BHIOOPA THITA TPUOPHUTETA IS PA3HBIX yYaCTKOB CETH.

ITpn ompeneneHny mokaszaTeneld KadecTBa MPUOPHUTETHOTO OOCITY>KMBAHHS 3asSBOK JOJDKEH OBITH OmpenerncH
MOJTHBIN MEpedeHb NCXOIHBIX JAaHHBIX, B TOM YHCIIE M QJITOPUTM yCTaHOBIICHUS! COCIUHEHHUS, OCOOEHHO B CIIydasx
3aHATOCTU BCEX KAHAJOB B BETBSX HANPABJICHHS CBS3M WIM B IpyIIe OOCITyKUBAIOIIMX MPUOOPOB HEOOXOIUMON
CITYy>KOBI IICHTpa MHTEIUIEKTyaIbHbIX yeuyT (LIY).

[TpuBeneHHbIE B CTaThe BBIPAXKEHUsI PACYETOB MOTEPh 3asBOK IPH aOCOJIOTHOM NPUOPUTETE, MOJYUYEHHbIC IS
onHO(a3HOH CHCTEMBl MaccOBOTO OOCIYXKHMBaHHs, CIpaBeJIuBbl Kak st TpaHcrnoptHod MCCH, tak u mus
pacnpenenuTenbHOi cuctembl [IUY. JlaHHBIE BBIpayKeHUS MO3BOJISIIOT Y4YECTh MOTEPH, KOTOPHIE JOMOJIHUTEIBHO
MOSIBJIAIOTCS. B CETH TPH  HWCIOJIB30BAHUM  KaTErOpUpOBaHWS aOOHEHTOB Ha JTale IMPOEKTHPOBAHUS
MHTEJUIEKTYalbHOU ceTH. PaccMOTpeH anroput™ o0CITyKHBaHHMS 3asBOK C aOCONIIOTHBIM IpHopuTeToM. OnpeieneHo,
YTO MpH aOCONIOTHOM IIPUOPHUTETE B OOCITY>KMBAHUH 3asBOK 11 BCEX KaTEpOTWH IMojib30BaTeneil (KpoMe BBICIICH)
BO3HMKAIOT /IBa BUJIa TIOTEPh: MMOTEPU M3-3a 3aHATOCTH BCEX KAHAJIOB M MOTEPH M3-32 IPHOPUTETHOTO COpACHIBAHUSI.
OmnpeneneH MaTeMaTHYECKHH ammapar, KOTOPBIM YYHTBIBACT BCE BHABI IOTEPb, NPUCYTCTBYIOIINE B CETH H
MO3BOJISIET TPOBOAWTH pacdeThl TIIOKaszarenell kadectBa oOcmyxuBaHus 3asBok NMCCH mpum abGcomroTHOM
HPUOPUTETE.

CALCULATION SERVICE OF CATEGORY QUALITY
APPLICATIONS TO THE ABSOLUTE PRIORITY IN SPECIAL

PURPOSE INTELLIGENT NETWORK
Dmitro Mogilevich, Valeriy Pravilo, Oleksiy Breus
MITI NTUU “KPI”

The purpose of given article is consideration of merit figures categorical service of demands at an absolute
priority, their calculations on an intellectual network of a special purpose (INSP), definition of types of demands
losses in networks with the given type categorical service and mathematical indicators of an estimation quality of
service. The urgency of given article is defined by necessity of definition of principles of an estimation demands
quality of service on INSP, calculations of losses in the given network and criteria of a choice type of a priority for
different network sites.

At definition of merit figures of priority service of demands the full list of the initial data, including algorithm of
call establishment, especially in cases of employment of all channels in branches of a direction of communication or
in group of serving devices of necessary service of a center of intellectual services (CIS) should be defined.
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The expressions of calculations of losses of demands resulted in article at the absolute priority, received for
single-phase system of mass service, are fair both for transport INSP, and for distributive system CIS. The given
expressions allow to consider losses which in addition appear in a network at use subscribers category at a design
stage of an intellectual network. The algorithm of service of demands with an absolute priority is considered. It is
defined that at an absolute priority in service of demands for all users category (except the higher) there are two
kinds of losses: losses because of employment of all channels and loss because of priority reset. The mathematical
apparatus which considers all kinds of losses which are present at a network and is defined allows to carry out
calculations of merit figures of service of demands INSP at an absolute priority.

VIIK 621.396 _
IMOPIBHAJIBHUU AHAJII3 CTAHJIAPTIB IU®POBOI'O
TPAHKIHI'OBOI'O PAIO3B’A3KY

Banepiu Ilpasuno, Hamania Kopuazina
BITI HTYY “KII”

Ha cporomHsmHid [AeHB Tpomec pO3TOPTAaHHA MeEpPeX TPAHKIHTOBOTO patio3B’si3Ky B YCBOMY  CBITi
XapaKTEePHU3Y€ETHCS INUPOKUM BIPOBADKECHHAM HU(PPOBUX cHCTeM. [IpakTH4HO BCi NPOBIIHI CBITOBI MOCTAaYaIbHUKH
BCTaTKyBaHH:, CHCTEMHI IHTETpaTopu W OIepaTropH, a TaKoX 0arato BENMKHX CIIOKHBAYiB TOCIYT TPAHKIHTOBOTO
panmio3B’sI3Ky OTOJIOCHIM IO CBilf mepexix 1m0 mudpoBux cucteM. OCHOBHE CYNEPHHUIITBO HAa PUHKY CTaHIAPTIB,
OpIEHTOBaHMX HE TINBKU HA 3BUYAaHHMX KOPIOPATUBHUX KOPUCTYBAdYiB, ajie ¥ Ha MPEACTaBHUKIB IPABOOXOPOHHUX
opraiB i ciyx0 cycrinbHoi 0e3neku, BenyTh: TETRA, APCO 25 i Tetrapol.

B Vkpaini cucremn pajiio3B’s3Ky Ha OCHOBI JaHMX CTaHIApTIB NMOKM He po3ropHyTi. IlosicHIoeTbCS 1,
HacamIiepe]], TUM, [0 IU(POBI CUCTEMH IOMITHO JOPO’KYE aHAJIOTOBHUX, 1 OOMEXEHI pecypcH BiJJOMCTB 1 pi3HHX
00’eTHAaHP HE JO3BOJIAIOTH aKTHBHO BBIMKHYTHCS B Tpoliec nu(poBizaii cBOiX Mepex 3B s3Ky. OqHaK mepexin 1o
nu(ppPOBUX CHCTEM HEMHHYYHH, TEPCHEKTHBH TPAHKIHTOBUX CHCTEM Pamio3B’sI3Ky SK y CBITi, Tak i B YKpaiHi,
OJTHO3HAYHO MOB’si3aHi i3 1MppoBUMHU TexHoJorisMu. [{uppoBi cucremu pajiio3B’s3Ky HANAOTh KOPHUCTyBadam
BUCOKHMI pPIBEHb IOCIYT, PI3HOMAaHITHI peXMMH Tepefadi MaHUX, MHiABHIICHY Oe3rexy 3B’S3Ky, MOXKIHBOCTI
iHTerpaii 3 pikcoBaHUMH UDPOBUMHU MEpEkKaMH U T.JI.

Crangapti 1UGPOBOrO TPAHKIHIOBOTO 3B’s3Ky, 10 skuxX BimHocsathess TETRA 1 APCO 25, 3abe3neuyrorh
CTBOPEHHSI KOHKYPEHTHOTO CEpEeOBHINA, 3aJyYeHHS BEJIMKOi KIUTBKOCTI BHUPOOHMKIB 0a30BOrO BCTAaTKyBaHHS,
aOOHEHTCHKMX PAIOCTaHIIH, TECTOBOI amapaTypH Uil BUIIYCKY CYMICHHX pajio3aco0iB, IIO CIPHSE 3HIKCHHIO
ixHBO1 BapTocTi. JocTym mo cremudikariii crangapTiB HATAEThCS OyIb-SIKIM OpraHi3alisMm i ¢pipMaM, M0 BCTYITHIN
y BimmoBigHy acomiamito. KopucryBadi, mo BHOMpPAIOTh BIIKPUTHH CTAaHAAPT pamio3B'a3Ky, HE IMOMANAlOTh Y
3aNISKHICTh BiJl €JMHOTO BHPOOHHWKA W MOXYTh MIHSATH MOCTadalbHUKIB yCTAaTKyBaHHS. Bimkpurti ctanmaptu
KOPHCTYIOTHCSI MIATPUMKOIO 3 OOKY NIep)KaBHHUX i MPAaBOOXOPOHHHUX CTPYKTYP, BEIMKHX KOMITaHIH 06ararbox KpaiH
MHpY, a TAKOXK MiITPUMaHI MPOBITHIUMHU CBITOBUMH BUPOOHHKaMH €IIEMEHTHOT 1 By3JI0BOi 0a3u.

Bce 11e 103B0JIsIE TOBOPHUTH PO T€, 110 BIAKPUTI CTAaHAAPTH 3 OUIBIIO WMOBIPHICTIO B NEPCIIEKTUBI 3aBOIOIOTH
PHHOK CHUCTEM TPaHKiHIOBOTO Pajio3B’s3Ky.

CPABHUTEJIbHBIHA AHAJIN3 CTAHAAPTOB U ®POBOM
TPAHKHUHI'OBOU PAITMOCBA3U

Banepuii IIpasuno, Hamanvsa Kopuazuna
BUTH HTYY “KIIH”

Ha cerogusmnuii JeHp @pOLECC pPAa3sBEPTbIBAHUS CETEH TPAaHKMHINOBOM paiguOCBA3M BO BCEM MUDE
XapaKTepu3yerTcsl LIMPOKUM BHeIpeHHeM IHM(QPOBBIX CHCTeM. [IpakTHdecku Bce BEyIIME MUPOBBIC MOCTABLIMKU
000py/I0BaHUsI, CHCTEMHBIE MHTETPATOPHI M OIEPaTOphl, a TaK)Ke OOJBIIOE KOJIMYECTBO KPYITHBIX IOTpeOuTenei
YCIIYT TPaHKWHI'OBOM pajinoCBsI3u OOBSBIIIM O CBOEM Ilepexoie K nu(poBbM cucteMaM. OCHOBHOE CONEPHUYECTBO
Ha PBIHKE CTaHIAPTOB, OPHEHTHPOBAHHBIX HE TOJHKO HAa OOBIYHBIX KOPHOPATHBHBIX IOJH30BAaTENEH, HO M HA
MIpeJCTaBUTEIICH TIPaBOOXPAHUTEIBHBIX OPTaHOB M CITy>KO oOmmecTBeHHOM OezomacHocTH, BenyT: TETRA, APCO 25
u Tetrapol.

B VYkpamne cuctembl paguocBA3M Ha OCHOBE JAHHBIX CTaHJAPTOB IMOKa HE pa3BepHYTHl. OOBICHIETCS 3TO
NpeXJe BCEro TeM, YTO LU(PPOBBIE CHCTEMbI 3aMETHO JIOPOKE aHAJIIOTOBBIX W OIPaHUYEHHBIE PECYPChl BEIOMCTB U
pa3UuYHBIX OpraHu3alyil HE IMO3BOJISIOT aKTHBHO BKJIOUUTHCS B Tpolece HU(POBH3ALUK CBOUX CETEH CBS3H.
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Onnako nepexof K I(POBBIM CHCTEMaM HEMHHYEM, NTEPCIIEKTUBBI TPAHKMHTOBBIX CHCTEM PagHOCBSI3H KaK B MHUPE,
TaK M B YKpauHe, OJHO3HAYHO CBS3aH C LU(PPOBBIMUH TEXHOJOTHAMH. LlM(ppOBBIE CHCTEMBI PAaIHOCBSI3H
MIPEAOCTABIISIIOT TOJIB30BATENSAM BBICOKUN YPOBEHb YCIIYT, Pa3lIMUHBIC PEXHUMBI MEPENaddl AAHHbBIX, HOBBIIICHHYIO
0€301acHOCTb CBSI3H, BOBMOXKHOCTH WHTEIrpalluy ¢ PUKCUPOBAHHBIMU LU(PPOBBIMU CETSIMH H T.JI.

Crangaptsl 1M(pPOBOIl TpaHKUHIOBOW CBs3M, K KoTophiM orHocsitcss TETRA um APCO 25, obGecneunBaror
CO3JJaHMe KOHKYPEHTHOH Cpe/bl, NPHUBJICYCHUE OOJIBIIOrO KOJIMYECTBA MPOM3BOANTENCH 0a30BOro oOOpyIOBaHMS,
aOOHEHTCKUX PaJfOCTaHIMIH, TECTOBOHM ammaparypsl JUIsl BBITYCKAa COBMECTHBIX PaJHOCPENCTB, YTO CIIOCOOCTBYET
CHIDKEHHIO MX CTOMMOCTH. JlocTym K crenuuKanusM CTaHAAPTOB MPEIOCTaBISAETCS JTIOOBIM OpraHU3alusIM MU
¢upmaM, KOTOpbIE BCTYNWJIN B COOTBETCTBYIOIIYIO accolmaruio. [1omp30BaTeny, KOTOPhIE BBIOMPAIOT OTKPBITHIN
CTaHAApT paaUOCBsI3M, HE IOMANAI0OT B 3aBUCHMOCTh OT €JMHCTBEHHOTO IIPOM3BOAUTENS] M MOTYT MEHATh
MOCTAaBIIMKOB 000pyznoBaHus. OTKPBITBIE CTaHAAPTHI MOJB3YIOTCS MOAJIEPKKOI CO CTOPOHBI MOCYIAPCTBEHHBIX U
MPaBOOXPAHUTENBHBIX CTPYKTYD, OOJIBIIMX KOMIAHUI MHOTHX CTpaH MHUpaA, & TaKXKe MOJIEPKHUBAIOTCS BEAYIMMHU
MHPOBBIMH ITPOM3BOAUTEISIMU 3JIEMEHTHON U Y3JI0BOW 0a3bl.

Bce 3T0 1m03BOJISIET TOBOPHUTH O TOM, YTO B MNEPCIIEKTHBE OTKPBITHIC CTAHAAPTHI C OOJBIION BEPOSTHOCTHIO
3aBOIOIOT PBIHOK CHCTEM TPAHKHHTOBOM PaJUOCBS3H.

THE COMPARATIVE ANALYSIS OF DIGITAL TRUNKING RADIO

SERVICES STANDARDS

Valeriy Pravilo, Nataliya Korchagina
MITI NTUU “KPI”

Today all over the world process of expansion of networks of tranking radio communications is characterized by
wide introduction of digital systems. Almost all leading world suppliers of the equipment, system integrators and
operators, and also a considerable quantity of large users of services of tranking radio communications declared the
transition to digital systems. The main rivalry in the market of the standards focused not only on usual corporate
users, but also on representatives of law enforcement bodies and services of public safety, conduct: TETRA, APCO
25 and Tetrapol.

In Ukraine systems of radio communications on the basis of the given standards aren't developed yet. It is
explaned first of all with the fact that digital systems are much more expensive than analog and the limited resources
of departments and various organizations don't allow to join actively in process of digitation of their communication
networks. However transition to digital systems is inevitable, prospects of tranking systems of radio communications
both in the world, and in Ukraine, is unequivocally connected with digital technologies. Digital systems of radio
communications give high level of services to users, various modes of the data transmission, the raised safety of
communication, possibility of integration with the fixed digital networks etc.

Standards of digital tranking communications which concern TETRA and APCO 25 provide creation of the
competitive environment, attraction of a considerable quantity of manufacturers of the base equipment, users' radio
stations, test equipment for release of joint radio means that promotes decrease in their cost. Any organization or firm
which have entered corresponding association is given an access to specifications of standards. Users who choose the
open standard of radio communications, don't get to dependence on the unique manufacturer and can change
suppliers of the equipment. Open standards are supported by the state and law-enforcement structures, the big
companies of many countries of the world, and also are supported by leading world manufacturers of element and
central base.

All of it allows to say with a high probability that in the long term open standards will win the market of systems
of tranking radio communications.

V]IK 531/534(075.8)
OINITUMMUMIBALIA XAPAKTEPUCTHUK PAI[IOEJIEKTPO.I.-IHI/IX
3ACOBIB TEXHIYHOI'O 3AXNUCTY IH®OOPMAIIII

bopuc Yesapoes, IOpiii 3unvkoecovKuil
Hayionanvuuii mexuiunuii ynigepcumem Yxpainu ~Kuiecokuii nonimexuiynui incmumym’

’

Cmamms: 7 cmop., 5 0xcepen.
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HaiiBumii mMOKa3HUKH SIKOCTI PagiOCIEKTPOHHOTO amapaTa MOXKIHNBO OAEp)KaTH 3a JOINOMOTOI0 METOIIB
NPOEKTYBaHHS, IO JAIOTh MOXJIMBICTH C(OPMYBATH ONTHUMANBHY CTPYKTYPY MaiOyTHBOTO paXioeNeKTPOHHOTO
3aco0y (PE3) y Burmsaai mineoBoi QyHKIIT — CHCTEMH PiBHSHB, SKi ONMCYIOTh OCHOBHI (DYHKI[IOHAIBHI BIaCTHBOCTI
PE3 Ta ix B3a€M03B’sI3KH.

Cucremy piBusiHb 1ib0BO1 ¢GyHKIii (I]®P) PE3 MOXIHBO CTBOPUTH 332 HOMIOMOTOI0 METOJIB TEOPii MOAIOHOCTI Y
BUIIAl OE€3pO3MIpHUX KpUTepiajbHUX piBHAHb. CHCTeMa MICTUTh SK OAMHHMYHI, TaKk 1 YaCTHHHI KpuTepii, 110
OIUCYIOTh OCHOBHI TpoliecH, siki npoTikatote y PE3 — enexkrpuyni, Mexaniusi, Teriosi. LI® nosunHa OyTn nonana
YHCJIOBUM ITOKa3HUKOM — KOMIUJIEKCHUM KPHUTEPi€M, ONTHUMHU3ALIS SIKOTO 3a0€3MeYnTh HaWBHUILI MOKA3HUKH SKOCTI
MIPOEKTOBAHOTO 00’ EKTY.

[MTapamerpuuna ontumizanis L{® € 3amauero Benukoi pa3MipHOCTI (YHCIO MapaMeTpiB, IO BapilOIOTHCS, MOXE
JOCATAaTH COTEHb W TUCSY), a IS I[bOT'0 HEOOXiqHI e(DeKTUBHI METOIN YMOBHOI ONITUMI3aIlii Ta KOMIT IOTEPH BEIUKOT
MOTY>KHOCTI (IIBUIKOMIT).

ImuTarniiine MozAemOBaHHS IOKa3ye, IO palioHaJbHa KOMIIOHOBKA EJEKTPOPAdiOCIEMEeHTIB, MiKpOCXeM,
(YHKIIOHATFHUX BY3JiB Ha OCHOBI JPYKOBAaHO! IUIATH YH IMITKIAIKA MIKpO30ipKku MOXe y 0araTbox BHIAIKax
301IBIINTH IMOBipHICTH O6e3BinMOBHOI pobotn PE3 npu mexanidanx BmmBax Ha 45 — 50%, a nmpu TemnoBux — Ha
20 — 35%; y pe3ynbTaTi mapaMeTpUIHOT ONTHMI3aIlii TOMOJIOTIi KOHCTPYKTUBHUX MOJYJIIB 3 BKA3aHUMU CIIEMCHTAMU
Oyze oxepskaHa MakCUMaslbHas HaliHiCTh KoHCTpyKii PE3.

Hageneni mnpuknamgum ontumizaimii KoHCTpykiii PE3 3a momomororo po3poOiieHHX aBTOpaMH MpOrpam
ABTOMAaTHU30BaHOT'O ITPOCKTYBAHHS Ta ONTHUMi3allil.

ONTUMUBALINA XAPAKTEPUCTHUK PATHOIJIEKTPOHHbBIX
CPEACTB TEXHUYECKOMU 3AIIUTHI UTHO®OPMAILIUN

bopuc Yeapoe, IOpuii 3unvkoseckuii
Hayuonanvnoii mexnuuecxkuii ynusepcumem Yxpaunor ”Kuesckuil nonumexnuueckuti
uncmumym’”

HawuBebicine nokasareny KauecTBa paJro3IeKTPOHHOTO armapara MOTYT ObITh JIOCTUTHYTHI C IIOMOIIBIO0 METOI0B
MIPOEKTUPOBAHMS, TTO3BOJISIIONIMX C(HOPMUPOBATH ONTHUMAIBHYIO CTPYKTYpYy OyAyIIero paano3JeKTPOHHOTO
cpeactBa (POC) B Buzae neneBoil (yHKIMH — CUCTEMBbl YPAaBHEHHH, ONMMCBHIBAIOIINX OCHOBHBIC (DYHKIMOHATbHBIC
cBoiictBa POC 1 ux B3anMOCBSI3H.

Cucremy ypaBreHuid 1eneBoid pyukiun (L{D) POC M0XHO MOTYyYUTH C TOMOIIBIO METOJOB TEOPUH MOJO0HS B
BUzie Oe3pa3MEpHBIX KPUTEPHAIBHBIX ypaBHeHHH. CHCcTEMa CONEPIKUT KaK €UHUYHBIC, TAK M YaCTUYHBIC KPUTEPHH,
OIMCHIBAIOLINE OCHOBHBIE IpoLEcChl, mporekarone B POC — anekrpuyeckue, MexaHWdeckue, Teruiosbie. LD
JOIDKHAa OBITh BBIPAKEHA UHCIOBBIM MOKA3aTeIeM — KOMIUIEKCHBIM KpPUTEPHEM, ONTHMHU3AIMS KOTOPOTO
obecrieunBaeT HaUBBICIIME TIOKA3aTEeNN KauecTBa IPOEKTUPYEMOTO O0BEKTA.

[MTapametpuueckas ontumuzanus L{® npencrasnser codoii 3a1ady O0JIBIION Pa3MEPHOCTH (YHCIIO BAPbUPYEMBIX
NapaMeTpoB MOXET JOCTUTaThb COTE€H M ThICSY), a JUIi 3TOr0 HEoOXOoAMMBI I(PQEKTUBHbIE METOIbI YCIOBHOMH
ONTUMU3AIMH U KOMITBIOTEPBI OOIBIION MOIIHOCTH (OBICTPOICHCTBHS).

HMmuTauroHHOE MOJENMPOBAaHHUE IIOKa3bIBAET, 4YTO pAaIMOHAIbHAas KOMIIOHOBKA 3JEKTPOPaJANO3IIEMEHTOB,
MHUKpOCXeM, (DyHKIIMOHAJIBHBIX y3JI0B HA OCHOBAHUH T€YaTHOM IUIATHI WJIM HOAJIOKKH MUKPOCOOPKH MOXKET B psijie
ClTyJaeB TOBBICHTH BEPOSITHOCTH Oe30TkazHoi paboTsl POC mpu MexaHndeckux Bo3aeHcTBUsX Ha 45 — 50%, a pu
TeroBeIX — Ha 20 — 35%; B pe3ynpTare mapaMeTpuIecKOd ONTHMH3ALNH TOIOJIOTHH KOHCTPYKTHBHBIX MOIYIEH ¢
yKa3aHHBIMH 3JIEMEHTaMH OyZET MMoydeHa MaKCUMallbHast HaJe)KHOCTh KOHCTpyKIiu POC.

ITpuBeneHsl mpuMepsl ONTHMH3ALUK KOHCTpYKIui POC ¢ momompio pa3paboTaHHBIX aBTOpaMU INPOTPAMM
aBTOMATH3MPOBAHHOTO MPOEKTHPOBAHMS M ONTHMU3AINH.

OPTIMIZATION of the CHARACTERISTICS of RADIOELECTRONIC

MEANS of TECHNICAL PROTECTION of the INFORMATION

Borys Uvarov, Yurij Zinkovsky
National technical university of Ukraine " the Kiev polytechnical institute "

The best parameters of quality of the radioelectronic device can be achieved with the help of methods of

designing allowing to generate optimum structure of the future radioelectronic means (REM) as criterion function -
of system of the equations, describing the basic functional property REM and their interrelation.
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The system of the equations of criterion function (CF) REM can be received with the help of methods of the
theory of similarity as dimensionless criterials of the equations. The system contains both individual, and partial
criteria describing basic processes proceeding in REM - electrical, mechanical, thermal. CF should be expressed by a
numerical parameter - complex criterion, which optimization provides the best parameters of quality of projected
object.

The parametrical optimization CF represents a task of the large dimension (number of varied parameters can
reach hundreds and thousand), and the effective methods of conditional optimization and high-power computers
(speed) are necessary for this purpose.

The imitating modeling shows, that the rational configuration electroradioelements, microcircuits, functional
units on the basis of the printed-circuit-board or substrate of microassembly can in a number of cases raise
probability of non-failure operation REM at mechanical influences on 45 - 50 %, and at thermal - on 20 - 35 %; as a
result of parametrical optimization of topology of constructive modules with the specified elements maximal
reliability of a design REM will be received.

The examples of optimization of designs REV with the help of the programs, developed by the authors, of the
automated designing and optimization are given.
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