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BIIITOBIJAJIBHICTD 3A ITIOPYIIEHHSA BUMOI
3AKOHOJABCTBA B C®EPI BAXUCTY IIEPCOHAJIBHUX
TTAHUX

Onexcii Mepgincokuii
Hepowcasna cayscba Ykpainu 3 numars 3axucmy nepconanoHux Oanux

Crartsi: 6 cmop., 5 0xcepen.

[TuTanHs BiONOBIZATBFHOCTI 3a MOPYIIEHHS 3aKOHOZABCTBA MPO 3aXHCT MEPCOHANBHUX TaHWX HAacaMIepena Ciix
TIYMauuTH 3 OTJIALY Ha Aii a00 Ge3isUTBHICTD, 0 CIPUYUHIIIN PEeaTbHY CYTTEBY IIKOAY (i3WdHIA 0c001 BHACTIIOK
HE3aKOHHOTO JIOCTYIMy 10 ii HEPCOHAJBHUX IaHUX Ta HE3aKOHHOI OOpOOKHM IUX JaHuX. HaiOuIbIl BaXKIMBOIO
HOPMOIO IIIOJI0 BiJIIOBIAAIBHOCT] 32 MOPYIIEHHS 3aKOHOAABCTBA MPO 3aXHMCT MEPCOHAJIBHUX JIAHUX CIIJI BBAXKATH
crartio 182 KpuminaneHoro koxexcy Ykpainu "[lopylieHHss HEIOTOPKaHHOCTI NPUBATHOTO IKHUTTS», SKa
nepeadavyae BiNOBIMANBHICTh 3a: HE3aKOHHE 30WMpaHHs, 30epiraHHs, BHKOPHCTAHHS, 3HUINCHHS, IMTOIIUPEHHS
KoH(ineHwiiHoi iHpopManii npo oco0y abo He3aKOHHY 3MiHY Takoi iHdopmanii. Jlani 3a «cTyneHeM 3axucTy BijJ
BTPYYaHHs B OCOOMCTE HKUTTS» CIiAyr0Th cTarTi 1883 (mopyiuenns 3akoHO1aBCTBa y cepi 3aXUCTy NEPCOHATEHUX
nannx) Ta 188" (HEBMKOHAHHS 3aKOHHMX BHMOI MOCAJOBHX OCI0 CIIEIiaIbHO YHOBHOBAKEHOTO IIEHTPAILHOTO
OpraHy BHKOHABYOi BIIQJAM 3 NHTaHb 3aXHCTy IEpPCOHANBHUX HaHWX) Kogekcy VYkpaiHM mpo aaMiHiCTpaTHUBHI
npaBonopymeHHs. Oco0nrBa BaXIIMBICTh 3a3HAUCHHUX CTATEH OB’ s13aHa 3 TUM, [0 BOHH IMOKJIAKAaHI YHEMOKIHBUTH
3JIOBKMBAaHHS Ta HE3aKOHHE BHUKOPUCTAHHS IIEPCOHANBHUX JMaHUX, [0 MOIJI0O O 3aBHaTH MIKOOM CyO’eKTy
MEPCOHATBHUX JAHUX - JIFOJHHI.

I Timpkm K KpaiHIH 3aXiJ B 3aKOHOZABCTBI Iepen0adacThbCs BiAMOBINANBHICTh 3 YXWIGHHS Bill Iep>KaBHOI
peectpartii 0a3u MEpPCOHATBHUX JAHWX Ta HEMOBIAOMIICHHS a00 HECBOEYacHE TMOBIIOMJICHHS CICIiaIbHO
YIHOBHOBAXX€HOT'O HCHTPAJIBHOI'O OpraHy BUKOHABYOT BJlagu 3 MUATAaHb 3aXHUCTY MNEPCOHAJIbHUX IOaHUX IIPO 3MiHy
BIJJOMOCTEH, IO MOMAIOTHCS VIS JCPIKaBHOI peecTpallii 0a3u NepcoHadbHUX MaHuxX. Lle MOB’s3aHO 3 TUM, IO
YXWICHHS BiJ peecTpanii camo mo co0i, 3a3BU4aii, HE 3aBIA€ MIKOIM CyO’ €KTY NEpCOHAIBHUX JaHHX, aJle CTBOPIOE
MEPEAYMOBH IS IHITUX TOPYIICHB.

Jo ocHOBHUX (paKTOpiB, IO BH3HAYAIOTh YMOBH HACTAHHS BiIOBINAIBHOCTI BOJOALUIBIIB a00 PO3MOPSIIHUKIB
0a3 mepcoHANBPHAUX AaHUX, TOUITBHO BITHECTH iX Jii, SKi OB s3aHi 3:

- TepCOHATBFHUMH JaHUMH 0€3 3rofu Cy0’€KTa IepCOHANBHIX JaHUX;

- TOpPYIIEHHSIM BUMOT MO0 3a0e3MeUeHHS 3aKOHHOCTI 0OPOOKH MepCOHATBFHUX TaHUX;

- HEBHKOHAHHAM ab0 HEHAJECKHUM BHKOHAHHSAM IMPOIENyp, IOB’s3aHUX 3 (HOPMYIIOBAHHSIM METH OOpOOKH
MEPCOHATBHUX JaHHX;

- HEeNOTPHUMAaHHSIM BHMMOI' IIOJ0 TOYHOCTI Ta JOCTOBIPHOCTI MEPCOHAJIBHUX JaHUX, SIKI 30MpaloThcs Ta
00pOOIITIOTHCS y 0a3aX MEPCOHANBHUX JaHUX;

- mopyiueHHsIM (HOPMYBaHHS CKJIAY Ta 3MICTY IEPCOHAIBHUX JaHUX y 0a3i MepCOHANBHUX TaHUX;

- HEBHUKOHAHHSM BUMOT, TIOB’SI3aHUX 3 JICPIKABHOIO PEECTPAIIIEr0 0a3u MEePCOHATBHUX JTAHUX;

- TNOPYIIEHHSM IMOPSIKY 00pOOKH NMEePCOHAIBHUX JaHUX;

- HEHAQJaHHSIM a00 HECBOEYACHUM HAJAHHSM CY0’ €KTY MEPCOHAIBHUX JAaHUX JOCTYIY 0 HOTO TMEpCOHAITBHUX
JAHWX, [0 MICTATHCS Y BiAMIOBiAHIHM 0a3i MepCOHANBHUX JaHUX;

- BIICYTHICTIO YMOB JUIS 3aXHCTY IEPCOHANBHUX JaHUX y 0a3i MepCOHAIBHUX JaHUX;

- TOpYIIEHHSM BUMOT TIPH TMOMIMPEHHI (PO3MOBCIOMKEHHI, peaii3allii, mepenadi) Bimomocted mpo (izmaHy
oco0y 3 ypaxyBaHHAM TOTO, III0 BHUKOHAHHS BHMOI BCTAaHOBJICHOTO PEXHMY 3aXHCTy MEPCOHANBHUX TaHHUX
3a0e3medye CTOpOHa, IO MOIINPIOE I1i TaHi.
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OTBETCTBEHHOCTb 3A HAPYIIEHUE TPEBOBAHMIA
3AKOHOJIATEJILCTBA B COEPE 3AILMTHI NEPCOHAJBHBIX
JAHHBIX

Anekcen Mepeunckuii
T'ocyoapcmeennas ciyaxcoa Yrpaunvl no 6onpocam 3auumol nepcoHAIbHbIX

Bompoc OTBETCTBEHHOCTH 3a HapyllIeHHE 3aKOHOJATENbCTBA O 3allUTe MEPCOHAJBbHBIX AAHHBIX B IIEPBYIO
odyepenb CieayeT OOBSICHATH YUMTHIBAas JEHCTBHS WM O€31esTeNbHOCTh, KOTOPHIE IIOBJICKIN pealbHBIN
CYIIECTBEHHBIH Bpell (M3MYECKOMY JIMIy B pe3yJbTaTe HE3aKOHHOI'O JOCTYNA K €ro IEepPCOHAIBHBIM JIaHHBIM U
HE3aKOHHOM 00pabOTKe ITUX JaHHBIX.

Hanbonee BaXHOM HOPMOHW OTHOCHTENHFHO OTBETCTBEHHOCTH 3a HApyIICHHWE 3aKOHOAATENbCTBA O 3allUTe
MEPCOHANBHBIX JAaHHBIX CleAyeT cuuTarth crathio 182 KpummHampHOro xKomekca VYkpaunsl "HapymeHus
HENPUKOCHOBEHHOCTH 4YacTHOM JKHW3HM», KOTOpas IpelyCMaTpUBaeT OTBETCTBEHHOCTh 3a HE3aKOHHBIH cOOp,
XpaHeHUe, HCIIONb30BaHHE, YHUUYTOXKEHHE, PACIpOCTpaHeHHEe KOH(UACHIMANIbHOM HH(OpPMAlMU O JHIe WIH
HE3aKOHHOM M3MEHEHHHU TaKoH MH(OPMALHH.

JlanpIue 3a «CTENEHBIO 3AIIATHI OT BMEIIATENLCTBA B JIMYHYIO JKH3HB» CIENyIOT cTtathu 188%° (mapymenume
3aKOHOJIATENILCTBA B C(EPe 3aIMTHI NEPCOHANBHBIX JaHHBIX) W 1884 (HeBBINONHEHHME 3aKOHHBIX TPeOOBaHHIA
JIOJDKHOCTHBIX JIMII CHENHAIBHO YIIOJHOMOYEHHOrO IIEHTPaJbHOrO OpraHa MCIOJHUTEIbHONW BIIACTH IO BOIPOCAM
3alIMTHl TIEPCOHANBHBIX JaHHbIX) Koxekca YkpanHbl 00 aIMUHHCTpaTHBHBIX NpaBoHapyuieHusx. OcoOeHHas
BO)XHOCTh OTMEYEHHBIX CTaTel CBs3aHA C TEM, YTO OHM NPHU3BaHbI CJejaTh HEBO3MOXKHBIM 3JI0YNOTpeOieHne U
HE3aKOHHOE HCIIOJIb30BAHUE IEPCOHAIBHBIX JAHHBIX, KOTOpbIE MOTJM OBl HAaBPEOUTh CYOBEKTY II€PCOHAIBHHUX
JaHHSIX — 4eloBeKy. M TONBKO Kak KpaiHss Mepa B 3aKOHOJATENILCTBE NPEIyCMATPUBAETCS OTBETCTBEHHOCTH 3a
YKJIOHEHHS OT TOCYIapCTBEHHOH perucTpanuy 06a3bl epCOHAIBHBIX JaHHBIX M HECOOOIIEHNS MIIM HECBOEBPEMEHHOE
COO00IIEHNe CIIeNMAFHO YIOJIHOMOYEHHOTO IIEHTPAJIBHOTO OpraHa MCIIOJHUTENIFHOM BIACTH MO BOIPOCAM 3aIlUTHI
MEPCOHATBHBIX JAHHBIX 00 M3MEHEHHM CBEICHUI, KOTOpBIC MOJAIOTCS VI TOCYJapCTBEHHOM perucTpanu 06asbl
MEPCOHATBHBIX JAHHBIX.

OTO CBSA3aHO C TEM, YTO YKJIOHEHHE OT PErHCTPAaldU caMo 1O cebe, OOBIYHO, HE HAHOCHT Bpen CyOBEKTY
[EPCOHANIBHBIX JJAHHBIX, HO CO3/1a€T IPEAIIOCBUIKH [UIsl IPYIMX HapyLICHUH.

K ocHoBHBIM (l)aKTOpaM, KOTOpPbIC OHNPEACTAOT YCIOBHUA HACTYIIJICHHUA OTBCTCTBCHHOCTU BJIAACJILUECB HJINA
pacniopsiauTeneit 6a3 nepcoHaIbHBIX JaHHBIX, 11€1€C000Pa3HO OTHECTH UX JIEHCTBHS, KOTOPbIEC CBSI3aHBI C:

- TIEPCOHAIBLHBIMH JTaHHBIMHU 0€3 coracusi CyObeKTa IEPCOHAIBHBIX JaHHBIX;

- HapyleHueM TpeOOBaHMH OTHOCHTEIBHO OOECHEeYeHHS! 3aKOHHOCTH OOpabOTKM INEpPCOHAIBHBIX JIaHHBIX; -

HEBBIIIOJIHEHUEM WJIM HENOAOOAIOIMM BBIITOJHEHHEM IIPOLENYp, CBS3aHHBIX C (OPMYJIMPOBKOW IIEIH
00pabOTKH NePCOHANBHBIX TAaHHBIX;

- HecoOmro/ieHneM TpeOOBaHMH OTHOCHTENFHO TOYHOCTH M JIOCTOBEPHOCTH IEPCOHANBHBIX AAHHBIX, KOTOPBIE
coOuparoTcs u 00padaTbIBarOTCs B 6a3ax IMepCOHAIBHBIX JaHHBIX;

- HapyueHneM (GOpMUPOBAHUS COCTaBa U COJCP)KaHUS IIEPCOHANBHBIX JaHHBIX B 0a3¢ MEPCOHATBHBIX JAHHBIX;

- HEBBIIIOJIHEHUEM TPEOOBAHUMH, CBSI3aHHBIX C TOCYAapPCTBEHHON perucTpariel 0a3bl IEPCOHANBHBIX JaHHBIX;

- HapylIeHUeM TopsiaKa 00pabOTKN MEPCOHANBHBIX IaHHBIX;

- HENpeJI0CTaBJICHNEM WM HECBOEBPEMEHHBIM NPEIOCTaBICHUEM CyOBEKTY MEepCOHAJbHBIX JIAaHHBIX JIOCTYIa K
€0 NE€PCOHAJIbHBIM JaHHBIM, KOTOPbLIC COACPIKATCAA B COOTBeTCTByIOLHeﬁ 6a3e TNEPCOHATIBHBIX JaHHBIX;

- OTCYTCTBHEM YCJOBHUH JJIS 3alIUTHI IEPCOHANIBHBIX IAHHBIX B 0a3€ IepCOHANBHBIX JaHHbIX;

- HapylleHueM TpeOOBaHWH IPH PacIpPOCTPaHEHHH, pealn3aluy, Nepeiadye CBEACHUH O (M3MUYECKOM JIUIE C
YY4ETOM TOTO, 4YTO BHIIIOJHEHHE TPEeOOBaHWH YCTAaHOBICHHOTO pPEXHMMa 3allIUTHl MEPCOHAIBHBIX JaHHBIX
obecrieunBaeT CTOPOHA, KOTOPasi paclipoCTPaHsET 3TH JaHHbIE.

RESPONSIBILITY FOR VIOLATION OF REQUIREMENTS OF
LEGISLATION IN THE SPHERE OF PROTECTION OF THE

PERSONAL DATA

Oleksij Mervinskiy
State service of Ukraine on personal data protection
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The question of responsibility for violation of legislation about the protection of the personal data above all things
it should be given to explain taking into account actions or inactivity, that entailed the real substantial harm a
physical person as a result of illegal access to its personal information and illegal processing of these data. By the
most essential norm in relation to responsibility for violation of legislation about the protection of the personal data it
follows to count the article 182 of the Criminal Code of Ukraine (3) about "Violation of inviolability of private life»,
which foresees responsibility after: illegal collection, storage, use, elimination, distribution of confidential
information, is about a person or illegal change of such information.

Farther after the «degree of protecting from interference with the personal life» follow the article 188 (violation
of legislation is in the field of protection of the personal data) and 188%° (non-fulfillment of legal requirements of
public servants of the specially authorized central organ of executive power is on questions the protection of the
personal data) Code of Ukraine about administrative offences. The special importance of the noted articles is related
to that they are called to do impossible abuse and illegal use of the personal information, which would inflict harm
the subject of the personal information - man.

And only as an extreme measure in a legislation is foreseen responsibility from avoiding state registration of base
of the personal information and non-disclosure or ill-timed report of the specially authorized central organ of
executive power on questions the protection of the personal data about the change of information which are given for
state registration of base of the personal information.

To the basic factors which determine the terms of offensive of responsibility of proprietors or managers of bases
of the personal information, it is expedient to take their actions which are CPLD from:

- by the personal information without the consent of subject of the personal information;

- by violation of requirements in relation to providing of legality of processing of the personal data;

- by non-fulfillment or improper implementation of procedures, related to formulation of purpose of processing
of the personal data;

- by a failure to observe of requirements in relation to exactness and authenticity of the personal information
which going and processed in the bases of the personal information;

- by violation of forming of composition and maintenance of the personal information in the base of the personal
information;

- by non-fulfillment of requirements, related to state registration of base of the personal information;

- disturbing processing of the personal data;- by an ungrant or ill-timed grant the subject of the personal
information of access to his personal information which are contained in the proper base of the personal information;

- by absence of terms for the protection of the personal data in the base of the personal information;

- by violation of requirements at distribution (distribution, realization, transmission) of information about a
physical person taking to account that implementation of requirements of the set mode of protection of the personal
data is provided by a side which diffuses these information.

YK 654.924
OCOBJUBOCTI OIIHKHA TPUBAJIOCTI
HECAHKIHIOHOBAHOI'O MTIPOHUKHEHHSA HA OB'EKT, 10
OXOPOHAETHCHA

Bonooumup Bonxoucekuii
Canxkm-nemep06yp3bKuti HAYIOHAILHUL OOCTIOHUYbKUL YHIBepcumem iHhoOpmMayitiHux
MEXHON02TU, MEXAHIKU | ONMUKU

Crartsi: 6 cmop., 4 0xcepen.

Jnst ominku  edextuBHOCTI cucteM Oesmeku (CB) HeoOXimHa OIliHKA TPUBAJIOCTI HECAHKIIIOHOBAHOTO
nponunkHeHHs (HII) ans nmopiBasaHES 3 wacoMm peaknii Cb Ha HII. SIk xapakTepHi TOYKH MapuIpyTy HPOHUKHEHHS
MOXYTh OyTH BHOpaHi 30HH 00'ekTy i mepemkogu. [lepeMileHHsS MK TaKMMH TOYKAMH MOXKHA TPAKTYyBaTH SIK
HEPEXOAU Bil MOYATKY I -i 30HM JO IOYATKY J -1 30HHM; BiI HoOYaTKy -1 30HHM IO MOYATKY J -1 mepemikonu;

TIOJIONAHHSL I-1 IEPEIIKOM 3 EPEXOAOM B j -y 30HY 3 TPHBAIICTIO Tij . CyKyITHICTb BCIX MOXJIMBHX IEPEXO/IiB C;
cknanae muoxuny C mepexonis, sy Moxkna npencrasutu Matpuneio C,; 3 enementamn ¢; =0, ¢; ¢ C abo

Cy =1, ¢y € C. Tlpu HeoOXiaHOCTI OOMIKYy OiNBII «TOHKHMX» OCOONMBOCTEH MEPEXOMIB €NEMEHTH MATpHIL

MOXYTh BHM3HAYaTH, HANpHKJaJ, BiporimHicTe BUOOpPY mepexoniB abo BiporigHicTh iX BusiBiieHHs. IleBHa
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nocuifoBHiCTs nepexonis R, = {Cly 5C it seees Copy ,cml} siBisie coboro 71 -it mapupyT HII. 3aransHa tpusanicts 1y,

MPOXOPKEHHS MapUIPYTy BU3HAYaTHMEThCS CyMOIO TPHBAIOCTI OKPEMUX nepexoiB. [lepexonu i MapmpyT# MOXKYTh
Oytn Oe3aJbTCPHATUBHUMH 1 QIBTEPHATHBHAMHM; IO BUSBISIOTECS 1 HE BUSBISIIOTHCS; HE3AJICKHUMHU

C, ﬂCn = i sanexuumu C, ﬂCn # (J . TpuanicTs Tij € BHIIQJIKOBOIO BeJIM4YMHOW. TOUHINIy OLIHKY

TPUBAJIOCTI MEPEXO/y MpH 3a/1aHiii BiporiaHOCTI p(tij) Horo peaizauii gae 00K BUILy KPUBOI IIUIBHOCTI PO3IOALITY
BipOTiHOCTI p(t i ) TPUBAJIOCTI TEepexoay. Y NPUIYLICHHI OJIM3BKOrO BKJIAaAy CKJIAIOBHX B 3arajibHy CyMy

TRn :ZT;]. MO>@XHAa TOBOPUTH IIPO HOpMaII3alll0 IMUIBHOCTI PO3MOALTY BIPOT1AHOCTI 3araJlbHOro 4acy
Rn

nponukHenHs. Ouinka P, BIpOriZHOCTI TOro, 10 TPUBANICTH MPOXOKEHHS BCBOrO MapuIpyTy Oyle He MEHII
o0
min D _ . ..
3a[aHOTO 3HAYeHHsA 1, BU3HAYaTMMETHCH K P, = I p(tg,)dty,, . 3amana BipOrigHICTH NPUIMHEHHS

"
. fvmax .
NPOHUKHEHHs BM3HAYMTh OLIHKY 13 MaKCHMaJIbHO JOMYCTHMOi 3aTpUMKHU HpUOYyTTs rpynu pearyBaHHs. [Ipn
BHKODUCTAHHS NpaBWia «3-X cirMa» OaXaHO NparHyTH A0 BHKOHAHHS YMOBH My, >> 30, Lle nossomse

BM3HAYHMTH OLHKY BipOTiZHOCTi JOCATHEHHS 3HAYCHHS ]| R";m , IHTErpyIo4H B MeXax Bill My, — 30, 10 0.

OCOBEHHOCTH OHEHKHU HTPOAOJIZKUTEJIBHOCTH
HECAHKIIMOHUPOBAHHOI'O IPOHUKHOBEHUSA
HA OXPAHSAAEMbIA OFBEKT

Baaoumup Boaxouckuii
Canxkm-Ilemepbypeckuii HAYUOHANLHBIN UCCIE008AMENLCKULL YHUBEPCUMEN UHDOPMAYUOHHBIX
MEeXHON02ULl, MEXAHUKU U ONMUKU

Jns onenku 3¢dexruBHOCTH cucteM OesonmacHoctn (CB) HeoOxommma OIEHKa TMPOAOJIKUTEILHOCTH
HecaHKIMOHUpoBaHHOTo npoHukHOoBeHus (HII) mms cpaBHenust co Bpemenem peakiun Cb na HII. B xauectse
XapaKkTEepPHBIX TOYEK MapIIpyTa MPOHUKHOBEHHS MOTYT OBITh BBIOpaHBI 30HBI OOBEKTa M MPEHSATCTBHA.
[lepemerneHnst MeX/y TAKUMH TOYKAMH MOKHO TPAKTOBATh KaK [EPEXOJbl OT HAYasia [ -i 30HbI 10 Havyama j -

30HBI; OT Hayana I -i 30Hbl O HAYala j -0 MPEMSATCTBHS; MPEOJOJICHHUS I-0 IPEISTCTBHSA C [EPEXOAOM B j -I0 30HY

¢ npozomkutenbHOCThIO T . COBOKYITHOCTh BCEX BO3MOKHBIX MEPeXoioB C; coctapiier muoxectso C
nepexosios, Kotopoe Moxkuo mpesctaputh marpuueii  C,; ¢ onementamm ¢, =0, ¢, ¢C wnm

C; = 1, C; € C . Ilpu nHeobGxomumocTu ydera 6ojiee «TOHKHX» OCOOEHHOCTEH MEepexo/0B 3MEMEHThl MATPHUIIbI

MOTYT OIIPEALCIIATh, HAIIPUMEDP, BEPOATHOCTU BI)I60pa NEepexXo0a0B I BEPOATHOCTU UX 06Hapy)K€HI/ISI. OHpeﬂeJ’IeHHaH

I0CIIe0BATEIBHOCTD IIepeXonoB R = Cij>C g >ee>Crpy s C,py § TIPEACTABISIET COOOI 71 -if MapmpyT HIL. Obmas

TIPOJOJIKUTENBHOCT 1, MPOXOJKAEHHS MApLIPYTa OyAET ONPEENATECS CyMMOMN MPOJOIKHTENBHOCTEH OTAEIBHBIX
nepexozi0B. Ilepexo/bl 1 MapLIpyThl MOTYT ObITh Ge3aIbTepHATHBHBIMY U AIbTEPHATHBHBIMA; OOHAPYKUBACMBIMH 1
ne o6uapyxusaembivu; Hesasuciumbivi C, (1€, = u sasucumenmu C,, (1C, # D . Tiponomxurensrocru T
NPECTABIAOT OO0 CiydaiiHble BennuuHbl. Bollee TOUHYIO OLEHKY IPOIOJLKATENBHOCTH NIEPEX0/1A TPH 3a/1aHHOI
BEPOSTHOCTH €ro Peanu3alliii [aeT y9YeT BHJA KPHBOH IUIOTHOCTH pacmipenieienus BepostHocTH Pl

POJOJDKUTENIBHOCTH  [IEpeXofa. B mpeamonoxeHnn GIM3KOro BKIAd COCTABIAIOWMX B OOy CyMMy

TRn :sz MO>XHO TOBOPHUTH O HOpPMa/IM3allMU IUUIOTHOCTH pPaCIpPEACICHUA BEPOATHOCTHU OGHJ,GFO BPEMECHHU
Rn

A

nponrkHoBeHus. Ouenka P, BEpOATHOCTH TOTO, YTO MPOJOIDKHTENLHOCTD IIPOXOXKAEHHs BCEro MapLipyTa Oyaer

n
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o0
He MeHee 3aJaHHOrO 3HaueHus 1. OyoeT OmpeuessrTbcs Kak P, = t, )dt, . 3amaHHas BepOSTHOCTDH
Rn Rn Rn Rn

min
TRH

S max .
HpecelleHI/Iﬂ HpOHHKHOBeHI/Iﬂ OHpe):Leﬂl/IT OLleHKy ]—’3 MaKCHUMAaJIbHO HOHyCTl/lMOI/I Sa)lep)KKI/l HpI/IGbITI/Iﬂ I‘pyl‘[l‘lbl
pearnpoBaHuA. HpI/I HCIIOJIB30BaHUA  IIpaBHJIa «3-X CUrMa» IKEJIAaTCiIbHO CTPEMHUTBCA K  BBIIIOJHCHUIO

min
mRn >> 3O-Rn . Uro mo3BoisieT OIPCAC/IUTEL OLCHKY BEPOATHOCTU HOCTHIKCHUSA 3HAYCHUA TRn , UHTCrpupys B

npenenax ot My, — 30, 10 .

THE SPECIAL FEATURES OF ESTIMATION OF DURATION

INTRUSION ON PROTECTED OBJECT
Viadimir Volkhonski
Saint-Petersburg National Research University of Information Technology, Mechanics and
Optics

Estimation of intrusion duration is necessary in order to estimate security system (SS) effectiveness based on
comparison with SS reaction. During intrusion such specific points of route as object zones and physical obstacles
could be chosen. Moving between such points may be interpreted as crossing from beginning of i zone to beginning
of j zone; from beginning of i zone to beginning of j physical obstacles; overcoming of i physical obstacles to

J zone with Tl.j duration. All possible C; crossing are C set of crossing, which could be represented as C,
matrix with elements either ¢; = 0, c; & C or c; = 1, c; € C. More detailed description can include
probability of crossing choice or their detection, for example. Certain chain of crossing R, = {Cij 2C it sees Copy ,Cm,}
is n route of intrusion. Total duration 7, of route is sum of crossing duration. Routes and crossing could be
alternative and non- alternative; detectable or non- detectable; undependable C, (1C, =& or
dependable C, [1C, # . T, duration is random value. More exact estimation of crossing duration at certain

probability of its choice could be based on certain type of p(t i )curve of distribution probability density of crossing

duration. Assuming that each crossing creates similar contribution to total sum 7}, = ZTIJ possible to speak
Rn

about normalization of total intrusion duration. Estimation of P, probability that total route duration will be not

o0
less then required 7" could be get as P, = J. p(ty,)dt,, . Requirement to probability of intrusion elimination
TRmnin
will determine 7,» " estimation of maximum acceptable delay in reaction. Base on “3-sigma” rule m, >> 30
C P Yy g Rn Rn

ratio could be used for integration limits choice from m,, — 30, to o in order to calculate estimation of

probability of 74" realization.

VJIK 347.83(477) _ .
IMPABOBI 3ACAJIN IHOOPMALIMHUX BIZIHOCHUH B YKPAIHI -
HOBI PEAJIII

[apia Ilpokogh’cea-Anuunenko
Cuyarcoa besnexu Ykpainu

Crarrsi: 11 cmop., 21 oxcepen.
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3 01 cigas 2011 poxy HaOyB umHHOCTI 3ak0H YKpaiau «IIpo 3ax¥CT MepCOHANBHUX NaHWX», CIPSIMOBAaHUHN Ha
BITPOBA/KEHHS BCEOXOILTIOI0YOT0 MEXaHI3MY 3aXHCTY HePCOHAIBHUX JAHUX, SKi 30MPaIOThCs, 00pOOIISIOTRCS Ta/abo
30epirarThes 0ylb-1K0t0 (Pi3MYHOI UM IOPUANYHOI 0Cc000I0 Ha TepuTopii Ykpainu. Takox 3 09 TpaBHs HaOpamu
yrHHOCTI 3akoH Ykpaiuu «[Ipo moctyn no myOmivnoi iH(opmaiii» Ta HoBa penakuis 3akony Ykpainum «IIpo
iHpopMariiro», yxBaneHi napiamenTom 13 ciuns 2011 poky. 3a3HayeHi HOPMATUBHO-TIPABOBI aKTH ICTOTHO 3MIHMIIU
iCHyloue mpaBoBe IoJjie iHpOpMaIiifHOI AisIbHOCTI B YKpaiHi, TOMy 3aCiIyroByIOTh Ha yBary HayKOBOi CIUJIbHOTH,
IOPUCTIB-NIPAKTHKIB Ta MIMPOKKUX KiJI IPOMaCHKOCTI.

3a pesynbTaTaMu MPOBEICHOTO OTJIAY CIiJ IiMTH BHCHOBKY, IO HAasBHUHM HakeT «iHPOpMaUiiHUX 3aKOHIB»
HaBps/I Y1 MOXYTh BB)KATHCS TiJHOIO 3aMiHOIO monepeanboi penakuii 3akoHy Ykpainu «IIpo iHdopmamito», sika
HOCHJIa KOMIUIEKCHUI XapakTep. [IpoloBKyIOTh iCHYBaTH YHMCJIEHHI KOMi3ii MiX IpaBoM Ha iH(pOpMamito, IpaBoM
moctyrmy nmo iHdopmarii Ta HeoOXimHICTIO 3abe3lmedyBaTH HEJOTOPKAHICTH MPHBATHOTO JKUTTSA, HPUHIMIIAMHU
iHpopMamiitHoi Tobamizamii Ta HeoOXimHICTIO 3abe3meueHHs Oe3meku iH(opMariiHoro mpoctopy. Takuii craH
peueit Oyzne 30epiraTucs mie AOCHTH IOBrO 1 MOXe OyTH BHIIPAaBICHHH JIMIIE TOJi, KOJM HAPLKHUM KaMEHEeM s
PO3po0KH 1HGOPMALIIHHOIO 3aKOHOJABCTBA CTaHe came iH(opMarllis (IK 00 €KT MPaBOBIIHOCHH Ta UBLII3AMIHHUI
(heHOMEH B YMOBax peaji3allii KOHIIEIIIii CTAJIOT0 PO3BUTKY), ii cHCTEMa Ta CTPYKTypa (B T.4. YiTKE PO3MEXYBaHH:I
Ha BHUJM Ta Kareropii 3a pe:KMMOM JIOCTYIly), @ TAaKOX BiJINOBIZHI NpaBa yYaCHUKIB BIJIHOCHH, IO CKJIaJArOTHCS 3
npuBoy iHdopmalii, Ta iHpopMmaliliHa Oe3nexa.

IMPABOBBIE IPUHIUIIBI TH®OPMAIIMOHHBIX OTHOIIEHUI
B YKPAUHE - HOBBIE PEAJIMAN

apusa Ilpokoghvesa-Anuunenxo
Cnyorcoa bezonachocmu Ykpaurl

C 01 staBaps 2011 roma Berynmn B cmty 3akoH YKpauHbI «O 3aIlIATe MEPCOHATBHBIX JaHHBIXY», HAPABICHHBIN
Ha BHEJIPEHHE BCEOXBATHIBAIOLICTO MEXaHW3Ma 3allUThl [EPCOHAIBHBIX JAHHBIX, KOTOpPbIE COOUpAIOTCH,
00pabaThIBAIOTCS M/WIIK XPAHSITCS JIOOBIM (PM3MYECKUM WIN IOPUANYECKUM JIMIIOM Ha TEPPUTOPHU Y KpauHbl. Taroke
¢ 09 mas Bcrynmwiu B cuity 3akoH Ykpaunbl «O moctyne K MyOJM4YHOM MH(pOpMAIMW» U HOBas penakuus 3akoHa
Vkpannsl «O06 uHGOpMaIuny, TpuHITHIE TapaamMeHToM 13 saBaps 2011 roga. Yka3zaHHbIe HOPMAaTHBHO-TIPABOBBIC
AKTbl CYHICCTBCHHBIM O6p330M HN3MCHUIIN CYIIECTBYIOIIEC ITPABOBOEC I10JIC HH(l)OpMaLIHOHHOﬁ JCATECIBbHOCTH B
YkpauHe, HO3TOMY 3aciy’XKMBAlOT BHUMAaHHs HAayYHOTO COOOLIECTBA, IOPUCTOB-NPAKTHKOB W INUPOKHX KpPYroB
0O0IIECTBEHHOCTH.

ITo pesymbratam mpoBeneHHOro 0030pa cieqyeT MNPUHTH K BBIBOAY, YTO IIPEJICTABICHHBIM IakeT
«MH(GOPMAIIMOHHBIX 3aKOHOBY» €/1Ba JIM MOXET CIYXHTh JOCTOWHON 3aMEHOM NpenblAylled penakuuy 3aKoHa
VYkpaunbl «O0 wunpopMmanum», KoTOpas HOCHIA KOMIUIGKCHBIH xapakTep. [IpofoinkarT —CyIIeCTBOBATh
MHOTOYHUCIICHHbBIE KOJUTM3HK MEX/Ty MPaBOM Ha MH(POPMAIHIO, TIPABOM JOCTYIA K HHPOPMAIMHA U HEOOXOIUMOCTHIO
obecrieunBaTh HENPUKOCHOBEHHOCTh YAaCTHOM IKU3HHW, NPUHLIUIAMH HWH()OpPMANMOHHON riobanu3aimuu U
HEOOXOAMMOCTBIO olecrieueHus 0e30MacHOCTH MH(POPMAIIMOHHOTO MPOCTpaHCTBa. Takoe COCTOsIHUE Belei Oyaer
COXPAHATBCA €llle JOBOJBHO JIONTO M MOXET OBbITh MCIPABJICHO JIMIIb TOTA, KOrJA KPaeyrojbHbIM KaMHEM st
pa3paboTku MHPOPMAIIMOHHOTO 3aKOHOJATENBCTBA CTAHET MMEHHO MH(popMaIus (Kak 00BEKT MPABOOTHOIICHHHA H
[UBUIIN3AI[MOHHBINA (DEHOMEH B YCIIOBHSX pealiU3alii KOHIICTIIIUN YCTOHYNBOTO Pa3BUTHS), €€ CUCTEMA U CTPYKTypa
(B T.4. yeTKkoe pa3MexeBaHHE Ha BHUIbl U KAaTErOPHU MO PEXHUMY JIOCTyIa), a TaKKe COOTBETCTBYIOILIME IpaBa
YYaCTHHKOB OTHOILEHUH, KOTOPbIE BO3HUKAIOT B CBSI3U ¢ HH(pOpMaIHei, U nHPOpMaIMOHHast 0€3011aCHOCTb.

LEGAL PRINCIPLES OF INFORMATIVE RELATIONS IN

UKRAINE ARE NEW REALITIES

Darija Prokof’eva-Yanchilenko
Security of Ukraine Service

Since January 01, 2011 the Law of Ukraine «About protection of personal information», directed on introduction
of the comprehensive mechanism of protection of personal information which are gathered, processed and/or stored
by any physical or legal entity in Ukraine came into force. Also since May 09 came into force the Law of Ukraine
«About access to public information» and new edition of the Law of Ukraine «About information», accepted by
parliament on January 13, 2011. The specified normative legal acts essentially changed an existing legal framework
of information activities in Ukraine therefore are worthy scientific community, experts lawyers ect.
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By the results of the review it is necessary to come to a conclusion that the presented package of "information
laws" hardly can serve as worthy replacement of the previous edition of the Law of Ukraine «About informationy»
which had complex character. Numerous collisions between the right to information, right of access to information
and need to provide inviolability of privacy, principles of information globalization and need of safety of information
space continue to exist. Such situation will remain still long enough and can be corrected only when information (as
object of legal relationship and a civilizational phenomenon in the conditions of implementation of the concept of
sustainable development), its system and structure becomes a cornerstone for development of the information
legislation (including accurate delimitation on types and categories on an access mode), and also the corresponding
rights of participants of the relations which arise in connection with information, and information security.

YK 004.77:340:347.121.1:347.121.2: _
OCOBJHUBOCTI NIOPYHIEHHSA HEMANHOBUX ITPAB OCOBM B
IHTEPHETI

Onekcanop Paokeeuu
Hayionanvna akaoemis enympiwinix cnpas

Crartsi: 5 ecmop., 26 0scepen.

31 cTBOpEHHSM T100aIbHOTO 1HPOPMALIHHOTO MPOCTOPY, OCHOBOIO SIKOTO € Mepeka IHTepHeT Ta iHII CHCTeMHU
nepenadi JaHUX, aKTyaJlbHOCTI HaOysa rmpobiema 3aXUCTy Y TAKOMY IPOCTOPi HEMaliHOBUX IpaB 0ci0. Po3minieHHs
iHpopMalii nepcoHaIbHOrO XapakTepy B Mepeki IHTepHeT nmpu3BouTH 10 1 BUAO3MIHEHHS il NMEpEeTBOPEHHS Ha
nepcoHadbHI naHi. [IpaBoBuMi acmekT nepcoHandbHOI iH(pOpMalii OOMEeXeHHH TepUTOpiaIbHUMH paMKaMu
KOHKPETHOI JiepkaBH. TepHTopiajibHa NPUHAJIEKHICTH KOPHUCTYBauiB IHTEpHeTy HEOJMIHHO Beae 10 3MiHM iX
IpaBoOro cBiTOIAAY. [HTEpHET Jae 3MOry BCTAHOBIIIOBATH Oe3Nocepe/iHiil KOHTAKT MIX JIIOANHOIO, sika nepeOyBae
i FOPUCOUKINIEI0 OMHIET IepKaBH Ta, MK pi3HUMH cy0’ektamu iH(opMariitHoro oOMiHy, mo mepe0yBarOTh Ha
TepuTopii IHIMX AepkaB. Tak, CKIAHAOTHECS MUKTEPUTOPIabHUNA XapakTep iH(QOpMAIifHUX BiTHOCHH B MEpexi
Iareprer. IlopymeHHs HeMaiHOBHX mpaB ocoOM B I[HTEepHETI BUCTymae SK HEMHHYYHH HACIIIOK CTPIMKOTO
COLIIATBHOTO PO3BUTKY, TIOB'SI3aHOTO 3 HUM INIPOTPECY YU PETPECcy 1 3yMOBICHOIO HUMH HEY3TO/DKEHHS COLiaIbHOTO
crarycy inampima. CymepedHOCTi MiX moTpebamu il coIialbHUMH 3aco0aMM iX 3aJOBOJICHHS, TaK caMoO SK 1
HEY3TO/DKEHHSI CTAaTycy iHAWBiZa (OCBITHBOTO, KYJIBTYpHOTO), HEMHUHYYi. AKTyalbHICTh NPOOJIEMH MOPYIICHHS
HeMallHOBMX mpaB ocoOu B [HTepHeTI MoB’s3aHa i3 3HAUYHMM 3POCTAHHAM 4HMCIIA HOro CHOXKMBauiB. 3TiJHO 3
OCTaHHIMH CTATHUCTHYHUMH JaHuMH, Y 2011 p. cBiTOBa KiJBKICTh crioxkuBauiB [HTepHET-MI0CTyT NIopiBHsHO 3 2000 p.
3pocia Ha 100%. Bopanouwac 30inblimiacss KUIBKICTh BHUINAAKIB  BHUKOPUCTaHHS |HTEpHET-pecypciB  y:
KiOepiaxpaicTBi, 3aliKyBaHHI, AWCKPUMIHAIl, MEpeKeBOMY 3JI0OMi, MOLIMPEHHI HeIOCTOBipHOi iH(opMmaii,
BTPYYaHHS B OCOOMCTE XHTTSI, CEKCyallbHI JJOMaraHHs 3a JONOMOT0OI0 |HTepHeT-KOMyHIKallil, IPUHIKEHHS T1IHOCTI
¥ JecTi, 3aB/IaHHs [IKO/W AUIOBIH peryTanii, MomMpeHHi KOMIT I0TepHUX BipyciB Tomo. J[o 0ocoOncTuX HeMaltHOBHX
MpaB HaJeXaTh: MPABO HA HEIOTOPKAHHICTH OCOOMCTOTO i CIMEHHOTO KUTTS; MPaBO HA MOBAry 4ecTi, TiTHOCTI Ta
IUTOBOI pemyTallii; mpaBo Ha CBOOOAY OYMKH i CIIOBa Ta Ha BiIbHE BUPAXCHHS CBOIX MOTIIIIB 1 IEPEKOHAHB; IPAaBO
Ha 0COOWCTE JKUTTS Ta HOTO TaeMHHMIIO TOmo. I1is1 3armobiraHHs TaKuX MOPYIIeHb B [HTEPHETI, IK: XaKepChbKi aTakd,
migmMiHa ogepxyBada iHpopmarii (Man-in-the-Middle), nommpeHHi KOMI'FOTEPHHUX BIPYyCiB, MEPEXOIUICHHS TaKETIB
JaHWX, A00ip mMmaposiB, TEXHIYHHHA (IIyx TOIIO, HEOOXiAHUM € KOPHCTYBAHHS CIICI[iaIbHUM MPOTPAMHUM
3a0e3neueHHssM. /[0 Takoro mnporpaMHOro 3a0e3leueHHs HaleXarb «AHTHBIPYCH», «AHTHUBIPYCHI CKaHEpW»,
«AHTHIITIUTYHWY, «DaepBonm» 1 moAiOHI IM mporpamu. 3 oMY Ha 1€ aKTyalli3yeThCs 3HAUSHHS 3aKOHOJABYOTO
peryJIoBaHHS BiJIHOCHH, 1110 BUHUKAIOTh IT1/1 4aC BUKOPHCTaHHS Mepexi [HTepHer.

OCOBEHHOCTHU HAPYHIEHUA HEUMYIECTBEHHbBIX ITPAB
YEJIOBEKA B UHTEPHETE

Anekcandp Paokeeuu
Hayuonanvras akademus BHympeHHUxX oei

C co3manmeM ri106aabHOr0 WH(GOPMAIMOHHOTO MPOCTPAHCTBA, OCHOBOH KOTOPOTO SBISIETCS CeTh MHTEpHET u
IpyTHe CHUCTEMBbI NepeAaydl JaHHBIX aKTyaJbHOCTh NpuoOpena mpolieMa 3amIuThl HEUMYIIECTBEHHBIX IIpaB
YeJloBeKa B TAKOM ITPOCTpaHCTBE. Pa3menienne nHGpOpPMALIN IEPCOHATFHOTO XapakTepa B ceTu VIHTepHeT mpUBOANUT
K €€ BHIOM3MEHEHHIO M IPEBPALICHHUIO B IIEPCOHANbHBIEC NaHHbBIC. [IpaBoBOil acmekT mepcoHaIbHONH MHPOPMALNU
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OTPaHWYCH TEPPUTOPHATIBHBIMH paMKaMH KOHKPETHOTO TOCyIapcTBa. TeppUTOpHanbHas INPHHALIEKHOCTh
nonb3oBareneil IHTepHeTa HEMPEMEHHO BEIET K M3MEHEHHIO MX IPaBOro MUPOBO33peHus. HTepHeT mo3Boiser
yCTaHaBIMBaTh HEMOCPEJCTBEHHBI KOHTAKT MEXIY 4YEIOBEKOM, KOTOPBIH HAaXOIUTCS IOJ IOPUCAMKIUEH OIHOTO
TOCYZapcTBa, U MEXKAY Pa3IMYHBIMU CyObeKTaMH MH(POPMAIIMOHHOTO 0OMEHa, KOTOPbIe HaXOAATCA Ha TEPPUTOPHU
JIPYTHX TOCyJapcTB. Tak BO3HHMKAET MEXTEPPUTOPUAIbHBIM XapakTep HH(GOPMAIMOHHBIX OTHOLIEHHH B CETH
WurepHer. Hapyuienue HeMMyIIECTBEHHBIX IpaB uelioBeKka B VHTepHeTe BBICTYNaeT Kak HEen30EXKHOE CIEJICTBHE
COIIMAJILHOTO PA3BUTHS, CBA3AHHOIO C HUM IIporpecca WM perpecca M OOyCIOBICHHOTO MMH HECOITIaCOBAHHOTO
COLMAJIBHOrO cTaTyca wWHAuBHIA. [IpoTmBopeumss Mexay MNOTPEOHOCTSIMH W COLMAIBHBIMH CPEACTBAMHU HX
YIIOBJIETBOPEHUS], PAaBHO KaK M HECOIJIACOBaHUE CTaTyca MHANMBHUAA (00pa30BaTeNbHOI0, KYJIbTYPHOTO), HEU30EKHBI.
AKTyanbsHOCTh IIPOOJIEMbI HapyIIeHHs HEMMYIIECTBEHHBIX IIpaB yelioBeka B MHTepHeTe cBsi3aHa CO 3HAUNTEIBHBIM
pocToM KonmdecTBa ero morpebureneid. COrimacHO IMOCIETHWM CTaTUCTHYeCKHMM NaHHBIM, B 2011 r. mmpoBoe
KonmmuecTBo morpedbuteneit MHrepHer-ycmyr mo cpaBHeHmo ¢ 2000 r. Bospocno Ha 100%. OmHOBpeMeHHO
Y4aCTWJIUCH CITydau MCHONIb30BaHus VIHTEpHET-pecypcoB B KUOCPMOIIEHHUYECTBE, 3aIIyTMBAHUN, JUCKPHUMUHALIUH,
CETEeBOM B3JIOME, PAaCIPOCTPAHEHNH HEJOCTOBEPHON MH(OPMANNK, BMEIIATEIbCTBE B IMYHYIO KU3Hb, CEKCyalTbHUX
JOMOTaTeNbCTBaX ¢ MOMOLIbI0 VIHTepHET-KOMMYHHUKALUi, B YHIDKCHHE YECTH M JAOCTOMHCTBA, HAaHECEHHE Bpena
JIeJIOBOM PEenyTalyH, paclpoCTpaHeHNEe KOMIIBIOTEPHBIX BHUPYCOB U T.A.. K JIMYHBIM HEMMYILECTBEHHBIM IpaBaM
OTHOCSTCS: IPABO Ha HEMPUKOCHOBEHHOCTH JINUHOW M CEMEWHOMN JKU3HH, ITPAaBO HA YBa)KEHHE YECTH, JOCTOMHCTBA U
JIEJIOBOM pelyTaluy, IpaBo Ha CBOOOY MBICIIH U CJIOBA M HA CBOOOJHOE BHIPAKEHUE CBOMX B3IISZOB M YOSKICHUH,
NpaBO Ha YacTHYIO JKU3Hb W €ro TailHy M Apyrue. [ npenoTBpalieHus TakuX HapyumieHuid B MHTepHeTe, Kak:
XaKepcKHe aTaky, IojaMeHa mnoiydartenss uHpopmamuu (Man-in-the-Middle), pacnpocTpaneHHe KOMIIBIOTEPHBIX
BUPYCOB, IIEpEXBaT IaKETOB JAHHBIX, NOAOOp Mapojel, TexHuYecknd (iayx M T.1., HEOOXOANMO HCIOJIb30BaHUE
CIELHUATBHOTO MpOorpaMMHOro obecnedeHns. K takoMy mporpamMHoMy OOECHEYEHHIO OTHOCATCS «AHTHBHPYCHI»,
«AHTHBUPYCHBIE CKaHEPB», «AHTHIINUOHBD, «DaepBoin» M mMoxo0HBIE MM MporpaMMel. Bee 310 akTyammsupyer
3HA4YEHHE 3aKOHOATEJIFHOTO yPEeTyJIMPOBAaHNS OTHOILICHNH, BOSHUKAIOIINX IPH UCIIONIb30BaHUN ceTH MHTepHeT.

THE VIOLATION FEATURES OF INTANGIBLE RIGHTS PERSON

ON THE INTERNET
Alexander Radkevich
National Academy of Internal Affairs

With the creation of a global information space, based on a network of Internet and other data transmission
system has become actuality problem of protecting moral rights of persons in that space. Placing personal
information in the nature of the Internet leads to modifying and converting to personal data. The legal aspect of
personal information is limited territorial boundaries of each country. The territorial identity of Internet users will
certainly lead to a change in their world outlook right. Internet allows to set the direct contact between a person who
is under the jurisdiction of one country and between different subjects of the information exchange that are in other
countries. So, there is inter—territorial nature of the information relationships in the Internet. Infringement of moral
rights of individuals on the Internet acts as an inevitable consequence of social development and the related progress
or regress and mismatches caused them social status of the individual. The contradictions between the needs and
social means of meeting them, as well as the mismatch status of the individual (educational, cultural) are inevitable.
Actuality of the problem of non-infringement of individual rights on the Internet is associated with a significant
increase in the number of its customers. According to recent statistics in 2011, the world of consumer Internet-
services compared to 2000 increased by 100%. At the same time increased the number of cases using the Internet-
resources in cyber fraud, intimidation, discrimination, network hacking, distributing unreliable information, invasion
of privacy, sexual harassments through the Internet-communication, dignity and honor humiliation, harm to
reputation, spreading of viruses skinning coaxial and so on. To the private intangible rights include: right to privacy
and family life, the right to respect for honor, dignity and business reputation, the right to freedom of thought and
speech and free expression of views and beliefs, the right to privacy and his secrets and more. To prevent such
violations on the Internet, as hackers, phishing recipient of the information (Man-in-the-Middle), spreading computer
viruses, interception of data packets, the selection of passwords, technical flood, etc., it is necessary to use special
software. Such software includes «Antivirus», «Anti-virus scanners», «Anti Spyware», «Firewall» and similar
programs. Given this updated value of legislative regulation of relations arising when using the Internet.
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VIIK 651.928 _
HOIJsi/1 HA IIPABOBY OCHOBY IHOOPMANINHOI'O
3ABE3IIEYEHHS 3AKOHOTBOPYOI'O ITPOLLECY

Poman Jlyyenko
Hayionanenuit mexniunuu ynieepcumem Yxpainu “KII1"

Crattsi: 5 cmop., 11 oxcepen.

3a moka3HMKaMu KUIBKOCTI NMpUHHATHX 3aKoHiB BepxoBHa Pana Ykpainu Buiinuia Ha piBeHb IapJiaMeHTIB
PO3BUHYTHX JI€MOKpaTHYHUX JepkaB. PazoM 3 THUM, Teopis 1 NpakTHKa 3aKOHOTBOPYOIO IPOILECY BUCYBAIOTh
YHCJIEHHI BUMOTH IOJIO HOTrO BJIOCKOHAJIEHHS SK OCHOBHOTO HAaIpsiMy PO3BHTKY CY4YacHOi NpaBOBOi CHCTEMH
VYkpainu. 3aBIaHHS BIOCKOHAJICHHS 3aKOHOTBOPYOI JIiSUIHOCTI BHMArae IiIHSTTS Ha SKICHO HOBHMH mIadenb ii
HAyKOBOTO, HOPMAaTHBHO-TIPAaBOBOTO Ta OpraHi3alifHOro 3a0e3medyeHHs, Yy TOMY WYHCII 3a HalpsIMKOM
BJOCKOHAJICHHS YWHHOTO 3aKOHONABCTBA, SIKE peryitoe iH(popMarliiiHe 3a0e3ledeHHs] 3aKOHOIABYOI IMPOIEIypH.
AJpKe, HOpMATHBHO-IIPABOBE BPETYIIOBaHHS BiTHOCHH y BKazaHiil cdepi 3aKOHOTBOPUYOI HisUTEHOCTI e HE TIOBHOIO
MIpOIO BiJIIOBifa€ BUMOTaM IMPAaKTHKHA. 3HAYHA HOPMAaTHBHO-TIpaBOBa 0a3a y IIii ramysi (Hamigyerbes maibke 100
aKTiB PI3HOI IOPUINYHOI CHIIM ) CKIIQAETHCS 3 PO3TANTYKEHOI0 MaCHBY HOPMATHBHO-IIPABOBHX aKTiB, sIKi HE 3/1aTHI
CIIPABJIATH IUTICHUH TNPaBOBUH BIUIMB Ha iHQoOpMaliiiHe 3a0e3lmedeHHs 3aKOHOTBOpYOi AisuibHOCTI. IIpobGimema
MIPaBOBOTO BPETYJIIOBAHHS ITOB’A3aHA 3 THM, II0 PO3BUTOK iH(OpMamiHHOTO 3a0e31eueHHs 3aKOHOTBOPYOTO IPOIIECy
BiZIOYBa€THCS Y TICHOMY B3a€MO3B’3KY 31 CBITOBUMH TEHAEHIISIMH, SIKi TIOB’s3aHi 3 CTAHOBJICHHSIM iH(OpMaliiHOro
CYCHIUJIbCTBA, BIPOBA/KCHHIM HOBHX IH(QOpMalUiiHUX TEXHOJIOTIH, IO CTAIN ICTOTHUM KOMIIOHEHTOM COLIaJIbHOT
peasbHOCTI  MOXKYTb pO3IIIAAaTUCS SIK (hakTop, 10 BIUIMBAE Ha BCi chepH KUTTENISUTLHOCTI JIIOAWHY 1 CYCIIIIbCTBA.

B3I'JIAAl HA IPABOBOE OCHOBAHUE HHO®OPMAIIMOHHOI'O
OBECIIEYEHHUA 3AKOHOTBOPYECKOI'O ITPOLECCA

Poman Jlyyenko
Hayuonanvnoii mexnuuecxkuii ynusepcumem Yxpaunwot "KIIH"

ITo moka3zaTensM KoJIMYecTBa MPUHATHIX 3aKOHOB BepxoBHas Pama YkpawHBI BIIUIA HA YPOBEHb MapiIaMEHTOB
Pa3BUTHIX JEMOKPATHYECKHX TOCYyAapcTB. BMmecte ¢ TeM, Teopus W TpaKTHKa 3aKOHOTBOPYECKOTO Mporiecca
BBIIBUTAI0T MHOTOYHCIICHHBIE TPEOOBAHMS IO €r0 COBEPUICHCTBOBAHMIO KaK OCHOBHOTO HAIPABIICHHS Pa3BUTHUSL
COBPEMEHHOH TIPaBOBOM CHCTEMBI YKpaWHBI. 3agada COBEPIICHCTBOBAHHUS 3aKOHOTBOPYECKOW MEATEIHLHOCTH
TpeOyeT MOAHATHS Ha KAa4eCTBEHHO HOBYIO CTYIICHb €€ HayJyHOr'0, HOPMAaTHBHO-TIPABOBOTO W OPTaHU3AIIMOHHOTO
obecrieueHns, B TOM 4YHCJIE 110 HAlpaBJICHUIO COBEPLICHCTBOBAHUS JCHCTBYIOIIETO0 3aKOHOJATENILCTBA,
perynupytomero uHQopManuoHHOe olecrieueHHe 3aKOHOJATeNLHOM Ipoleayphl. Bens, HOpMaTHBHO-IIPaBOBOE
yperyJaupoBaHue OTHOIIEHHH B yKa3aHHOH c(epe 3aKOHOTBOPYECKOH NESTENbHOCTH €Il HE MOJHOCThIO OTBEYaeT
TpeOOBAaHUSAM IMPAKTHKH. 3HAYUTENbHAs HOPMATHBHO-TIPaBoOBas 0a3a B 3TOH oOmactu (HacuuthiBaetcs modtd 100
AKTOB pa3IMYHON FOPUIAMYECKOW CHIIBI) COCTOMT W3 PA3BETBICHHOI'O MAaCCHBa HOPMATHBHO-IIPABOBBIX AaKTOB,
KOTOpBIE HE CIIOCOOHBI TPOW3BOJUTH IIEJIOCTHOE MPaBOBOE BIHMSIHHE Ha WHGOPMAIMOHHOE O0ecIeYeHue
3aKOHOTBOPYECKOH JAeATeNbHOCTH. [IpoOiieMa mMpaBOBOTO YpPEryJIMpPOBAaHUS CBsi3aHA C TEM, 4YTO pPa3BHTHE
WHPOPMALIMOHHOTO 00ecIeYeHNs 3aKOHOTBOPUECKOTO IMPOIecca MPOUCXOIUT B TECHOW B3aMMOCBSI3H C MHUPOBBIMHU
TEHACHIMSIMHA, KOTOPBIE CBSI3aHBI CO CTAaHOBICHHEM WH(GOPMAIMOHHOTO OOIIECTBa, BHEAPEHHEM HOBBIX
MH(OPMALIMOHHBIX TEXHOJOTHH, CTalld CYNIECTBEHHBIM KOMIIOHEHTOM COLIMAIBHON pPEabHOCTH W MOTYT
paccMaTpuBaThCS Kak (pakTop, 4TO BIMAET HA BCe chephl JKU3HEAEATEIEHOCTH YeIOBeKa U 00IIecTRa.

A VIEW ON LEGAL BASIS OF INFORMATIONAL PROVIDING OF
THE LEGISLATIVE PROCESS

Roman Lutsenko
National Technical University of Ukraine "KPI"

The number of laws adopted by Supreme Council of Ukraine corresponds to the level of developed democracies
parliaments. At the same time, theory and practice of the legislative process impose numerous requirements
concerning its improvement as the main direction of modern legal system of Ukraine development. The task of
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legislative activity improving requires climbing to a qualitatively new level of its scientific, legal and organizational
support, including improving the current legislation that regulates informational providing of the legislative
procedure. In fact, legal regulation of relations in that sphere of legislative activity is not yet completely complies
with the practice’s requirements. Significant legislation in this field (there are about 100 various acts) consists of
branched array of legal acts that are not able to make integral legal influence on the informational providing of the
legislative activity. The problem of legal regulation related to the fact that informational providing of the legislative
process development takes place in close interrelation with global trends related to the informational society
development, introduction of new information technologies that have become an essential component of social
reality.

VK 004.056.5(045)
OIITUMAJIBHI ®IHAHCOBI BUTPATH I OCHOBHI KPUTEPII
NMOBYJ0OBU ABO MOJEPHI3AIII KOMIIJIEKCY TEXHIYHOI'O
3AXHUCTY IH®OPMAIIL

bopuc Kypunenxo, Haoia Hikonaecea, Muxuma Ilenux
Hayionanvnuii asiayivinuti ynisepcumem

Crattsa: 11 cmop., 7 0xcepen.

[Tpu opranizauii KoMIulekcy TexHiuyHoro 3axucry iHpopmaiii (KT3I) B nepiry uepry wmikaBisth eeKTUBHICTH
3aXHMCTY 1 eKOHOMIYHa BHIOAa il 3acTOCyBaHHS. 31 BCIX MOXJIMBUX napameTpiB, Bu3Hadatounx KT3I i 3posyminux
JUISl EKOHOMIYHUX PO3PaxyHKiB, € BEJIMUYMHN PH3MKIB IIOBHUX 1 BKJIAJCHUX B 3aXHCT iH(popMalii (piHaHCOBHX BTpaT,
BIPOTIZHICTh 3JIOMY 3aXHCTy IpH IEBHIH crpoOi 37moMy i (iHAHCOBI BUTpaTd Ha BUOpAaHUH 3aXHCT 3 JAHOIO
BIPOTIAHICTIO 37I0MY. B pe3ynbTaTi BUKOHaHOT TEOPETHYHOI pOOOTH 3aIIPOIIOHOBAHO METOJI PO3PaXyHKY (piHAHCOBHX
BUTpatT mpu mobdymnosi abo moxepHizamii KT3I i MeTon po3paxyHKy BETHMYMHH PH3HUKIB IJIS MOBHUX (PiHAHCOBHX
BTpatr gqanoro KT3I. OnrumizoBani ¢inancosi BTpaTu y pasi 3nomy KT3I. BusHaueHo kputepiii ontumizarii BUTpaT
Ha moOynoBy KT3I 3 ypaxyBaHHAM KOHKPETHHX IapaMeTpiB OKpeMux 3axucTiB. B OararopiBaeBomy KT3I
3ampoIIOHOBAaHUN KpUTEPil BU3HAYA€E HE TIMBKK ePeKTHBHICTH OKpeMux 3axucTiB B KT3I, ane i BChoro KOMILIEKCy.
Otpumani BHpa3u A PO3paxyHKY BipOTIZHOCTI 37IOMY SIK BiJ BEIMYMHH BKJIAJCHOTO (iHAHCYBAHHS Ha 3aXHCT
iHpopMmarii, Tak 1 Big Kinbkocti crpoO 3momy. [IpuBeneHuid BHpa3 ajisl po3paxyHKY BEIWYHMHH DPU3UKIB BTpAT
(hiHaHCYBaHHs, BIAIOBIIHII pealbHUM CHCTEMaM 3aXHCTYy, NapaMeTpH SKUX OepyThbcs 3 TOro abo iHIIOro 3aXHCTY,
10 peaibHO BUKOPHCTOBYIOTHCS, TOOTO BIPOTIAHOCTI 3JI0MYy ISl KOXKHOTO 3aXUCTy 1 peaJibHUM (DiHAaHCOBUM
BUTpaTaM Ha X oprasizaito.

OIITUMAJIBHBIE ®PUHAHCOBBIE 3ATPATBI U OCHOBHBIE
KPUTEPUH NIOCTPOEHUA NN MOJAEPHU3AIINN
KOMIVIEKCA TEXHUYECKOU 3AHIUTHBI UHOOPMALIUU

bopuc Kypunenko, Haoexncoa Hukonaeea, Huxuma Ilenux
Hayuonanvnulii asuayuonnsiii ynugepcumem

[Ipu opramm3annu KomIuiekca TexHmueckod 3amuthl uHGopmanuu (KT3U) B mepByro ouepenp HHTEPECYIOT
3(1)(1)CKTI/IBHOCTI) 3alUThl W DOKOHOMHHYECKas BbIr'oga €€ IMPUMCHCHUS. M3 Bcex BO3MOXKHBIX napamMeTpoB,
OIMPCAC/IAIOIINX KT3M u MOHATHBIX IJIA ODKOHOMUYECKHUX PACUYCTOB, SABJIAIOTCA BCJIWYHMHBI PUCKOB IMOJIHBIX H
BJIIOKEHHBIX B 3alIMTy HMH(pOpManuu (UHAHCOBBIX IIOTEPb, BEPOSITHOCTh B3JIOMa 3allMTHl NPU OINpPEIeTICHHON
MOMIBITKE B3JIOMa U (DPMHAHCOBBIE 3aTPaThl HA BHIOPAHHYIO 3alUTy C JIAHHOW BEpPOSTHOCTBIO B3jIoMa. B pesynbrare
BBITIOJTHEHHOM TEOPETUYECKOH PaboThI IPEUIOKeHBI METOZ pacyeTa (PMHAHCOBBIX 3aTpaT NPU HMOCTPOSHHU HWIIU
mozaepanzaimn KT3W n Mmeron pacdera BeNTMYMHBI PUCKOB JUISl IOJHBIX (DMHAHCOBBIX moTepb nanHoro KT3MU.
OnTtuMu3npoBaHbl (pUHAHCOBBEIE MTOTEPH B ciaydae B3noma KT3U. OnpeneneH kputeprii ONTUMHU3AIANA PAaCcCXOI0B Ha
moctpoeane KT3UM ¢ y4eToM KOHKPETHBIX ITapaMeTpoB OTHENBHBIX 3ammT. B MHOroypoBHeBoM KT3U
MIPEUIOKEHHBIN KPUTEpUH ompenessieT He TONbKO 3(PQGEeKTHBHOCTh OTAenbHBIX 3ammtr B KT3U, HO m Bcero
KoMIUIeKca. [lomydeHsl BbIpaKC€HMS Ui pacdeTa BEPOSTHOCTH B3JIOMa KaK OT BEIHYUHBI BIIOKEHHOTO
(MHAHCHPOBaHN Ha 3aIIUTY WH(OPMAIMH, TaK ¥ OT KOJIMYECTBA IONBITOK B3joMa. [IpuBeneHO BbIpakeHHE AL
pacueTa BeJIMYMHbI PUCKOB NOTEPh (PMHAHCHPOBAHMS, COOTBETCTBYIOLINE PEalbHBIM CHCTEMaM 3alllUThI, TapaMeTphl
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KOTOPBIX OepyTcs M3 peaqbHO HCIONB3yeMOW TOW WM MHOM 3allUTHL, TO €CTh BEPOSTHOCTH B3JIOMA IS KaXKIOH
3aIIUTHI ¥ PeabHBIM (PMHAHCOBBIM 3aTpaTaM Ha UX OPTaHU3aLHIo.

OPTIMAL FINANCIAL COSTS AND MAIN CRITERIA OF
CONSTRUCTION OR MODERNIZATION OF TECHNICAL

INFORMATION SECURITY COMPLEX
Boris Zhurilenko, Nadezhda Nikolaeva, Nikita Pelikh
National Aviation University

The efficiency and economical benefits are the main focus in information technical protection complex (ITPC)
arrangement. The size of full and information protection system included financial losses risks, described cracking
attempt success probability and specified crack probability system cost are the most understandable and defining
from all possible characteristics. As a result of theoretical research the ITPC development and upgrade cost
calculation methods as well as full financial loss risks evaluation method for described system are suggested. The
ITPC crack financial losses are optimized. The criteria of costs optimization is defined for ITPC development in
consideration of separate protection’s specific characteristics. In multilevel ITPC the suggested criteria defines not
only the efficiency of separate protections in ITPC, but the whole complex efficiency. The crack probability
evaluation formulas defined for financial investments in ITPC as well as for crack attempts quantity. The real
protection systems corresponding risks values calculation formula is suggested, considering real systems
characteristics, meaning each protection crack probability and real system arrangement financial costs.

VJIK 621.396 .
CIIOCIB JOCJI>KEHHS TAPAMETPIB TOMOMOP®»HOI
®YHKIII MOBHOI'O CUTHAJTY

Makcum Ky3uneyoes
Llenmp Ingopmayitino-ananimuunux 00CaioNcenb CMpame2iuHux npocpam

Crartsi: 7 emop., 4 0xcepen.

CriekTpanpHUH aHaNi3 — 1€ MOTY)KHMH Ta iHQOpMaTHBHHX 3aci0d IOCHIKEHHS CKIaJHUX CHTHAJIB aje BiH
noTpedy€e yCepeJHIOBaHHS CIEKTPAIbHUX CKJIQJIOBHX, CIIPOIIEHHS MaTeMaTH4HOI MOJEeJNi CKJIaIHUX CUTHAIIB, IIO
KOMIIPOMEHTYE JIOCTOBIPHICTh CIIEKTPAJIbHHUX OI[IHOK B ACICKTI BH3HAYCHHS Ta 3ICTABJICHHS I1HIAMBIIyaTbHHUX
napaMeTpiB CUTHaJiB HaBiTh JJIsl OAHOTO Ta i TOro ke jxepena. Po3poOiieHni HOBITHIH cHOCIO JOCIIIKEHHS
napaMeTpiB  roMoMop(dHOi (YHKIII Ha OCHOBI KBAaHTHIIIB (TTOPSIKOBHX CTAaTHCTHK) ToMOMOp(HOI (yHKIT
JOCTIKYBaHUX CKJIQJHUX CHUTHATIB BIJTHOCHTHCS J0O OOJIACTI TEXHIKM aBTOMATHYHOI roMoMOp(dHOI imeHTHDiKAIIii,
celneKIii Ta po3Mi3HaBaHHS JPKepell CKIaAHUX (MOBHHMX, IiIpOaKyCTHYHHX) CHTHANIIB. B yMoBax HecTallioHapHOTO
XapakTepy Ta BEIUKOT0 NWHAMIYHOTO [ialma30Hy 3MIHEHHS 3HA4YeHb IHTEHCHBHOCTI CIEKTPaIbHUX KOMIIOHEHT
CKJIaTHUX CHUTHAJB, 3aBISKH OCOONHMBOCTSM (DOpPMYBaHHS KBAaHTHJIIB, BiIOYBa€ThCcS HOpMAIi3allisl CKIAIOBUX
roMoMop(dHOI (QYHKIT AOCHIIKYBaHHX CHTHaNiB. TakMM YHHOM, y CKJIaJi TOMOMOP(HOTO CTaTUCTUIHOTO
KBaHTUJIBHOTO BEKTOPY CKIIQJHOTO CHTHAy, rmapamerpu romomMopdHoi (yHkiii HaOyBalOTh SIKOCTEH CTIHKOCTI 10
3MIHEHHS fK CTAaTUCTUYHHMX XapaKTepPUCTHUK CaMOTO CHTHAIY, TaK M CTaTUCTHYHUX XapaKTEPUCTHK KaHaJiB
nepefaBaHHsl CUTHANIB. 3HAUYeHHS T'OMOMOP(HOIO CTaTHCTHYHOTO KBAaHTWIIBHOTO BEKTOPY HE YCEpPEeIHIOIOTHCS,
peanizoBaHO JeTaji3amil0 BekTopiB. KoMIuiekcHe BHKOPHUCTaHHS OCOOJIMBOCTEH po3po0iieHOro crocoly Ta
MOB'SI3aHUX 3 HUMHU TIO3UTHBHHUX €(EKTiB J03BOJSIOTH 3a0€3MeYMTH MiABHIIEHHS e(eKTHBHOCTI ToMOMOp(HOT
¢inpTpanii cKIaaHUX CUTHAIB.

CIIOCOB UCCJEIOBAHUS IAPAMETPOB TOMOMOP®HOM
OYHKIHWU PEYEBOI'O CUT'HAJIA

Maxcum Kysneuyoe
Llenmp Hngopmayuonno-aHarumuieckux uccie008anull Cmpameuieckux npocpamm
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CrieKTpalibHbIi aHAIU3 - 3TO MOUIHbIE U WH(POPMATUBHOE CPEACTBO HCCICIOBAHHS CIOXHBIX CHIHAIOB, HO
NPUMEHEHHE almapaTa CHeKTPaJbHOTO aHaju3a IMPeAyCMaTPUBAET YCPEAHEHHE CIEeKTPAIbHBIX COCTABISIOIIUX,
YIPOILIEHHE MaTeMaTHYECKOH MOJENN CJIOXKHBIX CHUTHAJIOB, YTO KOMIPOMETHPYET JIOCTOBEPHOCTh CIIEKTPAIbHBIX
OLICHOK B aCIEKTe OMpeeNICHHs] 1 COMOCTABJICHUS HHIMBHYalbHbIX IAPAMETPOB CUTHAJIIOB JIaXKe JUIsl OJTHOTO M TOTO
JKe UCTOYHHKA. Pa3paboTaHHBIN HOBBIA CIIOCOO HMCCICIOBAHUS MapaMeTPOB TOMOMOPGHON (YHKIMA HA OCHOBE
KBaHTWIEH (MOPSIIKOBBIX CTaTHCTHK) TOMOMOP(MHON (YHKIMU CIOXHBIX CUTHAJIOB OTHOCUTCS K OOJIACTU TEXHUKH
ABTOMAaTHUYECKOH rOMOMOPQHON HAEHTH(UKALMY, CENEKIHH W PACIlO3HABaHHUS HMCTOYHHKOB CIIOXKHBIX (pEUeBBIX,
THPOAKyCTUYECKHX) CUTHAIOB. B ycloBHsAX HecTaMOHApHOTO XapakTepa U OOJIBIIOrO JUHAMHYECKOTO Jnara3oHa
W3MEHEHUH 3HAYeHUH MHTEHCUBHOCTH CIIEKTPAJIbHBIX KOMIIOHEHT CIIOXHBIX CHUTHAJIOB, Oyiaromapsi 0COOEHHOCTSIM
(opMHpoBaHUS KBAaHTHJIEH, NPOHUCXOIUT HOPMAaJHM3allUsl COCTABISIIONIMX roMoMopdHON (QyHKIMHM HcciemyeMbIx
curHasioB. Takum oOpa3oM, B cocTaBe rOMOMOP(HOI0 CTATHCTHYECKOTO KBAHTHILHOTO BEKTOPA CII0KHOTO CHIHAIA,
napaMeTpsl TOMOMOPGHOH (GYHKIMU NPHOOPETAIOT KAyecTBA CTOMKOCTH K H3MEHEHHSM KAaK CTaTHCTUYECKHX
XapaKTePUCTHK CaMOr0 CHTHAJIA, TAK U CTATUCTUYECKUX XapaKTEPUCTHK KaHAJOB Iepeladyd CHTHajoB. 3HaueHHE
TOMOMOP(HOI0 CTATUCTHYECKOTO KBAHTUIILHOTO BEKTOPa HE YCPEIHSIOTCS, Pealn30BaHa JETAM3allls BEKTOPOB.
KommnekcHoe wucmonbp3oBaHue ocoOeHHOCTEeH pa3paboTaHHOTO Croco0a M CBSI3aHHBIX C HHUMH TO3UTHBHBIX
3¢ HEeKTOB MMO3BOJISAT 00ECTIEUNTh NOBBILICHHS 3P (PEKTUBHOCTH TOMOMOP(HON (GHUIBTPALMH CIIOKHBIX CUTHAJIOB.

THE METHOD OF RESEARCH OF SPEECH SIGNAL’S
HOMOMORPHIC FUNCTION PARAMETERS

Maxim Kuznetsov
Centre of the Information and Analytics Researches of the Strategic Programs

Spectral analysis is a powerful and informative means of research of compound signals, but spectral analysis
application provides the averaging of spectral components and simplification of mathematical model of compound
signals, that compromises reliability of spectral estimations in the aspect of determining and comparing individual
parameters even for one and the same source of the compound signal. The new method of the research of
homomorphic function’s parameters has been worked out. It is based on the usage of the quantiles (order statistics)
of the parameters of the compound signal’s homomorphic function and is referred to the area of methods of
automatic homomorphic identification, selection and recognition of compound signals (vocal, hydroacoustic, etc.).
Under the conditions of non-stationary character and wide dynamic range of values intensity of spectral components
of compound signals, and due to the peculiarities of the quantiles’ formation, the normalization of components of
homomorphic function of the probed signals is taking place. Thus, in composition of the homomorphic statistical
quantile vector of compound signal, the parameters of homomorphic function acquire the qualities of robustness to
the changes of both statistical descriptions of signal and statistical descriptions of signals transmission channels. The
homomorphic statistical quantile vector values are not averaged, the detailing of the statistical vectors components is
implemented. Complex use of the features of the newly developed method and inherent positive effects allow to
achieve the effectiveness of homomorphic filtration of compound signals.

YK 681.3
METOAUKHU BUZHAYEHHS 3AJIMIIKOBUX PU3UKIB Y JIOM

Bauecnaeé Bacunenko
Hayionanvnuii agiayitinuti ynieepcumem

Cratts: 10 cmop., 6 oxcepen.

Jlyis BU3HAUEHHSI BUMOT Ta OIIHKH 3aXHUIIEHOCTI iH(GOpMAaIlil BUKOPUCTOBYIOTHCSI KPUTEPIl OLIHKK 3aXHUIIEHOCTI.
B craTTi mponoHyHThCS METOIAMKHM BH3HAYCHHS KUIBKICHHX IMOKAa3HHKIB 3axuiieHocTi iHdopmaiii B JIOM — sk
BEJIMYMHM 3IMIIKOBUX PH3MKIB. P03po0ieHi MeTOAWKH, B SIKUX IIPONOHYETHCS JUIi BH3HAYEHHS KUTBKICHHX
MOKa3HUKIB  3aXMIICHOCTI BHUKODHCTaHHS HMMOBIPHOCTEH: nopywienns yirichocmi — Qu, HOPYULEHHS
KOHDIOeHYItIHOCI — Quk, HOPYUIEHHSA OOCIYNHOCTT — (uy T& NOOONAHHA, 310MY KOMNIEKCHOI cucmemu 3axucmy — q.

OmiHka 1Mo KOXHIM 13 (yHKLIOHAJIBHMX BJIACTUBOCTEH 3axMIneHOCTi iH(opmauiiinux pecypcie JIOM 3a
METOJIMKOIO Tepea0daydae peaizalio HacTYITHUX THITIOBHX €TalliB:

1) nmoOynoBa rpagiuHux Mopenel B3aeMoJii 3arpo3 BiINOBIIHIM (yHKIIOHANBHIM BIACTHUBOCTI 3aXHIIEHOCTI
iHpopMamiitHuX pecypciB JIOM i3 BiImoBiqTHIMH 3ac00aMH 3aX¥CTY;

2) OIiHKa BETUYMH 3aJIUIIKOBUX PI3HKiB y JIOM;
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3) BH3HAYCHHS BUXITHHUX JAHUX JUIS OIIHKH 3aJHITKOBUX pr3nKiB y JIOM.

AHai3 3a3HaYeHUX Y METOIIKaX BHPa3iB T03BOJISE 3pOOUTH, TIEPIII 32 BCE, BUCHOBOK IPO TE, III0:

- CITa0KiCTh €JIE€MEHTIB CHCTEMH 3aXHCTy BU3HAYAETHCS HAHOLIBII CITabKOI0 JIAHKOIO 1Ii€1 CHCTEMH;

- JUTA PO3PaxyHKY BiAMIOBIIHUX PU3MKIB MOXKHA BHIUIMTH TOMiHYIOYi HMOBIpHOCTI,;

- yci 3MiHHI, SIKi BXOJAATH J0 CKJIay BUPa3iB, IO 3alPOIOHOBAHI ISl OLIHKK BEJIMYHMH 3aJHIIKOBUX PH3HKIB,
MOXYTh OyTH BU3HAUCHUMH 13 3aCTOCYBAHHSIM PO3POOJICHUX aBTOPOM METOJIHK.

METOAUKHU ONNPEAEJEHUA OCTATOYHbBIX PUCKOB B JIBC

Bauecnae Bacunenxo
Hayuonanvnuti asuayuonsiii ynueepcumem

Jns ompeneneHuss TpeOOBaHWA M OIEHKH 3aIIMIICHHOCTH WH(GOPMAIWU HCIOIB3YIOTCS KPHUTEPUU OICHKH
3aIUIIEHHOCTH. B cTaTtbe mpemiararoTcss METOAUKH OMpENCICHHsS KOJMMYECTBEHHBIX IOKa3aTelel 3aIllUIIeHHOCTH
nHpopmanuu B JIBC — Kak BEIMYMHBI OCTATOYHBIX PHCKOB. Pa3paboTaHBl METOMUKH, B KOTOPBIX IpeIiaracTcs sl
OTIpeNeIeHNs] KOJIMYECTBEHHBIX IMOKa3aTelel 3aIlWIIeHHOCTH WCIOJIB30BAHUS BEPOATHOCTEH : HapyIIeHHE
[EIIOCTHOCTH — (uy, HAPYIIEHUS KOHQHUICHIMATHHOCTH — (nk, HAPYIICHUS TOCTYITHOCTH — (uy W TPEOJOJICHU,
B3JIOMa KOMITICKCHOHM CHCTEMBI 3aIlUTHI — (.

OrneHka no Kaxaod u3 (yHKIMOHAIBHBIX CBOWCTB 3alMIIEHHOCTH WH(opMannoHHbIX pecypcoB JIBC mo
METOAMKE MPEIyCMaTPUBACT PEATH3ALNIO CICAYIONINX TUITHYHBIX 3TaIOB!

1) moctpoeHme TpadUUEcKUX MOMAEIEeH B3aWMOICHCTBUS Yrpo3 COOTBETCTBYIOUIEMY (YHKIHOHAIHLHOMY
CBOMCTBY 3all[MIICHHOCTH HHPOPMAITHOHHBIX pecypcoB JIBC ¢ COOTBETCTBYIOIIMMU CPEICTBAMHU 3aIIUTHI;

2) olLieHKa BEJIMYMH OCTaTOYHBIX puckoB B JIBC;

3) onpeneneHrs BEIXOAHBIX JAHHBIX JIJISl OLIEHKHU OCTaTOYHbIX prckoB B JIBC.

AHanu3 OTMEYCHHBIX B METOJIMKAX BBIPAKECHUI TO3BOJISIET CHIENIATh, MMPEXKIE BCETO, BEIBOJ O TOM, UTO :

- cmaboCTh 3JIEMEHTOB CUCTEMBI 3alUTHI OTPEACISICTC HanOoIee CIabbIM 3BEHOM 3TOW CHCTEMBI;

- IUTs pacyeTa COOTBETCTBYIOIIMX PUCKOB MOKHO BBIJICIIUTH IOMUHUPYIOIIUE BEPOSITHOCTH,

- BCE MEpPEeMEHHbIe, KOTOPBIE BXOIST B COCTAaB BBIPAKCHHUN W TIPEIJIOKEHBI JJIS OLEHKHA BEIHMYUH OCTATOYHBIX
PHUCKOB, MOTYT OBITH OTIPEIENICHBI C TPUMEHEHNEM pa3pabOTaHHBIX aBTOPOM METOTUK.

THE METHODS OF DETERMINATION OF RESIDUAL RISKS IN
LAN

Viacheslav Vasilenko
National aviation university

To determine the requirements and evaluation of information security evaluation criteria used by security. The
article proposes methods for determining quantitative information security in a LAN as the quantities of residual
risks. Methods have been developed, which is proposed for quantifying the probability of protection: qyy - violation
of the integrity,violation of confidentiality - qu«, qus - Vviolation accessibility and overcome, cracking the complex
security system - q.

Score each of the functional properties of the security of information resources on the LAN procedure sets forth
the following typical steps:

1) the construction of graphical interaction models threats the corresponding functional property information
resources security LAN with appropriate protective equipment;

2) evaluation of the quantities of residual risks in the LAN;

3) determination of the output data to assess the residual risks on the LAN.

The analysis noted in the methods of expressions allows us to, first of all, the conclusion that:

- Weakness of the elements of the system of protection is determined by the weakest link in the system;

- To calculate the risks involved can be identified dominating probability;

- All variables that are part of the expressions and proposed to assess the quantities of residual risks can be
identified using techniques developed by the author.
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VIIK 004.056.5(045) _
BE3IIEKA IIPU IIEPEHECEHHI TAHUX HA THITY OIIEPAIIINHY

CUCTEMY
Cepein €zopos
Hayionanvnuii asiayivinuti ynisepcumem

Cratst: 5 cmop., 6 dxcepen.

Y 3BS3KYy 3 PI3KMM 3pOCTaHHSM B IOBCSKICHHOMY JKHUTTI EJIEKTPOHHOTO JIOKYMEHTOOOIry i BILUIMBOM
iHpOpMAIIiHIX BOEH HAa EJIEKTPOHHY JOKYMEHTAlLil0 MUTaHHS Npo Oe3NeyHMi Imepexil Ha iHIIY onepauiiiHy
cucremy (OC) i Oe3meuHe pe3epBHE KOIIIOBAHHS CTae Iy)K€ akTyalbHMM. MeTolo naHoi crarTi € po3poOka
pexoMeHanii i 3aiicHeHHs Oe3nedHoro nepexony 3i crapmoi Bepcii OC Windows Ha iHIny, Mojoamy.

Pe3epBHe KoITitOBaHHS aKTyaJIbHO HE TiJIbKH B Ipoteci ekciuryaranii OC, ane i npu nepexoni Ha HoBy OC. Ilpu
nepii yeranosui HoBoi OC mOIineHO CTBOPHUTH pe3epBHY Komiro OC, Bigpasy micis Toro, K BU BCTAHOBUTE Ha Hel
BCE IIPOTrpaMHe 3a0e3NeUeHHs, IKE BU BUKOPHUCTOBYETE, Pa30M 3 paiiBepaMu.

Crnix BUKOHYBaTH pe3epBHE KOITIOBAHHS THX (aililiB, sIKi BaKKO ab0 HEMOXIIMBO 3aMiHHUTH a00 sAKOIO (aiin
4yacTo 3MiHIO€ThCs. Kanaumaaramu Ha pe3epBHE KOIMiOBAaHHS MOXYTh OyTH HAcTynHI (ailin: MamtoHKu, 1udposi
(dororpadii, Bizieo, piHAHCOBI JOKYMEHTH, IPOCSKTH.

He cnig BUKoHYyBaTH pe3epBHE KOIiIOBaHHS THX IPOTpaMm, sIKi 3a3BHUail 3aiiMaroTh 0araTto IUCKOBOTO MPOCTOPY,
TaK sIK IX MOYKHa BIZIHOBUTH, CKOPUCTABIIUCH AUCKAMH OPUTTHAIBHHUX ITPOIYKTIB JJIsl IOBTOPHOT YCTAHOBKH.

BE3OITACHOCTD ITPH ITIEPEHOCE JAHHBIX HA JIPYT'YIO

OINEPAIIMOHHYIO CUCTEMY

Cepzen Ezopoe
HayuonanvHwiil asuayuonusill yHusepcumem

B cBf3m Cc pe3skuM poCTOM B TIOBCENHEBHOW JKM3HH 3JCKTPOHHOTO JIOKYMEHTOOOOPOTa U BIUSHHEM
WHPOPMALMOHHBIX BOWH Ha OJIIEKTPOHHYIO JOKYMEHTAIIMI0O BONpPOC O OE30IMacHOM TIepexoae Ha JpyTYIo
onepannonHyo cucreMy (OC) m 06e30macHOM pe3epBHOM KOIMMPOBAHWM CTAHOBUTHCS OYEHb AaKTyaJbHBIM.
ITocTaHOBKa 3a/1a4H : IETBIO JAaHHON CTATHH SIBIIETCS pa3paboTka peKOMEHIANi IS OCYIIeCTBICHUS O€30IIaCHOTO
nepexoxa co crapmeit Bepcrun OC Windows Ha IpyTyro, MIaIiIyio.

Pe3epBHOE KOIMMpOBaHKME aKTyaJIbHO HE TOJBKO B mporuecce dkcmtyatauun OC, HO ¥ IpU Nepexojie Ha HOBYIO
OC. Tlpu nepBoii ycranoBke HoBoit OC 1eniecoodpa3Ho co3aath pedepBHyro konuo OC, cpa3y mocie Toro, Kak BbI
yCTaHOBHTE Ha He€ BCE MporpaMMHoOe obecIieueHre, KOTOPOe Bbl HCIIONIB3YETe, BMECTE C JIpaiiBepamu.

CrnemyeT BBIIOJHATH PE3EPBHOE KOMHUPOBaHHE TeX (HallIoB, KOTOPHIC TPYIHO WM HEBO3MOXKHO 3aMCHUTH WU
eci (Qaitn yacto m3MeHseTcsa. KaHauparamMu Ha pe3epBHOC KONMMPOBAHWE MOTYT OBITH cieayromue (haiisr:
pucyHky, nudposeie hotorpaduu, BUICO, PHHAHCOBEIC JOKYMEHTHI, IPOCKTEHI.

He crnenyer BHITOMHATH pe3epBHOE KOMUPOBAHUE TEX MPOTPAMM, KOTOPBIE OOBIYHO 3aHUMAIOT MHOTO JHCKOBOTO
MPOCTPAHCTBA, TaK KaK WX MOXXHO BOCCTAHOBHTBH, BOCIOJNH30BABIINCH NWCKAMH OPWUTHHAIBHBIX MPOMYKTOB IS
MIOBTOPHOW YCTaHOBKH.

SECURITY WHILE TRANSFERING DATA TO ANOTHER
OPERATING SYSTEM

Serhii Yehorov
National aviation university

Due to the sharp increase in the daily life of electronic documents and information warfare influence on the
electronic records issue of safe passage to another operating system (OS) and the safe backing up to become very
important. Problem Statement: The goal of this paper is to develop recommendations for a safe transition from an
older version of Windows to another, younger.

Backing up important not only during the operation running, but the transition to the new OS. When you first
install the new OS it is advisable to back up the OS as soon as you install it on all the software you use, along with
the drivers.
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It should be back up those files that are difficult or impossible to replace, or if the file changes frequently.
Candidates for the backup may be the following files: pictures, digital photos, video, financial documents, projects.

You should not back up those programs, which usually take a lot of disk space, since they can be restored using
the original discs to reinstall the product.

YK 004.932 : 621.391.7 .
CIIOCIb CTEI'AHOI'PA®II 30BPAKEHD 3 ®PPAI'MEHTALIECIO
CTEI'OJAHHUX TA PO3AIVIEHHAM 3AKPUTOI'O KJIIOYA

€szenia Cynema, Cemen IHlupouun
HTYY «KIIl», @akynemem npuxiaouoi mamemamuxu

Crartsi: 5 cmop, 5 0xcepen.

Ha cphoromHiuHiii 1eHb icHye 6arato METOJIB 3aXHUCTy iH(pOPMAILlii, B TOMY YHCII i TaKHX, IO IPYHTYIOTHCS Ha
creranorpadii. Aje OCKUIbKM METOAM CTEroaHaii3y MOCTIMHO BJIOCKOHAIOIOTHCS, TO 3a/ladya CTBOPEHHS HOBHX
cnoco0iB creraHorpagiqHOro 3axucTy iHpopmamii € Ta Oyae 3aJMIIATHCh AKTyaJbHOIO. B cTaTTi MpOomoHyeThCs
cnoci0, sSIKUi BiTHOCHTBCS 10 creraHorpadii mpocropy 300paXkeHb Ta IPYHTYETHCS Ha PO3MIIIEHHI CTErOJaHuX Y
HaiimeHIn 3Hauynmx Oitax (LSB) 3 BukopucTaHHSIM cremianbHOro anroputMmy (parmenranii. Crocio nepenbauae
YTBOPEHHS 3aKPUTOrO KJIIOYa, 10 MOXe OyTH PO3AIICHUI Ha YaCTUHM Ul 30€pekeHHs Ta repeaadi iX OKpeMo Bix
KoHTelHepy. Kirou ckiamaeTbcst 3 BEKTOPY IOYATKOBUX aJIpec Ta BEKTOpY IOBXHH QparMmeHTiB. B crarti
po3msaalThes OCHOBHI 3acanu LSB-creranorpadii ta (opmyIoloTbess BUMOTH 10 ITOPUTMY (parMeHTanii
CTETrO/IaHMX, 110 JIOKUTHh B OCHOBI 3aIlPONIOHOBAHOTO criocoly. B OCHOBHII 4acTHHI CTAaTTi aBTOPH HABOASATH CXEMY
cTeraHorpadiqHOrO MEPETBOPEHHS, ANTOPUTM (hparMeHTaIii CTerOJaHUX, ajJrOPUTM BiTHOBICHHS CTETONAHHUX Ta
(bopMyin po3paxyHKy ajpec sl alropuTMy (parMeHranii. B sKocTi KoHTelHepy NPOIOHYETHCSI BUKOPUCTOBYBATH
rpadiuni ¢aitmu popmaty PNG, ockinpku manuii GpopMaT mependadae ymIiabHEHHS rpadiyHuX MaHWX Oe3 BTpar.
Anroput™m creraHorpadiuHOro TEepeTBOPEHHS 3 (parMEHTAII€l0 CTETOJaHuX Ta ajaropuTtM 0e3 (parMmeHrartii
CTETOJIaHNX OyiM peasi3oBaHi MPOTPaMHUM IUISIXOM JUIA MOPIBHSIBHOI OLIHKM iX mBHAkonii. B craTrti HaBeneHo
eKCIIepUMEHTANIbHI JJaHi 010 Yacy poOOTH 000X aJrOpUTMIB TSI PI3HUX KOHTEHHEPIB Ta 300pakeHb (CTErogaHux).
OTprMaHi JaHi NMOKa3ylOTh, IO BHKOPUCTaHHS (parMeHTanii He3HauyHO 30iblIye 4ac poboTu anroputmy. Lle
JI03BOJISIE 3pOOUTH BHCHOBOK IIPO MOJKJIMBICTB 3aCTOCYBaHHS 3allpONOHOBAHOTO criocoly creraHorpadii 300pakeHb
3 (hparMeHTaIli€l0 CTErolaHNX Ta PO3AIJICHHSIM 3aKPUTOTO KIII0Ya Ha IPAaKTHUIIL.

CIHOCOBb CTEI'AHOI'PA®UHA U30BPAXKEHUM C
OPATMEHTALHUENU CTET'OJAHHBIX U PA3JAEJIEHUEM
3AKPBITOI'O KJITFOYA

Eezenun Cynema, Cemén Illupouun
HTYY «KIIHy», @axyrvmem npuxiaoHou Mamemamuxy

Ha cerogasmHmii JeHb CyIIECTBYeT MHOTO METOAOB 3aIIWTH MHPOPMAILMH, B TOM YHCJIE€ U TaKUX, KOTOPHIE
OCHOBBIBalOTCS Ha creraHorpaduu. [1ockoIbKy METOABI CTEeroaHain3a MOCTOSHHO COBEPIIEHCTBYIOTCS, TO 3a/ada
CO3/IaHUs HOBBIX CIIOCOOOB cTeraHorpaduuecKoi 3amuThl HHGOPMAIIMHK SIBJIICTCS U OYIET OCTaBaThCS aKTyaJbHOM.
B crathe mpemaraercs crmoco0, KOTOPBI OTHOCHUTCS K CTeraHorpauu MPOCTPAaHCTBA H300paXKEHUH U
OCHOBBIBACTCS HA pa3MEICHUH CTETOJJaHHBIX B HanMeHee 3HaunMbIX Outax (LSB) ¢ ncrnonp30BaHuEeM CHCIIHATBHOTO
anroput™a ¢parmenTanuy. Croco0 mpeaycMaTpuBaeT CO3aHue 3aKPBITOrO KITF0Ya, KOTOPBIA MOXKET OBITh pa3jieiicH
Ha YacTH JJIsl XpaHEHUs U Mepeayd uX OTAENbHO OT KoHTelHepa. Kiltou cocTOuT U3 BeKTOpa HAaYaJbHBIX aJpecoB U
BekTopa JanuH (parmeHTOB. B craTthe paccmarpuBaroTCs OCHOBHBIE mpwHOUIB LSB-creranorpadgum u
(dopMmynHupyroTCs TpeOOBaHHSI K alNroOpuTMy (parMEeHTallid CTETOJAHHBIX, KOTOPBIA JIEKUT B OCHOBE
MpeUIO’KEHHOTO crocoba. B OCHOBHOWM dYacTH CTaTbl aBTOPHl TPHUBOIAT CXEMY CTeraHorpadudecKoro
npeoOpa3oBaHusi, alrOPUTM (parMeHTAlMU CTErOJAHHBIX, AITOPUTM BOCCTAHOBJICHHs CTETOIAHHBIX U (OPMYJIbI
pacdeTa agpecoB anroputMa (pparmMeHTanuu. B KauecTBe KOHTelfHepa IMpeliaraeTcsl MCIONb30BaTh IpaduuecKue
¢aiinbr popmara PNG, Tak kak naHHbId (opMmar npenycMaTpuBaeT cxkartue rpadHuecKuX JaHHBIX 0e3 MoTeps.
Anroputm creranorpaduyeckoro npeoOpa3oBanusi ¢ parMeHTalMel CTEroJaHHBIX U aIrOpUTM 0e3 pparMeHTaIuu
CTETOJIJaHHBIX OBLIH PEaTU30BAHBI MPOIPAMMHBIM IIyTEM IS CPABHUTEIBHOM OICHKH MX OBICTPOCHCTBUS. B cTaThe
MPUBEJICHBI dKCIIEPUMEHTAILHBIC JaHHBIC O BPEMEHHU Pa0OThI 0OOMX aJIrOPUTMOB IS PA3JIMYHBIX KOHTCHHEPOB U
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n3o0pakeHnii  (creromaHHbix). [lomydyeHHBIE MJaHHBIE IIOKA3bIBAIOT, YTO HCIONB30BaHWE (pparMeHTaluu
HE3HAUUTENbHO YBEJIMYMBACT BpeMs pabOThl anropuTMa. OTO IO3BOJSET CHENaTh BHIBOJ O BO3MOXKHOCTH
MPAKTUYECKOTO TMPUMEHEHHS TMPEeAJIoOKEHHOro crocoba creraHorpaduu  n300pakeHud ¢  (parmeHranuei
CTErOJaHHbIX U pa3eleHHeM 3aKphITOTrO KIloYa.

The METHOD OF IMAGE DOMAIN STEGANOGRAPHY WITH
STEGODATA FRAGMENTATION AND SEPARATION OF PRIVATE

KEY
Yevgeniya Sulema, Semen Shyrochyn
National Technical University of Ukraine “KPI”

Nowadays there is a significant number of data security methods, including the methods which are based on
steganography. However, since stegoanalysis methods are improving continually, the task of the development of new
methods for steganography data protection is and will remain topical. The method relates to image domain
steganography and based on less significant bit (LSB) stegodata allocation with special fragmentation algorithm is
proposed in this article. The method implies a separable private key to keep it separately from the container. The key
consists of initial addresses vector and fragment lengths vector. The fundamentals of LSB-steganography as well as
the demands to stagodata fragmentation algorithm are discussed in the article. In the main part of the article the
authors present the schema of steganography transform, stegodata fragmentation algorithm, and formulas for
addresses calculation in the fragmentation algorithm. Graphical files in PNG format are proposed to be used as
container, because this format supports lossless compression of graphical data. Both the algorithm of steganography
transform with stegodata fragmentation and the algorithm without stagodata fragmentation have been realized as
software applications in order to estimate and compare their processing speed. The experimental data for
performance time of both algorithms for different containers and images (stegodata) are given in the article. The
obtained data indicate that the fragmentation increases the time of the algorithm performance inconsiderably. This
fact allows to conclude that the proposed method of image domain steganography with stegodata fragmentation and
separation of private key can be applied in practice.

Y]IK 006.86(045)

HOBITHI NPUHLUNHU JJOCSIKHOCTI SIKOCTI
JIABOPATOPHUX BUITPOBYBAHb.
CTATUCTUYHMI NIAXI] aBaoisa

Jlapuca Kowesa
Hayionanvnuii agiayitinuti ynieepcumem

Crarrsi: 11 cmop., 11 oxcepen.

Jns 3a0e3medeHHs BUCOKOT SKOCTI pe3yJIbTaTiB BUIIPOOYBaHb Ta 3a0e3MedeHHs X MOPiBHAHHOCTI HE3aleKHO Bij
MICII Ta 4acy iX MpOBEAEHHS HEOOXiTHO 3aCTOCOBYBAaTH CyYacHI MiAXOMW JO OpraHizamii Ta HpPOBEACHHS
BUIPOOYBAJILHOTO MIPOLIECY, B OCHOBY SKHX MOKJIAJEHO CTATUCTUYHI MeToaAu. CTaTUCTUYIHI METOJH MOXKYTh CIIPHSITH
KpamoMy pO3yMiHHIO IUIHMHY, CTPOKIB Ta NMPHWYHH MIiHJIMBOCTI, IO BIUIMBA€ HA PE3YJIbTAaTH, HAaBiTh 3a HAsBHOCTI
O0OMEXEHOr0 CTaTUCTUYHOIO Marepialy, a B IOJAIBIIOMY — IPHM BUPILIEHHI 1 HaBiTH MONEPEIDKEHHI MpolieM,
OB’ sI3aHUX 3 TAKOTO POy MiHIUBICTIO. CKJIaJ0Bi BUIPOOYBAILHOTO MPOIIECY, 1110 BIUTMBAIOTH HA SKICTh PE3yJbTaTy
(meronuka, BunpoOyBanbHEe O0O0JaJHAHHS, YMOBH, OIIEpPAaTOp) YTBOPIOIOTH CHUCTEMY 3a0€3INeueHHsl SKOCTi, IO
o0y oBaHa Ha OCHOBI CTATHCTHYHOTO MiJXOJY, SKUH 3aCTOCOBYETHCS IPHU BCTAHOBJICHHI XapaKTEPUCTHK TOYHOCTI
METOJIMK BHUIPOOYBaHb Ta OILIHIOBAaHHI pe3yJbTaTiB BUIPOOYBaHb, OTPUMAaHUX IpH iX peaji3amii; BCTaHOBJIECHHI
NPUAATHOCTI CTAHIAPTH30BaHUX METOJMK; OI[IHIOBaHHI NMPUHHSATHOCTI pe3yJbTaTiB BHNPOOYBaHHS; OLHIOBaHHI
npodeciifHOro piBHA 1abopaTopiil; maTpUMaHHI IPOIIECy OJep KaHHS pe3yNbTaTiB BUIIPOOYBaHb HA 3aJaHOMY DPiBHI,
(opMyBaHHI CHIBAPYKHOCTI JTabopaTopii, IO BHUKOHYIOTH BHIIPOOYBaHHA Y IIEBHIH Taly3i; BCTaHOBJICHHI
METPOJIOTIYHNX XapPaKTEPUCTUK JTadoparopii 3 ypaxyBaHHSM IHOWBIAyalbHHX OCOONHMBOCTEH Ta BiAMiHHOCTEH
oprasizarii BUIIpoOyBaJIbHOTO TPOLIECY B HUX, III0 HE MAIOTh KiJIbKICHOI OIIHKH, Ta ypaxyBaHHI IX IPH OLIHIOBaHHI
pe3ynbTaTiB, oTpuMaHux y Jjaboparopii. IlokasaHo, mo 3iCTaBICHHA OTPHMAaHUX pE3yNbTaTiB 3aCHOBAaHI HE Ha
BUSIBJICHHI PI3HHMII MIDXK JBOMa AHMCIEPCIIMH a00 MK JBOMa CepeIHIMH 3HAUYEHHIMHM, a Ha 3aCTOCYBaHHI KPHTEPiiB
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CTaTUCTUYHOI 3HAYYIIOCTI, [0 BUKOPUCTOBYIOTH TOHATTS MPHUHAIEKHOCTI PE3yIbTaTiB BHIPOOYBaHb 0 OMHOI a00
PI3HUX MHOHH.

HOBEWIIWE ITPUHIUIIBI JAOCSAT'AEMOCTH KAYECTBA
JIABOPATOPHBIX UCIIBITAHUU. CTATUCTHYECKHUH TOAXO/

Jlapuca Kowesa
HayuonanvHnolii aguayuonHulil ynusepcumem

Jliist obecriedeHust BRICOKOTO Ka4ecTBa Pe3yJIbTaTOB HCIBITAHUHA M 00eCcIieueHHs X COIIOCTaBUMOCTH HE3aBUCUMO
OT MecCTa W BPEMEHHM HX IIPOBEIEHHS HEOOXOJMMO IPHMEHSTh COBPEMEHHBIE IOJXOJbl K OpraHu3alud M
MPOBEJCHUIO UCIIBITATEIFHOTO MPOLIECcCa, B OCHOBE KOTOPBIX IOJIOXKEHBI CTATUCTUYECKHE MeToAbl. CTaTHCTHYECKNE
METOJIbl MOTYT COJCHCTBOBATh JIydIIEMy MOHMMAHHIO T€UEHHS, CPOKOB M NPUYMH M3MEHYMBOCTH, BIHSIONICH Ha
Pe3yNbTaThl, Jake MPU HAJIMYUKM OTPAHMYEHHOTO CTaTHCTHYECKOTO MaTepuala, a B JalbHEHIIEM — MPH PEIleHHN U
Jaxke NPEeJOTBPAICHUH MPOOIEM, CBSI3aHHBIX C TaKOrO Poja M3MEHYMBOCTHIO. COCTABISIIONINE HCIBITATEIBHOTO
mpolLecca, BIUSIONINE Ha KauyecTBO pe3yJsibTara (METOAMKA, HCHBITAaTeIbHOE OOOPYAOBAHHUE, YCIOBHS, ONEPATOp)
00pa3yroT cucteMy oOecredeHHs: KauecTBa, OCHOBAHHYIO Ha CTATHCTHYECKOM MOAXOAE, KOTOPBIN MPUMEHSETCS IS
YCTAHOBJICHUSI XapaKTEePUCTHK TOYHOCTH METOJMK MCIBITAHMM W OLEHKE MX pe3yJIbTaToOB; YCTAHOBJICHUS
MPUTOJHOCTH CTAHJAPTHU3UPOBAHHBIX METOJIUK; OLIEHKM TPHEMJIEMOCTH pEe3yJlIbTaTOB HCHBITAHUA; OLEHKU
npodeccHoHaNbHOTO YPOBHs J1abOpaTopui; MOAIEp)KaHMsl Ipolecca IIOJyYeHUsl pe3yJIbTaTOB HCIBITAHUI Ha
3aJJaHHOM YpOBHE; (DOPMHPOBaAHHUS COAPYKECTBA J1a0OPATOPUil, BBHINOJHSIONIMX HWCIBITAHUS B OINpENEeNICHHON
00J1aCTH; YCTaHOBJIEHUSI METPOJIOTHUECKHIX XapaKTEPUCTHK J1a00paTOPHUH ¢ y4ETOM HHIMBHIYaIbHBIX OCOOCHHOCTEH
U pa3Iu4yiil B OpraHU3alli UCHBITATEIbHOTO MPOLECCA B HUX, HE UMEIOIUX KOJUYECTBEHHOM OLIEHKHU, U y4eTa HX
IIPU OLIEHKE PEe3yJIbTAaTOB, MOJIYYEHHBIX B Jlaboparopuu. [loka3aHo, 4TO COMOCTABICHUE MOIYYEHHBIX PE3yIbTATOB
OCHOBAHO HE Ha BBISBICHUN PA3IHIUN MEXIy JBYMS AUCIIEPCUSIMH WM MEXIy JBYMS CPEIHUMH 3HAYCHUSIMH, a Ha
MPUMEHEHUH KPHUTEPUEB CTATHCTHYECKOM 3HAYMMOCTH, WCIOJB3YIONIMX IMOHSATHE MPUHAUIC)KHOCTH PE3YJIbTaTOB
UCTIBITaHUH K OJTHOMY HJIH Pa3HBIM MHOXKECTBAM.

THE NEWEST PRINCIPLES OF REACH OF QUALITY OF ALPHA
TESTS. THE STATISTICAL APPROACH

Larysa Kosheva
National aviation university

Currently, to ensure high quality test results and make them comparable, regardless of location and time of their
need to apply modern approaches to the organization and conduct of the trial process, which are based on statistical
methods. Statistical methods can contribute to a better understanding of the flow, timing and causes of variability
affecting the results, even with limited statistical material, and in the future — in the solution and even prevention of
problems associated with such variability.Components of the test process, affecting the quality of results (method,
test equipment, conditions, operator) form a quality assurance system based on a statistical approach, which is used
to determine the characteristics of the accuracy of testing methods and evaluating their results, the suitability of
standardized methods, for assessing the acceptability of test results; assessment of professional-level laboratories to
support the process of obtaining the test results at a given level, the formation of the commonwealth of laboratories
performing tests in a particular area; establishing the metrological characteristics of the laboratory, taking into
account individual characteristics and differences in the organization of the trial process in them, without
quantifying, and recording their when evaluating the results obtained in the laboratory. It is shown that a comparison
of the results is not based on the identification of differences between two variances, or between two averages, and
the application of the criteria of statistical significance, using the concept of membership of the test results to the
same or different sets.
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VJIK 531/534(075.8)
OIITUMIBALIA XAPAKTEPUCTUK PAJIIOEJIEKTPOHHUX
3ACOBIB TEXHIYHOI'O 3AXUCTY IH(I)OPMAI_[Ii

bopuc Yeapos, IOpiii 3inbkoecokuii
Hayionanvnuit mexniunuu ynieepcumem Yxpainu ~Kuiecoxuu nonimexniynui incmumym’”’

Cratts: 8 cmop., 4 oxcepen.

OznHUM 3 HalBXIUBIIIMX TOKAa3HUKIB NMpU3HAueHHs panioenekTpoHHuX 3aco0iB (PE3) texniuHoro 3axucry
inpopmaii (T3I) € HapilHICTB, OCKINBKU Oy/b-sKa BiIMOBA (HENpaue3AaTHICTh) IKOI-HeOyIb CTPYKTYPHOI OJUHHUII
komiuiekcy T3I moxe mpuBecTH abo 1O mpocodyBaHHA iH(OpMalii 3a MeXi KOHTPOJIBOBAHOI 30HH, abo 10
30BHILIHBOrO BIUIMBY Ha CUCTEMY, JIe iH(OPMAILIisi CTBOPIOETHCS, 00POOIISETHCS, HAKOMMYYETHCS a00 30epiraeTbesl.

3Ha4YCHHS MMOKa3HUKIB HaAiiHOCTI TakuX PE3 MaroTh OyTH MakCHMaabHO BUCOKHMU, @ MOXIIUBOCTI 1 3aC00M IS
iX JOcCsATHEHHs HEOOXiAHO mepembadaTH BXKE TPH TPOCKTYBaHHI Ha CTalii CTBOPEHHsS CTPYKTYpHOI MOAemi
Mmaiioytaeoro PE3. HaiiBumii mokaszHuku sikocti PE3 mocsraroThes mapaMeTpUYHOIO ONTHMI3AIi€l0 BCix abo
OimpmocTi BUXiOHMX TapamerpiB mogemi. Ilicnms ¢opMyBaHHS CTPYKTYpHOI MOJIENi TPOEKTYIOTH CTPYKTYpHi
ckianoBi Bckoro PE3 1 BU3HAa49aroTh X KOHCTPYKTHBHI MMapaMeTpH, a TAaKOXK PO3PaxOBYIOTh OCHOBHI ()yHKIIIOHAJBHI
XapaKTePUCTUKH TPHCTporo. lle nae MOXIMBICTH pO3paxyBaTH 3HAYEHHS BCIX ONMHUYHMX, YacCTKOBHX 1
KOMILIEKCHOTO KpUTepio K .

Jns mocsTHEeHHS HaWBHIIMX MOKA3HHUKIB SKOCTI HEOOXITHO IMOCIIZOBHUMH iTEpaIlisIMHA IIPOBECTH MapaMETPUIHY
ONTUMI3aIlil0 3MIiHOI 3HA4YeHb MEPBUHHUX BEIWYMH 1 Il J03BOJIsA€ MiABHIMTH CTiiikicte PE3 mo 30BHImHIX
MeXaHIYHUX [Iifi, TOBHICTIO 30epiraioum croyaTtKy BHOpaHi GopMmy i po3MipH eIeMEeHTIB KOHCTPYKIii, 3aCTOCOBaHi
JUTSI HUX MaTepiaim.

OcHoBHUMH 00'ekTamu omrruMizarii B PE3 mMaroTe OyTH CTPyKTYpHO-KOHCTPYKTHBHI MOJYJIi MEPIIOTO MOPSAKY
(CKM1) — t1.3. Biuka i MC6 — ¢yHkuionansHo 3akindeni PE3, sxi po3mimieHi Ha IjiacTMacoBid, MeTaneBiii abo
KepaMmiuHiil apykoBaHiii mati. ¥ 3arambHomy 00'emi pizHoMmaniTHHX PE3 CKMI cknapatore He meHie 67-85%
CTPYKTYPHUX €JICMCHTIB 1 TOMY MOXHA BBa)KaTH, III0 CaM€ BOHH 1 MOBHHHI PO3IJISIATHCS SIK OCHOBHI 00'€KTH,
MOKa3HUKIB KOHCTPYKTHUBHOI 1 ()YHKI[IOHAJIBHOI JOCKOHAJIOCTI SIKUX HEOOXiZHO MOCATTH B mepmy depry. Jms Hux i
MOBMHHI TIEPII 3a BCE CTBOPIOBATHCS] METOAN NMPOSKTYBaHHS ONTUMAaJIbHUX KOHCTPYKIIH.

UncenbHUM MOJETIOBAaHHAM MOKa3aHO, IO palliOHATbHA KOMIIOHOBKA €JIEMEHTIB Ha JPYKOBaHId IuaTi abo
ATOXKIT MIKPO30OPKH MOXKE y sl BUITAIKIB MiABUIUTH BipoTigHICTh O6e3BimMoBHOI podotn PE3 mpu MexaHidHHX
BIuMBax Ha 45 — 50%, a npu temnoBux — Ha 20 — 35%. B pesynbraTi mapameTpudHOi onTHMi3aiii TOHOJIOTil
KOHCTPYKTUBHUX MOJYJIB 3 BKa3aHUMH €JIEMEHTaMH OyJle OTpUMaHa i MaKCUMallbHa HaaiiiHicTh KOHCTpYKIii PE3.

ONTUMM3ALNA XAPAKTEPUCTUK PAJUO3JEKTPOHHBIX
CPEACTB TEXHUYECKOMU 3AIIUTHBI UTHOPOPMALIUU

bopuc Yeapoe, IOpuii 3unvkoeckuii
Hayuonanvnoii mexnuuecxuti ynueepcumem Yxpaunvl ~"Kuesckuii noaumexuuyeckui
uncmumym”

OmHUM W3 BaXHEHIINUX IMOKa3aTenedl Ha3sHAYeHHsS PaJarodJIeKTpOHHBIX cpelacTB (POC) TeXHWYECKOH 3alluThI
unpopmannu (T3U) siBiseTcs HAEKHOCTD, T. K. 000N 0TKa3 (HEpabOTOCMOCOOHOCTh) KAKOH-IMOO CTPYKTYPHOM
eanHuIBl Komiuiekca T3W MokeT mpuBeCTH WM K yTeuke WHPOPMALH 32 MPeIesbl KOHTPOIUPYEMON 30HBI, M K
BHEIIIHEMY BO3JICHCTBHUIO Ha CUCTEMY, Iie HHGOpMAIIUs co31aeTcs, 00pabaThIBacTCs, HAKAIIMBACTCS UIIH XPAHHUTCS.
3HaueHne Mokaszareiaeii HafekHOCTH Takux PDC MOKHBI OBITh MaKCHMMAajlbHO BBICOKMMHM, a BO3MOXKHOCTH M
CpeAcTBa JUIS MX JOCTMDKEHHs HEOOXOIMMO IpEeoyCMaTpuBaTh YK€ NPU NPOSKTHPOBAHMU Ha CTaJAMU CO3JaHUS
CTpyKTypHO# Mozenmu Oymymero POC. HauBrpicmme mokaszarenn kadectBa POC mocTHTaroTCs mapaMeTpudecKoi
ONTUMU3AIMEH BCEX MU OOJNBIIMHCTBA UCXOIHBIX MTAPAMETPOB MOJICIH.

IMocne dopMupoBaHHUsS CTPYKTYPHOW MOJETH TPOEKTUPYIOT CTPYKTYpHBIE cocTaBisitorne Bcero POC u
OTpEeNesIIOT WX KOHCTPYKTUBHBIE TIApaMeTphl, a TakKe pPaCCUUTHIBAIOT OCHOBHBIE (DYHKIIMOHAJIBHBIE
XapaKTEePUCTHKH YCTPOiicTBa. DTO HaeT BO3MOXKHOCTh PACCUMTATh 3HAYEHHUS BCEX CAWHUYHBIX, YaCTHYHBIX U
KOMIIIEKCHOTO KPUTEpHs K .

JIJis MOCTMKEHUST HAaUBBICIIMX ITOKA3aTeJIe Ka4ecTBa HEOOXOIUMO MOCIIE0BATCIBHBIMEI UTEPAIIMSIMHU ITPOBECTH
MapaMETPUYCCKYI0 ONTUMH3AIMI0O W3MEHCHHEM 3HAYCHUN IEPBHUYHBIX BEIWYHMH WM 3TO IO3BOJSCT TOBBICUTH
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croiikocts POC K BHEHIHUM MEXaHWYECKMM BO3JCHCTBHSAM, IMOJHOCTHIO COXpAHSAS IEPBOHAYAIBHO BBIOpaHHBIC
(hopMmy 1 pazMepsl 3IEMEHTOB KOHCTPYKIIUH, IPUMEHEHHBIE [T HUX MaTepHaIbl.

OcHOBHBIMU OOBeKkTaMu onTuMu3anuu B POC MOmKHBI OBITH CTPYKTYpPHO-KOHCTPYKTHBHBIE MOIYJH IIEPBOTO
nopsiaka (CKM1) — T.H. siueitku 1 MCO — ¢yHKuuoHanbHO 3akoH4YeHHble POC, KOTOpble pa3MelleHbl Ha
ITACTMACCOBOM, METAJUNTHYECKON HiTH Kepamuueckoi nedatHoi miare (I111). B obmem o0bemMe Beelt pasHOOOpasHOi
POC CKMI coctaBistoT He MeHee 67—85% CTPYKTYpHBIX 2JIEMEHTOB, OATOMY MOKHO CUUTATh, YTO UMEHHO OHHU U
JOJDKHBI  paccMaTpuBaThCs KaKk OCHOBHBIE OOBEKTHI, IOKa3aTelieil KOHCTPYKTHBHOTO M (YHKIHOHAJIBHOTO
COBEpIIEHCTBA KOTOPBIX HEOOXOANMO JOCTHYb B MEPBYIO ouepenb. i HUX M TOJDKHBI ITPEXJIe BCETO CO3/1aBaThCs
METO/IbI IPOEKTUPOBAHMS ONTUMAIIBHBIX KOHCTPYKIHH.

YuciieHHBIM MOJEINPOBAHUEM II0KA3aHO, YTO palMOHabHAsh KOMIIOHOBKA 3JIEMEHTOB Ha OCHOBAaHHMH IE€YaTHOMN
TUTATHI WIH TTOAJIOXKKH MUKPOCOOPKH MOKET B PSIE CIydacB MOBBICUThH BEPOSITHOCTH Oe30TKa3HO# paboTsl POC mpu
MEXaHW4YEeCKUX BO3ACHCTBHAX Ha 45 — 50%, a mpu TemnoBeix — Ha 20 — 35%. B pesynbrate mapameTpuuecKkoit
ONTHMU3AIMU TOTIOJIOTHH KOHCTPYKTUBHBIX MOAYJIEH C yKa3aHHBIMH 3JIEMEHTaMH OyJeT MOTydeHa U MaKCUMalbHas
HaJIeKHOCTh KOHCTpyKuuu POC.

OPTIMAZATION OF CHARACTERISTICS OF RADIO
ELECTRONIC TECHNICAL INFORMATION SECURITY

PRODUCTS

Boris Uvarov, Yuriy Zinkovsky
National Technical University of Ukraine “Kyiv Polytechnic Institute”

One of the most important indicators of use of electronic means (RECs), technical protection of information
(TZI) is reliable, because any failure (non-functional), a structural unit of complex proofing may or may leak
information outside the controlled area, or to external influence on a system where information is created, processed,
stored or kept. The value of reliability of the RECs should be as high as possible and the means to achieve them must
be provided even at the design stage to create a structural model of the future RECs. The highest quality is achieved
RES parametric optimization of all or most of the initial parameters of the model.

After the formation of a structural model of designing structural components of the RECs and determine their
structural parameters and calculate the key features of the device. This makes it possible to calculate the values K of
all single, partial and complex criteria.

To achieve the highest quality to successive iterations to optimize the parametric variation of the primary values
of variables and it allows to increase the resistance of RES to external mechanical influences, while maintaining the
original shape and size of the selected design elements that are applied to these materials. The main objects of
optimization in the RES must be structural and structural units of the first order (SKM1) - the so-called cells and
SMEs - a functionally complete RECs, which are placed on a plastic, metal or ceramic printed circuit board (PCB).
In total across a variety of RES SKMI1 is at least 67-85% of the structural elements, so we can assume that they, and
should be considered as basic objects, constructive and functional parameters of perfection to be achieved in the first
place. For them, and must first be established methods of design of optimal structures.

Numerical simulation shows that the rational layout of elements on the basis of the printed circuit board or
substrate micro can, in some cases increase the probability of failure of RES by mechanical action on 45 - 50%, and
with heat - 20 - 35%. As a result, the parametric optimization of structural topology of the modules with the above
elements will be obtained and maximum reliability of the design RES.

YK 621.395
BIIVIUB 3BMIHU CTPYKTYPHU BITOMYUX
TEJEKOMYHIKAIIMHUX MEPEX HA 3ABE3IIEYEHHSA
3AJAHUX 3HAYEHD ITOKA3HUKIB AKOCTI
OBCJIYI'OBYBAHHA

Jmumpo Mozuneeuu, Banepinu Ilpasuno, Onexcanop 3axapaw
BITI HTYY “KIII”

Crartsi: 6 cmop., 5 0xcepen.
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PosrnsHyTi TMTaHHS BUKOHAHHSA 3HAYCHb IMOBIPHOCTI O€3BiIMOBHOTO OOCIYTOBYBaHHS 3asiBOK Ha
TenekoMyHikariitanx Mepexax (TKM). OgauM i3 IUIIXiB BUPIMICHHS TAaHOI 3a7a4i € BBEACHHS B CTPYKTYPY MeEpexi
JIOJATKOBHX TUIOK. B cTaTTi HaBeAeHO po3paxyHKH, OTPUMaHI METOJIOM CyKYITHOCTI IIIsAXiB abo mepetuHis. Hamano
rpadiky 3aJeKHOCTI 3Ha4eHb IMOBIPHOCTI 0€3BIIMOBHOTO OOCIYrOBYBaHHS JOJATKOBHX MEPEMHYOK B CTPYKTYpI
Mepexi BiJl IMOBIPHOCTI 6€3BiIMOBHOTO 0OCIYrOBYBaHHS T1JIOK, IO CTAHOBIISITH IIUISIXH BCTAHOBJICHHSI 3'€/THAHHSI.

XapakTepucTHKa, 110 BH3HAYa€ MOXKJIHMBICTH aOOHEHTIB OOMiHIOBaTHCS iH(oOpMaliero MepexaMmu 3B'SI3Ky B
YMOBax BUHHKHEHHS TEXHIYHUX BIIIMOB W €KCIUTyaTaliiHUX NOMMJIOK Ha i1 elleMeHTax 0e3 MOMITHOTO MOTipIIeHHS
IMOBIPHICHO-4aCOBHX ITOKAa3HUKIB OOCIYroBYBaHHS 3asBOK OJepKajla Ha3By HAAIHHOCTI (YHKI[IOHYBaHHS MeEpex
3B's3Ky. ToMy mijg HaailHICTIO (QYHKLIIOHYBaHHS MeEpexi 3BSI3KY pPO3yMI€ThCsl ii BIACTUBICTH 3abe3medyBaru
BCTAHOBJICHHs 3'€/IHAaHb 1 Mepeaady IMOBIJOMIIEHb y PEIbHHX yMOBax eKCIUTyaTamlii nmpu 30epekeHHI 3HaueHb
MOKA3HMUKIB SIKOCTI OOCIYyrOBYBaHHS, BCTAHOBIIGHOTO MJISI KOXKHOTO HANPSAMKY 3B'S3Ky. IIOKa3HHKOM SIKOCTI
00CITyroByBaHHS 3asBOK y HanpsMKy 3B'13ky TKM, mo Moxke OyTH pO3IJIsIHYTa SK N-KaHaJIbHAa CHCTEMa MacOBOTO
oOcimyroByBaHHS 3 BimmMoBamMum ab0 3 OUIKYBaHHSIM, TPHAHATO BBAXAaTH WMOBIPHICT 0€3BiIMOBHOTO
00CITyTOBYBaHHS

Mera pgaHoi poOOTM — BHU3HAYUTH MOXKJIIUBI IIISAXH 3a0€3MeYeHHs] 3aaHOTO 3HAYeHHS WMOBIpHOCTI
0€3B1IMOBHOT0 00OCIIYTrOBYBaHHS 3asBOK B 00paHOMY HanpsiMKy 3B13Ky i Ha TKM y miioMy 1iisxom 3MiHIOBaHHS
(HapolyBaHHS) CTPYKTYPH MEPEXi B yMOBax BUXOJIY 3 Jady (BiAMOBH) i €lEMEHTIB BHACIIIOK TEXHIYHUX BIJIMOB,
CTOPOHHIX BIUIMBIB, CTUXIHHHX SIBUIL TOLIO.

BJIMAHUE UBMEHEHUSA CTPYKTYPbBI BEAOMCTBEHHbBIX
TEJEKOMMYHUKALIUOHHBIX CETEA HA OBECIIEYEHUE
3AJIAHHBIX 3HAUEHU MOKA3ATEJIEA KAUECTBA
OBCJIYKUBAHUA

mumpuit Mozuneeuu, Banepuit Ilpasuno, Anexcanop 3axapaw
BUTH HTYY “KIII”

PaccMoTpeHBl BONPOCHI BBINOJIHEHHS 3HAYCHUH BEPOSITHOCTH O€30TKAa3HOTO OOCIYKMBaHMS 3asSBOK Ha
tenekoMMyHHUKaMoHHBIX ceTsaX (TKC). OgauM u3 myTeit perieHus JaHHON 3a7auu SIBISIETCS BBEACHUE B CTPYKTYPY
CeTH JOMNOJHUTENIBHBIX BeTBell. B craThe mpuBENEHBI pacyeThl, NOIYYCHHBIE METOJOM COBOKYIHOCTU IyTEH WU
CeueHHi, W TrpadUKH 3aBUCHUMOCTH 3HA4YE€HHH BEPOATHOCTH OE30TKAa3HOTO OOCITY)XMBAHUS JIOMOJIHUTEIBHBIX
IepeMbIUeK B CTPYKTYpE CETH OT BEPOSITHOCTH 0€30TKa3HOTO OOCIy)KHBaHUS BETBEH, KOTOpPBIE NPEICTABISIOT ITyTH
YCTaHOBIICHUSI COCTUHEHUSI.

XapakTeprCcTHKa, KOTOPask OMPEAEIIeT BO3MOXKHOCTh AD0OHEHTOB 0OMEHNBATHCS HH(OPMAIHEH! 110 CETSM CBA3H B
YCIIOBUSIX BO3HMKHOBEHHS TEXHHUYECKHX OTKA30B M JKCIUTyaTallMOHHBIX OIIMOOK Ha ee 3JIeMEHTax 0e3 3aMeTHOro
YXYIIICHUS BEPOSTHOCTHO-BPEMEHHBIX IOKa3aTelel OOCITy)XMBaHMS 3asBOK MONydYWJa Ha3BaHWE HAaJECKHOCTH
(byHKUMOHHMpOBaHUs ceTed cBA3u. [1oaToMy mOx HameXHOCTHIO (QYHKIIMOHHUPOBAHUS CETH CBSA3U IOHHMAeTCs ee
CBOMCTBO 0O€ECIIEUMBATh YCTAHOBJICHHE COCOUHEHHI U Mepeaady COOOIIEHUH B PEAIbHBIX YCIIOBUSAX 3KCIUTyaTalluu
IPU COXPAHCHMH 3HAYCHUM IOKa3aTeNeil KadecTBa OOCITyKHBAHUS, yCTAHOBICHHOTO JIsI Ka)KAOTO HANpaBICHUS
cBsi3u. [lokazaTtenem kauectBa oOCITyKMBaHUsS 3asBOK B HampaieHuu cBsisu TKC, koropas Moxer OBITh
paccMOTpeHa KaK N-KaHalbHAs CUCTEMA MacCOBOI0 0OCITYKUBaHMS C OTKa3aMHU WM C 0KUAAaHHEM, IPUHSITO CUUTATh
BEPOSITHOCTh 0€30TKa3HOT0 00CITy>)KUBAHUSL.

Llenpto nmaHHOW pPaOOTHI SBISETCS OMNpEAETIEHHE BO3MOXKHBIX ITyTeH oOecredeHHus 3aJaHHOrO 3HAa4YeHUs
BEPOSITHOCTH O€30TKa3HOTO OOCIY)KMBaHHUS 3asBOK B BHIOpaHHOM HampasiieHHH cBsi3u 1 Ha TKC B menom myrem
M3MEHEeHMs1 (HapallMBaHMs) CTPYKTYPhI CETH B YCIOBHSIX BBIXOAa M3 CTpos (OTKa3a) ee DJIEMEHTOB BCIEICTBHE
TEXHHUYECKHUX MPUYNH, TOCTOPOHHUX BIUSHUH, CTUXUHHBIX SBICHUH H T. 1.

THE INFLUENCE OF CHANGE OF STRUCTURE OF
DEPARTMENTAL TELECOMMUNICATION NETWORKS ON

SUPPORT OF SETTING VALUATIONS QUALITY OF SERVICE

Dmitro Mogilevich, Valeriy Pravilo, Oleksandr Zaharash
MITI NTUU “KPI”

In article questions of performance of values of probability fault-free upkeeps of requests on telecommunication
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networks (TCN) are considered. One of ways of the decision of the given task is introduction in structure of a
network of additional branches. In article the calculations received by a method of set of ways or sections are
resulted. Schedules of dependence of values of probability fault-free upkeeps of additional jumpers in structure of a
network from probability fault-free upkeeps of branches which represent connection establishment ways are given.

The characteristic which defines possibility of subscribers to communicate on communication networks in the
conditions of origin of technical failures and operational errors on its elements without noticeable impairment of is
probability-time indexes of service of requests, received a title of reliability of functioning of communication
networks. Therefore reliability of functioning of a communication network is understood as its property to provide
establishment of connections and message transfer in actual practice maintenance at saving of values of quality
characteristics of the service installed for each direction of communication. In a direction of communication TCN
which can be considered as n-channel system of mass service with failures or with waiting, it is considered to be a
quality characteristic of service of requests probability fault-free upkeeps.

The aim of the given operation puts determination of possible ways of support of a preset value of probability
fault-free upkeeps of requests in the selected direction of communication and on TCN as a whole by change
(escalating) of structure of a network, in the conditions of failure of its elements owing to the technical reasons,
outside influences, the spontaneous phenomena etc.

YK 35.078:342.738 _
HAJIAIITYBAHHS 3AXUCHUX BJIACTUBOCTEUN BOKCY
JJIA MOBIJIBHUX TEJIE®OHIB

Bnaoucnae Yepnuuw, 120p /Kyxoe
Xapkiecokuil HayioHanbHULl YHigepcumem padioeieKmpoHiKu

Crartsi: 5 cmop, 6 dxcepen.

Po3risiHyTi OCHOBHI 3aXMCHI BJIACTHBOCTI 3aXUCHOTO OOKCy AJisi MOOUTbHUX TenedoHiB. Y poboTi npencrasieHi
JOCTIKSHHS PiBHA 3BYKOI30JIAIIi1 3aXUCHOT0 OOKCY Ha 9acTOTaX MOBHOTO CHTHATY. Pe3ynpTaTé HOCIimKeHb MOJKHA
BUKOPHCTATH JUIsl 3aXUCTY MOBHOI KOH(1ieHiiHHOT iHdopMalii.

3abe3neueHHs KOHQiIEeHIIHHOCTI MOBHOT iHpOpMallii € akTyalbHUM MHTAHHSIM Y raiysi Oesneku iHdopmauii.
[Tpu npoBenenHi Hapax, koHdepeHLil, 3acinanp BiIacHUK iHMopMalii 3 oomexxennm nocrynom (130/]) crukaerses 3
npoOJIeMOI0  MOXKJIMBOCTI 1I BHTOKY 4epe3 3akJIaJHWH TIpUCTpid, sSKkuid Moxke Oyrn BOynmoBaHWii abo
3arporpaMoBaHuii y MoOinbHUH TenedoH Oe3 Bimoma BiacHUKA TeseoHy. [IpuiHATI ctocoOu 3aXHCTy BiJl TaKOro
KaHaJly BUTOKY: 3aJIMILIECHHS MOOIJIBHOTO TeJIe()OHY 32 MEXaMH BUIUJICHOTO MPUMIIIEHHS! 200 BUMKHEHHS TeJe(oHy
i3 000B’I3KOBMM BUHMaHHSM OaTapel )KUBJICHHS i3 Hhoro. O0HMIBa ClIOCOOM HATHKAIOTHCS Ha CIIPOTHB X BIACHUKIB,
00yMOBJICHHH, TIEpIIT 3a BCE, THMYACOBOIO BTPATOIO 3B SI3KY.

[MomonanHa BKa3aHUX HENONIKIB: 1) 3amoOiraHHs BHUTOKY MOBHOI depe3 3aKiIaJHUNA TPHUCTPI MOOLITBHOTO
Tenedony, 2) 3a0e3MeYeHHs] ONTUYHOT Ta 3BYKOBOI 1HIUKAIlI] BUKIMKY BIACHUKA TeledoHy MoXke OyTH 3a0e31edeHo
3a JIOTIOMOTOI0 3aXHUCHOTO OOKCY JUIsi MOOUIbHUX Tesle(OHIB.

HACTPOHMKH 3AIIIUTHBIX CBOMCTB BOKCa J1JISI
MOBWJIBHBIX TEJE®OHOB

Bnaaoucnae Yepnovruu, Heopo Kyxoe
XapbKo6ckutl HAYUOHANbHBIL YHUGEPCUMEM PAOUOITIEKMPOHUKU

PaccMOTpeHBI OCHOBHBIC 3alllUTHBIE CBOICTBa 3aIUTHOrO OOKca s MOOWIBHBIX TenedoHoB. B pabote
MPEJCTAaBICHBI  UCCICAOBAaHHUA YPOBHSA  3BYKOM3OIIMHM  3alIUTHOIO OOKCa HAa  YacTOTaX  pPE4eBOro
curHana. Pe3ynpraTel  MCCIeTOBaHMNA MOXHO HCIIONB30BaTh JUIS  3alIUTHl  PEYEBOW  KOH(HUICHIMAIHHON
HHPOPMALINH.

ObecrieueHne KOHQHUICHINATHHOCTH PEYEeBON HWH(POPMAIH SBISIETCS aKTyaJbHBIM BOIPOCOM B 00JAcTH
6e3omacHocTr mHGOpMAaIwK. [IpH NpoBeACHHH COBCINAHHH, KOH(GEPEHIMHA, 3aceAaHnil Biaaenel] HHPOPMAIUH C
orpanndeHHbIM foctynoM (McOJl) cramkuBaercst ¢ mpoOiaeMoil BO3MOXHOCTH €€ YTeUKH duepe3 3aKiIagHbIe
YCTPOICTBa, KOTOPBI MOXET OBITh BCTPOEH WM 3alporpaMMHPOBaHHBIA B MOOWIBHBIH TeiaedoH Oe3 Bemoma
Bianenblia teaedona. [IpuHATHIC CTIOCOOBI 3aUTHI OT TAKOTO KaHa a yTEYKH: OCTaBICHUE MOOMIBLHOIO TeiaedoHa 3a
npeacjiaMu BbIACJICHHOTO MOMCIICHUSA U BBIKIIIOYCHUE Teﬂe(l)OHa C O6HSaTeHbelM U3BJICYCHUCM 6aTapel71 IIUTaHUA
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u3 Hero. O6a crmocoba HATHIKAIOTCS HA COMPOTHBICHHE MX BIAICNBICB, 00yCIOBICH, TPEXIE BCErO, BPEMEHHOMN
MoTepe CBA3M.

[Ipeononenre yka3aHHBIX HEJIOCTAaTKOB: 1) HpeNOTBpallleHHe yTEUKH PEeYeBOil uYepe3 3akiaJHble yCTpoiicTBa
MOOMIIBHOTO TenedoHa, 2) obecreyeHne ONTHYECKOW U 3BYKOBOW MHAMKAITMH BBI30BA BIaJeNblia Tene(oHa MOXKET
OBITH 00ECIICUCHO C MOMOIIIBIO 3aIIMTHOTO OOKCa JJIsi MOOWIIBHBIX TeIe(OHOB.

SETTINGs of THE PROTECTIVE PROPERTIES OF BOXING
FOR MOBILE PHONES

Viadislav Chernish, Thor Zhukov
Kharkov National University of Radioelectronics

The main protective properties of protective boxing for mobile phones are observed. The work presents the
research level of soundproofing protective boxing at frequencies of speech signal. The research results can be used to
protect privacy voice data.

Ensuring confidentiality of voice information is relevant to the security of information. While conducting
meetings, conferences, owner of the information with restricted access (IsOD) faced with the possibility of leakage
through eavesdropping devices, which can be embedded or programmed in the mobile phone without your
knowledge. Accepted methods of protection against leakage of such a channel: the abandonment of mobile phone
outside the selected area on or off with the obligatory removing batteries from it. Both methods run into resistance of
their owners, is due, above all, a temporary loss of communication.

Overcoming these shortcomings: 1) prevention of leakage of audio eavesdropping devices through the mobile
phone, 2) provide visual and audible indication of the owner of the phone call may be provided with protective
housings for mobile phones.

YK 534.21:004.56.5(045)
AKYCTUYHA CUCTEMA AJJAIITUBHOI'O IPUTHIYEHHSA
IHO®POPMATUBHOI'O CUT'HAJY

Pocmucnae Cazonos, bopuc Kypunenxo
Hayioananvnuti asiayivinui ynisepcumem

Cratta: 7 cmop., 5 0xcepen.

CucremMH aJanTUBHOTO NPHUTHIYEHHS 3BYKOBOTO CHI'HAIy MOXHa cHpoOyBaTH 3acTOCYBaTH MJIsl 3aXUCTy
aKkyctryHol iHpopmauii B mpumimenHi. IIpy mpoMy B MeXax OXOPOHHOI 30HM 32 JJONOMOTOI KOMIICHCYFOUHMX
AKyCTHYHHX CHCTEM CTBOPIOETHCS 00JIaCTh, 32 MEKaMH SIKOi piBeHb 3BYKY a00 BiJICYTHIH, a00 3HaYHO OclabiIseThes,
ab0 CIOTBOPIOETBCA TO CTaHy, SKHH HE MOXIIMBO pO3Mi3HATh. TOMY TpeACTaBisd€ IHTEpeC MOCHiIHKEHHS
MIPOCTOPOBOTO PO3MOLTY TOJSA 3BYKOBOi XBWIII Bif JpKepen iHGopMarii i aKyCTHYHHX CHCTEM KOMIICHCAIl MOt
XBWII. J{7151 MOCATHEHHS TIOCTABIICHOI METH BUKOPHUCTOBYBAJIOCS €IEKTPOHHO-00UHCITIOBaNIbHE cepenopuie Mathcad,
B SIKOMY OYyJIO 3MOJIEJIbOBaHO 3aBJaHHsI IPOCTOPOBOTO PO3MO/ILTY MOJIsl 3BYKOBOI XBHJII B N- mpkepen indopmarii i
N- aKyCTHYHHX CHCTEM KOMIIEHCALii Moyl XBWIi. AHaTi3yl04d OTPHMaHi pe3yJbTaTH, MOXKHA 3pOOHTH BHCHOBOK
PO MOXKJIMBICTH CTBOPEHHS aKyCTHYHOI CHCTEMH aJalTHBHOTO NPHUTHiYeHHS iH()OpPMAIIfHOTO CHUTHAIY, ane Iyt
TMEBHUX YMOB.

JIiis ycix po3risiHYTHX YacTOT B IIGHTPI PO3MOALTY HMOTYXKHOCTI KOMIIEHCAIlIT BUIIPOMIHIOBaHb CIIOCTEPITa€ThCs
0051acTh 3 JOCHUTh HU3bKUM PIBHEM BUIIPOMIHIOBAHHS, OTOYCHA OULIBII BHCOKMMH aMILTITyIHUMH CKJIAJOBHMH, IO
Jla€ MO>KJIMBICTb BUKOPUCTAHHS IIi€l 30HM JUIS BEJICHHS, HAIPHUKJIIaJ, 3aXUIIEHUX NeperoBopiB. Taka cucrema Moxe
BUSIBUTHUCS HAalOLIbII e(heKTHBHOIO 1 MPOCTOIO 100 TEXHIYHOI peanizalii 3axucty iHpopMallii 3a YMOBU CTBOPEHHS
cepryHOT XBIJII K Bif JpKepena iHdopMarii (JII0ANHM), TaK 1 KOMIIEHCYIOUOi aKyCTHYHOI CHCTEMH.

IIlo » m0 CTBOPEHHS CHUCTEMH 3aXHCTy BiJ BHUTOKY II0 aKyCTUYHOMY KaHAJy INpU MOMIMPEHHI IIIOCKHX
3aTyXal4nX i TIOCKUX HE3racalodymX XBWIb, TO 3pOOJICHHHA BHCHOBOK, IO IS Ii€l CHUTYyAaIlil, KOIK € 2 [Kepena
iHpOPMAIIHHOTO CUTHaldy 1 2 aKyCTHYHHMX NPUTHIYYIOYMX CHCTEMH, peaiallisi 3aXMCTy HeMOXJIMBa. B 1pomy
BUMAJKY CHiJ TPHUITYyCTUTH, IO IS 3aXHCTy HEOOXiTHO BHKOPHUCTATH OiNBITY KUIBKICTP aKyCTHYHHX CHCTEM 3
MIEBHOIO aMILTITYO!0, PO3TAIOBAaHUX Ha MEBHIH BiJICTaHI.
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AKYCTHUYECKAS CUCTEMA AJAIITUBHOI'O IIOJJABJIEHUSA
NHOPOPMAIMOHHOI'O CUT'HAJIA

Pocmucnag Caszonos, bopuc Kypunenxo
HAITMOHAJIBHBIN ABUALITMOHHbBIN YHUBEPCUTET

CucreMbl AIallTUBHOTO MOAABJICHHUA 3BYKOBOI'O CHUI'HAaJIa MOXHO TIIONBITaTbCA IMPUMEHUTL [JId 3allluThbl
aKycTH4YecKoil nH(popManuu B nomeuieHuy. [Ipu 3ToM B npezaenax oXpaHHON 30HBI C TIOMOILBIO KOMITIEHCHPYOIIMX
aKyCTHYECKUX CHCTEM CO37aeTcs 00JlacTh, 3a MpelejiaMd KOTOPOH YpOBEHb 3ByKa JIMOO OTCYTCTBYET, JMOO
3HAYUTEIBHO OcHabmseTcs, aub0 MCKaKaeTcs JO Hepa30opuuBOro COCTOsHUS. [103TOMYy TpeAcTaBisSeT HHTEpEC
UCCIICIOBAaHNE MPOCTPAHCTBEHHOTO PACIPEACICHUS TIONS 3BYKOBOW BOJNHBI OT HWCTOYHUKOB HH(pOpMAIMKA U
AKyCTHYECKHX CHUCTEM KOMIIEHCAlMM MOJds BOJIHBL. [l AOCTM)KEHHS IOCTaBICHHOM LENHM MCIIONIb30BaIach
AJIEKTPOHHO-BRIUUCIUTENbHASS cpena Mathcad, B koTopoil Obuta cMonenupoBaHa 3afada MPOCTPAHCTBEHHOTO
pactipenienieHus: ol 3BYKOBOW BOJNHBEI OT N-HCTOYHHKOB MH(pOpMauy M N-aKyCTHYECKHX CHCTEM KOMIICHCAIIUU
MOJIST BOJHBI. AHAIM3WPYSA TOJIYYEHHBIE pE3yNbTaThl, MOXXHO CHeNaTh BBIBOJ O BO3MOXHOCTH CO3JaHUS
aKyCTUYECKOH CHUCTEMBI aJlaITUBHOTO MOJAaBJICHUS WH(POPMALMOHHOTO CHTHANA, HO JJIs ONPENEeIeHHBIX yCIOBHH.
Jlis Bcex pacCMOTPEHHBIX YacTOT B LEHTPE PACIpeAeiIeHUs MOITHOCTH KOMICHCAIlMHM HM3ITy4eHHH HabIromaercs
o0JlacTh C JOCTaTOYHO HHU3KUM YPOBHEM W3JIy4YeHHUS, OKpPYXKEHHas OoJjiee BBICOKUMH aMIUIUTYAHBIMU
COCTAaBJIAOIIMMHA, 4YTO Ja€T BO3MOXXHOCTbH HCIIOJIB30BAaHHUA 3TOM 30HBI IJid BCACHH, HApUMCP, 3alllUIICHHBIX
neperoBopoB. Takas cucTemMa MOXKET OKa3aThes HanOosee 3 (HEKTUBHON U MPOCTON B TEXHUYCCKOW pPeai3alliu 1o
3amuTe HHGOPMAIIMU TIPU YCIOBHU CO3JIaHMsI c(hpepruecKoi BOIHBI KaK OT UCTOYHHUKA HHPOPMALIUH (YEIIOBEKA), TaK
Y KOMIIEHCUPYIOIIEH aKyCTUYECKOW CUCTEMBI.

Urto ke Kacaercsi cO3JaHMsl CUCTEMbl 3alllUThl OT YTEUKU MO aKyCTHYECKOMY KaHajly IMpH paclpoCTpaHEHUH
IJIOCKMX 3aTyXaIOIIMUX U IUIOCKUX HE3aTyXalolUX BOJH, TO CIENaH BBIBOM, YTO JJISl JAHHOW CUTYyalluH, KOI/a €CTh 2
WUCTOYHWKAa WH(OPMAIIMOHHOTO CHTHANA W 2 aKyCTHYSCKHE IOIABIIIONINE CHCTEMBI, pPEalH3alus 3alliThl
HEBO3MOXXHA. B 3TOM ciy4ae ciieayeT MpeanoioXHuTh, Y4TO IS 3aIlIUTHl HEOOXOTUMO HCIIONB30BaTh OOJbIIEe
KOJIMYECTBO AKYCTUYECKUX CUCTEM C OIPEIEICHHON aMIUIUTYI0M, PaCOI0KEHHBIX Ha ONPEEIIEHHOM PaCCTOSHUU.

ACOUSTIC SYSTEM OF ADAPTIVE SUPPRESSION OF
INFORMATIVE SIGNAL

RostislavCazonoe,Boris/Kypunenko
NATIONAL AVIATION UNIVERSITY

Systems of adaptive suppression of acoustical signal it is possible to make an effort apply for defence of acoustic
information in an apartment. Thus within the limits of guard zone by means of the compensative acoustic systems an
area, outside that sound-level either is absent, relaxes either considerably, is created or distorted to the illegible state.
Therefore there is of interest research of spatial distribution of the field of sound-wave from information and acoustic
systems of indemnification of the field of wave generators.

For the achievement of the put aim the s;exTpoHHO-BRIUKMCIMTENBHAS environment of Mathcad, in that the task of
spatial distribution of the field of sound-wave was modelled from N- of information and N- of the acoustic systems
of indemnification of the field of wave generators, was used. Analysing the got results, it is possible to draw
conclusion about possibility of creation of the acoustic system of adaptive suppression of informative signal, but for
certain terms. For all considered frequencies in the center of distribution of power of indemnification of radiations
there is an area with the low enough level of radiation, surrounded by higher peak constituents, that gives an
opportunity of the use of this zone for a conduct, for example, of the protected negotiations. Such system can appear
most effective and simple in technical realization on a priv on condition of creation of spherical wave both from an
information(man) generator and compensative acoustic system. As for creation of the system of protecting from a
loss on an acoustic channel at distribution of flat discontinuous and flat undamped waves, then drawn conclusion,
that for this situation, when 2 sources of informative signal and 2 acoustic repressing systems are, realization of
defence is impossible. In this case it is necessary to suppose that for defence it is necessary to use the greater amount
of the acoustic systems with certain amplitude, located on certain distance.
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VIIK 004.056.5:534.87(045) _
JUOEPEHIIAJIBHUMNA IT1JICAJIFOBAY JIJIS1 BUSBJIEHHS

AKYCTOEJIEKTPUYHUX HEPETBOPIOBAYIB

€ezen /lyoosuii
Hayionanvnuit Agiayitinuii Ynisepcumem

Cratts: 5 cmop., 7 0xcepen.

Jlroncpka MOBa € NMPHUPOAHUM 1 HAMIOUIMPEHIMIMM CIIOCOOOM OOMiHY iH(OpMAI€ MK JIIOABMH 1 MOXe
BUKJIMKATH MEXaHIYHI KOJMBAHHS €JIEMEHTIB eJIEKTPOHHOI arapaTypH, L0 B CBOIO Yepry, IPU3BOJHUTH JI0 IMOSBU B
Hilf mapasUTHUX HAIPYTH ENEKTPHYHUX CTPYMIB 1 €IEKTPOMArHITHUX BUIIPOMIHIOBaHb .

OLiHIOIYM MOXJIMBOCTI 3aXMCTy KOH(IJCHIIIHMX NeperoBopiB y NPHUMILIEHH], AOLIJIBHO IepeadadnTH
MOXJIMBICTh BUKOPHCTaHHS 3JI0BMHUCHUKOM €JIEMEHTIB arapaTypH JJisl IlepexorieHHs KoHpineHiiHoi indopmarii,
10 MAalOTh B cO0i aKyCTOENEKTPHUYHHUI eQEeKT — JIAHIFOTH I3BIHKIB TeJle(QOHHHUX amapaTiB, BTOPHHHUI TOAWHHUK,
TUHAMIKA MEPEeX TPAHCIIALII, TesKi CIOBINTyBadi CHCTEM OXOPOHHOI 1 TI0XKEXKHO1 CHTHAJII3aIli] 1 TOMY Toai0He.

B ocHOBHOMY BHTIK iH(OpPMAaTHBHHX aKyCTHYHUX CHUTHANIB 3MIHCHIOETHCS dYepe3 JAONMOMDKHI TEXHIYHI 3ac0o0H i
cucteMu. JlomoMiXkHI TeXHIYHI 3ac00U 1 CHCTEMH, 110 3HAXOAATHCS B 30Hi 111 HEOS3NMEeUHUX aKyCTUYHUX CUTHANIB, HE
PiAKO € MPUYMHOI0 BHTOKY KOH(GIICHIIHHOI iH(opMarii 3a Mexi KOHTPOIhOBaHOi 30HHM. CHTHaNM B JIAHITIOTax
JOTIOMDKHUX TEXHIYHUX CHCTEM 1 3ac00iB, 0OYMOBIICHI [i€I0 30BHIMIHIX aKyCTHYHHUX MOJIB, MOXXYTh OyTH BEIbMHU
3HAYHUMH 1 IEPEBUILYBaTH I'PAHUYHO JOMYCTHMI JJIsl IUX JIAHIIOTIB 3HAYESHHSI.

OTpuMaHi 3a pe3yjbTaTaMd IPOBEACHHUX JOCIIKEHb DIBHI CHI'HANIy 3 aKyCTOGJIEKTPUYHHX IEepPETBOPIOBAYIB
(Takux sK pere, IMHAMIK Ta M3BIHKOBHUI JAHITIOT TEJIC(POHHOTO armapary) JOCTATHI IS OI[IHKK MOXJIUBOCTI BUTOKY
iHpopMalii mo eneKTpuYHOMY KaHaidy. Po3poOieHo mijgcuimioBad, IO MOXE BHKOPHUCTOBYBATHCH SIK KOMIIAKTHA
3aMiHa gudepeHnianpHoro mincumoBada «llipanes». Ilpucrpii Mae KoeQillieHT MiACWICHHS. JOCTaTHIM JuIs
MIPOBEACHHS TOCIIKEHP 1 3HAYHO 3MEHIITY€E PiBEHB IIYMiB.

JUOOEPEHIIMOHAJBHBIN YCUJIUTEJD A1 BbIABJIEHUA
AKYCTOQJIEKTPUYECKHUX ITPEOBPA3OBATEJIEN

Eegzenui /[yooeuorit
Hayuonanvuuiii asuayuonnsiii ynugepcumem

YenoBevyeckuil S3bIK SIBISIETCSI €CTECTBEHHBIM M CaMBIM PaclpOCTPaHEHHBIM CIOCOOOM OOMeHa MH(popMaruei
MEXIy JIOJIBMH U MOXET BBI3bIBATh MEXaHWYECKUE KOJICOAHHsI 3JIEMEHTOB JJIEKTPOHHOM amnmaparypbl, 4YTO B CBOIO
ouepelb, MPUBOANUT K MOSABICHUIO B HEl Mapa3sUTHBIX HANPSDKEHHUS 3JEKTPHUYECKUX TOKOB M 3JIEKTPOMATHUTHBIX
n3mydeHnii. OneHnBas BO3MOXHOCTH 3allUThl KOH(MAECHINAIBGHBIX NEPEroBOPOB B MOMEIICHUH, LENeco00pa3sHo
HIPeJyCMOTPETh BO3MOXKHOCTb HCIIOJIB30BaHMS 3JIOYMBIIIJIEHHUKOM JJIEMEHTOB ammaparypsl AJIs IepexBaTa
KOH(UAECHIMAIFHONH HH(pOPMaIMK, KOTOpble HMEIOT B cebe aKyCTOeJeKTpUYHMHA 3(PQeKT - Lenu 3BOHKOB
Tene(OHHBIX aNlaparoB, BTOPUYHBIC YaChl, AWHAMHUKA CETE€H TPAHCISIIMH, HEKOTOpPBIE H3BEINATEIH CHCTEM
OXPaHHUTEIBHOM U MMOKapHOH CUTHAJIM3aLUH, 1 TOMY TOZ00HOE.

B ocHOBHOM yTeuka WH(OPMATUBHBIX AKyCTUYECKHX CHUTHAJIOB OCYILIECTBIJIIETCS UYEpe3 BCIIOMOTAaTENbHBIC
TEXHUUYECKHE CPE/ICTBA M CUCTEMbI. BcriomMorarenbHble TEXHUYECKHE CPENCTBA U CHCTEMBI, KOTOPBbIE HaXOoIsTCs B
30HE JAEHCTBUS OMAcCHBIX aKyCTHUECKHX CHIHAIOB, HE PEAKO SBISIIOTCS MPUYMHON yTEYKH KOH(HICHIMATbHOU
uHpopManuK 3a mpenesnbl KOHTPOIUpyeMol 30Hbl. CHIHaNBI B LIEMSAX BCIIOMOTAaTENIbHBIX TEXHUYECKHX CHUCTEM
CpeAcTB, O0yCJIOBJICHHBIE AEHCTBHEM BHEIIHMX aKyCTHYECKHX MOJIeH, MOTYT OBbITh BecbMa 3HAYMTENIBHBIMUA M
MIPEBBILATH MIPEJEIbHO JOMYCTHUMBIE I ATUX LieNel 3HaueHus.

INomyuenHble 1O pe3ynbTaTaM MPOBEAEHHBIX MWCCIEAOBAaHUI YpPOBHM CHUTHajga U3 aKyCTOEIEKTPHUUHUX
npeoOpa3oBaTesell (Takux Kak pelie, JMHaMUK M 1Ielb KOJIOKoJIa Telne()OHHOTO anmapara) J0CTaTOuHbIe JUIsS OLIEHKH
BO3MOXKHOCTH YTE€UKM HWH(OpManuu MO 3JEKTpUYEecKOMy KaHaidy. Pa3paboTaH ycWiInTenb, KOTOPBI MOXKET
UCTIONIB30BaThCsl B KAUECTBE KOMIIAKTHON 3aMeHbl tuddepennuansHoro yewmrens «[Iupanes». YerpoiicTBo nmeer
KO3()(UIMEHT YCHIEHHs, IOCTaTOYHBIM JUIS TPOBEACHHSA WCCIEAOBAHMUM M 3HAYMTENHFHO YMEHBIIAET YpPOBEHBb
IIIyMOB.
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THE DIFFERENTIAL STRENGTHENER FOR EXPOSURE OF

ACOUSTOELECTRIC TRANSFORMERS

Yevhen Dubovoj
National Aviation University

A human language is the natural and the most widespread method of exchange information between people and
can cause the mechanical vibrations of elements of electronic equipment, which in turns to the appearance in it of
stray voltage electrical currents and electromagnetic radiation. Assessing the ability to protect confidential
conversations in the room, it is expedient to provide for the possibility of using elements of the apparatus by an
attacker to intercept confidential information, which have an acoustoelectric effect - a chain of calls telephones, the
secondary clock, speaker broadcast networks, some protective systems, detectors and fire alarms, etc. .

Most leaks informative acoustic signals through assistive technology and systems. Assistive technology and
systems that are in range of dangerous acoustic signals are not uncommon cause of leakage of confidential
information outside the controlled area. The signals in the circuits of assistive technology systems and facilities, due
to the influence of external acoustic fields can be significant and exceed the maximum allowable values for these
chains.

Obtained from the results of studies of the signal levels acoustoelectric converters (such as relays, speaker and
circuit telephone bell) are sufficient to assess the possibility of information leakage on the electrical channel.
Developed amplifier that can be used as a compact replacement of the differential amplifier "Piranha." The device
has a gain, sufficient for research and greatly reduces the noise level.
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