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YK 35.078:342.738
MMPABOBI ACIIEKTH OPT AHI3ALII BAXUCTY MEPCOHAJBHUX
JAHUX Y COEPI IPABOOXOPOHHOI JISIIBHOCTI
BIIMOBIJTHO 10 MIZKHAPOJJHUX CTAHJIAPTIB

Onexciu Mepegincokuit, Kocmanmun Menvhuk
Heporcasna cnyscoa Yrpainu 3 numans 3axucmy nepcoHarbHux 0aHux

Crartsi: 4 cmop, 3 0xcepena.

Ha cporonnimHiii 1eHp nMuTaHHS OpraHizamii 3aXWCTy NEPCOHAIBHUX JaHUX NPABOOXOPOHHHMH OpPraHaMH €
HaJ[3BUYAHHO BWXJIMBHM. 3 MOMEHTY paTh(ikamii YKpaiHoro 0a30BHX MIXHApOJHHX CTAHIAPTIB y cdepi 3axucry
MIEpCOHANBPHUX JaHUX JaHe IMUTAHHSA NOTpeOye MOCTIHHOTO JOCIIDKEHHS Ta aHalli3y, ajpke e()eKTMBHE BHKOHAHHS
BJIAJHUX NOBHOBaYKEHb IIPABOOXOPOHHUMH OpraHaMH B Y KpaiHi HEpO3pHBHO ITOB’si3aHe i3 3a0e3MeueHHsIM MpaBa Ha
TIPUBATHE XUTTS 0cOOM Ta 3aXHCTY i mepcoHabHNX AaHUX. Mi’KHApOIHI CTAHAAPTH B Cepi 3aXHUCTY NEPCOHATBHUX
JIAaHUX BIJHOCSTH OINBIIICTH IEPCOHATIBHUX AAHHUX, IO 0OpOOIAIOTHECA NMPaBOOXOPOHHHUMH OpPraHaMH 3 OTJIIAY Ha
neBHY crienudixy X AiSIIBHOCTI, 10 KaTeropii Tak 3BaHUX «UYTIMBUX» MEPCOHATBHUX JAHUX, 30KpeMa IIpO pacoBe
a00 eTHIYHE IMMOXOJDKCHHS JIFOUHY, TOJITHYHI, PEJTiiHI Ta CBITOTJISAHI MEPEKOHAHHS, WICHCTBO B TOJITHIHHX
naprisix abo mpodeciiiHux cmijkax Tomo. L{um, 30kpeMa, i MOSICHIOEThCS BAKIIMBICTh 3aCTOCYBaHHS 0COOJMBUX Ta
JIOJIaTKOBHUX MPaBOBUX TapaHTil 3aXMCTYy MEPCOHAIBHMX JAHUX IiJl Yac iX 00poOKH MPaBOOXOPOHHUMHU OpraHaMu,
a/DKe YUM OUTbIIa YyNIMBICTH Ta OCOOJIMBICTH NEPCOHAIBHUX JAHWX, THM OUIBIINM CTa€ PU3UK MOPYIICHHS IpaB
oci0 Ha X mpuBaTHe XUTTA. BapTo 3ayBakuTH, M0 MIXKHAPOJHI CTAHAAPTH IIOJA0 3aXHUCTY NEPCOHANBHUX JaHUX Y
cdepi MPaBOOXOPOHHOT MISTIHFHOCTI B I[IOMY HAIC)KHAM YHHOM IMIUIEMEHTOBaHI B HaIliOHAJTbHE 3aKOHOJIaBCTBO
Vxpaian. Ilpote, neski muTaHHA NOTPEOYIOTH IOJAIBIIOTO OIPAMIOBAHHA 3 OIVBIAY Ha CTPIMKHI PO3BHUTOK
3aKOHO/IaBYMX MPOIIECIB B HAIllil IepKaBi.

MPABOBBIE ACIIEKTBI OPTAHU3ALIMY 3AIATHI
MEPCOHAJBHBIX JAHHBIX B COEPE
MPABOOXPAHMUTEJBLHOM JESATEJILHOCTH COTJIACHO
MEKTY HAPOJIHBIM CTAHJIAPTAM

Anexkceit Mepeunckuit, Koncmanmun Menvnuk
Tocyoapcmeennas ciyscoa Ykpaunsl no éonpocam 3auumol nepCoOHAIbHbIX OAHHbIX

Ha cerommsmauii 1eHb BONPOCHI OPraHM3alMKM 3aIUTHl NEPCOHATBHBIX JAHHBIX IPABOOXPAHUTEIEHBIMU
OopraHaMi SIBISIETCS Upe3BblYaHO BaxkHbIMH. C MOMEHTa paTU(QUKAIMKH YKpauHON 0a30BBIX MEXIyHapOIHBIX
CTaHIapTOB B O0JIACTH 3aIUTHI MEPCOHAIBHBIX JaHHBIX JAHHBIH BOMPOC TPeOYeT MOCTOSHHOTO HCCIENOBAHUS H
aHanm3a, BeAb (P (EKTHBHOE BBHINOJIHEHNWE BIACTHBIX MOJHOMOYHMH NMPaBOOXPAaHUTEIHHBEIMH OpraHaMH B YKpanHe
HEepa3pbIBHO CBs3aHO ¢ oOecrieueHrneM IpaBa JIMIa Ha YacTHYIO JKU3Hb M 3alUTHl €ro NEepPCOHAIBHBIX JAaHHBIX.
MexayHapoJHbIe CTAHAAPTHl B OOJIACTH 3alUTHl MEPCOHATBHBIX JAHHBIX OTHOCST OOJBIIMHCTBO NMEPCOHANBHBIX
JIAaHHBIX, 00pabaThIBaEMBIX MPAaBOOXPAHHUTEIHHBIMA OpPraHaMH, YYWTHIBasS OIPENENeHHYIO chenuduky wux
JIESITENFHOCTH, K KaTErOPUH TaK Ha3bIBAEMbIX «UYBCTBUTEIBHBIX» IEPCOHAIBHBIX JTAHHBIX, B YACTHOCTH O PacoOBOM
WM 3THAYECKOM IPOMCXOKAECHUN YeJOBEKa, MOJUTHYECKHE, PEIMTHO3HBIE W MHPOBO33pEHUYECKHE YOeXKIeHuS,
YWICHCTBO B IOJIMTHYECKHUX MAPTHAX WM MPO(ECcCHOHANBHBIX COI03aX M T.IL. JTHM, B YaCTHOCTH, U OOBSCHAETCS
Ba)XHOCTH IPUMEHEHHUSI OCOOBIX M JIOMOJHUTENBHBIX MPABOBBIX TapaHTHH 3aIllUTHI EPCOHAIBHBIX JAaHHBIX MPH MX
00paboTKe MPaBOOXPAHUTEIHLHBIMUA OPraHaMH, BeJb YeM OOJbIe YYBCTBUTEILHOCTh MEPCOHAJBHBIX JAHHBIX, TEM
0O0JIbIIIe CTAaHOBUTCSI PUCK HApYIICHUS IpaB JIMIl Ha MX YaCTHYIO Xu3Hb. CTOMT OTMETHTBH, YTO MEXIYHApOHbBIE
CTaH/IapTHI 110 3aIllUTE MEPCOHAJBHBIX JAaHHBIX B cepe MpaBOOXpaHUTEIHHOMN IEeITENIbHOCTH B LENIOM JIOJDKHBIM
00pa3oM HWMIUIEMEHTUPOBAaHBl B HAIMOHAIHLHOE 3aKOHOAATENHCTBO YKpaumHbl. OTHAKO, HEKOTOPHIE BOIPOCHI
TpeOyIoT AanpHenmIeil mpopaboTKH C YIETOM CTPEMHTEIFHOTO Pa3BUTHS 3aKOHOJATENBHBIX MPOIIECCOB B HAIIeM
rocyaapcrBe.
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LEGAL ASPECTS OF THE PERSONAL DATA PROTECTION IN THE
AREA OF THE LAW ENFORCEMENT ACTIVITY ACCORDING TO

INTERNATIONAL STANDARDS
Oleksiy Mervinskiy, Kostyantyn Melnyk
The State Service of Ukraine on Personal Data Protection

Today, the issue of personal data protection by the law enforcement agencies is essential. Since the ratification by
Ukraine of the basic international standards in the field of the personal data protection this issue requires the constant
research and analysis, as the effective power of law enforcement in Ukraine is inseparably linked with the rights of
individual on privacy and the protection of its personal data. International standards for the protection of personal
data include the majority of personal data processed by law enforcement agencies, taking into account the specifics
of their particular activity, to the category of so-called "sensitive"” personal data, particularly on racial or ethnic origin
of the human, political, religious or philosophical beliefs, membership in political parties or trade unions etc. This, in
particular, explains the importance of special and additional legal safeguards to protect personal data as they are
processed by law enforcement agencies, because the more sensitive personal data, the greater the risk of violating the
rights of individuals to their privacy. It should be noted that international standards for the protection of personal data
in the field of law enforcement, in general, properly implemented in the national legislation of Ukraine. However,
some issues require further study, taking into account the rapid development of the legislative process in our state.

YK 351.745.7:343.9:007 = =
IHOOPMANUIMHUU JETEPMIHI3M B HAYKAX )
KPUMIHAJIBHOI'O IUKJIY Y CBITJII BYTCTPAII-KOHIE I

Japia Ilpokog’cea-Anuunenko
Cayocoa 6e3nexu Yrpainu

Crartsi: 10 cmop., 86 oxcepen.

B ymoBax Hooc(epHOTO pO3BHTKY Ta MOCTYIIOBOTO BIXOAY BiJl KapTe3iaHChKOiI HAyKOBOI IapaJnurMu
00’€KTHBHOIO HEOOXIIHICTIO CTa€ ¥ BiAMOBixHE pe)OpMyBaHHS MOTIIAIIB HA 3JI0YMH Ta 3JII0YMHHICTB, SIKa CHOTOIHI
BH3HAETHCS OJHIEIO 3 HAHOIIBII ICTOTHNX 3arpo3 HalllOHAIBHIHM Oe3reni Ha 3arajlbHOAEPKaBHOMY Ta MIXKHAPOIHOMY
PiBHI, a TAKOK pO3pOOKa HOBHX CTpATETiH MPOTUAI] 3a3HaUE€HUM HETaTUBHUM SIBUILAM.

Hayky KpuMiHAIBHOTO LMKy 3a TPUBAIMN IEpioJ CBOTO PO3BUTKY HAKOIMYMIM B CBOEMY apceHas Oe3miy
KOHIENTYAIBHUX 1€ 1010 MOHATTS 3JI0YMHHOCTI, 11 IPUYHMH Ta yMOB, OCOOMCTOCTI 3JI0YHHIL, MEXaHI3MY 3I0UYHNHY
Ta 0COOJIMBOCTEH HOTO BiTOOpa)kKeHHS TOIO, aHAJII3yIOUH BiATIOBIAHI SIBUIA B KOHTEKCTI AeTepMiHaiiHUX MTPOLECIB
BIJINIOBIIHO /0 CBOIX 3aBJaHb Ta HpeaMmery. BopHouac, mi pe3ysbTaTH JIMINAIOTHCS B3a€EMHO 130JbOBAaHUMH Ta
HEJIOCTaTHIMH JUI JOCSTHEHHS CIIUIbHOI METH HaYK KPUMIHAJILHOTO MKy Ta IIPaBOOXOPOHHOT IPAKTHKH.

Tomy BHmaeTbes 3a AOLUIBHE 3 BUKOPUCTAHHSIM HETPAAUIIIHOTO (isTocoCHKOTO MIIPYHTS OKPECIUTH HOBUI
CHCTEMHHUH MiJXiJ 1O Mi3HAHHS IMPUPOIU 3JOYMHHOCTI, a TaKOXX 3aKOHOMIpHOCTEH peasi3zaiii 1 Bil0OpaskeHHS
MeXaHi3My 3J104nHy. [IepcrieKTHBHIM B IIbOMY KOHTEKCTI BUIAETHCS 3aCTOCYBAHHS O yTCTpan-KOHIEIIIT Ta pO3TJIsl
3JI0YMHHOCTI SIK OyTCTpan-CHCTeMH, SIKiil BJIacTHWBI BIATIOBIAHI 3araibHi pucH Oyrcrpan-cucteM. Ha mepmmii miaH,
TaKUM YWHOM, BUXOJUTH MpoOiieMa iHpOpMaIiifHOro neTepMiHi3My Ta iHpopMamiiHOi Oe3nekH, ajpKe IMi3HaHHS Ta
BUKOPHCTaHHSA B HayKaxX KPHMIHAJHHOTO LHMKIY Ta IPABOOXOPOHHIH NPaKTHIl 3aKOHOMIpHOCTEH iCHYBaHHS
iHpOpMaIIfHUX B3a€MO3B’S3KIB BiJKPHBA€E HOBI IEPCIIEKTUBH B JOCSATHEHHI iX OCHOBHOI CHUIIBHOI METH —
3a0e3neyeHHs] KPUMIHOJIOTIYHOiI Oe3meku ocoOu, JepKaBH, CYCHUIBCTBA Ta HABKOJHIIHBOTO MPHUPOTHOTO
cepeloBHIIA.

WH®OPMAIIMOHHBINA JETEPMWHUN3M B HAYKAX
YI'OJIJOBHOI'O IUKJIA B CBETE BYTCTPAII-KOHIEIIIUA

Japusa IIpokogvesa-Anuunenko
Cayocoa 6ezonachocmu Yrpaunol

B YCIO0BUAX HOOC(prHOFO pa3BuUTUA MW IOCTCHCHHOI'O OTX04a OT KapT€3I/IaHCKOI>’I Hay’lHOf’I napaaurmsl
00BEKTUBHOM HCO6XOZ[I/IMOCTBIO CTAaHOBHUTCS U COOTBCTCTBYIOIICC pe(l)OpMHpOBaHI/IG B3TJBII0B Ha IMPECTYIUICHUC U
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MIPECTYITHOCTh, KOTOpasi CEerofHs IIpU3HaeTcss OJHOM W3 HauboJiee CYIIECTBEHHBIX Yrpo3 HAIMOHAIHLHON
0€3011acCHOCTH Ha OOIIEroCyNapCTBEHHOM M MEXKIYHApOJHOM YPOBHE, a Tak)Ke pa3paboTKa HOBBIX CTpaTeruit
MIPOTUBOJICHCTBYS yKa3aHHBIM HETaTHBHBIM SIBJICHUSIM.

Haykn kpuMHHAJIBHOTO LUKJIA 32 IPOJOJDKUTENBHBIN NEPHO] Pa3BUTHS HAKOIIWIM B CBOEM apCeHAIe MHOXKECTBO
KOHIENTYAIbHBIX UAEH OTHOCUTEIBHO MOHATHUS HMPECTYIHOCTH, €€ MPUYMH U YCJIOBH, TUYHOCTH NPECTYNHUKA,
MeXaHH3Ma MPECTYIUICHUsI U OCOOCHHOCTEH €ro OTOOpaKeHHS W T.II., aHAJIM3HUPYS COOTBETCTBYIOIIHUE SIBICHUS B
KOHTEKCTE JETEPMUHAIMOHHBIX MPOLIECCOB B COOTBETCTBUH CO CBOMMM 33Ja4aMU U IMpeaMeToM. Bmecte ¢ TeM, 3T
pE3yJIbTaThl OCTAIOTCS B3aUMHO W30JIMPOBAHHBIMH M HEJIOCTATOYHBIMH /IS JIOCTIDKEHHMS OOINeH Lenu Hayk
KPUMHHAJIEHOTO LIUKJIA M IPaBOOXPAHUTEIHHOM MPaKTHKH.

[TosToMy mpexncraBisieTcsi LenecooOpa3sHBIM C HCHOJIb30BaHWEM HETpPaJUIMOHHOTO QuiIocopckoro Oasuca
OYEpPTUTh HOBBIN CHCTEMHBIN MOAXO] K MO3HAHUIO MPUPOABI IPECTYITHOCTH, a TAKXKE 3aKOHOMEPHOCTEN peannu3aliu
1 OTOOpaXeHHs] MeXaHM3Ma IpecTyrieHus. [IepcrneKTHBHBIM B 3TOM KOHTEKCTE SIBIISIETCSl IPHMEHEHUs OyTcTpar-
KOHIIEMIIUA ¥ PacCMOTpPEHHE MPECTYMHOCTH KaK OyTCTpan-CHCTEMbl, KOTOPOH MPHUCYIIH COOTBETCTBYIOMINE 001IIHe
4yepThl OyrcTparn-cucteM. Ha repBblii m1aH, TakuM 00pa3oM, BEIXOIUT MpodiieMa HHPOPMAIMOHHOTO IeTEpMHUHN3MA
1 MHQOPMAIMOHHOW 0€3011aCHOCTH, ITOCKOJbKY ITO3HAHHE W HCIOJH30BAaHWE B HayKaX KPUMHHAJIBHOTO LHUKIIA U
MIPaBOOXPAHNTENILHON MPAKTHUKE 3aKOHOMEPHOCTEH CyIecTBOBaHHMS HMH(MOPMAIIMOHHBIX B3aUMOCBS3EH OTKPBHIBACT
HOBBIE NTEPCIIEKTHBHI B JTOCTI)KEHNH UX OCHOBHOM 001l e — odecrieueHns: KpIMHUHOJIOTHIECKOH 0e3011acHOCTH
JMYHOCTH, TOCYIapCTBa, OOIIECTBA M OKPYXKAIOIIEH IPUPOTHON CPEeIbL.

INFORMATIVE DETERMINISM IN SCIENCES OF CRIMINAL
CYCLE IN THE LIGHT OF BUTSTRAP-CONCEPTION

Darius Prokof'eva-Yanchilenko
Service safety of Ukraine

The corresponding reforming of sights at a crime and criminality which admits today as one of the most essential
threats of national safety at nation-wide and international level, and also working out of new strategy of
counteraction to this specified negative phenomena has become an objective necessity in the conditions of noosphere
development and a gradual withdrawal from a Cartesian scientific paradigm.

Sciences of a criminal cycle for the long period of their development have saved up in the arsenal set of
conceptual ideas concerning concept of criminality, its reasons and conditions, persons of the criminal, the
mechanism of a crime and features of its display etc., while analyzing the corresponding phenomena in a context of
determinating processes according to the problems and a subject. At the same time, these results remain mutually
isolated and insufficient for achievement of an overall aim of sciences of a criminal cycle and law-enforcement
practice.

Therefore it is expedient to use the nonconventional philosophical basis to outline the new system approach to
knowledge of the nature of criminality, and also laws of realization and display of the mechanism of a crime.
Perspective in this context is applications of the bootstrap-concept and criminality consideration as bootstrap-systems
in which corresponding common features of bootstrap-systems are inherent. On the foreground, thus, there is a
problem of an information determinism and information security, because using of knowledge about information
interrelations in the sciences of a criminal cycle and law-enforcement practice opens new prospects in achievement
of their basic overall aim — safeguarding of criminological security of the person, the state, a society and surrounding
environment.

YK 354:007 _
BIIVINB BIPTYAJIBHUX CIHHIVIBHOT HA IHOOPMAIIIMHY
BE3IEKY: CYYACHU CTAH TA TEHJAEHIII PO3BUTKY

TI'punenxo leop, Ilpoxog’cea-Anuunenxo /lapia™
Hayionanvha Axademisn Cuyocou 6esnexu Yrpainu, *Cnyocoa 6esnexku Yepainu

Crarta: 5 cmop., 11 oxcepen

Indopmariiina peBooLiss 3yMOBIIIOE IOSIBYy HOBHX BHKIMKIB Yy cdepi HOJITHKH, KyIbTYpH, SKOHOMIKH 1
HanioHanpHOI Oe3nekn. KirouoBe 3Ha4yeHHs AUl HAlllOHAJIBHOI OE3MeKM Ha CyJacHOMY eTari HaOyBae IUTaHHS
CTBOPEHHS e()eKTUBHUX 1 MPO30PUX CHCTEM YIIPABJIiHHS, 5IKi, B TOH ke yac, Oyiu O 31aTHUMH 3aXUCTUTH I'POMAJISH 1
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KUTTEBO-BAXKIIMBI HAIIOHAIBHI IHTEpPECH. ICTOTHHUM UYMHHHWKOM, SIKMM BIUIMBAa€ Ha HAIlOHAIbHY 1 MDKHApOIHY
Oe3IieKy, Py bOMY CTa€ iCHYBaHHS BIPTYaIbHHUX CITIBTOBAPUCTB, MOOYIOBaHMX [UIIXOM BHKOPHUCTAHHS CYy4acHHUX
TEJIEKOMyHIKaIIHHUX TeXHOJIOTiH. POpMyBaHHS TaKMX CIIBTOBApHCTB OOYMOBIICHE SIK pO3IIMPEHHS iH(pOopMaliiiHO1
cdepH i3 3aTydeHHIM 10 HEl TpaJuNiiHUX aKTOPiB, TaK 1 JuBepcudiKalli€lo aKTUBHOCTI y paMKax Kibeprpocropy.
JisybHICTh BKA3aHUX BiPTyaJbHUX CIIBTOBAapHCTB HOCHTH SIBHHUHM TPaHCHAI[IOHAILHUN XapakTep i, 3 OJHOTO OOKY,
BHpa)ka€ MEBHI 3aKOHHI IHTEpECH TPOMAJICHKOCTI, a 3 IHIIOI - Hece B coO1 MEBHI 3arpo3u 1 BUKJIMKH, SIKi TOBHHHI
BPaxOBYBATHCS MPH HAIIPAIIOBAHHI CHUCTEM 1 3aX0/iB 3abe3neueHHs iH(opMaliiiHOT 0e3mnekyu, 30KkpemMa, BipTyalbHi
CIIBTOBAPHCTBA, SAKi MIFOTh B OH-JIAWH pPEXHMi, MAlOTh 3HAYHUU IMOTCHI[iAN B 3MIMCHCHHI aCHMETPUIHHX aTak.
Hanani nporHosyerscsi  po3mmpeHHs cdepr BIUIMBY TaKWX CTPYKTYp, SKi TpaTUMyTh BCE OUIbIIy pOJIb Yy
¢opmyBaHHI He JMIIe iHOOPMALIHHOTO CEpelOBHINA, ajle i B IIMPOKOMY CHEKTpi IPOIECIiB IPOMAICHKOTO JKUTTS
BHacJiJOK riobaiizamii. ToMy 1ociiKeHHsI BIVIMBY TAKHUX BIPTYyaJbHUX CIIBTOBAPUCTB HA iH(QOPMALIHHINA IPOCTIp
€ BAXJIMBOIO TIEPEIyMOBOIO HAIPAIFOBaHHS 3aX0/iB 3a0e3NeyYeHHs HAIiOHAIBHOI 1 MDKHapoaHOI Oe3neku sIK B
iHpOpMaIiHHIH, Tak i B iHINX cepax KUTTENIATBHOCTI CyCIIILCTBA.

BJIMSAHUE BUPTYAJIBHBIX COOBIHIECTB HA
NHOPOPMAINMUOHHY IO BE3OITACHOCTb: COBPEMEHHOE
COCTOSAHMUE U TEHAEHIIUU PASBUTUA

I'punenxo Heopw, lIpoxoghvesa-Anuunenko dapua™
Hayuonanvnas Axaoemus Cayscowt 6ezonacnocmu Yrpaunst, * Cnyocoa 6ezonacrocmu
Ykpaunwv

WudopmanmonHas peBOOLMS TPEAOIPEENeT MOSBICHUE HOBBIX BBI30BOB B cepe IOJUTHKH, KYIbTYpBHI,
SKOHOMHKM W HalMOHAJbHON Oe3omacHocTH. KioueBoe 3HadeHWe [l HAIMOHAILHON O€30MacHOCTH Ha
COBPEMEHHOM 3Tare MproOpeTaeT Bopoc co3nanus 3 (HEKTUBHBIX U MPO3PAauHBIX CUCTEM YIPABJICHUS, KOTOPHIE, B
TO k€ BpeMs, ObuM OBl CHOCOOHBIMHM 3aIIMTHTh TPAXTAH W HKU3HEHHO-BAXKHBIE HAIMOHAIBHBIE HHTEPECHI.
CymecTBeHHBIM (DaKTOPOM, KOTODBIH BIMSAET Ha HAIMOHAIBHYIO M MEXKIYHapOJHYIO O€30I1acHOCTh, IpPU 3TOM
CTaHOBHTCSl CYIIECTBOBAHWE BHUPTYAIHHBIX COOOINECTB, IIOCTPOCHHBIX IyTEM MCHOJb30BaHHUSI COBPEMEHHBIX
TEJIEKOMMYHHKAIIMOHHBIX TexHoyornil. MdopMmupoBaHHE TakMX COOOMIECTB OOYCIOBIEHO KakK pacIiIdpeHHeM
nH(pOpPMaMOHHON Cdepbl C BOBJIEUEHHEM B Hee TPAIWIMOHHBIX aKTEpOB, TaK M JAWBepcH(UKaNUeil akTHBHOCTH B
paMKax  KuOepmpocTpaHCTBa.  JIeATeNbHOCTh  yKa3aHHBIX  BHUPTYAIBHBIX  COOOIIECTB  HOCHUT  SIBHBIH
TPaHCHALIMOHAJBHBIM XapakTep U, C OJHON CTOPOHBI, BBIPAXKAET OIPEACICHHBIE 3aKOHHBIE HWHTEPECHI
0OIIECTBEHHOCTH, a C JIPYroil — HeceT B ceOe OlpeAeeHHBIE YIPO3bl M BHI30BHI, KOTOPBIE JOJDKHBI YUUTHIBATHCS
Ipd HapabDOTKE CHCTEM W Mep obecnedeHuss MH(POPMAIMOHHON O€30MacHOCTH, B YacTHOCTH, BUPTYaJbHBIC
cool1ecTBa, KOTOpBIE JEHCTBYIOT B OH-TallH peXHMe, HWMEIOT 3HAYWTENbHBI MOTEHIHAT B COBEPIICHUU
aCHMMETPUYECKHX aTak. B nmanmpHeiimeM nporHo3upyercss pacimmpenue cdepbl BIUSHUSA TaKUX CTPYKTYP, KOTOpPbIE
OyayT Urpath Bce OOJBIIYIO POJb B JOPMUPOBAHUH HE TOIHKO HH(POPMAIIMOHHOTO CPE/Ibl, HO U B IMUPOKOM CIIEKTpE
mporeccoB  OOIIECTBEHHOM JKM3HM BCIEACTBHME TioOamm3aruu. [loaToMy HCCiIeoBaHME BIMSHHAS —TaKMX
BHPTYaJIbHBIX COOOIIECTB Ha MH(POPMAIIMOHHOE IPOCTPAHCTBO SIBIIETCS BAXXHOM MPENOCHUIKON HApaOOTKH Mep
obecrieueHnss HAIIMOHAIFHONW M MEXKIyHapOHOH 0€30IIacHOCTH Kak B MH(GOPMAIIOHHOM, Tak M B IPYrux cdepax
KU3HEJEITEIILHOCTH 00IIeCTBa.

THE INFLUENCE OF VIRTUAL COMMUNITIES
ON INFORMATION SECURITY: A CURRENT STATE
AND DEVELOPMENT TENDENCIES

Grynenko Igor, Prokofieva-Yanchylenko Daria*
National Academy of the State security service of Ukraine, *State security service of Ukraine

Information revolution predetermines occurrence of new calls in sphere of a policy, culture, economy and
national security. At the present stage key value for national security gets a question of creation of effective and
transparent control systems which, at the same time, would be capable to protect citizens and the vital national
interests. Existence of the virtual communities constructed by using of modern telecommunication technologies
becomes the essential factor which influences national and international security. Formation of such communities is
caused as expansion of information sphere with involving traditional actors in it, and a diversification of activity
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within the limits of a cyberspace. Activity of the specified virtual communities has obvious transnational character
and, on the one hand, expresses certain legitimate interests of the public, and with another — bears the certain threats
and calls which should be considered at an operating time of systems and measures of maintenance of information
security, in particular, virtual communities which operate in online a mode, have considerable potential in fulfillment
asymmetric attacks. Further expansion of such structures influence and they will play the increasing role in formation
not only information environments, but also in a wide spectrum of processes of public life owing to globalization is
predicted. Therefore research of such virtual communities influence on information field is the important
precondition of an operating time of measures of maintenance of national and international security both in
information and in other spheres of ability of a society life.

VIIK 004.056.5(52)
MOIEJIb 3ABE3IIEYEHHS BE3IIEKU BA3 TIAHUX B

OPTAHIBAIIAX, AKI BUKOPUCTOBYIOTH BIIOMOCTI, IO

MICTATH AEPKABHY TAEMHHULIO

/laeyo Pycmamos, Mip3a P3ace
Minicmepcmeo Hayionanwhoi besnexu Azepoatioscarncwkoi Pecnyonixu

Crartsi: 3 cmop., 3 0xcepena.

3anpornoHOBaHa MoJedb 3abe3nedeHHs Oesneku pemsiniiiaux 6a3 manux (PBJI) BimomocTteii, mio cTaHOBIATH
nepxaBHy TaemMHUIO, (BC/IT) ckiagaeTbes 3 1BOX YaCTHH:

1. Yupaeuninas gocrynom 1o PBJ] 3 apxitekTypu 6aratopiBHeBoi cucremu (BPC);

2. KoHTpOJIb AisUIBHOCTI KOPUCTYBaUiB, SKi oTpuManu goctyn 1o PB/I.

OcHOBHa MeTa IPONOHOBAHOT MoJei Oe3neKkH - moJimnimeHa Gopma ympaBiliHHS JOCTYIIOM 10 0a3 maHuX 3
iHpopMali€ro, 0 MiCTHTH JIEp’KaBHY TAa€MHHIO, 1 KOHTPOJIb BCIX JiHf, II0 BUKOHYIOTHCS Haja iH(opmariero.
Mopenb 103BOJII€ TEPEKPUTH OUIBIIICTh YPA3JIMBHX, 3 TOYKM 30PY HECAHKIIOHOBAHOTO JOCTYIY, TOYOK 0a3
JaHUX. Y 3amporoHoBaHii cucremi nepesipku gocryny 1o b/l BCAT BUKOPHUCTOBYETHCS TPHOX €TAITHUM Hpolec
BH3HAYEHHS JOITYCTUMOTO PiBHS POOOTH KOPHUCTYBAYiB 3 IOKYMEHTAMHU.

Ha Oynmp-sikiii cranmii mepeBipoK KOpUCTyBaueBi MoKe OYTH BiJIMOBIEHO B JIOCTYINi J0 KOHKPETHOTO
nokyMeHTa. [IpornoHoBaHa cxemMa HalO1IbII 3pyYHa JUIl BUKOPHCTAHHS B OPraHi3amisx 3i CKJIAJHOIO CTPYKTYPOIO
npas gocryny g0 BCAT 0o BoHa Jlerko Mo)ke BpaxyBaTH Taki MmapamMeTpH, SIK TpU] CeKpeTHOCTi, CTPYKTYpHY
OpraHi3ariio miapo3aiiiB, II0Ca0BY CTPYKTYPY 1 T.1. 1 € JONOBHEHHSM JI0 HABEACHOTO PaHillle METOAY KOHTPOJIO
JOCTYITY B IUTaHI BUSIBIIEHHS T03AIITATHOTO ITOBOJPKEHHS 3 JJAHUMH THX, XTO TPOHIIIOB 3aKOHHY ayTeHTH(DIKaIifo 1
OTpHMaB TOM UM IHIIMH piBEHb JOCTYIY A0 TOKYMEHTIB.

Bim3HavgaroTh Csl Taki TBEPIKEHHS:

1. SIxmio mpouec mepeBipKy piBHS JOCTYITY 3aBEPIIEHO YCHIXOM, TO MisUIbHICTh KOPHCTYBadiB, SIKi MPOMIIIN
iIeHTU}IKAIIF0, MOXHA BiJICTCKUTH 32 TOTIOMOTO0 JESKOTO BiTOOpaKeHHS Gl U xOP — D (ne U - xinnesa
MHOXkHHa KopuctyBadiB CYBJ]; D — kinneBa mHoxuHa 30epiraemux B PBJI moxymenris; OP — kiHIleBa MHOKHHA
omepariii, BAKOHaHUX KOPUCTYBadyaMH Haj JOKYMEHTaMH) i TAKUM YHHOM BH3HAUYNTH MHOXXUHY JOKYMEHTIB, HaJ
SIKUMH KOHKPETHI KOPUCTYBaui BUKOHYBAJIHM Ti UM 1HIII oneparii.

2. Slxmio mpouec mepeBipKH PiBHSA JOCTYILY 3TiJHO MOJAHOI BHUILE CXEMH 3aBEpIIEHO YCIiXOM, TO MHOXXHHA
KOPUCTYBAUiB, sIKi 3poOMIIM TEBHI Ail Haj JOKyMEHTAaMH BH3HAYA€THCS 3a JOIOMOTOIO JESKOTO BiIOOpaKeHHS

G, :DxOP —U i takum 4nHOM MOKHA BHSBHMTH BCIX KOPHUCTYBAUiB, SKi BUKOPHCTOBYIOTb Y CBOill po6oTi
KOHKPETHI JOKYMEHTH.

Ha mpaktumi ni BimoOpakeHHS MO’KHA NOOYAyBaTH 3 BHUKOPHUCTAHHSIM IOMOMDXHHMX CHCTEMHHUX TaOJIHIp,
3allOBHEHHSI SKHUX 371MCHIOEThCS BHKIIOYHO Ha piBHI camoi CYBJl 3 nmomomororo nHabopy TpurepiB. B mmx
TaOIUISAX Bi3HAYAIOTHCS 11€HTH(IKATOPH KOPUCTYBAUiB i TOKYMEHTIB, 3 SKHIMU BOHHU IPaIllOBaJIM, THII OTIEpaLil,
Jlata MpoBEACHHS onepalii, crapi i HOBI 3HaUEHHS 3MiHEHUX JaHWX. AHaJi3 JaHWX TaOJMIb 103BOJISIE€ BU3HAYUTH
BCl MaHINyJALil KOpPHCTYBadiB Haj JOKYMEHTAMH, BHUSBUTH AKTHUBHICTh KOPHCTYBadiB, cdepy ix iHTepeciB i
TeHAEHIT 1X AISIbHOCTI.
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MOJAEJIb OBECIIEYEHUSA BE3OITACHOCTHU BA3 JAHHBIX B
OPT'AHM3AIUAX, UCITOJIB3YIOHIUX CBEAEHMUS,

COJIEPKAIIME T'OCYJJAPCTBEHHYIO TAVHY

/laeyo Pycmamoes, Mup3za P3aes
Munucmepcmeo Hayuonanwhoti bezonacnocmu Azepbatioscarckori Pecnyonuxu

[pennoxena Moaens obecriedeHnss OE30MACHOCTH PEIIMOHHBIX 0a3 maHHBIX (PBJ]) cBexeHwmii, comeprammx
rocynapcrsennyo taiiny, (CCI'T) cocToutr n3 aByx uacTei:

1. VYmpasienue nocrynom k PBJ] mo apxurekrype MHOTOypoBHEBO# cuctembl (MY C);

2. KoHTpoJb e TeIbHOCTH MOJIb30BaTeIel, IMoaydnBmux foctyn k PB/I.

OcHOBHas 1iesb IpeIaraeMoil Mojiesn 0e301acHOCTH — yJTydIeHHas (hopMa ynpaBieHHs! TOCTYIIOM K 6a3am
JIAaHHBIX C MH(OpPMaILMEH, colepKaled ToCynapCTBEHHYIO TallHy, W KOHTPOJIb BCEX JEHCTBUH, MPON3BOIMMBIX
Hajg uwHpopMamued. Mojenb TMO3BOJIIET IEPEKPHITH  OOJBIIMHCTBO  YSI3BUMBIX, C TOYKH 3pEHUS
HECaHKIIMOHMPOBAHHOTO JIOCTYNA, TOUeK 0a3 maHHbIX. B mpenmaraemoii cucreme mposepku gocryna k b1 CCI'T
UCTIONIB3YEeTCSl  TPEXITAlHBIM IPOIecC ONpeNeseHns] JONMYCTUMOTO YpPOBHS paboTHl TOJb30Bareseid ¢
JIOKyMEHTaMHU.

Ha nro6o#i cragun npoBepoK MOJIb30BATENI0 MOXKET OBITh JaH OTKa3 B JOCTYIE K KOHKPETHOMY JOKYMEHTY.
[Mpennaraemas cxema HamOosiee ymoOHaA U1 MCIOJB30BAHHS B OPraHU3alMAX, CO CIOXXHOW CTPYKTYpOW IpaB
nocryna k CCI'T, T.K. JIErKO MOXET Y4YecTb Takhe IapaMeTpbl, Kak T'ph] CEKPEeTHOCTH, CTPYKTYPHYIO
OpraHM3alyio0 NOApa3eaeHuH, JOJDKHOCTHYIO CTPYKTYpPY U T.J. U SBJIAETCA JONOJHEHHEM K IPUBEACHHOMY paHee
METOy KOHTPOJIS JOCTYTA, B IUIaHE BBIBJICHUS! HENITATHOTO OOpaIleHHs ¢ JaHHBIMU TeX, KTO MPOIIeI 3aKOHH YO
ayTeHTU(UKAIMIO U TOJYI I TOT WIM HHOH YPOBEHb JOCTYIA K TOKYMEHTaM.

OTMeuaroTes ClneyroIe YTBEPKICHHUSA:

1. Ecnum mnpouecc NOpoBEpKH YpPOBHS MAOCTyNa 3aBEPIIEH YCIEXOM, TO JEATEIbHOCTh IOJb30BaTENEH,

MPONICAIINX ayTEHTUPUKAIIUIO, MOYKHO OTCICIUTHh TPH MOMOIIHM HEKOTOPOTO OTOOpaKECHUSI Gl :UxOP —>D
(rme U — xoreuHoe MHOKecTBO Toib3oBareneit CYB/[; D — koHeuHOe MHOKECTBO XpaHUMBIX B PBJl moKyMeHTOB;
OP — xoHEYHOE MHOJKECTBO OICPAIMH, MPOU3BOJANMBIX ITOJH30BATEIIMA HAJ JOKYMEHTAMH) U TakuM 00pa3oM
OIPEEITUTh MHOXXECTBO JOKYMEHTOB, HaJl KOTOPbIMH KOHKPETHBIE IOJb30BATEIM BBIMOJHIIN T€, WJIA HHbBIE
ornepau.

2. Ecnu mpouecc NpoBEpKH YPOBHA JOCTYIAa COTJIACHO IPENCTaBICHHOW BBILIE CXEME 3aBEPIIEH YCIEeXOM, TO
MHOECTBO TMOJIb30BaTEJICH, COBEPLIMBIIMX OMNpPEACICHHbIE ACHUCTBHUS HaJd NOKYMEHTAMU ONpeleisieTca Mpu

nomouy Hekotoporo otobpaxerus G, : DxOP — U u rakum 06pa3om MOKHO BBISIBHTH BCEX 110J1b30BaTelIel,
HUCIOJIb30BABUIMX B CBOEH pab0Te KOHKPETHBIE JOKYMEHTEL.

Ha npakTuke 3TH 0TOOPaKeHUs MOKHO MOCTPOUTh C UCIOJb30BAHUEM BCIIOMOIaTEIbLHbIX CUCTEMHBIX Tab JIHIL,
3aM0JHEHKE KOTOPHIX OCYLIECTBIAETCS UCKIIOUUTENLHO Ha ypoBHe camoil CYBJ] ¢ moMowipio Habopa TPUrTepoB.
B 9TuX TabIMLIAX OTMEYAIOTCS MAEHTU(PUKATOPLI HO0Jb30BaTeNed U JOKYMEHTOB, ¢ KOTOPbIMU OHM PaboTaly, TUI
omepanuii, 1ata NpoOBENEHHUs ONEPALMHU, CTapbleé U HOBbIC 3HAYEHHUS H3MEHEHHBIX NAHHBIX. AHAIM3 JaHHBIX
TabNuUl MO3BOJISET ONpPEAEIUTh BCE MAHMIYISALUM IONb30BaTelel Hajl JOKYMEHTaMHU, BBISBUTb AKTHBHOCT
nojb3oBareneil, chepy X UHTEPECOB U TEHACHIUU UX JeATeILHOCTH.

THE SECURITY MODEL OF THE DATABASES IN THE
ORGANIZATIONS USING INFORMATION CONTAINING STATE
SECRETS

Davud Rustamov, Mirza Rzaev
The Ministry Of National Security Of The Republic Of Azerbaijan

A model of the security relational database (RDB) of the information containing a state secret (ICSS) consists
of two parts:

1. Access control RDB on the architecture of the multi-level system (MLS);

2. Control of the activity of users that have access to the RDB.

The main objective of the proposed model of security - enhanced form of access control to a database with the
information containing the state secret, and the control of all the action, produced on the information. The model
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allows to block most vulnerable, from the point of view of unauthorized access points database. In the proposed
system test access to the database ICSS uses a three-step process of determining the acceptable level of user work
with the documents.

At any stage of the audit, the user can be given the denial of access to a particular document. The proposed
scheme is the most convenient to use in organizations, with a complex structure of rights of access to ICSS, as can
easily take into account parameters such as the stamp of secrecy, the structural organization of subdivisions, job
structure, etc. and is an addition to the earlier method of access control, in terms of identification of the non-
established treatment with the data of those who had passed the lawful authentication and received a certain level
of access to documents.

Are the following statements:

1. If the process of checking the level of access is completed successfully, the activity of the users,
authenticated, can be traced with the help of some display (where U is the final number of users of the database;

G,:UxOP — D (D - finite set of stored in a distributed database system documents; OP - finite set of

operations performed by users on documents) and thus define the set of documents, on which specific users
perform those, or other operations.

2. If the process of checking the access level according to the above scheme is completed successfully, then
the set of users who have committed certain actions on documents determined by means of a display

G, : DxOP — U and thus you can identify all the users, who use in their work of specific documents.

In practice, these mappings can be built with the use of the system tables, the filling of which is carried out
exclusively at the level of the database using a set of triggers. In these tables are user IDs and documents, with
whom they worked, type of operations, the date of the operation, the old and new values of changed data. Analysis
of the data tables allows you to identify all of the manipulation of users over the documents, to identify the users
activity, sphere of their interests and the trends of their activity.

YK 004.77:340: .
3AKOHOJABYE 3ABE3IIEYEHHSA OXOPOHMU U 3AXUCTY
MNEPCOHAJIBHOI IH®OPMAIIL B MEPEXXI IHTEPHETI

Onekcandp Paokesuu
Hayionanvha axademisi guympiwinix cnpas

Crartsi: 4 cmop, 6 0xcepen.

3anpoBa/kKeHHs iH(POPMAIIHO — TEIEKOMYHIKAI[IMHIX TEXHOJOTIH y CYCIUIbHE KUTTS CHPUYMHUIIO TTOIIMPEHHS
MIPAaKTUKH TIOPYLIEHHS HEMallHOBUX IIpaB 0coOu, MIO TpPOSIBISIETHCS B HE3aKOHHOMY 300pi, BHUKOPHUCTaHHI M
MOMMpPEHH] iHpopMalii NepcOHAIBLHOTO XapakTepy. BUHMKHEHHIO 1aHOi NMpoOiieMH HeaOWsAK CIpHs€ MPaBOBHH
HITUTI3M HaceJIeHHs! Haloi JiepykaBH. BiNCyTHICT HaJeXHOTO 3aKOHOIABYOrO 3a0e3MeUeHHs] OXOPOHHW M 3aXHCTy
nepcoHaNbHOI iHpopMarlii B Mepexi [HTepHeT nMpu3BOAUTE 10 301NIBIIEHHS KUIBKOCTI IPaBONOPYIIEHb Y Wil cepi.
Posrmsinaroun nediHimii 0XopoHH i 3aXMCTy MOKHA BUSBUTH 110 BOHH € Tepe10aueHo0 HOpMaMH 1IpaBa AisIbHICTIO
SIK IepKaBHUX, TaK 1 TPOMaJICBKUX OPraHiB, CIIPSIMOBAHOIO Ha IIPUMYCOBE BiTHOBJICHHS MOPYIICHUX MPaB. 3 OTILIAY
Ha IIe OXOPOHY ¥ 3aXMCT NMepcoHaIbHOI iH(pOpMaIlil MOKHA PO3IIBIIATH SIK CYKYIHICTh METOIB, 3aC00IB 1 3aX0/iB
JUTs 3a0€e31edeH s iHpopMaIiifHOT Oe3NeKH JIFAUHH, CYCITIJILCTBA 1 IepKaBH B YCiX cepax KUTTENIAIBHOCTI.

OkpiM 11p0TO0, TIepCOHATBHY 1H(OPMAIIiI0 MOXKHA PO3YMITH SIK: TIEpeNiK KOHKpeTHOi iHdopmarii mpo ocody, 3a
JIOTIOMOTOIO SIKOI MO>KHa KOHKPETHO ieHTH(]iKyBaTH 0co0y. 3 PO3BUTKOM BHCOKHX TEXHOJIOTiH IocTana mpodiema
3a0e3NeyeHHs] HaJEKHOTO 3aXWCTy TepcoHanbHOi iH(opmanii rpomamsH agepxaBu. Tak, iHdopmamiHO -
TEJIEKOMYHIKaIiHI TEXHOJIOTII 332 CBOEIO BIIACTHBICTIO MOXXYTh 30MpaTH, HaKOIIMYYBaTH Ta MEPeAaBaTH BEINYE3HI
MacuBH iHQoOpMalii Ha 3HaYHY BiJCTaHb. 3 OBy HA ILie Mepexka [HTepHeT ciyrye iHpopmMamiiHo 6a3010 SIK Mpo
HaBKOJIMIIHIO TIPUPOAY, TaK 1 npo mojei. Takum unHOM, Mepeka [HTepHeT — ne Jmme 3HapsAIs A JOCTYIY 10
nepcoHanbHOI iH(OpMarii. Biarak mix Mepexero IHTepHeT MOXKHa po3yMiTH 3aci0 3a aJisl peaizamii npaB Ha BiJIbHE
30MpaHHs, 30epiraHHs, BAKOPUCTaHHs i MOMMpeHHs iHdopMmarii.

OCHOBOIIOJIOKHUM JOKYMEHTOM, SIKMA 3a0e3redye HOPMAaTHBHO-TIPABOBE PETYIIOBAHHSA BIJHOCHH y MeEpexi
InTeprer, € Koncrurynis Ykpaian. 3okpema, IpaBa Ha HEAOTOPKAHICTh IPUBATHOTO KUTTS PEryIMIOI0ThCA 4. 1 CT.
32, cr. 30 (HEOOTOPKAHHICTH KUTIA), CT. 31 (TaeMHHI JMCTYBaHHS, Telne(OHHUX PO3MOB, TenerpadHoi Ta iHIIOl
KOpecIoHeHii), 4. 2 cT. 34 (mpaBo Ha cBoOoy iHpopmanii) Koncturynii Ykpainu tomo. IlepepaxoBane cBimuuTh
PO HAsBHICTH MOJIOXKEHb, SIKI MOXKHA TPAKTYBATH SK TaKi, 10 3a0€3MEUYyIOTh OXOPOHY M 3aXHCT 0ci0 y Mepexi
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InTepuer, ane B Hill BiACYTHI HOJI0XKEHHS, 110 YiTKO PETYIIOBaiId O BiTHOCHHH B MepeKi [HTepHeT Ta BimoOpaxamy O
3aKOHO/IaBCTBO IIPO 3aXUCT IIEPCOHANBHOT iHpOopMarIii.

Oxpim KoHcTuty1ii, BayKIMBY poJjb BiJirpaloTh 3aKOHH, MOKJIMKAHI JIKBiAyBaTH NPOTAIMHH y 3aKOHOJIABCTBI Y
cdepi OXOpOoHH i 3aXHUCTy NEepCcoHabHOI iHpopMartii. 3HaYHy POk Y IbOMY NMUTAHHI BiAirpae Mi>XHApOJHUN JOCBIL
OXOpOHM ¥ 3axucTy mepcoHanbHOI iH(opmamii. Tak, BigHOCHHM, TOB’si3aHi 3 iHpopMali€ero y Mepexi IHTepHeT,
perymoroTsest «XapTielo riodanpHOTO iH(OpMariiiHoro cycminbcTBay, Konsenuiero OOH «Ilpo BukopucraHHS
CIICKTPOHHUX TIOBIIOMIICHh YV MIXHApOJTHUX HOT0BOpax», Jeknapamieto «IIpo cBoOGomy oOMiHy iH(OpMaIiero B
InTepreTi» TOmO. Y KOHTEKCTI PEryslOBaHHA NEpCOHaIbHOI iH(pOpMalii HayKOBHH iHTEpEC CTaHOBUTH JOCBIN
SmoHii, 3riHO 3 SIKUM O TEpCOHAIBbHOI iH(popMallii, IKa OXOPOHSETHCS 1 3aXUINAETHCS BiJIMOBITHO 1O 3aKOHY,
3apaxOBaHO: EJIEeKTPOHHMH «HIK», Ip-ampeca, elekTpoHHa azapeca, iHAMGIKAIMHUA HOMEp Ha caWTi Ta iHOI
BIJOMOCTi, [0 IIepeOyBalOTh B EJIEKTPOHHOMY BHUIJIANI, TOOTO Taky iHQopmamito, 3aBISKH SKIH MOXKHA
inenTugikyBaTu 0coly.

3AKOHOAATEJIBHOE OBECIIEYEHHUE OXPAHbBI U 3AIIIUTbI
MEPCOHAJIbHON HUHO®OPMAIIMU B CETU UHTEPHET

Anekcandp Paokesuu
Hayuonanvhas akaoemus 6HympeHHux oei

BBenmenvie WHGOPMAIIMOHHO — TEICKOMMYHHKAIIMOHHBIX TEXHOJOTHH B OOINSCTBEHHYIO JKHM3Hb BBI3BAJIO
pacmpoCTpaHeHWE HApYIICHUH HEHMYIICCTBEHHBIX NpaB JHI[, KOTOpPOE TPOSBILIETCS B HE3aKOHHOM cOope,
WCTOJB30BAHUU W PACIPOCTPAHCHUH WH(POPMANUU IEPCOHATBPHOTO XapakTepa. K BO3HHKHOBEHWIO ITaHHOM
mpoOJIeMBl  MPUYACTEH TMPAaBOBOM HUTHWIM3M HACEICHHS Hamero rocymaapctBa. OTCyrcTBHE —ITOJDKHOTO
3aKOHOJIATEIIHHOTO 00ECIeUeHHsT OXpaHbl M 3alUTHI MTePCOHAILHON WHpOpManuu B ceTH VHTEpHET MPUBOIUT K
YBEIMYCHUIO KOJMYCCTBA TPAaBOHAPYIICHUA B 3TOH cdepe. PaccmarpuBas medWHUIMU OXpaHBI U 3aIUATHI, MOXHO
3aMETUTh YTO OHU IPEACTABIAIOT cOOOW MPETYCMOTPEHHYIO HOPMAaMH IIpaBa JesITeIbHOCTh KaK TOCYIapCTBCHHBIX,
Tak ¥ OONIECTBCHHBIX OPraHOB, HANPABICHHYIOW Ha NPHUHYIUTCIFHOE BOCCTAHOBIICHHE HAPYIICHHBIX IIPaB.
Y4uurteiBasi 3T0, OXpaHy ¥ 3al[UTy MEePCOHATBHOW HHPOPMAIIMH MOXKHO PacCMaTpUBaTh KaK COBOKYIMTHOCTh METOJIOB,
CpPEICTB U Mep 10 oOecnedeHnI0 HHPOPMAIMOHHONW 0e30MacHOCTH YeoBeKa, OOIIecTBa M rOCyAapcTBa BO BCEX
chepax Ku3HemeATeNFHOCTH. Kpome TOro, mepcoHambHY0 HWHOOPMAIMIO MOXKHO TIOHMMATh Kak IepeueHb
KOHKPETHOU WH()OPMAIIHMH O JIUIIE, C TOMOIIBI0 KOTOPO MOYKHO KOHKPETHO UACHTU(PUIIMPOBATH INYHOCT.

C pa3BUTHEM BBICOKHX TEXHOJOTHH MOSBMIACH TIPoOIeMa 00eCIIeYeHus 3allUThl JIMYHON HH()OPMAINH TPpaXKIaH
rocygapctBa. Tak, WHOOPMAIMIOHHO — TEICKOMMYHHKAIIMOHHBIC TEXHOJOTHH IO CBOEMY MOTYT COOHpATh,
HAaKaIUIMBAaTh M TepelaBaTh OrPOMHBIC MAacCHUBBI HH(GOPMAIMK HAa 3HAYUTEIBHOE PACCTOSTHHUE. YUUTHIBAs ATO, CETh
WutepreT ciy)ut nHOOPMAITMOHHONW 02301 Kak 00 OKpyKaromleld mpupoe, Tak U O JI0AAX. Takum o0pa3oM, ceTh
WuTEepHET — 3TO TOMBKO WHCTPYMEHT JIUIS TOCTYIA K IepcoHaIbHON nHpopMarmu. [Tostomy moxa cerbio MHTEpHET
MOXHO TIOHWMAaTh CPEJACTBO JUIA pealu3alid IpaB Ha CBOOONMHBIA cOOp, XpaHCHWE, WCIOJB30BaHUEC U
pacrmpocTpaHeHue HH(OPMAIIHH.

OCHOBOIIOJIATAIOIIUM JIOKyMEHTOM, KOTOPBIH 00ecreurBacT HOpMaTHBHO-TIPABOBOE PETyINPOBAaHUE OTHOILCHUIH
B cetu UHTepHer, sBisierca Koncturynus Ykpaunsl. B yactHOCTH, paBa Ha HEMPUKOCHOBEHHOCTh YaCTHOM YKHU3HU
perymapytorcs 4. 1 c1. 32, cr. 30 (HEMPHUKOCHOBCHHOCTH XWiWMIa), cT. 31 (TaifHa mepemucku, Teye)OHHBIX
pa3roBOpOB, TelerpagHOW W IPYrod KoppecmoHAeHIwH), 4. 2 cT. 34 (mpaBo Ha cBOOOHYy wWHGpOpPMAITUH)
Koncruryiun Yxpaunsl u 1.1, IlepeuncieHHOe CBUIETENHCTBYET O HAIMUMUU IOJIOKEHUM, KOTOpbIE MOXKHO
TPAaKTOBaTh KaK TaKWe, KOTOpbIC O0ECICUMBAIOT OXpaHy W 3alUTy JIMI B ceTd MHTEpHET, HO HpPH 3TOM B HEl
OTCYTCTBYIOT IOJIOKEHHUS, MMEIOIIME CBOEH LENbI0 UYETKOE PEryIMpoBaHHE OTHOLIEHHMH B cetw WHTepHEeT U
(opMHpOBaHME 3aKOHOIATENHCTBA O 3alIUTE NepcoHalbHON mHpopmanmu. Kpome KoHcTuTynmu, BaxkHYyIO polib
UTPAIOT 3aKOHBI, IPU3BaHHBIE YCTPAHUTH NMPOOEIBl B 3aKOHOIATEIbCTBE B chepe OXpaHbl M 3alUTHl IEPCOHATBHON
nHpOpMaNUU. 3HAYHUTEILHYIO POJb B 3TOM BOIPOCE HWIPACT MEKIYHAPOMHBIA OIBIT OXPAaHBI W 3alIUTHI
MEPCOHATLHON WH(popManuu. Tak, OTHONICHUS, CBsA3aHHBIC C WHpoOpManued B cetd MHTEpHET, peryimmpyroTcs
«Xaprueil T00aTBHOTO HHpOpPMANMOHHOTO o0mecTBay, KonBenimeli OOH «O0 wucnonp30BaHUM AIICKTPOHHBIX
COOOIIEHUH B MEXAYHAPOIHBIX JO0TOBOpax», Jleknapanueir «O cBoboae oOMeHa nHpopmarmeit B InTepHere» u ap.
B xoHTEkcTe perynmmpoBaHUs IEPCOHANBHOW WHGOPMAIMKM HAYYIHBIA WHTEpPEC MPENCTABIACT OMBIT SIMOHWH,
COTJIAaCHO KOTOPOMY K TIepCOHANBLHON HH(OPMAIMN, KOTOPAast OXPAaHSIETCS U 3aIlUIIAETCSl B COOTBETCTBHUH C 3aKOHOM,
OTHECCHBI: DJICKTPOHHBIA «HHK», Ip-ajpec, 3JeKTPOHHBIA aapec, WHIU(GUKAIMOHHBIA HOMEp Ha caiite W Japyrue
CBEJIIEHMS, KOTOPbIe HaXOMsATCS B DJIEKTPOHHOM BHJE, TO €CTh TaKyl0 HH(pOpMaIuio, O1arogapst KOTOPOi MOKHO
UACHTU(PUIIMPOBATH YEIOBEKA.
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LEGISLATIVE ENSURE THE SAFETY AND PROTECTION OF
PERSONAL INFORMATION IN THE INTERNET

Alexander Radkevich
National Academy of Internal Affairs

Introduction of information and communication technologies in public life been called to extend the practice of
violations nonproperty rights individuals which is shown in the illegal collection, use and dissemination of personal
character. The development of this problem leads to the presence of legal nihilism in the population of our country.
Absence of proper legislation to ensure safety and security personal information on the Internet, leading to an
increase in the number of offenses in this area. Considering the definition of protection and can be seen that they are
provided by law the activities of both state and public agencies designed to force the restoration of violated rights. n
view of this protection and defense personal information can be viewed as a set of methods, tools and measures to
ensure the information security man, society and state in all spheres of life. Moreover personal information can be
understood as: list specific information about the person and the object with which you can specifically identify the
person. With the development of high technology caused the problem ensuring the security of personal information
of citizens of the state. Information and telecommunication technologies in their property may collect, store and
transmit vast amounts of information at a considerable distance. For this reason the Internet serves as an information
base, as about the world and about people. So the Internet is only a tool for access to personal information. This way
when the Internet may be understood by means for the rights to freedom of assembly, storage, use and dissemination
of information. Should be noted that basic document that provides the legal regulation of relations on the Internet is
the Constitution of Ukraine. In particular the right to privacy, including a regulated Art. 32, Art. 30 (inviolability of
the home), Art 31 (privacy of correspondence, telephone conversations, telegraph and other correspondence), Art 34
(right to freedom of information) of the Constitution of Ukraine and others. Numbered indicates that the provisions
under which can be interpreted as providing security and protection of individuals on the Internet, but there are no
provisions that aim to clear the regulation of relations on the Internet and the formation of legislation on protection of
personal information. Besides the constitutional role played by laws designed to close gaps in law enforcement for in
the Protection and defense of personal information. Important part in this issue plays international experience and the
protection of personal information. Thus, the the relations connected with information on the Internet be regulated
"Charter of the global information society,” UN Convention "On the Use of Electronic Communications in
International Contracts,” the Declaration "On freedom of communication on the Internet™ and so on. In the context of
regulation of personal information research interest is the experience of Japan under which your personal information
is protected and defended by law consist of: an electronic "nickname», Ip-address, email address, id-number online
and other information which are in electronic form, such information with which to identify the person.

VIIK 534.873:88 .
I1PO HPOB.JI}EMY POSPAXYHKY JTAJIBHOCTI l;[PI/II/IOMY
AKYCTHUYHOI IH®OPMAIIII 3 BIIKPUTUX MANJTAHYHUKIB

Muxaiino /lieizintok, IOnia I'onuapenko, /Imumpo I'onuapenxo
Cesacmononbcokuti HAYiOHANLHULL YHI8epcumem 10epHOi eHepeii ma npomucio8ocmi

Crartsi: 6 cmop., 4 0xcepen.

Jlnst moOynoBM cuCTeM 3aXMCTy aKycTHYHOI iH(popMmamii Ha BIIKPUTHX MalgaHdMKax (TEHICHMX KOPTax,
roibp(hOBUX TOJSIX, BXOAaX B OyniBii, OaJKoHaX, MaHcapiax, BepaHIax i T.[.) HEOOXiIHO BHPIMIMTH NpoOiIeMy
PO3paxyHKy JaJbHOCTI npuioMy 1i€i iHpopmamii aKycToeNeKTPOHHUMH 3ac00aMu.

[okazaHo, 110 €HEPreTHYHOIO NAIBHICTIO BUABJIICHHS aKyCTMYHOTO CHT'HAIY € BiACTaHb, IPH SIKiH JOCSTaeThCs
PIBHICTh 3aKOHOMIPHOCTI CMajy iHTEHCHBHOCTI aKyCTHYHOTO MOJISI B CTaHAApTHIA aTMocepi Ta €HepreTMIHOTO
MOTEHLiaJTy TEBHOTO NPHUHMAIBHOTO IPUCTPOIO 3 TMEBHOIO IULIIO B 3aJaHiii O0OCTaHOBII 3 IEpPEeUIKOJaMH.
l'eomeTpryHa naNbHICT BUSBICHHS aKyCTUYHHX XBWJIb BH3HAYA€THCS T'€OMETPUYHOIO 30HOI0 aKyCTHYHOI
OCBITJIEHOCTI, IO OTPHUMYETHCS B pe3yabTaTi MOOYZOBHM NMPOMEHEBOI KapTHHH, sIKa 3aJIeKUTh Bix crparhdikamii
arMocdepH, penbedy MiACTIIHFHOI MOBEpXHi Ta iH. J[ambHICT BUSIBJICHHS aKyCTUYHOI METH, IO BH3HAYAETHCH,
BpaxOBye TEOMETPHYHY 1 BU3HAYAETHCA SK JOOYTOK EHEPreTHMYHOi JanbHOCTI Aii Ha KoeillieHT aHoMaii
crparugikoBaHoi armocepu. Jnmsd  OTpUMaHHS 3HAYCHHS IIMX KOCQIIIEHTIB HEOOXIMHO TMPOBEICHHS
Cremiai30BaHuX JOCIIKEHb.
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O MMPOBJEME PACYETA JAJLHOCTHU NPUEMA
AKYCTHUYECKOW HH®OPMAIIAU
C OTKPBITBIX IUIOIAJIOK

Muxaun /{lueusuniok, IOnus I'onuapenxo, /Imumpuit I'onuapenko
Cesacmononibckuti HAYUOHAILHBI YHUGEPCUMEM 0EPHOLL SHEPSUU U NPOMBIULIEHHOCINU

JIyst IOCTpOeHNST CHCTEM 3alUThl aKyCTHUECKOH MH(OPMAlMM Ha OTKPBITHIX IUIOIIAAKAX (TEHHHCHBIX KOPTOB,
rojb(OBBIX TMOJAX, BXOAAX B 3/aHMs, OATKOHAX, MaHCaplax, BEepaHAax M T.O.) HEOOXOOUMO pEIIUThH IpoliemMy
pacdera JanbHOCTH IIpUeMa 3TOW HHPOPMAIMK aKyCTHKO3JIEKTPOHHBIMH CPEACTBAMHU.

[TokazaHo, YTO 3HEPreTHYECKON JATbHOCTHI0 OOHAPY)KEHHSI aKyCTHUECKOTO CHUTHAIA SIBJISIETCS PACcCTOSHUE, PH
KOTOPOM JIOCTHIA€TCsl PaBEHCTBO 3aKOHOMEPHOCTU CIaJa MHTEHCHBHOCTU AKYCTHMYECKOTO IOJS B CTAHAApPTHOU
aTMoc(epe M SHEPreTHYECKOTO IMOTEHIHAIa ONPENeICHHOTO IPHEMHOTO YCTPOWCTBA IO OINPEACICHHON IEiN B
3aJaHHOM MOMEX0BOHM oOcCTaHOBKe. ['eoMerprnueckas NaJbHOCTh OOHAPYKEHHMS aKyCTHYECKHUX BOJIH OMpEeIseTCs
FEOMETPUUYECKOM 30HON aKyCTHUECKOM OCBEIIEHHOCTH, MOJIydaeMON B pe3yabTaTe MOCTPOECHUS Ty4€BOM KapTHHBI,
3aBUCALIEH OT cTpaTh(dUKanny arMochepsl, perbeda MoaCTUIIaroIed MoBepXHOCTH U Ap. OnpeaernsemMas JaTbHOCTb
O0OHapy)XeHHSI aKyCTHYECKOW IIeNM YYWTHIBAET TEOMETPHUUYECKYI0 M OIpeAesieTcss Kak IpOM3BEJCHUE
SHEPreTUUECKON MambHOCTH JieHcTBUA Ha Kod(hduIeHT aHoMamuu cTpaTHUIMpOBaHHON arMocdepsl. s
TIOJTydeHUsI 3HAYCHUS 3TUX KOA(PPHUIHUEHTOB HEOOXOIUMO MTPOBEICHNE CIIEIUATN3HPOBAHHBIX HCCIIEIOBAHMUI.

THE PROBLEM OF CALCULATING DISTANCE RECEIVING
INFORMATION FROM ACOUSTIC OPEN AREAS

Mykhailo Diviziniuk, lulia Goncharenko, Dmytro Goncharenko
Sevastopol National University of Nuclear Energy and Industry

For the construction of acoustic systems for the protection of information in open areas (tennis courts, golf
courses, building entrances, balconies, attics, porches, etc.) necessary to solve the problem of calculating the distance
of the reception of this information with the help of acoustic and electronic means.

It is shown that the energy detection range of the acoustic signal is the distance at which the equality of the laws
of the intensity decay of the acoustic field in a standard atmosphere and the energy potential of a specific receptor for
a specific purpose in a given noise conditions. Geometric detection range of acoustic waves is determined by the
geometrical area of acoustic illumination is obtained by constructing the ray pattern, which depends on the
stratification of the atmosphere, land surface topography, and other-defined detection range of acoustic target takes
into account the geometry and is defined as the product of the energy range of the anomaly by a factor of a stratified
atmosphere. To obtain the values of these coefficients is necessary to conduct special investigations.

VJIK 681.3
AHAJIITHYHI METO/IN IIU®PYBAHHS HA OCHOBI
INEPETBOPEHD 13 BUKOPUCTAHHSIM JIMIIIKOBUX KJIACIB

B’auecnaeé Bacunenko
Hayionanvhuii agiayitinuii ynieepcumem

Crarrs: 8 cmop., 5 oxcepen.

OpHiero 13 BKpail BaKIMBHX [UII CYJacHHX aBTOMATH30BAaHMX CHCTEM € TMpobijema 3a0e3rnedeHHs
KOH(]imeHmIHHOCTI iHpOpMaLil, 11 BUPILIEHHS SIKOT 3aCTOCOBYIOTHCS Ti UM 1HII METOAM, METOJVKH YN AJITOPHTMHU.
Jlnst 3abe3neueHHst KoHGigeHIIHOCTI iHpopMalii B 6araTb0X BHIagKax KpunrorpadiuyHe HMEpeTBOPEHHS € YU He
€IMHUM NUIIXOM 3a0e3nedeHHs i KOHQIACHIIHHOCTI (3 TEBHOIO CTIHKICTIO A0 Crpo® PO3KPHUTTA ii 3MICTy —
KkpunrorpadigHoto criiikicTio). Ha 1ieft yac Teopist kpunrorpadivHuX MepeTBOPEeHs PO3BUHYTA JOCUTH ITUPOKO H /IS
3abe3neyeHHs] KOHQIJCHIIMHOCTI 1HQOpMAIiHHINX 00 ’€KTIB MOXKHAa 3acTOCYBaTH Ti UM iHII aJTOPUTMH
kpunrorpadigyHoro meperBopeHHs. st mmdpyBaHHsA iHGOpMaIii cepei IHIIMX MOXKYTh BHUKOPHCTOBYBAaTHCS 1
aHATITHYHI TepeTBOpeHHs. [3 HUMX HaWOUIbIIe MOIMpPEeHHS HaO0yMM METOAM INU(PYBAaHHS, 3acCHOBaHI Ha
BHUKOPHCTOBYBaHHI MaTpPUYIHOT anreOpy.
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B crarTi npornoHyeThCS OAMH i3 MOKJIMBHX BapiaHTIB TaKMX aHATITUYHUX KpHUNTOrpadidHUX IEpeTBOPEHb Ha
OCHOBI TIepeBOJy i3 MO3HIIIIHOT CHCTEMH UYWCIIEHHS B CHCTEMY JIMIIKOBHX KJIACiB, a TAKOXK 13 CUCTEMH JIMIIKOBUX
KJIaciB y MO3MLiHHY cucteMy yuciieHHs. [Ipu npoMy B cTaTTi 3AiCHEHO aHaii3 KpHuiTorpadiuHoi CTIHKOCTI TaKux
TIepeTBOPEHb Ta 3alPOHOBAHO BapiaHTH ii IMiJBHIIEHHSA JO PiBHSA CydaCHHX BUMOT. 3alporNOHOBaHi BapiaHTH UIs
YMOB TIEpeBOJIY 3 OJIHIE] CUCTEMH YHCIEHHS B iHII IU(POBHUX KOJIB, SKUMH B aBTOMaTH30BaHUX (KOMIT FOTEPHHX)
crcTeMax IpeJcTaBiIeH] iHpopMariiiHi 00’ €KTH.

Anani3z kpunrorpadiqHoi CTIMKOCTI 3allpONOHOBAaHMX MEXaHi3MiB OJIOKOBHX MAaTPHYHHMX IE€PETBOPEHH Ja€
MOJKJIBICTh CTBEPKYBATH, IO CHOCOOM KPHUNTOAHAI3Y IIJSIXOM ‘‘CTaTHCTUYHOTO” aHAN3y 3 BHKOPHCTAaHHSIM
(parMeHTiB BIAKPUTOTO Ta 3amM(pOBAHOTO TEKCTY, CIPOOM 00paxyBaHHS NPSIMHUX YW 3BOPOTHHUX MaTpPHIb, NPH
JIOTPUMaHHI PEKOMEHJalil, BUKJAJICHUX Y BIAMOBIIHUX pO3JiNax CTAaTTi, € HE PE3YyNbTAaTUBHUMHM, a KiJIbKICTh
BapiaHTiB KJIIOYOBHX HAOOPIB € HE MEHILIOIO HIK JUUIS 1HIINX BIIOMHUX MEXaHI3MIiB KpHITTOTpadiYHUX IIEPETBOPEHbD.

AHAJIUTUYECKUME METO/JAbI HIM®POBAHUSA HA OCHOBE
MMPEOBPA3OBAHHNI C UCITIOJIb30BAHUEM OCTATOYHBIX
KJIACCOB

Bauecnae Bacunenxo
Hayuonanvnviii asuayuonmuwiii ynueepcumem

OpnHOM U3 KpaiiHe BaKHBIX JJISI COBPEMEHHBIX aBTOMATH3HMPOBAHHBIX CHCTEM SIBIIETCS TpobiieMa oOecreueHus
KOHQUICHINATEHOCTH WHPOPMAIWH, IS PEIICHNS! KOTOPOH MPUMEHSIOTCS T€ WM MHBIC METOJIbI, METOIUKH WIN
anroputMmsbl. Jlnsg oOecriedeHnss KOH(HUACHIMAILHOCTH HMHGOpPMAalMK BO MHOTHX CIydasx KpHIITOTpaduuecKoe
npeoOpa3oBaHKe SBJIAETCA €ABa JIM HE EAMHCTBEHHBIM ITyreM oOecnedeHus ee KOH(UACHIHMAILHOCTH (C
OTIpEJIeTIEHHON CTOWKOCTBIO K IIOTBITKAM PACKPBITHSl €€ COAEPXKaHWS - KpUNTOTrpaduiecKkoi cToHKocThio). B
HacTosIIee BpeMsl TeOpusl KpUNTorpaprueckux npeoOpa3oBaHuil pa3BUTa JIOCTATOYHO HIMPOKO M I 0OecriedeHus
KOHQUICHIIMATLHOCTH ~ MH(OOPMAMOHHBIX OOBEKTOB MOXKHO TPUMEHHTh T€ WM HWHBIE  aJTOPHUTMBI
Kkpunrorpaduieckoro mpeodpazoBanus. s mmdposanus nHGOpMaMU cpenn IPYrUX MOTYT HCIIOJIB30BAaTHCS U
aHayMTHYeckue npeoOpaszoBanHus. 13 HUX HauOoubIee pacIpoCTpaHEHHE IOJNYYWIM METOIBl IMU(POBaHUS,
OCHOBaHHBIE Ha MCIOJIb30BaHUN MAaTPHYHOH anreOpsl.

B cratpe mpemaraercss OOWMH M3 BO3MOXKHBIX BapHaHTOB TaKUX aHATMTHYECKUX KPUNITOTpadUuecKux
npeoOpa3oBaHUii HA OCHOBE IEpeBOa M3 MO3HIMOHHON CHCTEMBl CUHCIEHHS B CHCTEMY OCTaTOYHHMX KIJIACCOB, a
TaKKe M3 CHCTEMBI OCTATOYHOM KJIACCOB B MO3MIMOHHYIO cHCTeMy cuucieHus. [Ipu 3ToM B craTbe OCyIlecTBICH
aHAM3 KPHUNTOTPaUIEeCKOW CTOMKOCTM TaKMX IMpeoOpa3oBaHMII M TPEUIOKEHbI BapHAHTHI €€ IOBBIMICHUS /10
YPOBHS COBpEMEHHBIX TpeGoBanuii. [IpeioskeHHbI BapHaHTHI 111 YCIIOBHH IIEPEBOJIA U3 OHOM CHCTEMbI CUNCIICHUS
B JApYrylo IM(POBBIX KOIOB, KOTOPHIMH B aBTOMATH3MPOBAHHBIX (KOMITBIOTEPHBIX) CHCTEMax IpPECTaBIICHBI
nH(OPMAMOHHBIE OOBEKTEHI.

AHamm3 KpunrorpauuecKkoldl CTOWKOCTH NPEI0KEeHHBIX MEXaHHM3MOB OJIOYHBIX MaTpUYHBIX HPeoOpa3oBaHMUit
JaeT BO3MOJKHOCTh YTBEpPXKIaTb, YTO CHOCOOBI KPHNTOAHAIN3a IIyTeM "CTAaTUCTHYECKOTO" aHaum3a C
UCIIOJIb30BaHUEM (PparMEeHTOB OTKPBITOrO M 3alIM(pPOBAHHOTO TEKCTA, MOIBITKH pacyera MpsSMBIX HJIM OOpaTHBIX
MaTpull, IpU COOJIIOJEHUM PEKOMEHJALUH, M3JIOKEHHBIX B COOTBETCTBYIOIIMX pasleiax CTaTbd, SIBIAIOTCS HE
pe3YJIbTATUBHBIMH, a KOJHMYECTBO BapUaHTOB KIIOYEBBHIX HAOOpPOB HE MEHIIE, YeM Il APYIHX H3BECTHBIX
MEXaHM3MOB KpUNTOTpadUuecKuX MpeoOpa3oBaHU.

ANALYTICAL METHODS FOR ENCRYPTION BASED ON THE
TRANSFORMATION OF THE USE OF RESIDUAL CLASS

Viacheslav Vasylenko
National Aviation University

One of the most important problem of today's automated systems is ensuring of the confidentiality of
information, which is used to solve these or other methods, techniques, or algorithms. To ensure confidentiality of
information in many cases the cryptographic transformation is perhaps the only way to ensure its confidentiality
(with a certain resistance to attempts by the disclosure of its contents - the cryptographic resistance). The theory of
cryptographic transformations developed widely and to ensure the confidentiality of information objects can use
these or other algorithms for cryptographic transformations. To encrypt the information to others may be used and
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the analytical transformation. Of these, the most widely used encryption methods,which are based on the use of
matrix algebra.

The article suggests one possible analysis of cryptographic transformations on the basis of a translation of the
positional number system to a system of residual classes, as well as from the system of residual classes in a
positional number system. In the paper we made an analysis of cryptographic strength of such change and provide
suggestions to improve it to the level of modern requirements. The proposed options for the conditions of transfer
from one system to another digital codes, which in automated (computer) systems are information objects.

Analysis of the cryptographic strength of the proposed mechanisms of block matrix transformations allows us to
assert that the methods of cryptanalysis by "statistical” analysis using a fragment of an open and encrypted text,
attempts to calculate the direct and inverse matrices, subject to the recommendations contained in the relevant
sections of the article are not effective, and number of options for the key sets of not less then than for other known
mechanisms of cryptographic transformations.

YJIK 004.516.1 o
YIIPABJIIHHA PUSNKAMU ITHOOPMAIINHOI BE3IIEKU 3
BUKOPUCTAHHSM HEYUITKUX KOT'HITUBHUX KAPT

bozoan Bonooyes, Braoucnae Yepnuw
Xapxiscvkutl HayiOHabHULL YHIGepCcumem padioeneKmpOoHiKu

Crarrs: 5 cmop, 3 oxcepena.

B cydacHOMYy CBIiTI TepMiH PH3HK IIHOKO BHKOPHCTOBYETHCS Y PI3HHUX cepax KUTTEMISIBHOCTI. YIIpaBIIiHHS
pusukamu iHpopmaniiinoi Oesmexkn (IB) sBisie cobol0 AOCHTH IIMPOKE MOHATTSA, SIKE BHKOPHCTOBYETHCS B
JiTepatypi SIK BUJ JiSUTBHOCTI, IO BKIIOYA€ BH3HA4YeHHS 3arpo3 Oesmeku iHdopmarniiiHoi cucremu (IC), ominky
piBHA HeOe3nekH 3arpo3 (ToOTO po3Mip MOXIMBOIO 30MTKY), a TakoX HMOBIpHOCTEH peanizamii IMX 3arpo3
(IpoBeeHHs TIOBHOT'O aHaJ3y PHU3MKIB cuctemn). Ha oCHOBI aHami3y 3arpo3 NMpUiMaEeThCs PilIeHHS PO 3aX01
00 3HMXKEHHsI 3araybHoro piBHA pm3uky it IC. IIpuuomMy KOHKPETHHH 3MICT I[OTO MOHATTS 3aJICKUTH Bif
PO3B'A3yBaHOI 331adi.

[Tpomonyetbes miaxin ynpasmiaHs pusnkamu b Ha OCHOBI HEWITKMX KOTHITUBHHMX KapT 1 IITYYHUX HEHPOHHNUX
Mepex. [IponoHyeTbCsl PO3MIIUTH MOHATTS PU3UKY Ha JBI CKJIQIIOBi: CUCTEMO 3aJI€KHHUH Ta CHCTEMO HE3aJIeKHU N
pu3ukH. JlaHuii miaxia 103BOJIsIE 3MEHIITUTH YacTKy cy0’ €KTHBI3MY B owiHli pu3uKy Ib opranisamii, Bpaxysatu yci
eJIEMEHTH, 10 OepyTh ydacTh Ta He OepyTh ydacTb B 00poOui naHmx aBromatusoBanoi cuctemu (AC), a Takox
aBTOMATH3YBATH ITPOLIEC YIIPABIiHH PU3UKAMH.

[MpoGnema anamizy iHpOpMamiiHUX PHU3UKIB 3HAYHO CHPOINYETHCS 1 (OpMaNi3yeTbcsi NPH BHUKOPHCTAHHI
HEYiTKOTO0 KOTHITUBHOT'O MiAXOJYy y IO€IHAHHI 3 BUKOPHCTAaHHAM IITYYHHX HEHpOHHUX Mepex. [lepeBaroro
3aIPOIIOHOBAHOTO MiAX0AY 0 aHani3y pu3ukiB Ha 6a3i HKK € MoxnmBicTs moOyn0BH aeKBaTHOI MO BIUIUBY
3arpo3 Ha 3aXMIIAIOTHCS PECYPCH Ta OLHKHM iX HACHTIAKIB NMPH HAsIBHOCTI HEMOBHOI YM HAaBITh CYIEpEUIIMBOI
BHXIZHOT iHpOpMaIIii.

YIPABJIEHUE PUCKAMHY HH®OPMAIIMOHHON
BE30IACHOCTHU C UCITOJIb30BAHUEM HEUETKHX
KOI'HUTUBHBIX KAPT

bozoan Bonooyes, Bhaoucnae Yepnwviu
XapbkoscKull HAYUOHATLHBLUL YHUBEPCUEM PAOUOINEKMPOHUKU

B coBpemeHHOM MHpe MMOHATHE PUCKa IUPOKO YIOTPEeOIsieTcs B Pa3HbIX cepax AesTEIbHOCTH. YTpaBiIeHne
puckamu nHpoOpManmonHoi 6e3onmacHoctr (MbB) mpeacraBisier co0oi TOCTAaTOYHO HIMPOKOE MOHITHE, KOTOPOE
UCTIONIB3YeTCS B JIMTEparype Kak BHA JESITEIbHOCTH, BKIIOYAIOIIMH OIpeAesieHne yrpo3 0e30macHOCTH
nHdopmarronHoit cucremsl (MC), oeHKy YpOBHS ONAacHOCTH yrpo3 (T.e. pa3Mepa BO3MOXKHOTO yiepoda), a Takke
BEPOSITHOCTEH peanm3anuy 3THX yrpo3 (T.e. IpoBeIeHHEe NOJHOTO aHall3a PUCKOB cUcTeMbl). Ha ocHOBe aHanusa
yrpo3 NpUHHUMAeTCs pellieHHe O Mepax IO CHIKEeHHIO obmiero ypoBHS pucka aii MC. IlpuueM koHKpeTHOe
COJIepKaHUE 3TOT'0 MOHATHS 3aBHCHT OT peIIaeMoil 3a1a4u.

[Mpennaraercs mnonaxox mus ympaBieHus puckamu KB Ha ocHOBe HEYETKMX KOTHHUTHBHBIX KapT W
HCKYCCTBEHHBIX HEHPOHHBIX ceTeil. B moaxone mpenaraercsi pa3aeinTh MOHSATHE PHCKa Ha JIBE COCTaBILIOIIUE!
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CUCTEMO33aBUCHUMBII U CHUCTEMOHE3aBUCHUMBIM pUCKU. JIaHHBI MOAXOJA TMO3BOJIIET YMEHBIIUTH OO
cyOBEKTUBU3MA TIpH olleHKe pucka Mb opranuzanuy, yaecTb BCE 3JIEMEHTHI, YHaCTBYIOIINE U HE YIacCTBYIOIINE B
00paboTke JaHHBIX B aBTOMaTH3upoBaHHOH cucteme (AC), 1 aBTOMaTU3MpOBaTh IPOIECC YIIPABJICHHUS PHCKAMU.

[IpoGnema anHanM3a WHQOPMALMOHHBIX PHCKOB 3HAYMTENHHO ympomaercss # ¢GopManu3yercss IIpH
HCMOJIb30BaHU U HEYETKOI0 KOTHUTHUBHOTO MOAX0/a B COUYETAHUU C UCIOJIb30BAHUEM HUCKYCCTBEHHBIX HEHPOHHBIX
ceredl. JIOCTOMHCTBOM NpPEAJIOKEHHOTO MOAXOoJa K aHanu3y puckoB Ha 0Oaze HKK sBisercss Bo3MO>KHOCTH
MOCTPOEHUS aAE€KBAaTHOM MOJENN BO3ACHCTBHS yrpo3 Ha 3alllUIaeMble PECYpChl U OLEHKH HX MOCIEICTBUN MpHU
HaJIMYUH HEIIOJHOM MIIM JTaKe IPOTHBOPEYMBON MCXOTHOW MH(OPMAIUH.

RISK MANAGEMENT OF INFORMATION SECURITY USING
FUZZY COGNITIVE MAPS

Bogdan Volobuiev, Vladislav Chernish
Kharkiv national university of radioelectronics

In today's world the concept of risk is widely used in various fields. Risk management information security
(IS) is a rather broad term that is used in the literature as an activity, including identification of threats to the
security of information systems (1S), evaluation of severity of threats (the size of potential damage), as well as the
probabilities of the realization of these threats (conduct a full risk analysis system). Based on analysis of threats to
the decision on measures to reduce the overall risk for IS. Moreover, the specific content of this concept depends
on the task at hand.

The paper proposes an approach to risk management of information security based on fuzzy cognitive maps
and artificial neural networks. In the approach proposed to divide the notion of risk into two components: a
system-dependent and system-independent risks. This approach allows to reduce the proportion of subjectivity in
assessing the risk of information security organization, consider all the elements involved and not involved in the
processing of data in the Automatic System and automate the process of risk management.

The problem of information risk analysis is greatly simplified and formalized using fuzzy cognitive approach,
combined with the use of artificial neural networks. The advantage of this approach to risk analysis based on the
NCC is the ability to build an adequate model of the impact of threats to protected resources and assess their
implications in the presence of incomplete or even contradictory information source.

VK 681.3.06 i
3AXUCT IH®OPMAIII 3 OBGMEXEHUM JOCTYIIOM B

JIOKAJIBHUX OBYUCJ/IIOBAJIBHUX MEPEXAX,
MOBY JOBAHUX 3 BUKOPUCTAHHSIM ONIEPALIIMHUX
CHUCTEM MS WINDOWS

Anopii Tumowenko
TOB "Incmumym komn tomepHux mexHono2iu"

Crarrs: 9 cmop., 10 oscepen.

Ha meif yac mmpoko BHUKOPHCTOBYIOTHCSI aBTOMaTH30BaHI (iHpopMamiiHi) cHcTeMH, IO peali3yloTh pi3Hi
TEXHOJOTiT 00poOyeHHs iHpOpMAIii Ta OCHOBY OOYHCIIOBANbHOI CHCTEMH SIKHX CTAaHOBIIITH JIOKallbHI
00UYHNCITIOBaAIIEHI MEpPEXi - CYKYITHICTh B3a€MOJIIIOYHMX Yy ITPOIECi CBOTO () YHKIIIOHYBaHHS KOMIT'IOTEPIB, [0 MAIOTh
CHUJIbHO BUKOPHCTOBYBaHI (MOXIMIOBaHI) pecypcu (KOPCTKI AMCKH, TPHUCTPOI IEYaTKh M T.I.), SIKi 3BHYAifHO
MAPO3AUIAIOTH HA OJHOPAHTOBI - TaKi, y IKUX CHUIBHO BUKOPHUCTOBYBATHCS (PO3MIIATHCS) MOXYTh pecypcH Oyab-
SIKOTO KOMIT'IOTepa, KU, TAKUM YMHOM, MOXE BHUKOHYBAaTH pOJIb K KIIEHTCHKOI poOovoi craHmii, Tak i poJib
HEBHJIIJIEHOT'O CepBepa, a TaKoX Mepexi i3 BUIIJICHUMHU CEpBEPAMH - TaKi, y SKHX CHUIBHO BUKOPHCTOBYIOTHCS
PECYpCH TiJIbKH CIIeIi ajlb HO BUAUICHUX KOMII'IOTEPIB (CepBepiB).

VY crarti posrisgaroTbess 0coOnMBOCTI  3abe3meueHHs 3axucTy iH(opMmarii 3 0OMEKEHHM JOCTYIOM,
00poOroBaHoi B iH(GOpPMaNiHHUX cHUCTeMaX, IO KiIacU(ikoBaHI SK aBTOMATH30BaHI CHCTEMH Kiacy 2, abo B
OKpeMHUX CKJIaI0BUX iH(OpMaIi HHUX CHCTEM, IO Kiacu(iKoBaHi sIK aBTOMATH30BaHI CUCTEMH KJacy 3, 3a YMOBH,
0 OCHOBY iX OOYMCIIOBAJLHOI CHCTEMH CTaHOBIIITH JIOKAIBHI OOYHCIIOBaJIBHI Mepexi, moOymoBaHi 3
BUKOPHCTAHHAM KOMITIOTEpIB, IO (YHKIIOHYIOTH IIiJi KEepyBaHHIM OIepaliiiHuX cucreM cimeiictBa MS
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Windows.

Ha mixcraBi anHamizy BIiZOMHX apXiTeKTyp HpPUKJIAaIHUX MPOTPaMHHUX 3aco0iB cydacHHX iH(popMariiHnX
CHCTEM, a TAKOXX BUMOT JiF0901 HOPMATHBHO-TIPaBOBO1 0a3M MO0 3aXUCTy iHGOpMAIlii 3 00MEKESHUM JOCTYIIOM
(OpMyYITIOETBCS TIEPETK 3aBIaHb 3aXHCTY, SIKi MOBHHHI OyTH peaii3oBaHi CTOCOBHO iH(pOpMamiiiHUX 00'e€KTiB,
00po0OmoBannX B iHGOpMaLifHUX cUCTeMaX, Y pi3HOMY BHJI HOJaHHS Ta y pizHOMY craHi. [lokasyerbcs, mo i
3aBIaHHS 3aXHCTy HE MOXYTh OyTM BHKOHaHI Hi IITAaTHUMHU 3aCO0aMH 3aXHCTy OIEpaliiHMX CHCTEM ciMelcTBa
MS Windows, HI 3acobaMm 3axuCTy, peaji30BaHUMH B CKJaAi MPHKIAAHAX MPOTPaMHUX 3aco0iB.
OOTpyHTOBYEThCS HEOOXIIHICTH CTBOPEHHS IHTEIPOBAHUX KOMIIJIEKCIB 3acO0IB 3aXHCTy, Y CKIIa[i SKUX, KpiM
3ac00iB 3aXHCTY, pealli30BaHUX Y CKJIa/i NPUKIIAIHUX MIPOrPaMHUX 3ac00iB, TOBUHHI BUKOPUCTOBYBATHUCS 3aCO0M
3aXHCTy, MO (YHKOIOHYIOTH Ha PIBHI siapa omepaniifHoi cucremu (3acoOM 3axXMCTy, IHTErpoBaHi JI0 CKIagy
oTepaliiHOi CHCTEMH).

[TokazyeTbcsi MOKIIMBICTE BUKOPHCTAHHS TP IMOOYMOBI iHTETPOBAaHMX KOMIUIEKCIB 3aC00iB 3aXHCTy 3aco0iB
komiiekcy "I'pud" (Excnepramii BucnoBok Ne 239 Bix 13 cepmust 2010 p.) ta xommuekcy "I'pud-Mepexa”
(Excnepranii BucHoBok Ne 203 Bim 24 rpymust 2009 p.) BupoOGHuurea TOB "IHCTHTYT KOMIT'IOTEpPHHX
TEXHOJIOTiH".

HaBoautecst mpukman ycmimiHOI MNpakTUYHOI peai3amii 3alpollOHOBAHOTO MiJXOAY TPH CTBOPEHHI
IHTErPOBAaHOTO KOMIUIEKCY 3aco0iB 3axucTy iH(popManiiHo-aHamiTHaHOiI cucremu "Kamgpm 31" Bepcii 7.2
(Excnepranii BucHoBok Ne 344 Bix 29 motoro 2012 p.).

SAIIMTA UTH®OPMALIMU C OTPAHUYEHHBIM JOCTYIIOM B
JIOKAJIBHBIX BBIYUC/IUMTEJBHbBIX CETAX, IOCTPOEHHBIX C
HNCITOJIB3OBAHUEM OIIEPAIIMOHHBIX CUCTEM MS
WINDOWS

Anopeit Tumouenko
000 "HHucmumym komnuslomepHwlx mexHonocuti”

B Hacrosmiee BpeMs IIUPOKO WCIONB3YIOTCS aBTOMATU3UPOBAaHHBIC (MH(POPMAIMOHHBIC) CHCTEMBI,
peATH3YIOIIHE Pa3IMYHbIC TEXHOJIOTHH 00pabOoTKN WH()OPMANMH, B KAYeCTBE OCHOBBI BBRIYUCIHUTEIBHON CUCTEMEI
KOTOPBIX BBICTYIAIOT JIOKAJIbHBIE BBIYHUCIUTEIBHBIE CETH — COBOKYITHOCTh B3aMMOJICHCTBYIOIIMX B IIpoliecce
cBOEro (YHKIIMOHHPOBAHUS KOMITBIOTEPOB, MMEIOIIMX COBMECTHO HCHOJb3yeMble (pa3zieisieMble) pecypchl
(>KkecTKHMe AMCKM, YCTPOWCTBA I€4aTH M T.I.), KOTOPbIE OOBIYHO MOJPA3AEISIIOT HA OJHOPAHTOBHIE — TaKHE, B
KOTOPBIX COBMECTHO HCHOJB30BaThCs (pa3fesiTbesi) MOTYT PEcypchl JIFOOOTO KOMITBIOTEpa, KOTOPHIH, TakuM
00pa3oM, MOXKET BBIMOJHATH POJIb KaK KJIMEHTCKOW pabodell CTaHIWM, TaK M POJb HEBBIICICHHOTO cepBepa, a
TaK)Xe CETH C BBIICJICHHBIMH CEpBepaMH — TaKhWe, B KOTOPHIX COBMECTHO HCIOJB3YIOTCSI PECYPCHI TOJBKO
CHeNnaIbHO BBIJEIEHHBIX KOMITBIOTEPOB (CEPBEPOB).

B crarbe paccmarpuBaroTCsi 0COOCHHOCTH OOecIeueHHs 3allUThl HHQOPMAIMU C OTPaHWYCHHBIM JOCTYIIOM,
oOpabarpiBacMOll B HWH(DOPMAITMOHHBIX CHCTEMaX, KJIACCHPUIMPYEMBIX KaK aBTOMATH3HPOBAHHEIC CHUCTEMEI
Kmacca 2, JmOO B OTACIBHBIX COCTABISAIONMX WH(POPMAINMOHHBIX CHCTEM, KIIACCHPUIUPYEMBIX KakK
aBTOMATHU3MPOBAHHEIC CHCTEMBI Kiacca 3, MPH YCIOBUHU, YTO OCHOBY WX BBIYHCIUTEIHLHON CHCTEMBI COCTABIIIOT
JIOKAJIGHBIC BBIYHCIUTENBHBIE CETH, MOCTPOCHHBIE C HCIOJIF30BAaHUEM KOMIIBIOTEPOB, ()YHKIIHOHHPYIOIIHX IO
yIIpaBJIeHUEM OIIEpPalMOHHBIX cHCTeM cemerictBa MS Windows.

Ha ocHoBaHWM aHammM3a W3BECTHBIX AapPXUTCKTYp NPHUKJIATHBIX IPOTPAMMHBIX CPEACTB COBPEMEHHBIX
WHPOPMAITMOHHBIX CHCTEM, a TakKkKe TpeOOBaHWHA ICHCTBYIOMICH HOPMAaTUBHO-IPABOBOW 0a3pl IO 3aluTe
HHPOPMAIMH C OTPAHWYCHHBIM JTOCTYIIOM (OPMYIHUPYETCS MEPEUEHb 3aJad 3allUThl, KOTOPHIC TOJKHEI OBITH
peaTM30BaHbI 0 OTHOIICHHUIO K HH()OPMAIIMOHHBIM 00beKTaM, 00pabaThIBaeMbIM B HH(GOPMAIHOHHOHN CHCTEME, B
Pa3IMYHOM BHJE NPEJCTABICHHUS U B Pa3IMYHOM COCTOSIHUU. [TokasbIBaeTcs, 4YTo 3TW 3a/la4ud 3alIUTHl HE MOTYT
OBITH BBINOJHEHBl HH INTATHBIMH CPEACTBAMH 3alUTHl ONEPAMOHHBIX cucTeM ceMmelictBa MS Windows, Hu
CpEACTBAMM 3allMTHI, PEAJTH30BAHHBIMH B COCTaBE IIPHUKJIAJHBIX MNPOTrpaMMHBIX cpencTB. OOOCHOBBIBAETCS
HEOOXOJUMOCTh CO3/aHMSI MHTETPHPOBAHHBIX KOMIUIEKCOB CPEACTB 3allUTHI, B COCTaBE KOTOPBIX, KPOME CPEJCTB
3aIlUTHI, PEaJM30BAHHBIX B COCTAaBE MPHUKIIAJHBIX IMPOTPAMMHBIX CPEICTB, JOJDKHBI HMCIIOJNH30BaThCsl CPEICTBA
3aIIMTHI, () YHKIIMOHUPYIOIIHE Ha YPOBHE siipa ONEPAllMOHHON CHCTEMBI (CpeCTBa 3alMThl, HHTETPUPOBAHHBIC B
COCTaB ONEPALMOHHON CHCTEMBI).

[TokaspiBaeTcsi BO3MOJKHOCTb HCIIOJIb30BAHUSI IIPU IIOCTPOCHUM WHTETPHPOBAHHBIX KOMIIJIEKCOB CPEICTB
3amuTel  cpeacTs komiuiekca "T'pud" (OkcmeprHoe 3akmodeHue Ne 239 ot 13 amrycra 2010 r.) U KOMIUIEKCa
"I'pud-Mepexa" (DxcneprHoe 3akmoueHue Ne 203 ot 24 mekabps 2009 r.) mpoussoiactBa OOO "HucTHTyT

IIpasose, Hopmamusie ma memponociune 3abesneyenns cucmemu saxucmy ingopmayii ¢ Ypaini, 1 (23) eun., 2012 p. 97



KOMIIBIOTEPHBIX TEXHOJIOTHI".

IIpuBoauTCca nNpUMEp YCHEMIHOW MNPaKTUYECKOW peaau3alluy IMPEAJIOKEHHOTO MOAXOAa MpH CO3MaHUU
HMHTET pUPOBAHHOTO KOMIUIEKCA CPEICTB 3alIUTHl HH(POPMAIlMOHHO-aHAIUTHIecKoi cuctemsl "Kamgper 3" Bepcun
7.2 (OxcneprHOoe 3akmoueHne Ne 344 ot 29 ¢pespans 2012 1.).

DEFENCE OF INFORMATION WITH A LIMIT ACCESS IN THE
LOCAL AREA NETWORKS BUILT WITH THE USE OF

OPERATING SYSTEMS MS WINDOWS

Andriy Tymoshenko
"Institute of computer technologies” Ltd.

Now it is widely used computerized (information) systems that implement various information technologies as
the basis of a computer system which are the local area network - a set of interacting in the process of functioning
of computers that have shared resources (hard drives, print devices etc.), which is usually divided into unirank-
those in which the shared resources can be in any computer, which can thus act as a client workstation as well as
an undedicated server, and networks with dedicated servers - those in which resources of specially dedicated
computers (servers) are shared.

The article overviews features of protection of restricted information processed in information systems, which
are classified as automated systems of class 2, or in individual components of information systems, classified as
automated systems of class 3, as long as the basis of their computer systems is local computer
networks, constructed with the use of computers, operating under MS Windows operating systems.

Based on the analysis of the known architecture of software applications of modern information systems, as
well as the requirements of the existing legal framework for the protection of restricted information is formed the
list of objectives of protection that should be implemented to the information objects that are processed in the
information system, in a different form of presentation and in a different state. It is shown that these problems of
protection can not be carried out neither by regular protection facilities of MS Windows operating systems, nor by
the protection facilities that are implemented in the application software. The necessity of creating integrated
security complex, as part of which, except for the protection facilities that are implemented in the application
software should be used protective facilities, operating at the kernel level of operating system (protection
facilities, integrated with the operating system).

The article shows the ability in usage in the construction of integrated systems of protection the facilities of
complex "Grif " (Expert Conclusion Ne 239 from August 13, 2010), and complex "Grif-Merezha" (Expert
Conclusion Ne 203 from December 24, 2009), produced by "Institute of computer technologies" Ltd.
An example of a successful implementation of the proposed approach in creating an integrated security complex
of information-analytical system “Kadry ZI” version 7.2 (Expert Conclusion Ne 344 of February 29, 2012) is
provided.

VJIK 004.051
BHUPIIIEHHS ITPOBJEMMU JOCTYITHOCTI 10 MEPEXI

IHTEPHET IIJIAXOM JUHAMIYHOI' O BAJTIAHCYBAHHSA
MPOITY CKHOI 3JATHOCTI KAHAJTY WEB-TPA®IKY

HOpii Apemuyk, /Imumpo Keu, Temana /Keseca, Kupuno besnanuii
Binnuyvkuii nayionanvHutl mexHiunuil ynieepcumem

Crartsi: 8 cmop, 6 oxcepen.

Ha cporogni B 0aratbox miJIpHEMCTBAX, YCTAaHOBAaxX Ta OPraHi3alisX, 10 BHUKOPUCTOBYIOThH JIOKAIbHI MEpeKi
aKTyaJIbHOIO € Mpo0iieMa 0OMEXEeHHs MPOMYCKHOI 3/IaTHOCTI KaHajly JOCTYIY IMX MEPEeX I0 III00anbHOi Mepexi
InTepHeT, 110 YacTo CTBOPIOE MEPEAYMOBH 10 MIKOBUX HABAaHTKEHb. ICHYIOU1 METOIM aHaIII3y MepexeBOro Tpadiky
Ta po3poOiieHi Ha HOTO OCHOBI METOAM MPOTHO3YBAaHHS HE JAlOTh MOXJIMBOCTI BHUKOHYBAaTH JHMHAMi4HE
OayaHCyBaHHS TPOITYCKHOI 37aTHOCTI KaHaJlly MiX KOpHUCTyBadyaMH Mepeki. BimoMi MeToau NporHo3yBaHHS
BHKOPHCTOBYBaHI B Mepe’Ki BUMararoTh HassBHOCTI iH(popMalii npo (pakTHIHe BUKOPUCTAHHS MEPEKEBOTO Tpadiky
32 JOCHTh BENMKI NPOMIKKM Yacy Ta HE JafoTh TOYHOCTI MporHo3y xouda 6 mo 10% 3a ymMOBH BincyTHOCTI
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camoroniOHocTi Tpadiky. s BupinieHHS MpoOJIeMH TOCTYITHOCTI 10 Mepexi [HTepHeT 0yI0 3anmponoHOBaHO METON
MIPOTHO3YBAaHHS HABAaHTAKCHHS B MepeXki, 1m0 0a3yeThCsl Ha MOMEPEAHHOMY aHali3l (PakTHUHHX NaHHX IIPO
BHUKOPHCTaHHS MEpe’Ki KOPUCTYBadaMH 1 pO3paxyHKOM JIHIHHOTO TPeHIY Ta ITOKa3HMKIB ce30HHOCTI. Takmit mimxin
JIO3BOJISIE 3 JOCUTH MMM BiJICOTKOM ITOXHMOKH CHPOTHO3YBaTW HAa KOPOTKHH NPOMDKOK 4Yacy HaBaHTaKCHHS Ha
MEpexy, 3a paxyHOK (iIbTpYBaHHS Ta BIAKHIAHHS MaJIOAKTHBHUX IPOMDKKIB Yacy, sSIKi MOXXYTh BIUIMHYTH Ha
mporHo3. B cBolo depry NpOrHO3YBaHHS HABAHTAXEHHS JIO3BOJISIE PO3NOIIINTH Tpadik MK OKpEeMHMH
miMepekaMy JIOKATbHOI Mepeski Ta HamaTH AOCTYN A0 riobanbHoi Mepexi Inteprer. Takoxk Oyno mokasaHo
MIPaKTUYHE 3aCTOCYBAHHS 3allPOIIOHOBAHOTO METOJy ITPOTHO3YBAHHS JUIS JIOKAIBHOI MEpeXi JIOCHTh BEIMKHX
PO3MipiB, O MiATBEPKYE MOKIIMBICTh HOTO BUKOPUCTaHHS B MEPEXKax IiAIPUEMCTB.

PEHIEHME ITPOBJIEMbI JOCTYIIHOCTHU K CETU UHTEPHET
HHYTEM JUHAMHUYECKOI'O BAIAHCHUPOBKHA
MPOITY CKHOHM CIIOCOBHOCTHU KAHAJIA WEB-TPA®HUKA

KOpuii Apemuyx, /Imumpuit Key, Tamvana Keeeza, Kupunn becnanwuit
Bunnuyxuil HayuoHanbHblll mexHuiecKull yhugepcumem

Ha cerogns Bo MHOTHX HMPEANPHUATUAX, YIPEKACHHUAX U OPraHU3ALMAX, KOTOPBIE UCHOIb3YIOT JIOKAIBHBIE CETU
aKTyaJIbHOH BJIsIeTCsl po0JjIeMa OrpaHnIeHHs TPOITYCKHON CIIOCOOHOCTH KaHaja IOCTya 3THX CeTel K rI00anbHOM
cetu HHTepHET, 4TO 4acTo CO30aeT MPEANOCHUIKM K MUKOBBIM Harpy3kam. CylecTBYIOIIME METOABI aHaIHM3a
cereBoro Tpaduka u paspadOTaHHBIC HA €r0 OCHOBE METOJIBI TPOTHO3MPOBAHMUS HE JAIOT BO3MOYXKHOCTH BBINIOJHSTH
JMHAMHYECKYI0 OaJlaHCHPOBKY NPOITYCKHOW CHOCOOHOCTH KaHala MEXIy MOJb30BaTelsIMH ceTH. V3BecTHbIe
METO/IbI POTHO3MPOBAHHMS HCIIOJIb3YyEMBIE B CETH, TPEOYIOT HAM4IHs MH(POPMAIMK O (PaKTHIECKOM HCHOJIb30BaHUN
ceTeBoro TpaduKa 3a JOCTATOYHO OOJbIINE IPOMEXYTKHA BPEMEHH U HE JAI0T TOYHOCTH NPOrHo3a XoTs 0b1 10 10%
IIPY YCJIIOBHM OTCYTCTBHSI camomnonoOus Tpaduka. [ pemeHust mpoOaeMbl JOCTYITHOCTH K ceTu MHTepHer Obul
TIPEIIOKEH METO/1 NMPOTHO3MPOBAHMS Harpy3KH B CETH, OCHOBAHHBIN Ha MPEABAPUTENHLHOM aHANM3e (aKTHUECKHX
JIAaHHBIX 00 WMCIOJIb30BaHUN CETH IOJIb30BATEISIMU, PACUE€TOM JIMHEHHOTO TPeHAa U TIoKa3areleid Ce30HHOCTH. Takoi
MOJAXOJ] MO3BOJISIET ¢ JOCTATOYHO MajbIM MPOLEHTOM MOTPEITHOCTH CIIPOTHO3UPOBATh HAa KOPOTKUI MPOMEKYTOK
BpPEMEHH Harpy3Ky Ha CeTh, 3a c4eT (MIBTPALlM U OTOPAchIBaHHSI MAJIOAKTHBHBIX ITPOMEXYTKOB BPEMEHH, KOTOPbIE
MOTYT TOBJIMATH Ha IPOTHO3. B cBOIO ouepens, MPOTHO3MPOBAHWE HArpy3KH MO3BOJAET PacCIpenesuTh TpaduK
MEXY OTAENBHBIMH ITIOJCETSAMH JIOKAJbHOM CETH M TPEeNOCTaBUTh AOCTYN K riodansHOW cet VHrepner. Taroke
OBUIO TOKA3aHO TPAaKTHYECKOEe NPHMEHEHHE MPEIJIOKEHHOTO MEeTOoJa INPOTHO3MPOBAaHMS Ul JIOKAIBHOH CeTh
JIOCTaTOYHO OOJIBIIHNX pa3MepOB, YTO ITOATBEPKIAET BO3MOKHOCTh €0 HCHOJIb30BAHUS B CETSIX ITPEATIPHSITHIA.

SOLUTION OF PROBLEM OF AVAILABILITY TO NETWORK BY
DYNAMIC BALANCING BANDWIDTH WEB-TRAFFIC

Yuri Yaremchuk, Dmitri rings, Tatiana Zhevega, Cyril Bespalyj
Vinnitsa National Technical University

Today, many enterprises, institutions and organizations use local network meet the actual problem of limiting the
bandwidth of access networks to the Internet, which often creates the preconditions for peak loads. Existing methods
for analyzing network traffic and developed on the basis of its forecasting methods do not allow performing dynamic
balancing bandwidth between network users. Known methods of prediction used in the network, require information
on the actual use of network traffic over a sufficiently long period of time and do not give accurate prediction of at
least 10% in the absence of self-similarity of traffic. To solve the problem of accessibility to the Internet has been
proposed a method of predicting the load on the network, based on preliminary analysis of the evidence on the use of
network users, the calculation of the linear trend and seasonal indices. This approach allows a small enough
percentage to forecast error for a short period of time the load on the network by filtering and discarding the low-
activity periods, which may affect the prognosis. In turn, load forecasting allows you to distribute traffic between the
individual subnets network and provide access to the Internet. It was also shown the practical application of the
proposed prediction method for local area network is larger, which confirms the possibility of its use in enterprise
networks.
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VIIK: 519.95
KOHTPOJIb SIK MEXAHI3M 3ABE3IIEYEHHSA BE3IIEKUA
IH@OPMAMﬁHOFO OBMIHY B KOMIT'IOTEPHUX MEPEKAX
I CUCTEMAX.

HOniu Caesuenxo, I'eopciit Pozoponie, Cepeiit Tonrona*
Hayionanvnuti mexuiunuii ynisepcumem Yrpainu “KIII”, */]epoicasnuti yHisepcumem
iHoOpMayitiHO-MeneKOMYHIKAYIIHUX MEeXHO02i 1

Crartsi: 6 cmop., 3 0xcepena.

V 3B’513Ky 3 BUKOPHCTaHHSIM KOMIT IOTEPHHUX MEPEX K 3aco0y iHpopMamiiHOro oOMiHy B CHCTEMAax yIpaBJIiHHS
peaIbHUMH ITpOLIECaM¥ B IPOMHCIIOBOCTI, 0aHKaxX Ta 000pOHHMX 00'eKTax 0coOJMBa yBara MpUAIISEThCS 1X Oe3mneni
1 HagifiHOCTI. Bke Ha IHTYITMBHOMY piBHI NMOHATTS Oe3neka W HaiiiHICTH — Maibke cuHOHIMH. O4YeBHIHO, IO
Oe3rieka MoB'si3aHa 3 HAIMHICTIO HE TUIBKU arapaTHUX 3aco0iB, ae i TPOTPaMHOTO 3a0e3IeUeHHs, 0 Pealli30BYye
00poOKy i mepenauy iHpopmarlii Mi>k poOOUNMH cTaHIiIMHU (a0OHEHTaMH1) KOMIT FOTEPHOT MEpexi.

VY po0oTi po3risnaeThes 3aBJaHHs 3a0e3MeueHHs TO0CTOBIpHOCTI 1 Oe3nekn iHdopmaliiiHoro oOMiHy Ha OCHOBI
BHUKOPHCTaHHA iH(pOpMALiifHOT HagMIpHOCTI, sKa HPHUCYTHS NPUPOAHO ab0 BBEIEHA INTYYHO. 3arpoIlOHOBaHA
METO/IMKa BH3HAYEHHS pEabHOI BIPOTIAHOCTI HEBUSBIICHHS NOMHJIOK B YMOBAaX 3aCTOCYBAHHSI I'PYHNOBHX KOJIB.
OTtpuMaHi OIIHKHU JJISI IETKNX KOHKPETHHX 1 MIMPOKO BXKMBAHUX B KOMI'IOTEPHUX MEpeXKax KOoJiB. 3arporoHOBaHUN
MAX11 T03BOJISIE TOUHO PO3paxyBaTH BHSBIAIOUY 3[aTHICTH 33aHOTO KOJY BiIHOCHO KOHKPETHHMX MOMMIOK. Lle
CTBOPIOE TIEPEyMOBH JIJIsI peastizalii Mepex 3 rapaHTOBaHOIO Oe3reKoro iHpopMariiiHoro oOMiHy IUITXOM BHOODPY
BiJIIOBITHOT'O KOy, Jie O€3I1eKa, MO CYTi, € BIPOT1IHICTIO BiZICYTHOCTI MOMIJIOK Y IOBiTOMJICHHI.

KOHTPOJIb KAK MEXAHU3M OBECIIEYHEHMUWA
BE3OITACHOCTHU UH®OPMAIIMOHHOI'O OBMEHA
B KOMIIBIOTEPHBIX CETAX U CUCTEMAX

HOnuii Casuenxo, I'eopauii Pozopunos, Cepzeit Tonona™
Hayuonanonenii  mexuuveckuit  yuugepcumem  Yrpaunvt  “KIIHM”,  *[ocyoapcmeennulii
VHU8epcumem uH@opMayuoHHO-meaeKOMMYHUKAYUOHHBIX MEXHOI02Ul

B cBs131 ¢ BcnoIb30BaHNEM KOMITBIOTEPHBIX CETEH B Ka4eCTBE CPeicTBA HH(POPMAIMOHHOTO 0OMEHA B CHCTEMax
YIIpaBJICHUS pEaNbHBIMH TPOIECCAMU B IIPOMBINUICHHOCTH, 0aHKaXx W OOOpOHHBIX 00BEKTax 0co00e BHUMaHHE
yaessiercsi uX 0€30IIaCHOCTH M HaJISKHOCTH. Y)Ke Ha HHTYUTUBHOM YPOBHE TOHSTHS 0€30MacHOCTH M Ha/IeKHOCTH —
MOYTH CHHOHMMBI. O4EeBHIHO, YTO OE30IIACHOCTH CBSI3aHA C HAIEKHOCTHIO HE TOJIBKO armapaTHBIX CPEACTB, HO U
MIPOTPaMMHOTO 00ECTIeUEH s, pean3yrolero o0paboTKy M Iepenady HHGOPMAIMHA MEXAY pabOYNMMHU CTAHIUSIMHA
(aboHEHTaMH1) KOMIIBIOTEPHOH CETH.

B paboTe paccmarpuBaercs 3aaua 00ecnedeH st J0CTOBEPHOCTH B 0€3011aCHOCTH HH(OPMAIIMOHHOTO 0OMeHa Ha
OCHOBE HCIIOJIb30BaHU WHPOPMAIMOHHON W30BITOYHOCTH, NPHCYTCTBYIOLIEH €CTECTBEHHO WIJIM BBEICHHON
HCKycCTBEHHO. [IpemsioyxkeHa METOAMKa ONpeIeNieHs peajlbHOM BEPOSITHOCTH HEOOHApY)KeHHUSI OMINOOK B YCIOBHUSIX
MIPUMEHEHUSI TPYIIIOBBIX KOAOB. [lOJIydeHBI OLEHKHM JJIsI HEKOTOPHIX KOHKPETHBIX M ITUPOKO IIPUMEHSEMBIX B
KOMITBIOTEPHBIX CeTsIX KoJoB. [Ipemnaraemslii MOAXOJ TO3BOJISIET TOYHO PacCUUTaTh OOHAPYKHBAIOIIYO
CHOCOOHOCTh 3aJaHHOTO KOAa IO OTHONIEHWIO K KOHKPETHBIM OHIMOKaM. JTO CO3MaeT NPEeNNOCBUIKH JUIs
pealm3alMy  ceTef ¢ TrapaHTUPOBAaHHOW  O€30IMacHOCThIO  MH(OPMAIMOHHOTO oOOMEeHa MyTeM BBIOOpa
COOTBETCTBYIOIIETO KOJa, TJie 0e30IaCHOCTb, IT0 CYTH, SIBISIETCS BEPOSITHOCTHIO OTCYTCTBHS OIIHOOK B COOOICHUH.

CONTROL AS A MECHANISM OF PROVIDING SAFETY OF
INFORMATIVE EXCHANGE IS IN COMPUTER NETWORKS
AND SYSTEMS

Yuliy Savchenko, Georgiy Rozorinov, Sergey Tolyupa*
National Technical University of Ukraine *““Kiev Polytechnic Institute”, *State university of
information and communication technologies
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In connection with the use of computer networks as a mean of informative exchange in control the system by the
real processes in industry, jars and defensive objects the special attention is spared their safety and reliability.
Already at intuitional level of concept of safety and reliability almost synonyms. Obviously, that safety is related to
reliability of not only vehicle facilities but also software, realizing treatment and passing to information between the
work stations (by subscribers) of computer network.

The task of providing of authenticity and safety of informative exchange is in-process examined on the basis of
the use of informative surplus, present naturally or entered artificially. The method of determination of the real
probability of undetection of errors is offered in the conditions of application of group kodas. Estimations are got for
some concrete and widely applied in computer networks kodas. Offered approach allows exactly to expect
discovering ability of the set koda in relation to concrete errors. It creates pre-conditions for realization of networks
with the assured safety of informative exchange by the choice of the proper koda, where safety, in fact, is probability
of absence of errors in a report.

VIK.621.791
METOJUKA KOHTPOJIIO MPAIIE3JATHOCTI
BIBPOBUITPOMIHIOBAUIB J1JI1SI CACTEM AKTUBHOI'O
3AXUCTY MOBHOI IH®OOPMAIIIT

Muxaiino Kysueuoes, 1zop Illopowun, Muxaiino Ilpokoghvce
H "TE3UC" HTYY "KIIl"

Crartsi: 7 cmop., 3 0xcepena.

HopmaTtnBHi BUMOTH, 3rifHO 3 SKHMH XapakTepUCTHKH BiOpoBunpomiHioBauiB (BI) mepeBipsitoThcs Ha
CTaHIapTHIH CTajeBii Maci, HE BpAaxOBYIOTh BCIO pI3HOMaHITHICT OyNiBENbHMX KOHCTPYKLiH, Ha ski BI
BCTaHOBIIOIOThCA. Pi3HI KoHCTpykmii ("Bakki" - CTIHHM, cTeni, IJIOTH 1 T.L; «JIETK» KOHCTPYKWii - BiKHa,
CaHTEXHIYHO CHCTEMH, BO3JYXOBOJIM 1 TOMy MmojiOHe) BHUMararoTh I €()EKTHBHOTO 3alIyMJICHis pi3HI piBHI
IIyMOBOTO  BiOpomnpuckopeHHs. BpaxoByroum BuUpoOHWYMH  po3kuj mapamerpie Bl nmomimsHO  1pm
BXOJHOM/BHXO/THOM KOHTPOJII TIOKa3HWKIB NpHu3HaueHHs Bl posmoaimsiTh 1o rpymax 3aieXHO BiJ piBHA
BiOPOTIPUCKOPEHHS, 110 PO3BUBAETHCS HUIMH Ha CTaHJAPTHIH Maci.

[Monionmit nudepenuiioBanuii miaxix no mnepeipku Bl mo3Bossie y psai BUNAaKiB iCTOTHO MiJBUIIUTH TaKWH
BOXIMBUHA BUPOOHWYMI ITOKAa3HHUK, SIK «BIICOTOK BHXOMY NMPHIATHUX», a NMpH CTBOpeHHI kommuiekcy T3I icrotHo
3MEHIINTH TUMYACOBi 1 CTOIMOTCHHE BUTPATH Ha OTO CTBOPEHHS.

[IpencraBiseTbcs akTyalbHHUM 3aBIaHHS pPO3pPOOKHM Takoi MeETOAWKHM mepeBipkn BI, sxka morma 6 Oyru
pearizoBaHa 3a JOMOMOTOIO JTOCSHKHHX 3ac0o0iB (nmepconambHoro Komm'totepa (I1K) i BiamoBinHOTO 6€3KOIITOBHOTO
MIPOTpaMHOTO 3a0e3nedeHHsl) i pu oMY 110 epeKTUBHOCTI BiOopy npuaarHux Bl He mocrymanacs 6 Tpaguiiiiaii
METO/INIIi, 3aCHOBaHI} Ha BXKMBAHHI CTaHIAPTHOTO YCTaTKYBaHHS, 10 CKJIaay SIKOTO BXoauTh nrymomip (BILB).

[TpomoHoBaHa MeToAMKa MOXke OYTH peani3oBaHa 3a JOMOMOTOI0 CTEHIy, B sikoMy BI, mo mepeBipseTncs,
MAKIIOYeHNH 10 BUXOJXy BiOpOaKyCTHYHOTO TeHeparopa, Iiepemae BiOpamito Oesnocepennso BJl, sixuid
BHUKOPHCTOBYETHCS B PEXKUMI MPIMOTO IT'e30edexTy. [Ipr npoMy KOHCTpYKIisl CTeHay 3a0e3nedye HaaiiHni mpsaMuit
MeXaHIYHUI KOHTaKT MK pobounmu nosepxusmu B/] 1 B, mo mepeBipsieTsest.

Curaaul, mo nocrymnae 3 Buxoay BJ] 6e3mocepennpo Ha BXix 3BykoBoi kaptu I1K, mo3Bossie criocrepiratu y BikHI
MIPOTPaMH aHai3aTopa CIEKTPY IO OTWHAE CHeKTpY BuxigHoro curHary B/l ITo po3ramryBaHHIO IO Li€I0 Or'MHA€E
CHEKTPY BITHOCHO MEXI I0JIsl TOMYCKY («KOPAOHH 3HM3Y») pOoOMTHCS BHCHOBOK IIPO CTaH IparesgarHocTi B, mo
MIepeBipPSIETHCSL.

Mexa 1ol AOMYCKY 3a3/ajierifib HaHOCUTHCS Ha poOoue IoJie BiKHAa MPOTpaMH aHaji3aTtopa CIIEKTpY i Tam
¢ikcyeThbes. 3amporioHoBaHa MerouKka Oyina anpoOoBaHa mpu mnepeBipui maprii Bl, npomennieli BunpoOyBaHHS 3
BHUKOPHCTaHHSM CTaHIapTHUX BUMipIOBaIbHUX 3ac00iB (kommekty BILB i crannaproi cTaneBoi macu).

[NopiBHAHHS pe3ynbTaTiB, OTPUMaHUX B 000X BHUIMAAKax, IOKas3ajo, M0 JaHi BurnpoOyBaHp BI 3a momomororo
3alpOIIOHOBAHOT METOJVKHM 1 AaHi BUIpoOyBaHb Bl 3a momoMororo TpaauiiiHOT METOAMKH TOBHICTIO 30iraroThesl.
Tomy € mizicraBu BBaXKaTH, 110 3aIIPOTIOHOBAaHA METOJIMKA MepeBipKH npare3aatHocTi Bl (3 BpaxyBaHHAM BiTHOCHOT
MIPOCTOTH 1 JICMIEBU3HU 11 peaiizaiii) Moxke OyTH BUKOpUCTaHa Y psi/ii BUIAKIB JJIsl OTIEPAaTUBHOI JiarHoCTUKH BI sk
B yMOBax BHPOOHHWITBa (HAIPUKJIad, NPH BUXITHOMY KOHTpPOJI BHpOOHHMKA), TaK 1 y cHOXWBada (K BXiTHHH
KOHTPOJIB).
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METOJAUKA KOHTPOJIA PABOTOCIIOCOBHOCTH
BUBPOW3JYUYATEJEN JJIS1 CACTEM AKTUBHOM 3AIIIUTHI
PEYEBOM MH®OPMAIIUU

Muxaun Ky3neuoe, Heopo Ilopowun, Muxaun Ilpokoghves
HUL "TE3UC" HTYY "KIIH"

HopwmaTnBHBIe TpeOOBaHUs, COTJIACHO KOTOPBIM XapaKTepHCTHKH BuOpoumsmydarenei (BM) mposepsrorcs Ha
CTaH/apTHOM CTaJbHOM Macce, HE YUHTBIBAIOT BCE pa3HOOOpaswe CTPOUTENLHBIX KOHCTPYKLMHA, Ha KoTopsle BU
ycTaHaBJMBarOTCs. Pasnuanble KOHCTPYKIMHK ("TSOKENbIe" - CTEHbI, HOTOJKH, MOJIBI U T.I1.; «JIEIKHE» KOHCTPYKIHH -
OKHa, CAHTEXHUYIECKH CHCTEMBI, BO3AYXOBOBI U T.IT.) TPEOYIOT [Tl 3(PEKTUBHOTO 3alIyMJICHHS pa3JIMdHbIC YPOBHU
IIyMOBOTO BHOPOYCKOpEHHMS. YUHUTHIBas IIPOM3BOJICTBEHHBIH pa3zdpoc mapamerpoB BU nemecoobpasHo mpu
BXOJHOM/BBIXOJTHOM KOHTpOJIE IToKa3aresiell Ha3HaueHus: BU pacnipenessaTs 1Mo rpyrnnaM B 3aBUCHMOCTH OT YPOBHS
BHOPOYCKOPEHUsI, pa3BUBAEMOTO WMMH Ha craHiapTHOW Macce. IlomoOHbIi auddepeHIMpOBaHHBIA MOIX0A K
nposepke B mo3BossieT B psje ciaydaeB CYIIECTBEHHO ITOBBICHTH TaKOW BaXKHBIN MPOM3BOACTBEHHBIN MOKA3aTelNb,
KaK «IPOIEHT BBIXOJA TOJHBIX», a NPH CO3MaHMU KoMmruiekca T3V cymecTBEHHO YMEHBIINTh BpPEMEHHBIE W
CTOMMOTCHBIE 3aTpaThl Ha ero co3naHue. llpencraBisercs akTyaqbHOM 3amada pa3padOTKH TakOH METOAMKH
npoBepkn B, xoropas Mmorma Obl OBITh peayM30BaHa C IIOMOIIBIO JIEKOJOCTYITHBIX CPEACTB (IEpPCOHAIBHOTO
kommbiorepa (IIK) u cooTBercTByromero OecIulaTHOTO MPOTPaMMHOTO oOOecredeHHs) W TpH 3TOM IO
s¢dexTrBHOCTH 0TOOpa rogHeix B He ycTynanma OBl TpaJuIMOHHONW METOAMKE, OCHOBAaHHOW Ha MpPHUMEHEHHWH
CTaH/IapTHOTO 000PYNOBaHMUs, B COCTaB KOTOPOTO BXoAuT nrymomep (BILIB).

[Mpennaraemass MeTOAMKa MOXKET OBITH peajM30BaHa C IOMOINBIO CTEHIA, B KOTOpPOM mpoBepsieMblii B,
TIOJIKITIOYEHHBIN K BBIXOy BUOPOAKYCTHYECKOTO TeHepaTopa, nepeaaéT Budpanuio HerocpeacTBeHHO B/, KoTopbiid
UCTIOJIb3YETCS B PeXKUME MPsIMOTO The303¢ dexTa. [Tpu 5ToM KOHCTpyKIus cTeHaa 00ecTieunBaeT HaEKHbINH IPsIMOi
MEXaHHYECKUH KOHTaKT Mexay pabounmm mosepxHocTsiMu B/l u mposepsiemoro BI. Curnanm, mocrymarommid ¢
BbIxoga BJ] HemocpenctBeHHO Ha Bxox 3ByKoBoW Kaprthl [IK, mo3Bomsier HabmronaTh B OKHE MPOTPaMMBI
aHaIM3aTopa CIIEKTpa OrUOAroIIyI0 CrieKTpa BhIxoaHoro curaana BJI. 1o pacnosnoskennto 1o orubaromei cnekrpa
OTHOCHUTEJEHO I'PaHUIIBI TOJIS AOMYCKa («TPAaHULBI CHU3Y») JIENIaeTCsl 3aKIIF0YEHHE O COCTOSTHUM pab0TOCIIOCOOHOCTH
nposepsiemoro BU. I'panuia mosist gomycka 3apaHee HaHOCUTCS Ha pabodee 1oJsie OKHA IPOTpaMMBl aHaJIM3aTopa
CHEKTpa U TaM (PUKCUPYETCsl.

[pennoxennas Meroauka Obila ampoOWpoBaHa Ipu MpoBepke maptuu BU, mpomenmieii ucnblTanus c
WCIIOJIb30BAaHUEM CTaHAAPTHBIX M3MEPHUTENbHBIX cpencTB (komiuiekra BIIB w craHmapTHO# CTalbHON Macchl).
CpaBHEHHE DE3YJIbTATOB, MOJYUYEHHBIX B 00OMX CilydasiX, IOKa3ajio, 4TO JaHHbIe ucnblTaHuid BU ¢ momoinsio
MIPEAJIOKEHHON METOIMKHY U AaHHbIE UcnibITaHuil BI ¢ moMOIIBI0 TpaAMLIMOHHON METOAUKH MOJHOCTHIO COBMAAAIOT.
[TosTOMy ecTh OCHOBaHHMS IOJIarath, YTO NPEAJIOKEHHAsT METOJIMKa MPOBEpKH padorocrocodHoctn BU (¢ yaérom
OTHOCUTEIBHOW TNPOCTOTHI U JICMIEBH3HBI €€ peaju3alld) MOXET OBITh HCIIOJIb30BaHA B psAE CIIydaeB /s
OTepaTWBHOW JWarHOCTUKM B kak B yCIOBHSX TpOM3BOJACTBAa (HAaNpUMep, NP BBIXOJHOM KOHTpOJIE
MIPOU3BOJIUTENIS ), TAK U 'y IOTPEOUTESI (B KAYECTBE BXOJHOTO KOHTPOJIA).

METHODOLOGY OF CONTROL THE CAPACITY OF
VIBROEMITTERS FOR THE SYSTEMS OF ACTIVE DEFENCE OF
VOCAL INFORMATION

Michael Kuznecov, Igor Poroshin, Michael Prokof'ev
WITH one's the face touching the ground "THESIS" of NTUU "KPI™"

Normative requirements according to that descriptions of vibroemitters(VE) are checked for standard steel mass
do not take into account all variety of building constructions, on that VE set. Different constructions("heavy" are
walls, ceiling, monel etc.; "easy" constructions are windows, sanitary engineering systems, air-ducts etc.) are required
for effective noise masking by the different levels of noise vibroacceleration. Taking into account productive
variation of parameters of VE expediently at an entrance/weekend control of indexes of setting of VE to distribute on
groups depending on the level of the vibroacceleration developed by them on standard mass. The similar
differentiated going near verification of VE allows in a number of cases substantially to promote such important
productive index, as "percent of exit suitable”, and at creation of complex TZI substantially to decrease temporal and
cTOMMOTCHBIE expenses on his creation. A task of development of such methodology of verification of BU, that
would be realized by means of accessible facilities of personal computer(PC) and corresponding public domain
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software) and here on efficiency of selection of suitable VE would not yield to the traditional methodology, based on
application of standard equipment of audio-noise meter (ANM) enters in the complement of that.

The offered methodology can be realized by means of stand, in that checked up VE connected to the exit of
vibroacoustic generator passes a vibration directly VD, that is used in the mode of direct piezo-effect. Thus the
construction of stand provides a reliable direct mechanical contact between the working surfaces of VD and checked
up VE. A signal acting from the exit of VD directly to the entrance of sound card PC allows to look after in the
window of the program of spectrum analyzer circumflex spectrum of output signal of VD. On a location this
circumflex spectrum in relation to the border of the field of admittance("borders from" below) concluded about the
state of capacity of checked up VE. The border of the field of admittance is beforehand inflicted on the working field
of window of the program of spectrum analyzer and fixed there.

An offer methodology was approved at verification of party of VE, passing tests with the use of standard
measuring facilities(complete set of ANM and standard steel mass). Comparison of the results got in both cases
showed that data of tests of VE by means of an offer methodology and data of tests of VE by means of traditional
methodology coincided fully. Therefore there are grounds to suppose that an offer methodology of verification of
capacity of VE (taking into account relative simplicity and cheapness of her realization) can be used in a number of
cases for operative diagnostics of VE both in the conditions of production(for example, at output control of producer)
and for a consumer(as entrance control).

YJK: 004.052.2+004.056
OPT' AHIBAIIMHO-TEXHIYHE 3ABE3NEYEHHS ITPOLECY
BIJHOBJIEHHS THOOPMANIMHO-KOMYHIKAIIIMHUX
CHUCTEM MICJISI ABAPII

JTrwoomup Hapxyus, Temana Xoma, Onena Xmu3
Hayionanvhuii ynisepcumem «JIvgiecoka nonimextixa»

Crarrs: 7 cmop, 9 oxcepen.

3a cBOIMHM HaciiKaMu 0co0IMBO KaracTpoiuHMMH € aBapii iHPOPMAIITHUX CHCTEM, SIKI MOXKYTh ITPU3BECTH HE
JIMIIE 10 TPUBAIMX IIPOCTOIB, ajie 1 10 BTpaTH KpUTHYHUX naHuX. CTBOpeHHs abcomoTHO Oe3nevHoi iHpopmariitHo-
tenekoMyHikaniitnoi cucremu (IKC) e HemoxmBHM 4epe3 MOBHY BTpary ii ¢yHkuioHanpHocTi. ToMy HaBiTh y
3aXUIIEHUX CHCTEMaX 3aBJKAM ICHYE 3aJIMIIKOBHH PHU3WK. 3a3[aJieTifib CTBOPEHUH Ta BIIIOBIIHO OpraHizamiiHO i
TEXHIYHO 3a0e3neueHnii Tuad aBapiiiHoro BigHoBieHHS IKC 3maTHMI moM’SKIIMTH HAciAKK aBapii 1 y MiJCYMKY
3MEHIINTH (iHAHCOBI Ta iHII PU3MKH OpraHi3arii.

Meroto po0OTH € XapakTepucTMKa apapii y KOHTeKCTi (YHKIIOHyBaHHS iH(pOpMaliiiHOT cucTemw,
(opMyITIOBaHHS 3aBJIaHb IJIaHY BiTHOBJICHHS ITICJIS aBapii, OIMUC ICHYIOYHX PIllIeHb i3 eeKTUBHOTO 00CITyroBYBaHHS
aBapiffHUX CHTYyallif, a TakoX OOIPYHTYBaHHS JOUIILHOCTI PO3pPOOJICHHS Ta BHUKOPHCTaHHS IIPH YIIPaBJiHHI
aBapistmu B IKC crucremu migTpuMKH IPHUHHSTTS pileHb. SIKIIO0 MpoaHali3yBaTH CTATUCTUKY 3arpo3 iHpopManiiHoi
Oe3riexw, sKi HalvacTime peanizyrotbes npuBosun IKC 1o HemraTHOTO peXxuMy, TO IIe HacaMIlepes € iHIUCHTH 3
MIPUYMH HOMHJIOK TIEPCOHATY 1 TUIBKHM 32 HUMH WAYTh aTaK 3JI0BMHUCHUKIB.

[Tan aBapiiiHOTO BiTHOBIICHHS Ma€ MiCTHUTH JOKJIATHUNA TEPeIiK 3aX0/iB i JiH, AKi HEOOXiTHO BUKOHATH «JIOY,
«mix Yac» 1 «micas» BUHWKHEHHS Haa3BHYaiHOi curyarii. TyT BH3HAa4aeTbcs TOPAIOK TOBITOMIICHHS
BiJINOBITATEHUX CIIIBPOOITHHUKIB Ta BUKIANAIOTHCS JMETaNbHI IHCTPYKWii I8 BHKOHaBLIB. Bce 1e 103BOJIsIE
MaKCHMaJlbHO INBUAKO BimHOBUTH mpane3fatHicte IKC. 3anobicanns asapii y maubymuvomy Ttiependavae
pearizarito HU3KM 3aXOJiB IIOJO JIKBiNamii MpUYWH aBapii, 3MEHIIEHHsS BHSBJIEHUX BPA3IMBOCTEH KOMIIOHEHTIB
IKC. 3a paxyHok anamizy aBapiii B IT-cucremi migBumryeTbcss HMOBipHICTH 3amoOiraHHs MaiOyTHIX aBapii,
TIOJIIIIIYIOTHCSI MEXaHI3MHU 1 ITpoliecH 3abe3neueHHs iHpopmartiiiHoi 6e3nexn. Hapiiine 30epexeHHs 1yke BaKINBHX
JIAHMX Y BWIQJAKy BUHUKHEHHS HaJ3BWYaiiHOI cuTyarlii 3a0e3medyeTbesi 3a JOMOMOTOI0 PO3MOIUICHHX MEpex
30epiranns ganux (anri. Storage Area Network - SAN), mist poGoTH SIKMX HEOOXiqHI HaailHi i BUCOKOTIPOAYKTHUBHI
KaHam niepenadi nanux. Texnosoris SAN 3a0e3nedye BiAMOBOCTIMKHI JOCTYI cepBepiB 10 pecypciB 30epiraHus i
JIO3BOJISIE 3HM3UTH CYKYIHY BapTicTh yrpuMmanHs IT-iHppacTpykTypw 3a paxyHOK ONTHMAaIBLHOT'O OHJIAHHOBOTO
YIpaBIiHHS JOCTYIy CEpBEpIB A0 pecypciB 30epiraHHsi, BUKOPHCTaHHS 30BHIIIHBOTO pecypcy, TOOTO mepenada
OpraHizami€lo Ha OCHOBI JIOBMOCTPOKOBHX KOHTPAKTIB JESKMX BHUPOOHMYMX (DYHKIIH Ha OOCIYroBYBaHHS iHIIIH
KOMITaHii, 0 CHelialTi3yeThCcs Yy BiAMOBIAHIN 007acTi - ayrcopcHHr iH(GOpPMAIifHIX cHUCTEeM. XO04a ayTCOPTCHHT
LEHTPIiB OOpOOKHM JaHWX € NPHBAOJIMBHM 1 NEPCHEKTHBHUM HAIpsIMKOM Yy 3abe3ledeHHi aBapidHOCTIHKOCTI
iHpopmariiiHoi iHppacTpykTypH, Ha meil yac B YKpaiHi HOro MOUIMPEHHS HAIITOBXYETHCS HA MEBHI TPYAHOILI,
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OB’ sI3aHI HacamIiepe]| i3 HeMoCTaTHhor KuthbKicTio 1O/, HEMOCTYMHICTIO BUCOKOSKICHUX 1 IIBUIKICHUX KaHAJiB
repenavi TaHux Uit 0araThbOX OpraHi3amii.

Bupaerbess nominbHUM BapiaHT 3ampoBaJUKEHHS B OpraHi3allisiX CHCTEMH IATPUMKH IMPUNHATTS pilIeHb Y
aBapiffHUX CHUTYalisX, SIKa 1acTh MOJKIIMBICTh HE TUILKM 00poOIIsITH 3HaYHO OLbImit 00’ eM iHdopMmarii, a i 3HAYHO
3MEHIINTH BIUIUB IICUXOJIOTIYHHUX (PAKTOPIB HA MPUHHATTS HEOOXIJHUX pillleHb HA KOXXHOMY 3 €TalliB BiJHOBJICHHS
IKC.

OPTAHU3AIMOHHO-TEXHUYECKOE OBECIIEYEHHUE
INPOLHECCA BOCCTAHOBJIEHUA
NHOPOPMAINIMNOHHO-KOMMYHUKAIIMOHHBIX CUCTEM
IHHOCJIE ABAPUH

Jwoomup lapxyus, Tamvana Xoma, Enena Xmoi3
Hayuonanvnwiii ynusepcumem «JIv6o6ckas noaumexnukay

ITo cBOMM mOCIEACTBUAM OCOOEHHO KaTacTpo(hUUECKUMH SIBIAIOTCS aBapHH MH(POPMAIIMOHHBIX CUCTEM, KOTOPBIE
MOTYT TIPUBECTH HE TOJILKO K JUINTEIBHBIM IIPOCTOSIM, HO M K MOTEpe KpUTHUYECKUX NaHHBIX. Co3nanue abCoII0THO
6e3omnacHoi nHGOpManMOHHO TeneKoMMyHHKannoHHON cucteMbl (MKC) sBISIOTCS HEBO3MOXXHBIMH 4epe3 TTOJTHYIO
norepro ee (hyHKIMOHAIBHOCTH. [loaTOMY JaXke B 3alMIIEHHBIX CHCTEMaX BCEr/a CYIIECTBYET OCTATOUHBIN PHCK.
[IpenBapuTenbHO CO3MaHHBIH M COOTBETCTBEHHO OPraHMW3allMOHHO M TEXHHYECKH OOECIIeUEeHHbIH IUIaH aBapuiHOTO
Bo300HOBIeHNsT IKC cnoco0eH cMATYHUTh MOCIEACTBYS aBapHH U B PE3yJIbTaTe YMEHBIIUTH (DMHAHCOBBIC U IpYyrue
PHCKH OpraHU3aluHy.

Lenpto paboTHl SBIAETCS XapaKTEpPUCTHKA aBapuM B KOHTEKCTE (YHKIMOHMPOBAHUS WH(OpPManMoOHHON
cHcTeMBl, (OPMYIMPOBKHY 3aJaHUH IIaHy BO30OHOBIICHNS, MIOCIIE aBapUH, ONMCAHNE CYIIECTBYIOIINX PEIIeHUH U3
3¢ eKTUBHOTO 00CITY>KUBAaHHS aBapUHHBIX CHUTYallMi, a TaKkke 000CHOBaHMS 11e7IecO00pa3HOCTH pa3padaTbIBaHUs U
WCTIONIb30BaHMsI, TpHu yrpasieHnd aBapusimu B MKC cucremsl mnopnepkkn mpuHsATHS pemennid. Ecmun
MIPOAHAJIM3UPOBATh CTaTUCTUKY Yrpo3 HMH(POPMAIMOHHOW O€30MacHOCTH, KOTOphIE dalle BCEro pean3yIoTCs
npuBoas MKC k HemraTHOMY peXuMy, TO 3TO B HEPBYIO OdYepenb SIBISETCS WHIMICHTAaMH M3 MPUYHMH OMIMOOK
MIepcoHaNa ¥ TOJIBKO 38 HUIMU UAYT aTaK{ 3710 yMBIIIJIEHHUKOB.

[Tman aBapuifHOTO BO300HOBIIEHHS IOJDKEH COJAEpKaTb MOAPOOHBIN IepedeHb MEpONPHATHA M JeHCTBHH,
KOTOpbIe HE0OXOAMMO BBIMOJHUTD «K», «IOJ BPEMs» H «II0CJIE» BO3HHUKHOBEHUS YPE3BBIYAHHON CHUTyallnH. 31ech
OTIpeZIeTISIETCS MOPSIOK COOOIIEHNSI OTBETCTBEHHBIX COTPYAHUKOB U BBIKJIAIBIBAIOTCS JIETANbHBIE HHCTPYKIMH JIJIS
UCTONHUTENeH. Bce 23TO ToO3BONMSET MakcHUMambHO OBICTPO  BO300HOBHTH  pabotocmocodHOcTh MKC.
[IpenoTBparieHre aBapu B OyIylIeM NPENyCMAaTPUBACT PEATH3AIMIO Psiia MEPOTIPUSTHN O JIMKBUIAIUK TPUIHH
aBapHuu, yMEHBIIEHUs] OOHApPYKEHHBIX YA3BUMbIX KomroHeHToB, VIKC. 3a cuer ananmmsa aBapuii B WT-cucreme
TIOBBIIIAETCS BEPOSITHOCT MPEIOTBPAIECHHS OYIyIINX aBapuid, YIyqIIalOTCs MEXaHH3MBI U IIPOIIECCHl 00eCIedeHUs
nHopmanmonHoli Oe3omacHocTH. HanexxHoe coxpaHeHHE OYEHb BAKHBIX [JAHHBIX B CiIydae BO3HHKHOBEHUS
Ype3BBIYARHON CUTYallM oOecreyrBaeTcsl ¢ OMOIIBIO PACIIpEeICNICHHBIX CeTel XpaHEeHHs JaHHBIX (aHri. Storage
Area Network SAN), ans paGoThl KOTOPBIX HEOOXOAMMBI HAJEKHBIC U BBICOKOTIPOAYKTUBHBIC KaHAIBI Mepeaadu
naHHbIX. TexHonorus SAN obecniedrBaeT 0TKa30 yCTOMYMBBII TOCTYII CEPBEPOB K pecypcaM XpaHEHUs U ITO3BOJISIET
CHHM3UTHb COBOKYITHYIO CTOMMOCTb cojaepxaHus WT-mH(QpacTpyKTypsl 3a CYET ONTHMAILHOI'O OHJIAHHOBOTO
yIOpaBJIE€HUs] JOCTYNIa CEPBEPOB K pecypcaM XpaHEHMs, HCIIOJIb30BaHMs BHEIIHEIO pecypca, TO €cThb Hepedada
opraHuzaiyeil Ha OCHOBE JI0JTOCPOYHBIX KOHTPAKTOB HEKOTOPHIX ITPOM3BOICTBEHHBIX () YHKIIMHA Ha 00CITy)KUBaHUE
JIpyroil KOMIaHWH, KOTOpasi CIEHUaIM3UPYeTCs B COOTBETCTBYIOIIEH 00JacTH - ayrCOPCHHI HMH(pOPMAIMOHHBIX
cucteM. XOTSl ayrCOPTCHHI ILIEHTPOB OO0paOOTKM JaHHBIX SIBJISETCS IIPUBJICKATENLHBIM M TEPCIEKTUBHBIM
HarpaBJIeHHEM B 00ecreueHNr aBapuifHOCTOHKOCTH HH(POPMAITMOHHON HH(PPACTPYKTYpPHI, HA 3TO BpeMsl B Y KpanHe
€r0 PpaclpoCTPAaHEHUs HATAJIKUBAETCSl Ha OIpEAENeHHbIE TPYAHOCTH, CBS3aHHbIE B MEPBYD OYepenb C
HeqoctarouHbiM KosmdectBoM 1[O/], HEMOCTYMHOCThIO BBICOKOKAYECTBEHHBIX M CKOPOCTHBIX KaHAJIOB Iepenadn
JIQHHBIX /1711 MHOTHX OpraHHu3aIyi.

Kaxercst menecooOpa3HbIM BapHaHT BHEIPEHHS! B OPraHU3ALMSAX CHCTEMBI IOAJIEPKKU NPHHATHS PEIICHUH B
aBapHHHBIX CUTYalUsX, KOTOpas JAacT BO3MOXKHOCTh HE TOJILKO 0OpabarhiBaTh 3HAUMTENBHO Oousblle oO0bema
nH(pOpPMaUK, HO W 3HAYUTEIHHO YMEHBIIUTH BIMSHHUE IICHXOJIOTUYECKHX (PaKTOpPOB HA NMPUHATHE HEOOXOIMMBIX
pelIeHnii Ha KaXaoM u3 3TarnoB Bo3ooHoBieHus MKC.
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ORGANIZATIONAL-TECHNICAL PROVIDING OF RENEWAL
PROCESS OF INFORMATIVELY-COMMUNICATION SYSTEMS
AFTER ACCIDENT

Lubomyr Parhyz, Tatyana Homa, Elena Hmuz
Lviv Polytechnic National University

On the consequences especially catastrophic are accidents of the informative systems, that can result not only in
the protracted outages but also to the loss of critical data. Creation absolutely safe informatively telecommunication
system(ITS) are impossible through the complete loss of her functionality. Therefore there always is a remaining risk
even in the protected systems. Preliminary created and accordingly organizationally and the technically provided
plan of emergency renewal ITS is able to soften the consequences of accident and as a result to decrease financial
and other risks of organization.

The aim of work is description of accident in the context of functioning of the informative system, formulation of
tasks to the plan of renewal, after an accident, description of existent decisions from effective maintenance of
emergency situations, and also ground of expediency of development and use, at a management by accidents in ITS
of the system of support of making decision. If to analyse statistics of threats of informative safety, that mostly will
be realized bringing ITS over to the nonpermanent mode, then it first of all is incidents from reasons of errors of
personnel and only the attacks of malefactors follow after them.

The plan of emergency renewal must contain the detailed list of events and actions that must be executed "to",
"under time" and "after” the origin of emergency. The order of report of responsible employees is here determined
and the detailed instructions are laid out for performers. All of it allows maximally quickly to renew a capacity ITS.
Prevention of accident in the future envisages realization of row of events for liquidations of reasons of accident,
reduction of found out exposures components, ITS. Due to the analysis of accidents probability of prevention of
future accidents rises in the IT-system, mechanisms and processes of providing of informative safety get better.
Reliable maintenance of very important data in case of origin of emergency is provided by means of the up-diffused
networks of storage of data(eng of Storage Area Network SAN), for work of that the reliable and highly productive
channels of data are needed.

Technology of SAN provides fault-tolerant access of servers to the resources of storage and allows to bring down
the combined upkeep of IT-infrastructure costs due to the optimal on-line management of access of servers to the
resources of storage, uses of external resource, id est transmission by organization on the basis of long-term contracts
of some productive functions on maintenance of other company that is specialized in a corresponding area -
ayrcopcunr Of the informative systems. Although outsourcing DPCS is attractive and perspective direction in
providing of emergency capability of informative infrastructure, on this time in Ukraine of his distribution comes
across the certain difficulties, related first of all to the insufficient amount of DPC, inaccessibility of high-quality and
speed channels of data for many organizations.

The variant of introduction in organizations of the system of support of making decision seems expedient in
emergency situations, that will give an opportunity not only to process the considerably anymore volume of
information but also considerably to decrease influence of psychological factors on the acceptance of necessary
decisions on each of the stages of renewal ITS.
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