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CTBOpEHHSI CKJIaJHUX CHUCTEM, a TaKOX OI[IHKa SKOCTi iX (YHKI[IOHYBaHHS ¥ Ipame3faTHOCTI mependadae
pPO3B'S3aHHS IIMPOKOI'O0 KoJia PpI3HOIUIAHOBMX 3aBlaHb. [IpH4oMy IHTEHCHBHE 3acTOCYyBaHHS 3aco0iB
00YHMCITIOBAJILHOT TEXHIKHM 1 aBTOMAaTH3allil B HUX TIOCTII{HO KOPEKTYE TOIJISIIN Ha JiSUTbHICTh IUX CUCTEM, JI0 CKIIaay
SKHX BXOJATh TaKOX 1 CHCTEMH IATPUMKU YXBajJeHHsS pimeHHs. [liIBUIIEHHS SKOCTI W CKOPOYEHHS 4Yacy
NPUAHATTA pillieHb NPH KepyBaHHI CKJIaJHUMH CHCTEMaMH Pi3HOTO NMPU3HAYSHHS Hapasi HEMOXJIHMBE 0e3 po3poOKH
e(pEeKTUBHHUX MpPOrpaMHHUX 1 amapaTHUX 3aco0iB, IO 3a0e3Me4yIOTh MisUTbHICTH OOCIYrOBYIOUOI'O IIEPCOHAITY.
Oco01BO TOCTPO CTOITH 11 MpodIeMa pH NpuiHATTI pimens ([1P) y koMIUIekcHUX crcTeMax TEXHIYHOTO 3aXUCTY
(KCT3), mo mpairoTh y peaJbHOMY Yaci, J¢ JASQIIMT 4acy BiA4yBa€ThCs OCOOJUBO CHIIBHO, a HACTIIKU TPH
HECBOEYACHOMY a00 HENpaBWIILHOMY YXBaJIeHHI pillIeHHS MOXYTh OyTu KaracTpoiyHUMH. Y 3B'SI3KY i3 UM 1
3'sIBHJIAcsl HEOOXI/IHICTh Y 3aCTOCYBaHHI CUCTEM IMIATPUMKH NpUAHATTS pitenb (CIIIIP), ocHOBHMM 3aBIaHHSIM SKHUX
€ HaJaHHA JoMoMord (axiBLsIM y TpOLECi NPUHHATTS PaIliOHAJIBHOIO W ONTUMAIBHOTO DILIEHHS B CKIIAIHHX
CHUTYyallisiX, 10 BUHUKAIOTH Tpu QyHKuionyBanHi KCT3 y peansHoMy 4aci. [Ipuuomy omiHka sSIKOCTI BHOOpY pillleHb
1 IX MapaMeTpiB MOBUHHI 31MCHIOBATHCS Ha 0a3i MOJENeH, sKi JO3BOJWIN O OLIHIOBATH 3aCTOCYBAHHS OMHIET 1 Tiel
K CUCTEMH B Pi3HMX YMOBAax €KCILTyaTallii.

[linBumeHHs edeKTUBHOCTI MaTeMatuuHoro MonenoBaHHs KCT3 MoxkHa 3a0e3lmeuuTd  3a  paxyHOK
MOJICTTFOBaHHSI, SIK KOMIUIEKCHOI CHCTEMH, TakK 1 MiICKCTeM, SIKi BXOAATH 10 11 ckiany. Ll HeoOXimHICT CTUMYITIOE
PO3pOoOKy Mopzeneil 1 aqropuTMiB, IO NOMYCKAaOTh BUPINIEHHS CKJIaJHUX 3aBJaHb KEPYBaHHS cHCTeMOo. Tomy
cunre3 KCT3 i CIIIIP ans HUX, CTBOPEHUX HA OCHOBI 3aC00IB OOYHCITIOBATIBHOI TEXHIKU, IIOBUHEH 3iHCHIOBATUCS
BIJITIOBITHO 10 BiJJOMHX KPHUTEpIiB: MIKpONpOrpaMHE KEepYBaHHS; MOAYJIbHICTH MOOYAOBH; MaricTpalbHUH OOMiH
iH(pOpMaIi€l0; MOXKIIMBICTh HAPOIITYBaHHS OOUNCIIOBAIILHOI MOTYKHOCTI.

Po3pobxka # mocmimkennss mateMatuyaux mozeneit KCT3 i CIITIP Bumarae 3Ha4HMX 4YacoBHX BUTpar. Tomy
3acrocyBaHHsA Mepex Ilerpi (MII) mis Takux IfiJiel MPUCKOPIOE MPOIEC PO3B'sI3aHHS IMX 3a7ad. MeTor podoTH €
PO3TIISLT MOXKIIUBOCTI 3actocyBanHs MII mis ominku TexHigyHoro crany KCT3 i CIIIIP, a Tako OmiHKa SKOCTi 1X
(YHKIIIOHYBaHHS B PI3HUX YMOBaX EKCILTyaTallii.

3a cBOiM NpHU3HAYECHHSM, CTPYKTypi H BukoHyBaHuM ¢yHKuisiM CIIIIP € HeBig'eMHOIO CKJIaZOBOI YacCTHHOIO
KCT3 peanbnoro wacy. Tomy nuranns cuntesy CIIIIP cmig posrnmspaté 3 ypaxyBaHHSM B3a€MOJi allTOPUTMIB
po6otu CIIIIP i3 anropurmamu ¢ynkiionyBanus KCT3. /s cygacaux cucrem kepyBanus KCT3, mio npamtooTs y
pearbHOMY 4Yaci, HaHOLIbII THIIOBOIO € TPHpIBHEBa CTPYKTypa OOYHMCIIOBaJbHUX 3aco0iB. Ha mepiiomy piBHi
3HAXOJUTHCS YHIBEpCalbHa OOUMCITIOBAIbHA MAIIMHA, 1110 Ma€ BETUKHUN 00'€M MaM'siTi; Ha IpyroMy — CIIeliali3oBaHi
EOM (mini- abo mikpo-EOM); Ha TpeThomy — niepcoHanbHi EOM y ckinani APM a6o kepyroda 00'€KTOM MamiiHa.

Peamizamist CIINIP y KCT3 He 3MiHIOe OCHOBHHX (YHKHIH OOYMCIIOBANILHUX 3ac00iB, IOB'S3aHUX 3
¢dbopmyBaHHsIM iH(OpMaIIiiiHOT Moseni. IMiTamiiHa MOAETb TO3BOJSIE OIIHUTH S(PEKTHBHICTH POOOTH CHCTEMH W
ycyBaTH KOH(JIIKTHI cuTyaii, TOOTO (PYHKIIIOHYBaHHS CTa€ CUTYal[lHHIM.

s ouinku edextuBHOCTI yHKIionyBaHHs CIITIP y cknani KCT3 HeoOXigHO 3MozAentoBaTH mporec ii podoru.
Moro OCHOBHI I1ili — YTOUHEHHS TEXHIYHOro PillleHHs MO BHOOPY 3aCO0IB OGUMCITIOBATBHOI TEXHIKH i PO3MOLN
(GYHKIIH MK HUMH, TIepeBipKa y3ro/KEHOCTI (yHKIIOHYBaHHs TexHIuHMX 3aco0iB CIIIIP, ominka edekTuBHOCTI
po6otu CIIIIP i KCT3 y minomy.

Takum ymHom, amapar MUMII no3Bonsie OyayBaTtu HOCHTH MOBHI Mozenmi (DYHKLIOHYBaHHS aJTOPUTMIB, IO
BiJJOOpa)KaroTh IXHIO CTPYKTYPY, JOTiKYy pOOOTH i 4aCOBI XapaKTEPHCTHUKU.

Jl1s1 epeKTUBHOTO BUKOPHCTAHHS ITUPOKOT0 CIEKTPa MOMKIIMBOCTEH amapatHux mepex [lerpi (AMII) HeoOxinHe
cTBopeHHs1 Ha 0a3i AMII cucremu crieriaqbHOr0 MaTeMaTHYHOro 3a0e3neueHHs1 3 HabopoM 3acoliB OMHKCY, BBOAY,
TpaHCIISAIIT, KOMIIOHYBaHHS, HAJIATOJKCHHS, IMITaIlii MOzIesi, 0OpOOKH pe3yiIbTaTiB MOJCIIOBAHHS i aHAI3Y.
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OpHuM 13 CHOCOOIB JOCATHEHHST KOMIIPOMICY MiX CKJIAJHICTIO W BIpOTIJHICTIO MaTeMaTHYHOI MOJelNi €
CHPOIIEHHS eKBiBaJIeHTHE 00'€KTy MEpeXi, 10 MPOBOIMUTHCS 3a JOIMOMOTOI0 MapUIpyTiB (YHKI[IOHYBaHHSI CUCTEMH
Ha OCHOBI anapara HeYITKHX BiTHOCHH y IPOCTOpi, 00YMOBJICHOMY po3muproBanoi 6a3oro ainennx KCT3 i CIIIIP.
MapiuipyrHa MoAeNnb 13 BipOTiJHICTIO, IO 3a34ajerillb 33/Ja€ThCS, IO3BOJISIE MPOTHO3YBATH JWHAMIKY PO3BHUTKY
noxii HaBkoso KCT3 i3 ypaxysanusm CIIIIP i ix cran.

3acrocyBanHsi Mepex llerpi s imiTaniiiHoro mozemoBanHs anroputmiB pobotu CIIIP y ckmagi KC3T
TIOJIATA€E B TOMY, 110 KOXKHIHM CTPYKTYpHIH CXEMi aJlrOpUTMY CTaBHThCS y BiINOBIAHICTE Mepexka Ilerpi. Pyx MiTok y
Hill MoJENIoe Tpolec OOYKCIEeHb, BUKOHYBAHHX AITOPUTMIB. 3alpONOHOBAHWI METOJ JI03BOJISIE MPOTHO3YBATH
TexHiuHMA crad 1 ¢yHkuionyBanHs KC3T i CIIIIP Ha migcraBi CHCTEMHHMX OLIHOK 3 BEIMKOI TOYHICTIO, IIO
JI03BOJISIE 320€31IeUNTH HEOOXIJHUH PIBEHb 3aXHUILEHOCTI.

OLHEHKA KAYECTBA ®YHKIIMOHUPOBAHUA
KOMILJIEKCHBIX CUCTEM TEXHUYECKOM 3AIIIATHI U
CUCTEM NOIAEPKKHU TPUHATUA PELLIEHUSA B UX COCTABE

Bnaoumup Xopouwixo, Cepzeit 3v16un
Hayuonanvuoii Asuayuonnvui Ynueepcumem, [ocyoapcmeennviii Yuusepcumem Hugopmayuonro-
Komynurkayuonnwix Texrnonoeuu

Co3/laHue CIOKHBIX CHUCTEM, a TaKKe OLEHKAa KadecTBa WX (YHKIMOHHPOBaHHS U pabOTOCHOCOOHOCTH
IIpeaycMaTpUBaeT pellleHne MIUPOKOro Kpyra pa3HOIUIaHOBBIX 3aaady. [IpyueM MHTEHCHBHOE NMPUMEHEHHE CPEICTB
BBIUMCIIUTENIFHON TEXHUKH M aBTOMAaTH3allUd B HHUX IOCTOSHHO KOPPEKTHUPYET B3INISABl Ha AEATEIBHOCTh ITHX
CHUCTEM, B COCTaB KOTOPBIX BXOAAT M CHCTEMBl IMONNCPXKKU MNPUHATHS pemieHus. IloBblmieHne kadecTBa U
COKpAIlleHHEe BPEMEHHU NPUHATHS PEILICHUN MIpHU YIPaBIEHUH CIOKHBIMH CUCTEMAaMM PA3JIMYHOTO Ha3HAuYEHMs ITOKa
HEBO3MOXXKHO 0e3 pa3paboTki 3((EKTHBHBIX IMPOrPaMMHBIX M aMNllapaTHBIX CPENCTB, O00ECIeYUBAIOIINX
JIeSITeIbHOCTh 00CTY)KHMBAIOIIEro rnepcoHana. OCoOEHHO OCTPO CTOMT 3Ta IpobieMa npu npuHatun peuienuii (I1P) B
KOMIUIEKCHBIX cucTeMax TexHuueckoit 3amutel (KCT3), paboTaronmx B pealbHOM BpEMEHH, e Ae(UIUT BpEMEHU
OLIYIIAETCS OCOOEHHO CHIIBHO, a ITOCJIEICTBUS NPH HECBOEBPEMEHHOM WIIM HENPAaBWIBHOM TPHHATHHA PEUICHUS
MOT'YT OBITh KaTaCTpOQUIECKUMH. B CBSI3U C STHM U MOSIBUIACH HEOOXOJMMOCTh B IIPUMEHEHUH CHUCTEM ITOICPIKKU
npunsatus peurenuid (CIIIIP), ocHOBHOM 3aia4eli KOTOPBIX SBJISETCS OKa3aHHWE MOMOIIM CIIEIHAINCTAM B Mpolecce
NPUHATHS ~ PAlOHAJIBHOTO W ONTUMAJBHOIO PEIIEHHs B CIOXKHBIX CHUTyallUsX, BO3HHMKAIOIIUX IPHU
¢ynximonupoBannn KCT3 B peansHoM Bpemenu. [Ipuuem olleHka KadecTBa BhIOOpa pelleHHH M MX HapaMeTpoB
JIOJDKHBI OCYILECTBIIATHCS Ha 0a3ze Mojelnei, KOTOpble MO3BOJNMIM Obl OLIEHWBATH MPUMEHEHHE OJHOW M TOW Ke
CHUCTEMBI B Pa3INYHBIX YCIOBUAX KCIUTyaTalluH.

[Noeiienne addexruBHocTH MaTematudeckoro wmoxenupoBanuss KCT3 MoxHO o0ecrieduTb 3a CYeT
MOJICTTMPOBAHMSI, KaK KOMIUIEKCHOH CHUCTEMBI, TaK W TOJACHUCTEM, BXOJSIIMX B €€ COCTaB. JTa HEOOXOIMMOCTh
CTUMYJIAPYET pa3paboTKy MOZENeH 1 alrOpUTMOB, JOITYCKAIOIIUX PELICHUsI CIIOKHBIX 3a[a4 YIIPaBJICHUS! CUCTEMOH.
IMoatomy cunre3 KCT3 u CIIIP ans HUX, CO3MaHHBIX HAa OCHOBE CPENICTB BBIYMCIUTENBHON TEXHHUKH, JTOJDKEH
OCYILECTBIIATHCS. COTJIACHO M3BECTHBIM KPUTEPHUSIM: MHKPOIIPOrPAMMHOE YIIPaBJIEHHE; MOAYIBHOCTh MOCTPOEHHUS;
MarucTpajibHbIi 00OMeH nHpopManueld, BO3MOXHOCTh HApAIIUBAHUS BHIYUCIUTEILHON MOIIHOCTH.

Pazpaborka u uccnenoBanue maremarndeckux mopenei KCT3 u CIIIIP TpeOyer 3HAUMTEIBHBIX BPEMEHHBIX
3arpar. [loaromy npumenenue cereit [lerpu (CII) myist Takux 1esiel yCKopsieT Mpolece pelieHus 3Tux 3aaad. Llenpio
paboThl siBIsieTcsl paccMoTpeHue Bo3MokHocTH npuMeHeHust CIT mis onenkn texauueckoro coctosiHus KCT3 u
CIIITP, a Takxe OlleHKa KauecTBa X (DYHKIIMOHUPOBAHUS B PA3JIMUHBIX YCIOBUSIX SKCILUTyaTaluH.

ITo cBoeMy Ha3HaueHHIO, CTPYKType u BbinonHseMbIM ¢GyHkuusm CIIIIP siBisiercss HeoTheMIIEMOH COCTaBHOM
yactelo KCT3 peansHoro Bpemenu. Iloatomy Bompockl cuureda CIIIIP cnemyer paccmMaTpuBaTh € y4ETOM
B3aumozeiicteust anropurmoB pabdotsl CIIIIP ¢ anropurmamu ¢ynkumonupoBanus KCT3. Jlnst coBpeMeHHBIX
cucrem ynpasienust KCT3, paboTaomux B peaJbHOM BpeMEHH, HanOojee TUINYHOW SIBISIETCS TPEeXypOBHEBas
CTPYKTYpa BBIYMCIHUTENBHBIX cpeacTB. Ha mepBoM ypoBHE HaxXOOWTCS YHUBEpCaJbHAs BBIYUCIUTENbHAS MAallMHa,
uMeronias 0oJbIIoNH 00BEM MaMsITH, Ha BTOPOM - ClielHaIn3upoBanble DBM (MuHH-1H MUKpo-OBM), Ha Tperbem
- nepcoHanbHbie DBM B coctaBe APM wiu yripapisronast 00beKTOM MalliHa.

Peamumzamms CIIIIP B KCT3 He MeHsieT OCHOBHBIX (PYHKIMI BBIYHCIUTENBHBIX CPEACTB, CBSI3aHHBIX C
¢opMupoBanreM HHMOPMAIMOHHOW Mozenu. VIMUTaIMOHHAsT MOJIEbh O3BOJISIET OLUEHUTHh dPPEKTUBHOCTH pabOThI
CHCTEMBI U YCTPaHSTh KOH(IMKTHBIE CUTYaIlH, T.€. (DYHKIIMOHUPOBAHUE CTAHOBUTCSI CUTYAI[MOHHBIM.

Jns ouenkn s¢ddexruBHocTH (yHkumonuposanus CIIIIP B cocraBe KCT3 HeoOXommmMo CMOIETUPOBATH
npouecc ee paborel. Ero OCHOBHBIE II€dM - YTOYHEHHE TEXHMYECKOTO pEIIeHHs] 10 BBIOOPY CpencTB
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BBIUMCIMTEIPHOW TEXHHKM MW pacnpejaeneHue (QYHKIMA MEXIy HUMH, IPOBEpKa COIIACOBAHHOCTH
¢ynxmonnposanus texuudeckux cpencts CIIIP, onenka adexrruBroctu padorst CIITIP u KCT3 B nenom.

Takum o6Opazom, ammapar MUMII no3BonsieT CTPOUTH JOCTATOYHO TOJNHBIE MOAeNU (HYHKIMOHUPOBAHUS
aJITOPUTMOB, OTPAXKAIOUIUX UX CTPYKTYPY, JIOTUKY PaOOTHI U BPEMEHHBIE XapaKTEPUCTHUKH.

Jis 3¢ deKTUBHOr0 MCHONB30BaHUs MIMPOKOTO crekTpa Bo3MoxkHocted armmapatHbeix CIT (ACII) HeoOxomumo
coznanue Ha 0aze ACII cucTeMbl ClielManbHOrO MaTeMaTH4ecKoro obecriedueHuss ¢ HaOOpPOM CPEICTB OMHUCAHUS,
BBOJIa TPAHCIISIIIMY, KOMITOHOBKY, HAJIAKH, UMUTALMHA MOJENHN, 00pabOTKU pe3y;IbTaTOB MOJICIUPOBAHHS U aHAIIN3A.

OpHUM U3 crioco0O0B JOCTHXKEHHST KOMIIPOMHUCCA MEXK/TY CII0KHOCTBIO M BEPOSITHOCTBIO MaTEMaTHIECKON MOJIENTN
SIBIISIETCS  DKBUBAJIEHTHOE OOBEKTY CETH VIIPOIIEHHWE, KOTOPOE NPOU3BOIUTCS C IOMOLIBIO MapUIpyTOB
(YHKIIMOHMPOBAHUSI CHCTEMbl Ha OCHOBE amnapata HEYETKMX OTHOIIEHHWH B TPOCTPAHCTBE, OINpPEesieMOM
pacumpsiemoit  6azoii  meneHHeix KCT3 wu CIIIP. MapuipyrHass Mojens ¢ TNpeABapUTENBHO 3ajaBacMOn
BEPOATHOCTBIO, MO3BOJISIET MPOTHO3UPOBATh TUHAMUKY pa3BuThsi coObithii Bokpyr KCT3 ¢ yuerom CIIIIP m ux
COCTOSIHUE.

[Mpumenenne CII it UMHTaNMOHHOTO MonenupoBanus anroputmoB pabotsl CIIIIP B cocrae KC3T
3aKJIIOYaeTCs B TOM, YTO KaXJIOW CTPYKTYPHOM cxeme anroputMma craButcs B coorBercTBre CII. JIBikeHHE METOK B
Hell MonenupyeT TMpOLECC BBIYHUCICHUM, BBIIOIHAEMBIX aNropuTMoB. IlpeanoXeHHBIH METOA MO3BOJSIET
MIPOrHO3UPOBAThH TexHUUeckoe coctosiaue U pynkunonuposanre KC3T u CIIIIP Ha ocHOBaHMM CHCTEMHBIX OLIEHOK
¢ OOJIBIIOI TOYHOCTBIO, YTO MO3BOJISIET 00ECIEYNTh HEOOX OTUMBI YPOBEHB 3AIIUIIEHHOCTH.

QUALITY EVALUATION OF OPERATION COMPLEX TECHNICAL
SYSTEMS PROTECTION AND SUPPORT SYSTEMS DECISION IN

THEIR COMPOSITION
Vladimir Khoroshko, Sergei Zybin*
National Aviation University, State University of Information and Communications Technology

Creating complex systems, and to assess the quality of their functioning and disability involves solving a wide
range of diverse tasks. Moreover, the intensive use of computer technology and automation in them constantly
corrects views on these systems, which include also the support system decision. Improving the quality and reducing
the time of decision making in the management of complex systems for various purposes is currently impossible
without the development of effective software and hardware that provide activities staff. Particularly acute is the
problem when making decisions (MD) in complex systems technical protection (CSTP) working in real time, where
the lack of time is felt particularly strongly, and consequences of untimely or incorrect decision making can be
catastrophic. In this regard, and there is a need in the application of decision support systems (DSS), whose main task
is to assist professionals in making rational and optimal solutions to complex situations that arise in the operation
CSTP in real time. Moreover, the quality assessment of choice making and their parameters must be based on models
that would assess the application of the same system in different conditions.

Improving mathematical modeling CSTP can be achieved through simulation of complex systems and
subsystems that make up its membership. This agreement encourages the development of models and algorithms that
allow solving complex management tasks system. Therefore synthesis CSTP and DSS for them, based on computer
technology, must be carried out according to known criteria: firmware control, modular construction; trunk exchange
of information, the ability to increase processing power.

Development and study of mathematical models CSTP and DSS requires significant time and resources.
Therefore, the use of Petri nets (PN) for such purposes accelerates the resolution of these problems. The aim of the
work is to examine the possibility of using IM to evaluate the technical condition CSTP and DSS, and assessing the
quality of their operation in different operating conditions.

According to the purpose, structure and Duties DSS is an integral part KSTZ real time. Therefore, the question of
synthesis DSS should be considered with regard to interaction with the DSS algorithms algorithms functioning
CSTP. For modern control systems CSTP working in real time, the most typical is a three-tier structure of
computational tools. On the first level there is a universal computer that has a large amount of memory in a second -
specialized computers (mini-or micro-computers) on the third - personal computers in the ECM or control object
machine.

Implementation of DSS in CSTP does not change the basic functions of computational tools associated with the
formation of the information model. A simulation model to evaluate the effectiveness of the system and eliminate
conflicts, ie, the operation becomes situational.
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To evaluate the effectiveness of DSS in the CSTP to simulate the process of work. Its main goals - clarifying
technical solution on the choice of computer technology and the distribution of functions between them, checking
consistency of functioning hardware DSS, evaluation of DSS and CSTP in general.

Thus, the device allows you to build MCHMP fairly complete model of the algorithms that reflect their structure,
logic and temporal characteristics.

For efficient use of a wide range of hardware capabilities of Petri nets (HPN) required the establishment of a
special HPN system of software with a set of descriptions, input translation, layout, debugging, simulation models,
process simulation results and analysis.

One way to achieve a compromise between complexity and reliability of the mathematical model is simplified
equivalent network facilities, conducted by route of the system based on fuzzy relations in space, caused expandable
base dividend CSTP and DSS. Route model of the probability that the advance is given, allows to predict the
dynamics of the events surrounding CSTP taking into account the DSS and their condition.

The use of Petri nets for simulation algorithms in the DSS CSTP is that each block diagram of the algorithm is
associated with Petri nets. Movement marks it simulates the process of calculations performed by algorithms. The
proposed method allows to predict the technical condition and operation CSTP and DSS based on systematic
evaluations with high accuracy, which ensures the necessary level of security.

YK 004.621.3:681.327
PO3POBKA MEXAHI3ZMY KOHTEKCTHO-OPIEHTOBAHOI'O
3AXUCTY IHOOPMAIIMHUX PECYPCIB

Izop Ieanuenko
Hayionanvnuu asiayitinuii ynieepcumem

Crarts: 8 cmop., 5 oxcepen.

[Ipouec cTBOpEHHS CHCTEM aBTOMATH30BAHOT'O YIIPABIIHHS € CKJIAaJHOI HayKOBO-TEXHIYHOIO MpOOJIEMOIO i
BHUMarae BiJIIIOBIIHOTO JIIHTBICTUYHOTO, MPOrPaMHOrO Ta iH(OpPMAaLiHHOro 3a0e3leveHHs. 3arajbHOK YaCTHHOIO
iH(popMaIiifHOro 3a0e3rneueHHs] CUCTEMH aBTOMATH30BaHOTO YIIPABJIiHHS € aBTOMaTH30BaHi iH(OpMalliiiHi pecypcw,
0 CKIany SKHX BXONATH iH(opMamiiiHi pecypcH Ta CHUCTEMH YIpaBIiHHS iHpOpMaliiHUMHU pecypCcamH.
ABTOMaTu3oBaHi iHQoOpMaliliHI pecypcH CTBOPIOIOTHCS SIK OOCIYrOBYIOYi CHCTEMH CHCTEM aBTOMAaTH30BaHOI'O
yIpaBiiHHs, ne iHopmais 30epiraeTses y aiiax, a TOMy KOpUCTyBad HeMa€e MOTpeOu BUBUATH AeTalli (i3UIHOrO
¢dopmaty ix npencraBieHHA. TakuM YMHOM, CHCTEMHU YNPaBIiHHS iHGOPMAaIifHUMH pecypcamu € He IO iHIIe, K
crieliaizoBaHe TMporpaMHe 3a0e3ledyeHHs, 3a JOIMOMOIOI0 SKOTO 3/IHCHIOETHCS B3a€MOJis KOpUCTyBada 3
iH(opMaIriero. BinmoBimHo 10 1Oro 3axuineHa iHhopMallis po3AUIIETHCSA Ha 1Bl KATEropii: KOHTEKCTHO-3AJICKHY 1
KOHTEKCTHO-He3aJexHy. ToMy cucreMa oOpOOKHM Ta KOHTPOJIO MOXKe He 30epirati iHpopmario Ipo HonepenHi
3BEpHEHHSI /0 1H(OpPMaUiiHUX pPECcypciB, OCKUIBKW JUIS TNPUHAMAaHHS PIIIEHHS NP0 MOXJIMBICTH JOCTYIY 1O
iHpopMaIlii JOCTaTHBO MEPEBIPUTU 3MICT PEricTpiB Mol mons 3HadeHb iHGopmauii. [lomaHHS BHMOr 3aXHCTy
KOHTEKCTHO-3JIeKHOI 1H(OpMaIii y BUTTIAII OpIEHTOBAaHHUX TpadiB Ja€ MOXKIHMBICTh MEXaHI3MY KOHTPOIIO JOCTYITY
1o iH(opMaii BUSIBISTH MOPYIIEHHS 3aXUCTY.

3acTocyBaHHS QJITOPUTMY TMEPETBOPEHHS 10 Tpad)-Mozesi KOHTEKCTHHX 3alIeKHOCTEH B 1H(OpMamiiHIX
pecypcax TPHU3BOAMTH A0 JicOmoAiOHMX CTpYKTyp. OCKIIBKM Yy TOYaTKOBiH CTpPYKTypi Tpad-momeini BiICYTHI
KOHTYpH, Tporec i i30MOp(HUX MEpEeTBOPCHb BiOYBAEThCA 0€3 YCKJIATHEHb 1 3aBepINyeThcs 3a oauH eram. Ll
CTPYKTYPH XapakTepHi THM, IO B3a€EMO3B’S3KH MDX eJIeMEHTaMH, sIKi PO3MillleHI Ha PI3HUX PIBHAX CTPYKTYPH, €
iepapXiYHUMH, ajie THIT 3arajIbHOr0 B3aEMO3B’SI3KY MIXK HHUMH SABJISE cO00r0 Mepexky. Cllijl 3ayBaXkHTH, IO B JAHOMY
BUIAJKy i€papXiuyHi B3a€MO3B’SI3KM € YAaCTKOBHUM BHIIAJIKOM B3a€MO3B’S3KiB MepexkeBoro Tuiry. JlicomoziOHi
CTPYKTYPH 3 3aKpIIUICHUMHU KOPEHSIMHU Ta 3 3aKpIIUICHUM JIUCTSIM MaloTh OIHAKOBY KUIBKICTH PIBHIB iepapxii, aue
CKJIaJ] YHUCJa eNIeMEHTIB iH(opMarlii, po3MilleHoi Ha OJHAKOBHX DPIBHSX, BIAPI3HAETHCS MK CO00K. Y BHUNAAKY
HEeOoOX1THOCTI 3aCTOCYBaHHSI MNpOLEAYp ACKOHTYpH3alii, 3aJIe)KHO BiJl YWCIa Ta THIy BUAAJICHHX JAYr, MOXKHa
oJIep KaTH JIiCOTIOIOH] CTPYKTYpH 3 Pi3HUM YHCIIOM PiBHIB iepapxii. Bkazani oco0imuBocTi i30MOp(HUX MEpeTBOPEHB
rpad-Mojiesell KOHTEKCTHUX 3aJIeKHOCTeH MiX ejgeMeHTamu iH(popmanii HeoOXigHo OpaTH 0 yBard B Hpoleci
PO3pOOKH MexaHi3My KOHTEKCTHO-OPi€EHTOBAHOT'O 3aXHUCTY.

BiamosinHo 10 1poro Oyno chopMylIbOBaHO JEsKi MOJOXKEHHs I0J0 MOXIIMBOCTEH NpencTaBieHHs rpad-
MoJIeJIed KOHTEKCTHHX 3aJISKHOCTEH Yy BUIJISIII JIICONMOAIOHMX i€papXiyHHX CTPYKTYp Ta PO3IMOJITY €JIeMEHTIB
iHpopMaii 1o piBHAX iepapxii. TakuM YMHOM, 3aIPONIOHOBAHA METOJIMKA J]a€ MOXKIIMBICTh aBTOMaTH3yBaTH MPOLIEC
po3po0kH rpada KOHTEKCTHHX 3aJIeKHOCTEH MK elIeMEHTaMH JaHUuX 1H(POpMAIlHUX pPEecypciB, BUSBICHHS
MOXIIUBHX IIOMWJIOK Y IIOYaTKOBOMY (DOpMYBaHHI IMX 3aJIeKHOCTEH Ta IX KOPHI'YBaHHS, a TaKOX IPOLEC
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130MOp(HHX MEPETBOPEHb CTPYKTYpP iH(POPMAIIHUX pecypcCiB i3 MEXaHI3MOM KOHTEKCTHO-OPI€EHTOBAHOI'O 3aXUCTY
iH(opMaIlil K OCHOBY I MOTU]IKAIlT 3aMUTIB, 3aJIKHO BiJ HAIIPSIMKY Ta 3MICTY IOIEPEIHIX 3BEPTaHb Y MPOIIECi
Horo QyHKIiOHyBaHHSL.

PA3ZPABOTKA MEXAHU3MA KOHTEKCTHO-
OPUEHTUPOBAHHOMU 3AIIUTBI THOOPMAIIMOHHbIX
PECYPCOB

Hzopv Heanuenko
Hayuonanvnwiii asuayuonnwlii ynusepcumem

[Ipomecc co3maHMsl CHUCTEM aBTOMATHU3UPOBAHHOIO VIIPABIEHUS SBISETCA CIOKHOM Hay4HO-TEXHHYECKOU
po0OJIeMoit U TpeOyeT COOTBETCTBYIOLIETO JIMHIBUCTHYECKOTO, IIPOrPAMMHOT0 ¥ MH(OPMAIIMOHHOTO 00ecHeyeHusl.
OOmieli 4vacTpl0o HMH(MOPMAIMOHHOIO OOECIIeYeHHsT CUCTEMBbl aBTOMATU3UPOBAHHOTO YIPABIICHUS SIBISIFOTCS
aBTOMaTHU3UPOBaHHbIE MH(OPMAIIOHHBIE PECYPCHI, B COCTAaB KOTOPBIX BXOMSAT WH(OPMAIMOHHBIE PECYpPChl U
CHCTEMBI yNpaBieHHs HHPOPMAIIOHHBIMU pecypcaMH. ABTOMAaTH3UPOBAaHHBIE HMH(MOPMALMOHHBIE PECYPCHI
CO3JIAFOTCS KaK 00CITY)KUBAIOIIUE CUCTEMBI CUCTEM aBTOMATH3MPOBAHHOI'O YIIPABJICHUS, TJie MHOPMALUS XPaHUTCS
B (aiiax, a MOITOMY IMOJH30BATENI0O HET HEOOXOAMMOCTH WU3y4aTh JeTaiu ¢usuueckoro Qopmara ux
npezcTaBieHus. TakuM 00pa3oM, CHUCTEMBI YIpaBiieHHWs MH(OPMAIIOHHBIMH pECYpCaMHU €CTh HE YTO MHOE, Kak
CHeLUaIM3UPOBaHHOE IPOrpaMMHOEe oOOecrieueHrne, C ITOMOIIBI0 KOTOPOrO OCYIIECTBISIETCSl B3aMMOCHCTBUE
nonb3oBarenss ¢ uMH(opmanumei. CorllacHO 3TOMY 3allMIIeHHass WMH(GOpManus pasfessieTcs Ha JBE KaTeropuH:
KOHTEKCTHO-3aBUCUMYIO M KOHTEKCTHO-He3aBUCcUMYI0. [10aTOMyY cucrema oOpaboTKH M KOHTPOIIS MOXKET HE XpaHUTh
nH}popMaNUIO O MPEABIAYIINX 00palIeHUsIX K HHPOPMAIIMOHHBIM pecypcaM, MOCKOIbKY JUIS NPUHSTHUS PELICHUS O
BO3MO)KHOCTH JIOCTYNa K WH(QOPMAIMU JOCTATOYHO MPOBEPUTH CONEPKAHUE PETUCTPOB COOBITHH IMOJsSI 3HAUCHUH
unopmanmu. IIpencraBnenne TpeOOBaHWH  3alUTBl  KOHTEKCTHO-3aBUCUMOM  HMH(pOpPMAanUMH B  BUJIE
OPHEHTHPOBAHHBIX I'pa(OB ITO3BOISET MEXaHU3MY KOHTPOJISI IOCTYINA K HH(POPMAIMU BBISIBUTH HAPYILICHUS 3aI[UTHI.

[Mpumenenne anroputMa mHpeoOpa3oBaHMsl K rpad-MOJETH KOHTEKCTHBIX 3aBUCUMOCTEH B MH(OPMAIMOHHBIX
pecypcax IpUBOAUT K JIECOIONOOHBIM CTPYKTYpaM. I10CKONBKY B UCXOJHOM CTPYKTYpe rpad-MOJAETH OTCYTCTBYIOT
KOHTYpBI, IPOIIECC €€ N30MOP(HBIX NPeoOpa30oBaHUN MPOUCXOJNUT 0€3 OCI0KHEHHH M 3aKaHYMBAETCS 33 OJMH ATall.
OTH CTPYKTYPBI XapaKTEePHBI TEM, YTO B3aUMOCBS3H MEXAY dJIEMEHTaMH, KOTOpPBIE pa3MeEIleHbl Ha PAa3HBIX YPOBHSX
CTPYKTYpBbI, SBISIFOTCS MEPapXUUECKHMMH, HO THI OOIIEH B3aUMOCBSI3U MEXAY HUMH IpPEACTaBisieT coOOW CeTb.
Crnenyer 3aMeTUTh, YTO B JAaHHOM Cllydae HepapXUUecKHe B3aUMOCBSA3H ABJSAIOTCS YACTHBIM CIydaeM B3aUMOCBsI3ei
cereBoro Tuma. JlecornomoOHple CTPYKTYPHl € 3aKpEIUICHHBIMH KOPHSAMH M C 3aKpEIUICHHBIMH JIUCTHSIMA HUMEIOT
OJMTHAKOBOE KOJWYECTBO YpPOBHEH HepapXud, HO COCTaB YHUCIA OJJIEMEHTOB WH(OpManuu, pa3MelIeHHOW Ha
OMHAKOBBIX YPOBHSX, OTJIMYaeTcs MexAy co0oil. B ciydae HeoOXOAMMOCTH TNIPUMEHEHUs MpouUenyp
JIEKOHTYpPHU3AlMU B 3aBUCMMOCTH OT YWCIIAa M THIA YJAJIECHHBIX JyT MOXHO IMOJYYUTH JECOIIOJOOHBIE CTPYKTYPHI C
Pa3IM4YHBIM YHCIIOM YPOBHEH HepapXxuH. YKazaHHbIE 0COOCHHOCTH M30MOP(HBIX mMpeoOpa3oBanuii rpad-moxaenei
KOHTEKCTHBIX 3aBUCHMOCTEH MEXIY dJIEMEHTaMH MH(pOpMald HEOOXOOUMO YYHTHIBATH B Ipolecce pa3paboTKu
MEXaHHU3Ma KOHTEKCTHO-OpPUEHTUPOBAHHOM 3aIUTHI.

CoracHO 3TOMY ObLITH C(OPMYIUPOBAHBI HEKOTOPHIE ITOJIOKEHUSI OTHOCUTEIHHO BO3MOXKHOCTEH NPE/ICTABICHUS
rpag-Mojiesell KOHTEKCTHBIX 3aBHCHMOCTEH B BHE JIECOIIOJOOHBIX MEPAPXUUECKHX CTPYKTYp W paclpeieseHus
9JIEMEHTOB MH(OpPMalWK 110 YpPOBHSM HEpapXuH. TakuMm o00pa3oM, MpeajoKeHHas METOIMKa I03BOJISET
aBTOMAaTU3UPOBATh Ipomecc pa3paboTKM Tpada KOHTEKCTHBIX 3aBUCUMOCTEH MEXKAY OJJIEMEHTaMH JaHHBIX
WH(OPMAIIMOHHBIX PECypcoB, OOHApY)KEHHS BO3MOXHBIX OHIMOOK B TEPBOHAYAILHOM (DOPMHUPOBAHUHM HSTHX
3aBHCHMOCTEH M UX KOPPEKTUPOBKY, a Takke n3oMop(dHbIe NpeoOpa3oBaHus CTPYKTYP WHPOPMAIIMOHHBIX PECYPCOB
C MEXaHM3MOM KOHTEKCTHO-OPHEHTHPOBAHHOW 3allUThl WH(POPMAIMM B KAauyeCTBE OCHOBBI JUIS MOAU(HKAIUU
3allpocOB B 3aBUCUMOCTH OT HamNpaBlIeHHs W COACp)KaHWS MPEAbIIyIIMX OOpallleHnii B Mpolecce ero
(YHKIIMOHUP OBAHUSL.
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DEVELOPING MECHANISM FOR CONTEXT-BASED
INFORMATION RESOURCES PROTECTION

Igor Ivanchenko
National Aviation University

The process of creation of automated control systems is a complex scientific and technical challenge and will
require a linguistic, software and information. Common part of the information management system of automated
controls are automated information resources, which include information resources and information management
systems. Automated information resources are created as servicing systems of automated control systems, where the
information is stored in files, so the user does not need to study the details of the physical format of presentation.The
content management system is nothing more than a special software through which the user interacts with
information. According to that protected information is divided into two categories: context-sensitive and context-
independent. Before the system processing and control cannot store information about previous calls to the
information resources, since the decision on access to information sufficient to verify the contents of the event
register value field information. Representation of the protection requirements of context-sensitive information in the
form of directed graphs allows the access control mechanism to identify information security breaches.

Algorithm to transform a graph model of context dependency in information resources leads to structure
similarity woods structures. Since the initial structure of the graph model has no contours, the process of
transformation is isomorphic with no complications and ends with a single step. These structures are characterized by
the fact that the relationship between the elements, which are placed at different levels of the structure, are
hierarchical, but the type of the overall relationship between the two is a network. Note that in this case the
hierarchical relationships are special case of the relationship of network type. The structure similarity woods
structure with fixed roots and leaves have the same fixed number of levels in the hierarchy, but the composition of
the pieces of information placed on the same level, different among themselves. If necessary, use separation
procedures, depending on the number and type of remote arcs can be structure similarity woods structures with
different numbers of levels in the hierarchy. These features of the isomorphic graph transformation model of
contextual relationships between pieces of information should be considered in the development of context-oriented
mechanism of protection.

According to that formulated some provisions for possible submission to the graph models in the form of context-
sensitive structure similarity woods hierarchical structures and the distribution of items of information on the levels
of the hierarchy. That why the proposed methodology automates the process of developing a graph of contextual
relationships between data elements of information resources, to detect possible errors in the initial formation of
these functions and their adjustment, and isomorphic transformation of structures of information resources with the
mechanism of context-oriented information security as a basis for modifying queries , depending on the direction and
content of previous calls during its functioning.

YK 004.681.003 . .
HOJITUKA THOOPMAININHOI BE3IIEKHA OB'EKTA

HOnia Xoxnauosa
Hayionanvnuii Asiayivinuti Ynieepcumem

Crartst: 6 cmop., 3 0xcepena.

Meroto po3poOku oimiiiHoi momiTuky iHpopmaniitnoi Oe3neku (I1IB) koHkperHoro o0’ekrta B o0OxacTi
iH(pOpMaIiifHOT Oe3NeKH € BU3HAYEeHHsI MIPaBUIBHOTO CIIOCO0Y BUKOPUCTAHHS OOYHCIIOBANIBHUX 1 KOMYHIKamiHHUX
pecypciB, a TakoX pPoO3poOKa MpoIeAyp, IO 3amo0iraloTh YM PearyioTh Ha MOPYIICHHS pexumy Oesmeku. Jlms
JIOCSITHEHHSI 11i€i METH BapTO BiALITOBXYBATHCS BiJ CTaHOApTHUX KaHOHIB po3poOku I1Ib, anme #, 3BM4aiiHO X,
BpaxoByBaTH CHEUU]iKy KOHKpeTHOro o6’ekra. OIMH 3 TOJIOBHUX CIIOHYKaJbHUX MOTHUBIB po3pooku I1Ib 06’exra
MoJsArae B OJep)KaHHI BIIEBHEHOCTI, IO MisUIBHICTH 3 3aXUCTy iH(popManii noOynoBaHa €KOHOMIYHO 1 TEXHIYHO
BUTpaBAaHuM criocooom. IMomiTika 3BHYaliHO CKJIaNA€ThCA 3 JBOX YACTHH: 3arajlbHUX IMPUHIMUIIB i KOHKPETHHX
npaBwi pobotH. IHdopMariiiHy cucTeMy 00’€KTa 3aXHCTy MOXKHA BBaXKaTH 3aXHIICHOI, SKIIO BCi omepaii
BHUKOHYIOTHCSI 3TiTHO 31 CTPOr0 BH3HAYCHHMH MpaBHIAMH, IO 3a0e3MeuyroTh Oe3mocepenHiil 3aXucT 00’€KTiB,
pecypciB i omepartii.

OcHoBY [t ()OpMYBaHHS BUMOT J0 3aXHCTY CKJIaJa€ CIHUCOK 3arpo3. Koiau Taki BUMOTH BiloOMi, MOXYTh OYTH
BH3HAYEHI BiJINOBiHI NpaBuia 3a0e3neYeHHs 3aXKCTy, 10 BU3HAYAIOTh HeoOXiaHI QyHKLIT 1 3acodu 3axucry. Uum
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CyBOpIillli BUMOTH JI0 3aXWCTy i OUTbIIE BiINOBIAHUX TNpaBWJI, TUM e(pEeKTUBHIMmI I MexaHi3MH 1 THM Oinblie
3aXUIICHOIO BUABIIAETHCS iH(QOpMaIliiiHa ccTeMa.

3axwucr iHpopmanii Ha iHpopManiiHOMY 00’€KTi Oy/e eheKTUBHAM, KOJIU MIPOESKTYBaHHS Ta peai3alis CHCTEMHU
3aXUCTy iH(QOpPMAIITHOTO 00’€KTa BiIOYBAETHCSA 3TIJHO 3 €TallaMH: aHANII3 PU3UKIB; peani3allisl MOJITHKH OS3ICeKH;
MiATPUMKA TTOJIITHKH OC3MCKH.

Opranizaniiina I11b onucye mopsimok HagaHHS i BUKOPUCTAHHS MpaB JOCTYIy KOPUCTYBayiB, a TaKOXX BUMOTH
3BITHOCTI KOPHCTYBa4iB 3a CBOI JIii B MUTaHHIX OE3IEKH.

Jus iHpopManiiHUX Mepe)x MOXKHa BUIUIMTH BHIIAJIKOBI Ta HAaBMHCHO CTBOpPIOBaHI WMOBIpHI 3arposu, sKi
HeoOXiHO BpaxoByBaTH ripu BusHadyeHHi [116.

Ha mizacraBi Buiie 3a3Ha4€HOT0 po3po0IIeHO 3pa3KOBUH AJITOPUTM POOOTH 3 OIIHKH 1HQOpMAIiHHUX PH3HKIB.

Peanizamist T1Ib 00’ekta mounHaeThCs 3 TPOBENEHHS PO3pPaxyHKy (DIHAHCOBHMX BTpaT 1 BHOOPY BiJIOBITHHUX
3aco0iB ISl BUKOHAHHS IMX 3an1ad. [Ipu npoMy HEoOXiqHO BpaxyBaTH Taki (akTopH K 0e3KOH]IIKTHICTE poOOTH
oOpaHHX 3aco0iB, peryTaiis MOCTAaYaIbHHUKIB 3aCO0IB 3aXHCTY, MOXIIMBICTh OJIEp)KaHHS MOBHOI iH(poOpMAaIii mpo
MeXaHi3MH 3aXUCTY 1 HaJlaHi rapaHTii.

[pu nigrpumui I1IB noTpiGHO MmocTiliHE COCTEPEXKEHHsI 32 BTOPIHEHHSIMHU 3JI0BMUCHHKIB, BUSIBIICHHS Baj 1 "1ip"
y CHCTEMI 3aXUCTy 00’€kTa iH(opMarlii, 00K BUMAAKIB HECAHKIIIOHOBAHOTO JOCTYIY 10 KOH(IACHINHHNX TaHHX.
ITpu upoMy ocHOBHa BiAmoOBifanbHICTh 3a miaTpuMKy [1Ib Mepexi (00’ekra iHpopMalii) JIeKUTh HA CUCTEMHOMY
aZIMIHICTPATOPi.

Heo0OxinHo 3a31a5erinp BU3SHAYUTH XapaKkTep i, 110 TOYNHAIOTHCS Y BUNaAKy BusiBieHHs nopymens [116. 1106
ui gii Oynu MBUAKMMHU ¥ NpaBHJIBHUMH BapTO OpraHi3yBaTH po3ciuigyBaHHs. [licis 1poro moTpiOHO BHECTH
KOPEKTHBH B CUCTEMY 3aXHUCTy. THII i CEpHO3HICTh KOPEKTUB 3AJICKUTD BiJl THITY TIOPYLICHHSI, SIKE CTaJIOCS.

TakuM YMHOM, ITOCHTIJOBHICTH BIAIIOBIMHHUX il 3aJISKUTh HE TIJIBKH BiJ THUIY IOPYLIEHHs, aje W Bia BHAY
MOPYITHUKA; BOHA IIOBUHHA OYTH MPOyMaHa 3aJJ0BT0 10 IEPIIOro iHIUICHTY.

KoxHuit 00’€KT MMOBUHEH 3a37aJeriib BU3HAUNTH HA0Ip aMiHICTPATUBHUX CAHKIIIH, 3aCTOCOBAaHHX J0 MICIICBHX
KOpHCTYBayiB, siki HopyurytoTs I11b cropoHHboi opranizauii un 06’ekra. Kpim Toro, HeoOXiqHO MogdaTH Mpo 3aXKUCT
BiJl BIAMOBIAHUX Jil cTopoHHBOI opranizauii. [Tpu po3po6ui I1Ib BapTo BpaxoByBaTH BCi IOpUANYHI TIOJIOKEHHS, SIKi
3aCTOCOBYIOTHCS JI0 MOAIOHUX CUTYaIlil.

[Nonituka Oe3mexku 00’€KTa IMOBMHHA MAaTH IPOLEAYPH Ui B3aEMOII 3 30BHIIIHIMHU OpraHi3allisMH, Y YHCIO
SIKMX BXOJSTH IIPABOOXOPOHHI OpraHu, iHINI OpraHi3alii, KoMaHgu "IIBUIKOrO pearyBaHHs'", 3aco0iB MacoBol
iHpopMmanii. Y mpoueaypax NMOBUHHO OyTH BHM3HA4Y€HO, XTO Ma€ IPaBO Ha Taki KOHTAKTH, i SIK caMe BOHHU
BinOyBaloThCsl. KpiM MONITUYHHMX MOJNOKEHb, HEOOXIAHO MPOAYMAaTH W OMHCATH MPOLEIYPH, IO BUKOHYIOTHCS Y
BUIIAJIKy BUSIBJICHHS [TOPYIIEHb peXXUMY Oe3reku. [l BCiX BUAIB MOPYIIEHb MalOTh OyTH 3arOTOBJICHI BiIIOBIHI
HpOLEYPH.

[Ib 00’exTa Ma€e JOMOBHIOBATUCS 1 3MIHIOBATHCS 3TiJHO 3 yCiMa IepepaxoBaHUMH KPUTEPIsIMU 3MiH 1 LIHHOCTI
iH(pOpMaIlii, 10 MmiIsirae 3aXUcTy.

MNOJUTUKA UHO®OPMAIIMOHHOMN BE3ONNACHOCTH OFBEKTA

HOnusa Xoxnauoea
Hayuonanonviti Asuayuonnwiii Ynueepcumem

Lenbto pa3paboTku oGHUITHATHEHON TOMUTUKN HH(DOopMalmonHoi Oe3onacHocty (ITMB) xoHKpeTHOro 00bekTa B
obnacti MH(POPMALMOHHONW O€30MacHOCTH  SIBJSIETCS  OINPEAENEHHE NPaBHIBHOTO Ccriocoba HCIONIb30BaHUS
BBIYMCITUTEIBHBIX ¥ KOMMYHUKAIIMOHHBIX PECYpPCOB, a TaKkKe pa3paboTKa Mpoleayp, KOTOpbie MPEAOTBPAIAOT WU
pearupyioT Ha HapYIICHHS peXuUMa Oe30macHOCTH. J[Is JOCTHKEHHMS ATOH LENHd CIEAYyeT OTTaJKHBATHCA OT
CTaHIAPTHBIX KaHOHOB pa3paborku 1B, HO U, KOHEUHO Ke, YIYUTHIBATh CHCNU(UKY KOHKpPETHOro0 00bekTa. OnuH
U3 DJIABHBIX MOOYIUTEIbHBIX MOTHUBOB pa3paborku [IMB 00bekTa 3akiroyaeTcs B HONYYCHHH YBEPEHHOCTH, YTO
JESTEIBHOCTh 10 3aIluTe WH()OpPMAaIUM IOCTPOCHA SKOHOMHYECKHM W TEXHHYECKH OIPAaBIaHHBIM CIIOCOOOM.
[TonuTHka 0OBIYHO COCTOUT M3 IBYX YACTEH: OOIIMX MPUHIIMIIOB U KOHKPETHBIX MpaBUiI paboThl. H(MOpMAIIMOHHYO
CHUCTeMy OOBEKTa 3allUThl MOXKHO CUMTATh 3alWIICHHOW, €CIM BCE ONEPAIlMU BBIIOJIHSIOTCA COIJIACHO CTPOTO
OITpe/IeTICHHBIM MTPaBUIIaM, 00ECIIEYHBAIOIINM HEMOCPECTBEHHYIO 3aIUTy O0OBEKTOB, PECYPCOB U OMEPALIUA.

OcHoBy mis (opMmHpoBaHMS TpeOOBaHWH K 3allMTE COCTaBJISET CIUCOK yrpo3. Korma Takue TpeOoBaHUS
W3BECTHBI, MOTYT OBITh BBIACICHBI COOTBETCTBYIOIIME TIpaBHWiIa OOCCIICUCHUS 3allUTHI, ONPEICIISIONIHE
HEOOXOMUMBIC (PYHKIMH M CPEACTBA 3aIluThl. UeM CTpoke TpeOOBaHHUSA K 3allMTe W OONbBIIE COOTBETCTBYIOIIUX
paBwi, TeM 3P eKkTUBHEE e MEXaHU3MBI M TeM OoJIee 3allMIIICHHON OKa3bIBaeTCs HHPOPMAIHOHHAS CHCTEMA.
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3ammra wHbOpManuu Ha WHGOPMAMOHHOM o0ObekTe OynmeT 5((eKTHBHBIM, KOrja NPOEKTHPOBAaHHE U
peanu3anusl CHCTEMBI 3allUThl HH(POPMAIMOHHOTO OOBEKTa NPOUCXOAMUT COIJIACHO OJTalaM: aHalli3 pPHUCKOB;
peanu3anysi MOJIUTHKY 0€30MaCHOCTH, MOAJIEPIKKa OIIUTUKN OE30ITaCHOCTH.

Opranusanmonnas [1Mb onuceiBaeT NOpsSI0K MPEIOCTaBICHUS W UCIOJIB30BaHUsI TIPaB JOCTYIIA MOJIb30BaTeNeH,
a TaxKe TpeOOBaHHs OTYETHOCTH IOJIb30BaTENEH 3a CBOM JISHCTBHS B BOIPOCaxX OE30MacHOCTH.

Jns mHGOPMAIMOHHBIX CETEil MOXXHO BBIIENIUTH CIydaliHble U HAMEPEHHO CO3][aBaeMble BEPOSTHBIE YIPO3HI,
KOTOpBIE HEOOXOJMMO YUUTHIBATh Ipu onpenenennu [1Nb.

Ha ocHoBanuM BbIIIe yKa3zaHHOTO pa3pabOTaH HMPUMEPHBIA aTOPUTM PaOOTHI MO OIEHKE HH(OPMAIMOHHBIX
PHCKOB.

Peamuzammst TIMB oObekta HaunMHaeTcs C TIPOBEAEHUs pacyera (HUHAHCOBBIX IIOTEPh W BBIOOpA
COOTBETCTBYIOIIUX CPEICTB Ul BBIMOJHEHHUS 3THX 3anad. [Ipm 3ToM HeoOXoAMMO ydecTh Takue (pakTopbl Kak
0eCKOH(IIMKTHOCT DPa0OTHl BBIOPAHHBIX CPEJCTB, PENyTalysl IOCTABIIMKOB CPEICTB 3allMThl, BO3MOXXHOCTb
TIOJTYYEeHHSI TIOJTHON MH(POPMAIU 0 MEXaHU3MaX 3allUThl U IPEJOCTABICHHbIE TAPAHTHU.

ITpu noxnepxke [INB Tpebyercst mocrossHHOE HAOMIOJIEHUE 32 BTOPKEHUSIMH 3JIOYMBIIUICHHHUKOB, BBISIBICHUS
HEJIOCTaTKOB M "IpIp" B CHCTEME 3aluThl 00beKTa HH(OpMAIMH, yUeT Ciy4aeB HECaHKIMOHUPOBAHHOI'O JOCTYIA K
KOH(QUICHIIMAIFHBIM JaHHBIM. [Ipu 3TOM OCHOBHas OTBETCTBEHHOCTh 3a mnozjepxkanue I[1MB cern (oObekra
nH(poOpMaNUK) JISKUT HA CHCTEMHOM aIMUHUCTPATOPE.

HeobOxonnmo 3apanee onpenenuTb xapakTep AeHCTBHIA, KOTOpble HAYMHAIOTCS B CIydae BBISABICHHUS HapyIICHUH
[IMB. YToObl 5T NeHCTBHS ObLTH OBICTPHIMHU U MPABHIBHBIMH CJICIYET OpraHU30BaTh paccienoBanue. [locie atoro
HY)KHO BHECTH KOPPEKTHBBI B CHCTEMY 3allUThL. THIT U CEPbe3HOCTh KOPPEKTHUB 3aBUCUT OT TUIA HAPYLICHUS,
KOTOpOE MPOU30ILIO.

Takum 00pa3zoM, NOCIIEOBATENEHOCTh COOTBETCTBYIOIIMX JCHCTBHI 3aBUCUT HE TOJIBKO OT THIA HAPYIIEHUS, HO
W OT BUJIa HAPYILIHTEIs, OHA JOJDKHA OBITh IIPOIyMaHa 3a/10Jr0 JI0 EPBOr0 HHIU/CHTA.

Kaxnpiii 00beKT IOJDKEH 3apaHee ONpeNeNuTh Habop aJIMUHHUCTPATUBHBIX CAHKIMH, TPUMEHEHHBIX K MECTHBIM
MoJIb30BaTeNsAM, HapymaromuMm [IMB mocTopoHHEW opraHu3anmuud Wid o0bekta. Kpome Toro, Heo0Xomaumo
M03a0OTHThCS O 3alUTE OT OTBETHBIX JIEWCTBHU TNOCTOpOHHeW opranmzauuu. [Ipum paszpadorke ITUB cnemyer
YUYHUTBIBATh BCE IOPHIMYECKUE MTOJIOKEHHS, IPUMEHUMBIE K ITOJ0OHBIM CUTYAIIUSIM.

[Monnthka Oe3omacHocTH O0OBEKTa JOIDKHA MMETh MPOLENYphl JJIsi B3aUMOJCHCTBUSL C BHEIITHUMH
OpraHM3alUsIMU, B YHUCIO KOTOPBIX BXOJSAT IPaBOOXPAaHUTENIBHBIE OpraHbl, JAPYIHe OpraHU3aluH, KOMaHIbI
"OBICTPOro pearupoBaHus’", CpeacTBa MacCOBON MHPOpMaNuu. B mporenypax 10/mKHO OBITH OMPEACICHO, KTO UMEET
NPaBO Ha TaKWe KOHTAKThl, U KaK UMEHHO OHHM IPOHCXOAAT. KpoMe NOMUTHYECKUX IOJOKEHUH, HE0OXOIMMO
MPOAyMaTh U ONHUCATh MPOLENYPHI, BHIIOIHSEMbIE B CIydae BBISBICHHs HapylleHUil pexxuma OezonmacHocTH. Jlis
BCEX BHJIOB HAPYIIEHUH JIOJKHBI OBITH 3aTrOTOBJIEHBI COOTBETCTBYIOIINE MTPOLIEAYPHI.

[IUb oObexTa MOKHA JOMOMHATHCS W U3MEHSTHCS COTVIACHO CO BCEMHU IIEPEYUCICHHBIMH KPUTEPHUIMHU
W3MEHEHHH U IIEHHOCTH MH(OPMAIINH, TTOUIeKAIIEH 3aluTe.

INFORMATION SECURITY POLICY OBJECT
Julia Hohlachova
National Aviation University

The aim of developing an official information security policy (ISP) of a particular object in the field of
information security is to determine the proper way to use computing and communication resources, and to develop
procedures to prevent or respond to violations of safety. To achieve this goal, we should start from the standard
canons development ISP, but, of course, be specific to a particular item. One of the main motivations Development
ISP object is to obtain assurance that the activities of protection built economically and technically sound manner.
Politics usually consists of two parts: general principles and specific rules of work. Information system security
object can be considered secure if all operations are performed in accordance with strictly defined rules to ensure
immediate protection of facilities, resources and operations.

The basis for the formation protection requirements is a list of threats. When these requirements are known, can
be identified by appropriate rules to protect that define the functionality and protection. The more stringent
requirements to protect the more relevant rules, the more effective its mechanisms and the more secure is information
system.

Data Security information objects will be effective when the design and implementation of an information
security system is an object according to stages: risk analysis, implementation of security policies, support for
security policy.
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Organizational ISP describes the procedure for granting and use of user access and user reporting requirements
for their actions in matters of security.

For information networks are the random and deliberately created a credible threat that must be considered when
determining the ISP.

Based on the above-mentioned exemplary algorithm developed to assess the risk of information.

Implementing Object ISP begins with calculation of financial losses and the selection of appropriate tools to
perform these tasks. It is necessary to take into account such factors as the absence of conflict of selected products,
suppliers reputation protection, the possibility of obtaining information about safeguards and guarantees provided.

With the support of ISP need constant monitoring incursions intruders, detect flaws and "holes" in the system of
protection of object information record cases of unauthorized access to sensitive data. Thus the primary
responsibility for maintaining the network ISP (facility information) on the system administrator.

Necessary to determine the nature of activities that begin in case of violations ISP. For these actions were swift
and accurate should organize an investigation. Then you have to make adjustments to the system of protection. The
type and severity of adjustment depends on the type of violation that happened.

Thus, the sequence of the response depends not only on the type of violation, but also on the type of offender, it
should be thought out well before the first incident.

Each object must predefine set of administrative sanctions applied to local users who violate third party's ISP or
object. In addition, care must be taken appropriate action to protect third party. In developing the ISP should consider
all the legal provisions applicable to such situations.

Policy object must have procedures for interacting with external organizations, which include law enforcement
agencies, other organizations, teams "quick response" media. In proceedings must be determined who is entitled to
such contacts, and how they occur. Apart from the political provisions necessary to consider and describe the
procedures to be performed in case of violations of security. For all types of violations should be harvested
procedures.

ISP of the object must be complemented and are in compliance with all criteria listed changes and value of the
information to be protected.

V]IK: 343.9.02.005.334 (477)
OIIHIOBAHHSA PU3UKIB TA 3ATI'PO3 3JIOYUMHHOCTI
Y 3ABE3IEYEHHI KPUMIHOJIOI'TYHOI BE3IIEKHA

apia IIpokogh’cea-Anuunenko
Cnyorcoa besnexu Yxpainu

Crartst: 5 cmop., 9 oxcepen.

HaOyTTs 31104MHHICTIO B Cy4acHOMY CBiTi cTaTycy ojHi€l 3 HaHOIIBII ICTOTHUX 3arpo3 HaIllOHAJbHIN Oe3reni Ha
3araJIbHOJICP)KABHOMY Ta MIKHAPOMHOMY pIiBHI BHMarae HOBHX IIIJXOMIB Y JOCII/DKCHHI 3JIOYMHHOCTI Ta il
KOHKPETU30BaHUX IIPOSIBIB, @ TAKO)K HOBUX CTpATETii MPOTHIIT 3a3HaAYEHUM HETAaTHBHHUM SIBUIIAM. BpaxoByrouu, 110
CYCHUIBCTBO (PAaKTUYHO ICHYE B YMOBAX PH3HMKY 3JIOYMHHOCTI, BUIAETHCS MEPCIEKTUBHUM 3aCTOCYBaHHS JI0 OLIHKU
Ta TIPOTHO3YBAHHS NIWHAMIKMA 3J0YMHHOCTI METOAOJIOTI] PU3UK-MEHEIKMEHTY Ta MPEBEHTUBHOI'O YIIPABIIiHHS
CHCTEMOIO0 KPUMIHOJIOTIYHOI OC3IeKH.

Ockinbkd y cdepi KpUMIHOJOTIYHOT OC3MEKH HACIHiIKH HACTaHHSA IEBHOI mmomii (peainizamii KpuMiHAJIBHOL
3arpo3u) pO3TJLIIAIOTHECS 3 HEraTHMBHOI TOYKH 30pY, YIPaBIiHHS PH3MKaMH B JaHOMY BUIAIKy Ma€ MPUALISITH
OCHOBHY yBary IpEBEHTHBHUM 3axoJaM a0o 3axoiaM, IO 3MEHIIYIOTh PO3MipH HETaTUBHHUX HacIiAKiB. OCHOBOIO
JUTS BIATIOBIAHUX 3aXOMiB (AK 1 3aXOMiB IMOMO 3a0€3MeYeHHS KPUMIHOJOTIYHOI O€3MeKd B IIJIOMY) CIYTYE
OIIIHIOBAHHS PU3MKIB Ta 3arpo3 3J0YMHHOCTI K Ipolec 300py Ta aHamizy iH(opMalii mpo: xapakTep i MacmTadu
3arpo3 KPUMIHOJIOTIUHIN Oe3merri; cabKi CTOPOHM CHUCTEM i 3aco0iB 3a0e3INCUcHHS KPUMIHOJIOTIYHOI OE3IeKH, a
TaKOX 1HIINX OCOOJIMBOCTEN FOPUCIUKIIIT, SIKi POOJISATH ii MpUBaOIMBOIO AJIs OCi0, BTSTHEHUX Y 3JI0YMHHY JiSUTBHICTh
(macammepen y ii opranizoBaHux (hopmax). MeTO0 OLIHIOBAHHS PH3UKIB KPUMIHONOTIYHOI OE3MEKU € BHSBIICHHS
METO/IB 3JIOYMHHOI JisUIbHOCTI (Hacammepen y ii opraHizoBaHuX (opMmax) y MeXax HOPHCAWKINI, BH3HAYCHHS
YaCTOTH BHKOPUCTAHHS IMX METOMIB, iX e(EeKTHBHOCTI ¥ NOMIYKY «CIa0KUX MiCIb» Y CHCTeMax i 3acobax
3IIHCHEHHS 3JI0YMHHOI JisIbHOCTI. OIIHIOBaHHS PU3MKIB Ta 3arpo3 3J0YMHHOCTI peaji3yeThcsl B paMKaxX CHCTEMH
VIIPaBJIiHHS PU3UKOM, sKa 0a3yeTbCs Ha KOMIUIEKCHOMY IpouecHoMy migxoni. Jlo ckimaay mpoleciB cucremu
BXO/ISITh: ileHTU(]IKallisl PU3MKY; aHaNli3 PU3UKY; BU3HAYEHHS CTyNEHs (OLIHIOBaHHS) PH3HMKY; 00pOOKa PH3HKY;
KOMYHIKallisl pU3UKY; [TOCTiHE MOJIIMIIEHHs] CHCTEMH OI[IHIOBaHHSI PH3HKIB.
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Cucrema ympaBJiHHS PH3MKaMHU 3JI0YMHHOCTI Mae OyTH BIPOBA/DKEHA B yCi NMPaBOOXOPOHHI MPAKTHKH, aJDKE
MIPOLIECH YIPABJIiHHS PH3MKaMU MAalOTh CTATH YacTUHOIO IPOLECIB 3a0e3MeUeHHs] KPUMIHOJIOTIUHOI Oe3neku i
HAaIllOHANBHOI Oe3rekd YKpaiHu B LIOMY. 30KpeMa, pH3HMK-MEHEDKMEHT Ma€ OyTH BIPOBA/DKEHHUH Yy MOJITHUKY
PO3BUTKY, OIIIHKY CTPATEri4YHOro IUIaHYBaHHS MPOTHUIT 3I0YMHHOCTI, @ TAKOXK y MPOIIECH YIPaBIiHHS COLiaTbHUMHU
3MmiHamu. Ha mepmmmii miaH mpu IbOMY BUXOOUTH mpoOieMa iH(OpMaliiiHOi NMPUYMHHOCTI, ajpKe Mi3HaHHS Ta
BUKODHCTaHHS B HayKaxX KPHMIHQJIBHOTO LHUKIY Ta IPaBOOXOPOHHIH IPAKTHUIl 3aKOHOMIPHOCTEH iCHYBaHHS
iH(pOpMaIifHUX B3a€MO3B’SI3KIB BIJAKPHBA€E HOBI IEPCHEKTUBU B JOCATHEHHI iX OCHOBHOI CHUIBHOI MeETH —
3a0e3MneueHHsT KPUMIHOJNOTIYHOI Oe3leKH, a TakoX NPHUBHOCUTH HOBI ifei II0A0 CIiBBIJHOUICHHS 3arajibHOl
JerepMiHanii Ta CBOOOAM BOJIi NMPH BUMHEHHI 3J0YMHY, PO3YMiHHS NMPUYHMH Ta YMOB 3JIOYMHHOCTI, NMPUYHUHHO-
HACJIIIKOBOTO 3B’SI3Ky B MEXaHI3Mi 3JI0YMHY, TaK 3BAHOIO «EJEMEHTY BipOTiIHOCTI», BiJIOOpakeHHsS MeXaHi3My
3JI04HHY, TPOrHOCTUYHUX MOXKJIMBOCTEH IPAaBOOXOPOHHUX OPraHiB TOIIO.

YIK: 343.9.02.005.334 (477)
OLHEHKA PUCKOB U YI'PO3 IPECTYIIHOCTH
B OBECIIEYEHUU KPUMHWHOJIOT'MYECKOM BE3OITACHOCTHU

Hapusa Ilpoxogvesa-Anuunenko
Cnyarcoa bezonacnocmu Ykpaumoi

[lonyueHne mNpecTYMHOCTHIO B COBPEMEHHOM MHpE CTaTyca OIHOW M3 Hauboiee CYIIECTBEHHBIX YIrpo3
HAIMOHAJILHOM O€30ITaCHOCTH Ha OOIIErocyJapCTBEHHOM M MEXIyHapOJHOM YPOBHE TpeOyeT HOBBIX IOJIXOIOB B
WCCIICJIOBAHUM IIPECTYIIHOCTH W €€ KOHKPETH3UPOBAHHBIX TIPOSBJICHHH, a TakKe HOBBIX CTpaTeruit
MIPOTUBOACHCTBUSl YKa3aHHBIM HETaTHBHBIM SIBJICHHSM. YUHTBIBas, 4YTO OOMIECTBO (DaKTHYECKH CYIIECTBYET B
YCIOBHUSAX PHCKa IPECTYIHOCTH, TPEICTABISIECTCS IEPCHEKTHBHBIM INPUMEHEHHE K OLEHKE U MPOTHO3UPOBAHHUIO
JIUHAMHUKH TIPECTYITHOCTH METOJOJIOTHH PUCK-MEHE/PKMEHTa M TPEBEHTHBHOTO  YIPaBJICHHS CHCTEMOMU
KPUMUHOJIOTHYECKOH OE30IIacHOCTH.

[ockonbky B chepe KpUMHUHOIOTHYECKOH 0€30MacHOCTH MOCIIEACTBHS HACTYILICHHUS ONPEAETIEHHOr0 COOBITHS
(peanu3anmy KPUMHHAIBHOM Yrpo3bl) pacCMaTpHBAlOTCS C HETATUBHOM TOYKU 3pPEHHMs, YIPaBICHUE PUCKAMHU B
JIAHHOM CJIydyae JOJDKHO YIEJSITh OCHOBHOE BHHUMaHHE IPEBEHTUBHBIM MEpaM HIIM MEPOIPUSTHSIM, YMEHbIIAIOUIHE
pa3Mepbl HEraTHBHBIX IocieACTBHA. OCHOBOW JJIsi COOTBETCTBYIOIIMX MEpPOIPUATHH (Kak U Mep MO 00eCleyeHnto
KPUMUHOJIOTHYECKOH 0€30MacHOCTH B IIEJIOM) CIY)KHUT OIIEHKa PHCKOB M YIpO3 MPECTYIHOCTH KakK Ipolecc coopa u
aHaymu3a HMHGOpPMAIMU, TPH KOTOPOM HCCIEOYIOTCS: XapakTep M MacIuTadbl yrpo3 KPUMHHOJIOTHYECKOH
0e30MmacHOCTH; ciadble CTOPOHBI CUCTEM M CPEINCTB OOECHEUYEHHs KPUMHHOJIOTHYECKOW Oe30IacHOCTH, a TaKXKe
JIPYTHX 0COOCHHOCTEH IOPUCANKIINN, KOTOPbIE AENAIOT €€ MPHUBIEKATELHOM IS JIUII, BOBIICUSHHBIX B MPECTYITHYIO
JIeITeNIbHOCTh (TIPeXKJe BCEro B €€ OpraHM30BaHHBIX (opmax). Llenbio OLEHKM PUCKOB KPUMHHOJIOTHYECKOW
0€30MMacHOCTH SIBJISIETCSl BBISBJICHUE METOIOB IPECTYITHON AEATEIbHOCTH (NPEXIe BCEro B €€ OpPraHW30BaHHBIX
¢dopMax) B mpenenax FOPUCAUKIUH, ONpeNeSIeHne YacTOThl MCIOJB30BAHUS 3THX METOJIOB, UX I(P(EKTHBHOCTH U
TIOUCKA «CIIa0BIX MECT» B CHCTEMax M CPEICTBaX OCYIIECTBIICHUS! MPECTYIMHOW nesrenbHOCTH. OleHKa PHCKOB U
YIpo3 MPECTYIHOCTH PEANN3yeTcs B paMKaX CUCTEMbI YIIPABIICHUS] PUCKOM, KOTOpas 0a3upyercs Ha KOMIUIEKCHOM
MIPOLIECCHOM IOAX0JIe. B cocTaB mporeccoB cucTeMbl BXOAAT: UACHTH(UKALINS PUCKA, aHATIM3 PUCKA, ONpe/ecHue
creneHn (OLEHKH) pUCKa; 00pabOTKa pHUCKa; KOMMYHUKAIMS PUCKA; TOCTOSHHOE YITYYNIEHHE CHUCTEMBI OIIEHKH
PHCKOB.

Cucrema ynpaBiieHHs] PUCKaMH TIPECTYITHOCTH JOJDKHA OBITH BHEIPEHA BO BCE MPABOOXPAHHUTENBHBIEC PAKTUKH,
a TMpOILECCHl YNpaBleHHs PUCKaMU MOJDKHBI CTaTh YacThIO IIPOIECCOB OOeCleueHnss KPUMHHOJIOTHYECKON
0€30MMacHOCTH U HAI[MOHAJIHHOW O€30ITaCHOCTH YKpauHHI B 1IEIOM. B 4acTHOCTH, pHCK-MEHEHKMEHT JOJDKEH OBITh
BHEJIPEH B TOJIUTUKY Pa3BUTHUS, OIIEHKY CTPATErMYeCKOro IUIAHMPOBAHUS IPOTUBOACHCTBUS IIPECTYITHOCTH, a TaKXKe
B TMPOLECCHl YIPaBJIEHUS COIMANBHBIME H3MEHEHHSMH. Ha mepBblil IUlaH TpU 3TOM BBIXOTUT Mpoliema
WH(OPMAIMOHHON NPUYMHHOCTH, IIOCKOJIBKY IIO3HAaHHE W KCIOJNB30BaHWE B HAyKaxX KPUMHHAJIBHOTO LHUKIIA U
MIPaBOOXPAHHUTEIHHOM IPAaKTHKE 3aKOHOMEPHOCTEH CylecTBOBaHHMS WH()OPMAIMOHHBIX B3aUMOCBSI3€H OTKPHIBAET
HOBBIE TTEPCIIEKTHBHI B JOCTH)KEHHH UX OCHOBHOM O0IIEH LeTn—00eceueHns] KpUMHHOJIOTHIeCcKoi 0e30MacHOCTH, a
TaKke NPUBHOCHT HOBBIE WJIEM OTHOCHTEIbHO COOTHOIIEHHS OOIIEei IeTepMUHAMK W CBOOOJBI BOJNH IIpH
COBEpIICHUH IPECTYIUICHHs, MOHUMAHUsI NPUYUH U YCIOBUI NPECTYMHOCTH, NMPUYMHHO-CIEACTBEHHON CBSI3U B
MeXaHU3Me IPECTYIUICHHs, TaK HAa3bIBAEMOIO «3JEMEHTa BEPOSTHOCTH», OTPa)KCHHsI MEXaHW3Ma IpEeCTYIUICHUS,
MIPOrHOCTUYECKUX BO3MOXKHOCTEW MPABOOXPAHUTEIBHBIX OPTaHOB U T. 1.
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EVELUATION OF RISK AND CRIME THREAT IN
CRIMINOLOGICAL SECURITY GUARANTEE

Daria Prokof’eva-Yanchilenko
Service safety of Ukraine

In the modern world the status of one of the most significant threats to national security at the national and
international level was given to the criminality and it requires new approaches in the study of crime and its
manifestations concretized, and new strategies to counter these negative phenomena. Consider that society actually
exist at risk of crime, a promising application to the estimation and prediction of the dynamics of crime methodology
of risk management and control system of preventive security criminology.As in the field of criminological security
implications a certain event (realization criminal threat) are considered from a negative point of view, risk
management in this case should focus on preventive measures or measures that reduce the size of negative
consequences. The basis for the relevant activities (as well as measures to ensure the safety of criminology in
general) is the assessment of the risks and threats of crime as a process of information gathering and analysis, which
examines: the nature and extent of threats criminological security weaknesses of the systems and means of
criminological security and other features of the jurisdiction that make it attractive to people involved in criminal
activity (especially in its organized forms). The purpose of risk assessment is to identify security criminological
methods of criminal activity (especially in its organized forms) within the jurisdiction to determine the frequency of
use of these methods, their effectiveness and search for "weak spots" in the systems and means of criminal activity.
Assessment of risks and threats of crime is realized in the framework of risk management, which is based on an
integrated process approach. The structure of system processes include: risk identification, risk analysis,
determination of (estimated) risk, risk treatment, risk communication and continual improvement of the system of
risk assessment.The risk management system of crime should be embedded in all law enforcement practices, and risk
management processes should be part of the processes to ensure safety and criminological Ukraine's national security
in general. In particular, risk management should be incorporated into policy development, evaluation of strategic
planning to crime, as well as in the management of social change. At the forefront of the yield of the problem of
information causality, because the knowledge and use of science in criminal cycle and law practice patterns of
existence interconnectivity opens new prospects to achieve their main common goal-ensuring criminological
security, and brings new ideas on ratio of total determination and freedom of will during the commitment of the
crime, understanding the causes and conditions of crime causation in the mechanism of the crime, the so-called
"element of probability", reflections crime mechanism, predictive capability of law enforcement agencies, etc.

VIIK 343.96+343.326+343.341
INEPCHEKTHUBUA HOPMATHUBHO-IIPABOBOI'O
BPET'YJIIOBAHHS 3HATTS IHOOPMAIIII 3
TEJEKOMYHIKAIIMHUX MEPEX TA EJEKTPOHHUX
ITHOOPMALIMHUX CUCTEM Y HOBOMY KIIK YKPATHA

Jmumpo Menvnuk
Cnyarcoa besnexu Yxpainu

Crarts: 6 cmop., 8 dxcepen.

B VYkpaiHi chorosHi Ha 3aKOHOJaBUOMY PiBHI He Tiepe0aueHo IIPO30pOro IMOPSAKY CTBOPEHHS Ta BIPOBAKEHHS
CHUCTEM TMEPEXOIUICHHS TEJIEKOMYHIKallii, HE BH3HAYCHO OpraHi3allifHO-TEXHIYHMX BHUMOT, SKi IOBUHHI
3a0e3IeuyBaT KOHTPOJIb MIEPEXOIUICHHSI TEICKOMYHIKaIlil, He 3Ba)Kal0Ud Ha aKTYaJIbHICTh ITPABOBOTO 3a0e3MCUeHHS
MIPOBEACHHS MOUIYKOBUX Ta ONEPATUBHO-TEXHIYHHMX 3aXOMiB Ha KaHajax 3B’S3Ky MPaBOOXOPOHHHUMH OpraHaMH B
YMOBax CTPIMKOTrO pPO3BUTKY iH(popMamiiiHoro cepenoBuma. CrpoOy 3aKOHOAABYOrO BPETYIIOBAHHS MPOBEICHHS
OIepaTHBHO-TEXHIYHMX 3aXOiB B MEpeKax TeJIEKOMYHIKallii Ta eleKTPOHHUX iH(opMaliiHUX cHCTeMaX 3pO0JIEHO
y HoBomy KIIK Vxkpainu Bim 13.04.2012 p., sxkum mnepeabaueHo 3HATTA iH(GopMalii 3 TpPaHCHOPTHHUX
TEJIEKOMYHIKAIlIfHUX MEpeX Ta eNeKTPOHHMX iHpopMauiiiHnx cucreM. OmHAaK MPHU ILOMY HOPMH BITYH3HSHOTO
3aKOHOABCTBA MOTPEOYIOTh MPUBEIACHHS Yy BIAMOBIAHICTH 10 MONOKeHh KOHBEHII MHpO KiOep3IOYMHHICTD,
HEOOXiTHUM € CTBOPEHHS YMOB, SIKi O IOKpallyBajJ¥ MOMIIMBOCTI YIMOBHOBa)XCHHX OpraHiB y cdepi mpoTumil
KOMITTOTEepHiH 3mounHHOCTi. EdextuBHiit peamizanii monoxenbp KIIK VYkpainu mono 3HATTS iHpopMamii 3
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TPAHCIIOPTHUX TEJIEKOMYHIKALIHHUX MEpeX Ta ENEeKTPOHHUX I1H(OpMamiiHUX CHCTEM CHPHUSATHME NPUIHATTS
3akony Ykpainu «IIpo mepexorieHHsl TeJIeKOMYHiKaliiy, BHECEHHsT HEOOXiIHUX 3MiH /10 3aKoHIB Ykpainu «IIpo
TeNleKOMYyHIKalii», «IIpo onepaTHBHO-PO3IUIYKOBY AisUTbHICTEY, «I[Ip0o KOHTPPO3BiAyBaIbHY JisUTBHICTEY.

HEPCHHEKTUBbBI HOPMATHUBHO-IIPABOBOI'O
PET'YJIUPOBAHUSA CHATUA UTHOPOPMAILINU C
TEJEKOMYHUKAIIMOHHBIX CETEA U DJIEKTPOHHBIX
NHOOPMAIMOHBIX CUCTEM B HOBOM KIIK YKPAUHDbI

Jmumpuit Menvnux
Cayarcoa bezonacnocmu Ykpaumoi

B Vkpaune cerogHs Ha 3aKOHOJATEIBHOM YpPOBHE HE MPEIYCMOTPEH IMPO3padyHbIM MOPSAOK CO3MaHUA U
BHEJIPEHHs CHCTEM IepexBara TEIeKOMMYHUKAIWM, HE OIpe/elieHbl OpraHW3allMOHHO-TEXHUYECKHe TpeOOBaHUs,
KOTOpBIE JTOJDKHBI 00€CTIeYrBaTh KOHTPOJIb MepeXBaTa TeIEKOMMYHHKAIUi, He CMOTPSI Ha aKTyaJIbHOCTh IIPABOBOT'O
obecrieueHHsl TPOBEIEHHs] TIOMCKOBBIX UM ONEPAaTHBHO-TEXHUYECKHX MEPONPHATHH Ha KaHallaX CBS3U
MPaBOOXPAHHUTEIHLHBIMUA OpPraHaMU B YCIOBHSX CTPEMHTEIHFHOTO Pa3BUTUS MH(POPMAIMOHHOW cpenbl. [lombiTka
3aKOHOJATEIbHOTO  YPETYIMPOBAaHUS  INIPOBENCHHUSA  ONEPATUBHO-TEXHUYECKUX  MEpPONPHUATHH B CETAX
TEJIEKOMMYHHUKAIIUA W DJIEKTPOHHBIX WH(OpMAIMOHHBIX cHucTeMax ocymiectBieHa B HoBoM KIIK Ykpaunsl ot
13. 04. 2012 r., KOTOPBIM IIPEAYCMOTPEHO CHATHE MH(OPMALMK U3 TPAHCIIOPTHBIX TEJICKOMMYHUKAIIHOHHBIX CETEH
W DJIEKTPOHHBIX HWH(pOpManMOHHBIX cucTeM. OJHAKO TpPU 3TOM HOPMBI OTEYECTBEHHOTI'O 3aKOHONATEIbCTBA
HY)XJAIOTCS B TIPUBEICHUH B COOTBETCTBHE C NMONOKeHHeM KOHBEHIIMN 0 KMOEp-IPECTYITHOCTH; HEOOXOIUMBIM €CTh
CO3JJaHUE YCIIOBHH, KOTOpPbIE OBl yJIy4Illagd BO3MOXKHOCTH YIOJIHOMOYEHHBIX OPTaHOB B c(epe MPOTHBOACHCTBUS
KOMITBIOTEpPHOH TpecTymHocTH. DddextuBHol peanuzanuu nonoxennidt KIIK Ykpaunsl o cHATHH HH)OpMAIMU C
TPAHCIIOPTHBIX TEIEKOMMYHUKAIIMOHHBIX CETEH M €NEeKTPOHHBIX MH(OPMAIMOHHBIX CHCTEM OyleT COAeWCTBOBATh
npunaTHe 3akoHa YkpauHbl «O mepexBaTe TeIeKOMMYHUKAIU», BHECEHHE M3MEHEHUI B 3aKOHBl YKpauHbl «O
TEIEKOMMYHHUKaIUsIX», «O0  OlepaTHMBHO-PO3BICKHOM  nesrensHocTH», «O  KOHTppa3Be-/AbIBATEILHON
JIeSITETBHOCTIY.

PERSPECTIVES OF LAW REGULATION REMOVALS OF THE
INFORMATION FROM TRANSPORT TELECOMMUNICATION

NETWORKS AND ELECTRONIC INFORMATION SYSTEMS
Dmitro Melnik
Service safety of Ukraine

In Ukraine today at legislative level the transparent order of creation and introduction of interception systems on
the telecommunications is not provided, are not defined organizational-technical requirements which should provide
the control of interception of telecommunications, without reckoning with an urgency of legal maintenance of
carrying out of search and operating-technical actions on communication channels for law enforcement bodies in
conditions steep of development of the information environment. Attempt of legislative settlement of carrying out of
operating-technical actions in networks of telecommunications and electronic information systems it is made in the
new Criminal remedial code (CRC) of Ukraine from 13.04.2012 by which it is provided removals of the
information from transport telecommunication networks and electronic information systems. However thus norms of
the domestic legislation require reduction in conformity to positions of Cybercrime convention, necessary there are
creations of conditions which would improve possibilities of the authorised bodies in sphere of counteraction of
computer criminality. Effective realisation of positions of a CRC of Ukraine concerning information removal from
transport telecommunication networks and electronic information systems will be assisted by adoption of law "About
interception of telecommunications", changes into the laws "About telecommunication", "About operatively-search
activity", "About counterintelligence activity".
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YK 004.056.5; 338.516.2
MOAEJb HIHOYTBOPIOIOYUX YNHHUKIB HAJJAHHSA ITOCJIAYT
Y COEPI BABE3IIEYEHHA IHOOPMALUINHOI BE3ITEKH

Bonooumup Kononoeuu, IOpini Konumin*, Mapuna Konumina
Ooecvrka nayionanvHa axaodemis 36’a3xky im. O.C. Ilonosa, *KII «Obaacuuu inghopmayitino-
ananimuunuu yenmpy OoecvKkoi 0b1acHoi paou

Cmamms: 9 cmop., 17 oxcepen, 2 puc.

B poborti 3a3HayaeThes, MO 3 MiABHUIIEHHSIM 3HAYYIOCTI i IHHOCTI iH(OPMAaIiifHO-KOMYHIKaIlITHUX TEXHOJIOTIH
3pOCTa€e BaXIIUBICTh HaJlaHHS SIKICHO HOBHX MOCIYT Y cdepi 3a0e3neuenns iHdopmauniiiHoi 6e3nexn (C316). Punox
nocrayanbHuKiB mocayr y C3Ib ckimanaroTe BITUYM3HSHI MOCTaYadbHUKHU TOCTYT Ta (inii MKHAPOIHUX KOMITaHiH.
OpHak, [iHa Ta SKICTh OJJHAKOBUX MOCIYT MOXKE JOCHTh CYTTEBO BiIPI3HATHCS.

[IportonyeTbest HacTynHa kiacudikamis nocayr y C3Ib: BUpOOHMITBO MpHCTPOiB, po3poOka kpurepii Ib,
BIPOBAJKECHHS MeXaHi3MiB Ib, momaTkoBi Ta crierianizoBaHi MOCIYTH.

BinoOpakeHO OCHOBHI YMHHHKH, IO BIUIMBAIOTH Ha MPOIEC IIHOyTBOpeHHs HaxaHHs nociayr y C3Ib y Burmsai
Mmoyeni. [leprmii piBeHb MoJeNi CKkIanaoTh QyHAaMeHTaIbHI YNHHUKY IIHOyTBOpeHHs Ha nocinyru y C31b, apyruit
piBenb — cami nocityru y C3Ib, Tperiii piBeHb — KpuTepii popMyBaHHsI LIiH Ha TIEBHY MOCIYTY.

[IpoBenenuii aHasi3 IIHOYTBOPIOIOYNX YMHHHKIB Ipouecy HaxaHHs nocayr y C3Ib cBigquuth npo HemocTaTHIN
PO3BHUTOK HOPMAaTHBHO-TIPABOBOI 0a3M, BiJCYTHICTh KPHUTEPiiB OLIHKH SKOCTI MOCIYT, HEAOCTATHIH CTUMYIIOIOUYHIA
BIUIUB PETYISATOPIB 1, K HACHIOK, HHU3bKY KOHKYPEHTOCIPOMOXKHICTh BITUM3HSHUX MOCTA4aJbHHUKIB ITOCIYT.
[TobynoBana Mozenb — 1€ JIMIIE OIUH i3 KPOKiB BHPIIIEHHS Po0JIeM, OB’ 3aHuX 3 HamaHHsaM nociyr y C31b, ta B
MOAAIBIIOMY MOXKE OyTH BiJIIIPABHOIO TOYKOIO JUIsl PO3paXyHKY COOIBapTOCTI HaJaHHSI ITOCITYT.

MOJIEJb HEHOOBPA3YIOINX ®AKTOPOB
[PEJOCTABJIEHUS YCJIYT B COEPE OBECIIEYEHUS
WH®OPMALIMOHHOM BE3ONNACHOCTH

Bnaoumup Kononosuu, IOpuit Konetmun*, Mapuna Konvimuna
Ooecckas  nayuonanvhas axademuss cesa3u um. A.C. Ilonosa, *KII «Obracmuoi
ungopmayuonno-anarumuyeckutl yenmpy Qoecckoeo 0061acmuozo cosema

B pabore ormewaercs, 4TO C IOBBIIIEHHEM 3HAYUMOCTH M IIEHHOCTH WH(OpMaIMOHHO-KOMMYHUKAIIHOHHBIX
TEXHOJIOTMA BO3PAcTaeT Ba)XKHOCTh IPEAOCTABICHHs Ka4yeCTBEHHO HOBBIX YCIYr B cdepe obecrieueHus
uHpopmanuonnoi OeszomacHoctu (COUB). PeiHok mocraBmukoB ycinyr B COHB cOCTaBsIOT OTEUeCTBCHHBIC
MOCTaBIIMKUA W (HIMAIbl MEXIYyHapOAHBIX KoMmnaHuil. OJHaKo, IleHAa M KadecTBO OJMHAKOBBIX YCIYT MOXKET
JIOBOJIBHO CYIIECTBEHHO OTJIMYAThCS.

[pennaraercs cnenyromas kinaccudukanus ycunyr B COUB: npou3BoicTBO yCTpoicTB, pa3paboTka KpUTEpUEB
Wb, BHenpenne mexanu3zmoB Mb, nononHuTenbHbIE U ClIENUATU3UPOBAHHBIE YCIYTH.

OTpakeHbl OCHOBHBIE (DaKTOpHI, BIMSIONIME Ha Ipoliecc IieHooOpazoBanus npenoctasienus ycayr 8 COUB B
Buze Mozenu. [lepBeiii ypOBEHb MOJIENIN COCTaBISIIOT (pyHIaMEHTaIbHBIE (aKTOPbl IIEHOOOpa30BaHKs HAa YCIYTH B
COUB, Bropoit ypoBenb — camu yciayru B COWDb, Tperuit ypoBeHp — KpuTepun (OPMHUPOBAHHUS IIEH Ha
OTIPENIeNIEHHYIO YCIYTY.

[IpoBeneHHbI aHATU3 IIEHOOOpa3yromuX (hakToOpoB Iporecca npeaocrasienus ycnyr B COUb cBuaeTenscTByeT
0 HEJOCTaTOYHOM pa3BUTHM HOPMATHBHO-TIPABOBOH 0a3bl, OTCYTCTBUM KPHUTEPUEB OICHKU KayecTBa YCIYT,
HEJIOCTATOYHOM CTUMYJHUPYIOUIEM BIHSHHM PETYIATOPOB MW, KaK CIEACTBHE, HH3KOH KOHKYpPEHTOCIOCOOHOCTH
OTEYECTBEHHBIX IIOCTABIIMKOB yciyr. [locTpoeHHass Moaenb — 93TO JIMIIb OAWH W3 MIATOB PEIIeHUs IpolieMm,
CBSI3aHHBIX C mpenocraBieHueM ycayr B COUDB, u B manbHe#ieM MOXKET ObITh OTIIPABHOM TOYKOHM IJis pacueTa
ce0eCTOMMOCTH TIPEIOCTABIICHUS YCIIYT.
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MODEL OF PRICING FACTORS PROVIDE SERVICES IN THE

SECTOR OF INFORMATION SECURITY

Volodymyr Kononovich, Yurii Kopytin*, Maryna Kopytina
Odessa National Academy of communications named after A.S. Popov, *«Regional information-
analytical centery Odessa Regional Council

The paper states that with increasing importance and value of ICT relatively increases the importance providing
of high quality new services in the sector of information security (SIS). Market providers of services in SIS
constitute local service providers and affiliates of international companies. However, the price and quality of similar
services may vary quite significantly.

The classification of services SIS is proposed following: production of devices, development criteria of
information security, implementation of information security mechanisms, additional and specialized services.

A model of the main factors that affect the pricing of services SIS is displayed. The first level of the model are
fundamental factors in the pricing of services in SIS, the second level — the services in SIS, third level — criteria
pricing for certain services.

The analysis of the pricing factors of process providing services in SIS is conducted and demonstrated an
insufficient development of the legal framework, the lack of criteria for assessing the quality of services, insufficient
stimulating effect of regulators and, consequently, low competitiveness of domestic service providers. The model is
only one of the steps of solving problems associated with the provision of services in SIB and in the future can be a
starting point for calculating the cost of providing services.

YK 004.056.53(045) .
CUCTEMA YIIPABJIHHA IHOOPMANINHOIO BE3IIEKOIO HA

BA3I MI’KHAPOJHUX CTAHJAPTIB CEPII ISO
Anna Yynapvosa, Anopin Yynapvos
Hayionanvnuu asiayitinuii ynieepcumem

Crartst: 4 cmop., 4 oxcepen.

Juns  edexTuBHOrO (YHKIIOHYBAHHS OpraHi3amii JOBOIUTHCS 1NEHTU(IKYBaTH Ta YIPaBIsATH OaraTbMa
MpOLIECaMU, a caMe MPOLIECOM YIpaBIIiHHA pr3uKaMu iH(opmaniiiHoro o6’ ekty. OLiHIOBaHHS PU3MKIB OpraHizaii €
MEPBUHHUM €Tall MPU PO3POOI Ta eKCIUTyaTallii 3aXHUIIeHWX iH(pOpMAIliifHUX cuUcTeM. Yepe3 OINIHKH PHU3HKIB
iIeHTH(IKYIOTBCSL 3arpO3H aKTHUBaM, OIUHIOIOTHCS IX YypasiHMBICTH W IMOBIPHICTh BHHHKHEHHS 3arpo3, a TaKOX
MOXIIUBHI pYHHIBHUI BIUIMB MiJ| Yac peaji3allii HeCaHKIiOHOBaHUX Jill. B manii craTTi 3anmpoONOHOBAHO CHEHAPIN
YIIPaBJIiHHS pU3UKaMHU iHQOPMALIiHHOTO 00’ €KTY.

3anpononosanuii cyenapiti po3paxyHKy pusukie cKiadacmucs 3 HACMynHux 6a306uUx cKIa0o8ux, a came:

—BHU3HAYCHHS METOOJIOTIT OLIHIOBAHHS PU3UKY JUIs iHGOPMAIIIHHOI CHCTEMU;

—pO3pO0IIeHHs KPUTEPIIB YXBAJICHHS PU3UKIB Ta BU3HAYCHHSI IPUIHATOTO PIBHS PH3HKY;

—BH3HAYEHHS aKTUBIB;

—BWSIBJICHHSI HEOE3IIEKH ISl aKTUBIB;

—BWSIBJICHHS BPA3JIMBHX MICIIb B CUCTEMI 3aXHCTY;

—BWSIBJICHHS [iif, sIKi MOPYIIYIOTh KOH(IAEHIIWHICT, WIJICHICTh Ta JOCTYIHICTh aKTUBIB Ta iH(OpMaiiiHOl
CUTCEMH;

—BH3HAYEHHS IMOBIPHICTI IPOBaITy CUCTEMH OE3IIEKH 32 HasIBHOCTI BPa3JINBOCTEIf;

—OILIIHIOBaHHS PiBHIB PU3HKY;

—BH3HAYEHHS] NPUIHATHOCTI PU3UKY 200 MPOBEIEHHS MPOIEIypd CKOPOYEHHS, BUKOPHCTOBYIOYH BCTaHOBIIEHI
KpHTEpii IOIMyCTUMOCTI Ta IPUHHITHOCTI PH3HKY;

—BHOIp 3aB/IaHb Ta 3aCO0IB YIPaBIIiHHS JIs1 CKOPOUEHHS PU3HKIB 3 YMOB 3a0€31eueHHs e()eKTUBHOCTI 3aXHCTY.

Takox, B CTaTTI BUAUICHO Ps IepeBar 3aCTOCYBAaHHS CUCTEMH YIPAaBIIiHHS iH(GOpMAIliifHOW Oe3MeKkoro Ha Oa3i
MDKHapOJHUX cTaHAapTiB cepii ISO B cydacHUX iH(pOpMaIifHO-KOMYHIKaliiHUX cucTeMax Ta Mepexxax. Ha ocHOBI
3aMpOINOHOBAHOTO CIICHAPII0 PO3pO0JICHA CTPYKTYpHA CXeMa OIIHIOBaHHS 1H()OpMAIiHHUX PU3UKIB.
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CUCTEMA YIPABJIEHUSI TH®OPMAIIMOHHOM
BE3OITACHOCTDBIO HA BA3E MEKIAYHAPO/JAHbBIX

CTAHIAPTOB CEPUM ISO
Anna Yynapesa, Anopeit UYynapees
Hayuonanvnwiii asuayuonnwiii ynisepcumem

Js apexTrBHOrO (QYHKIMOHMPOBAHUSI OpTaHU3AIMH PUXOIUTCS UACHTH(OUIIMPOBATh U YIPABISATH MHOTUMH
IpoleccaMy, a MMEHHO IIPOIECCOM YIpaBleHH puckamMu HH(opMarmoHHOro o0bekTa. OLEHKa PHCKOB
OpraHM3allMM SIBIISIETCS TEPBUYHBIM OTan NpH pa3paboTKe W HKCIUIyaTaly 3allUIIEHHBIX HH(OPMALMOHHBIX
cucreM. Uepes OIIEHKH PUCKOB UACHTU(HUIUPYIOTCS YIPO3bl aKTHBaM, OLIEHHUBAIOTCS UX YA3BHUMOCTb M BEPOSITHOCTh
BO3HHUKHOBEHHUS  yrpo3, a TakkKe BO3MOXHOE  pa3pylIUTEIbHOE  BO3AEHCTBHE IpU  pean3aluyu
HECAaHKIIMOHUPOBAaHHBIX  JeiicTBuil. B  nmaHHOM cTaThe mpeanokKeH CcLeHapuil yIpaBlieHHs pUCKaMU
nH(pOpMaMOHHOTO 00BEKTA.

INpemnnoxeHHsbIH crieHapUil pacueTa PUCKOB COCTOUT U3 CIEAYIOUIMX 0a30BBIX COCTABIIIOINX, 3 HIMEHHO:

—olpe/eJIeHue METOIOJIOT MY OIIEHKH PHCKa /st ”HPOPMAIMOHHOM CHCTEMBI,

—pa3paboTka KpUTEPUEB MPHUHATHS PUCKOB U OIPEIEICHUS IPUHATOrO YPOBHS PUCKA;

—olpeJeIeHUE aKTHBOB;

—BBISIBJICHNE OMACHOCTH /715l aKTHUBOB,

—BBISBJICHUE YSI3BUMBIX MECT B CUCTEME 3aIlUTHI;

—BBUIBJICHUE JICHCTBUH, HapyIIAIOUIMX KOH(HIEHINAIBHOCTh, UEJIOCTHOCTh M JOCTYIHOCTh AaKTUBOB H
nH(pOPMALMOHHOH CUTCEMBI;

—oIpe/ieJICHuE BEPOSITHOCTH TPOBajia CUCTEMbI 0€30MaCHOCTH MPH HAJTMYHHU YSI3BUMOCTEH;

—OIIEHKA YPOBHSI PUCKa;

—ornpezereHre NPUEMIIEMOCTH PUCKa WM MPOBENEHMS IMPOLETyphl COKpAIIEHUs, UCHOIb3yd YCTaHOBJICHHbBIE
KpPUTEPHUHU JOIMYCTUMOCTH U MIPUEMIIEMOCTH PUCKA;

—BBIOOp 3a7a4 M CPEICTB YIPABJICHUS IS COKpAIEHHs PHCKOB W3 yCIoBHU oOecriedueHHs d((PEKTHBHOCTH
3aIUTHI.

Taxke, B crarbe BBIAENEH psij IMPEUMYIIECTB IPUMEHEHHs CHCTEMbl YIpaBlieHHus HWH()OPMAIMOHHON
0e30MmacHOCThI0 Ha 0a3e MEXAYHApOOHBIX craHmaptoB cepun ISO B coBpeMeHHBIX WH(OpMAIMHHO-
KOMMYHHUKAIIMOHHBIX CHCTEMax M ceTsx. Ha OCHOBe MpeioEeHHOTo ClieHapusi pa3paboTaHa CTPYKTypHas cxema
OLIEHKH UH()OPMAIIMOHHBIX PUCKOB.

INFORMATION SECURITY MANAGEMENT SYSTEM BASED ON
INTERNATIONAL STANDARDS OF ISO

Anna Chunareva, Andrew Chunarev
National Aviation University

For effective functioning the organization it is necessary to identify and operate many processes, namely
managerial process by risks of information object. The assessment of risks of the organization is primary a stage by
development and operation of the protected information systems. Through assessments of risks threats to actives are
identified, their vulnerability and probability of occurrence of threats, as well as possible destructive influence of in
using not authorized actions are estimated. In given article the script of management is offered by risks of
information object.

The offered script of calculation of risks will consist of following base components, namely:

definition of methodology of an assessment of risk for information system;

development of criteria of acceptance of risks and definitions of the accepted risk level;

—definition of actives;

—revealing danger to actives;

—revealing critical areas in system of protection;

—revealing the actions breaking confidentiality, integrity and availability of actives and information curcemsr;
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—definition of probability of a failure of system of a security at availability ys3BumMocTeii;
—an assessment of a risk level;

—definition of an acceptability of risk or carrying out of procedure of reduction, using the installed criteria of an
admissibility and an acceptability of risk;

—a choice of problems and control facilities for reduction of risks from conditions of maintenance of efficiency of
protection.

Also, in article a number of advantages is allocated of application of a control system by an information security
on the basis of the international standards of set ISO in modern information-communication systems and networks is
allocated. On the basis of the offered script developed the block diagram of an assessment of information risks.

YK 621.391.7
CIHHEHIAJII3OBAHI ITPOUECOPU ACUMETPUYHOI'O
N ®PYBAHHS IHOOPMAIIII HA OCHOBI PEKYPEHTHHUX

MOCJIIIOBHOCTEN
FOpiu Apemuyk
Binnuyvkiu nayionanvnui mexuivHui yHigepcumem

Cmamms: 6 cmop., 6 dxcepen.

V poGoTi pO3TIAHYTO MATEMATHYHHN amapaT peKypeHTHUX V; — Ta U, —TIOCIiIOBHOCTEH Ta Ha HOTO OCHOBI

MIPE/ICTaBICHO METO]] acUMeTpuuHoro mudpyBaHHS iH(pOpMalii, CyTh SKOr0 MOJNATa€ B 3aMiHi IiJHECEHHS 10
CTeneHs OOYUCIEHHAM IIEBHOrO eleMeHTy U, —ocnigoBHOCTI. OcoOIUBICTh MPEICTaBICHOI0 METOLY U(PYBAHHS

MoJsArae B TOMY, IIO YCi NPOLEAYPH B HHOMY BHKOHYIOTHCS INPHUHIMIIOBO IIOCHTIJOBHO, TOMY 3alpONOHOBAHO
crielianizoBaHuil npouecop s mudpyBaHHs (nemudpyBaHHs), KA MICTHTh OAWH MPUCTPIH Ui OOYUCIEHHS

eneMenTiB V; — Ta U, —TocrigosHocteil. Oprauisaiiis mam’sti Jis CIPOIIEHHs Peali3yeThes Y BUMNSI OKPEMHUX
OJI0KIB mam’siTi i 30epiraHHs pisHUX qaHuX. [IopiBHSHHS HPOIECOPIB, 10 PEaNi3yIOTh 3alPOITOHOBAHUN METOJ Ta
Bimomuid Meron Enp-I'amans mnokasye, mo meprni 3a0e3ledyroTh Maibke OJHAKOBHHA dYac IIU(pyBaHHsI—
nemudpyBaHHS IpU k =2 Ta OUIbIIMKA 9ac IpH k > 2 . OIHAK CYTTEBOIO MIEPEBATOI0 3aIPOIIOHOBAHOTO METOAY € TE,
10 BiH JO3BOJIE BCTAHOBJIIOBATH HEOOXIIHY KPUITOCTIMKICTH 3aJ€KHO Bil mapamerpy k. Takox mepeBaroro
PO3POBIEHUX CIIEl[iani30BaHuX MPOIECOPIB ACHMETPHYHOrO IM(PPYBAHHS HA OCHOBI peKypeHTHHX V;— Ta U, —

MOCNIZIOBHOCTEH MOke OyTHM Te, L0 NPUHIMIM IX OpraHizamii MOXYTh CTaTH OCHOBOIO Ui ITOOYZOBH
CICINaI30BaHUX IPOIECOPIB PI3HOI0 KPUNTOrpadiyHOro MpPU3HAYCHHS, IO Peali3yloTh TEXHOJIOTIK BiIKPHUTOIO
KJIIoYa, 30KpeMa, B 3ajadax aBTeHTHU]ikamii abo nudpoBoro miANMCyBaHHsA, € NepeBard B LIBHIKOCTI

kpunrorpadiuHUX MEpEeTBOPEHs HA OCHOBI V; — Ta U, —TOCHiNOBHOCTEH MOXKYTh OyTH OUIBII CYTTEBHMH |
BaXJTUBHMHU.

CHHEHUAJIN3UPOBAHHBIE TPOLHECCOPDBI
ACCUMETPUYHOI'O HIN®POBAHUA UHOPOPMALIUU HA

OCHOBE PEKYPPEHTHbBIX NIOCJIEJOBATEJIBHOCTEN
FOpuii Apemuyk
Bunnuyxuu nayuonanvbhwiit mexHuueckul yHigepcumem

B pabore paccMOTpeH MaTeMaTHYECKHil anmapar PeKyppeHTHbIX Vi — u U, —TI0Cie0BaTeNbHOCTEN U HA €ro

OCHOBC IMPCACTaBJICH METOA aCCUMETPUYHOI'O IJ_II/I(l)pOBaHI/IH I/IH(l)OpMaHI/II/I, CYTb KOTOpPOro COCTOMT B 3aMCHC
BO3BCACHUA B CTCIICHb BBIYHUCICHUCM onpez[enéHHoro OJICMCHTA Uk—HOCJ'ICI[OBaTeJ'H)HOCTI/I. Oc00eHHOCTh

TIPE/ICTaBICHHOTO METO/a MIU(POBAHUS COCTOUT B TOM, YTO BCE MPOIEAYPHI B HEM BBITIONHSIOTCS MPHHIMITHAIBEHO
TIOCJIE/IOBATENIFHO, MOATOMY IMPEJIONKEH CIIEIHANTN3UPOBAHHBIN Iporeccop s mmdppoBanus (aemmdpoBaHusi),

KOTOPBIA COJIIEPKUT OIHO YCTPOMCTBO JUISL BBIYMCIEHHA OJEMEHTOB Vi — u U, —TI0CIeN0BATENbHOCTEH.
OpraHu3aiys naMsTy Uil YOPOLICHUS Pealn3yeTcsl B BUJIE OTJEIbHBIX OJOKOB MaMSTH JJIsl XPaHEHHs Pa3IHIHBIX
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naHHbIX. CpaBHEHHS MPOLIECCOPOB, PEANM3YIOUIMX IPEUIOKEHHBIH METOJ M H3BECTHbIM MeTox Oib-I'amains
IIOKa3bIBAIOT, YTO HEPBbIe 00ECIEUUBAIOT IIOYTH OJMHAKOBOE BpeMs MM(pPOBaHUA — ACU(POBaHUA OPU k=2 U
OoJpluee BpeMs IpH k > 2 . OJHAKO CYLIECTBEHHBIM IPEUMYILIECTBOM NIPEIOKEHHOTO METOAA ABIAETCS TO, YTO OH
MO3BOJIACT YCTaHABIMBAaTh HEOOXOAMMYIO KPHUITOCTOMKOCT, B 3aBUCHUMOCTH OT Iapamerpa k. Tawke
NPEUMYIIECTBOM Pa3pabOTaHHBIX CIENUATH3UPOBAHHBIX IPOLECCOPOB ACCHMETPUYHOrO IMHU(POBAHUS Ha OCHOBE
PEeKyppeHTHBIX V| — U U —TI0CIIeN0BATENBHOCTEH MOXKET OBITh TO, YTO MPUHIMUILI UX OPraHU3alMd MOTYT CTATh

OCHOBOM I TIOCTPOCHUA CIICHUAJIU3UPOBAHHBIX IHPOLECCCOPOB PpPa3JIUIHOIO KpI/IHTOI’pa(l)I/I‘IeCKOFO Ha3HA4YCHMA,
PCAIN3YyIOMINUX TCXHOJIOTUIO OTKPBITOTO KJIH04Ya, B YaCTHOCTH, B 3a/jla4dax ayTeHTI/I(l)I/IKaHI/II/I nim HH(l)pOBOﬁ IIOAITMCH,

rJe TOPeuMyINecTBA IO CKOPOCTH Kpumrorpaduuecknx mnpeobpasoBanuii Ha ocHoBe V/— u U;—
MOCJICIOBATEIBHOCTEH MOTYT OBITH 00JICe CYNIECTBEHHBIMU M BaKHBIMHU.

SPECIALIZED PROCESSORS OF ASYMMETRIC
ENCRYPTION INFORMATION BASED ON RECURRENT
SEQUENCES

Turii laremchuk
Vinnytsia national technical university

The paper deals with the mathematical apparatus of recurrent V;/ - and U, —sequences, on whose basis a method

of asymmetric encryption information is presented, the essence of which is to replace the exponentiation via
calculation of a certain element of U, —sequence. The peculiarity of the presented method of encryption is that all the

procedures are carried out consistently, so a specialized processor was offered for encryption (decryption) containing
one device for calculating elements of V; - and U, -sequences. To simplify the organization of memory, it is
implemented as a separate memory block for storage of various data. A comparison of processors that implement the
proposed method and the known Al Gamal method shows that the former offer almost the same time of encryption -
decryption at k =2 and more time at k> 2. However, a significant advantage of this method is that it allows setting
the desired cryptographic reliability depending on the parameter & . Also, the advantage of the developed specialized
processors of asymmetric encryption based on recurrent V; - and U, —sequences may be the principles of their

organization that can become the basis for construction of specialized processors of different cryptographic purpose
that implement the public key technology, in particular in authentication or digital signature tasks, where the speed

advantages of cryptographic transformations based on V; - and U, —sequences may be more significant and
important.

V]IK 681.3.06(075.8)
AHOHIMHICTbD SIK KPUTEPIN OHNIHKUA 3AXUIHIEHOCTI
IMPOTOKOJIIB CJIIIOI'O EJEKTPOHHOI'O IM®POBOI'O
MIAINACY

I'anuna Ko3zina, I'ennaoii Hikyniues
3anopizvKuii HayioHAIbHUL MEXHIYHULL YHIGepCUmem

Crarts: 8 cmop., 5 oxcepen.

Ha waci pasom i3 3aBmaHHsIMHM peaji3alii CTaHIAPTHHUX CXeM elleKTpoHHoro Imdposoro migmucy (ELIT)
MPAaKTUYHY aKTYaJbHICTh 1 3HAYYINICTh MAIOTh peaji3alii 1HIIMX cXeM, 30KpeMa, ciinoro miamucy. Cminuii ELIT
JIO3BOJISIE aBTOPOBI JOKYMEHTa JOBECTH HOTO FOPHIMYHY 3HAUYMMICTh, HE PO3KpUBAIOUM BiacHoi ocodu. Lle moxe
3HAZO00UTHUCS, 30KpeMa, MPH MPOBEAEHHI EIEKTPOHHOIO TOJIOCYBAaHHS UM PO3PAXYHKY €NeKTPOHHUMH rpouruMa. B
THUIIOBIH CXeMi CIIINOro MiANucy, K NpaBUIo, MPUAMAIOTh y4acTh TPU CTOPOHU — EMITEHT JIOKYMEHTY, MiANuCcyBay
Ta BaJIiIaTop.

Takum ymnHOM, y Bunaaky ciimoro EIIT no xpurepiiB 3aXUIEHOCTI CXeMHU MIANMKCY TOJA€ThCS aHOHIMHICTH —
HEMOJJIUBICTh BIZICTEXXHTH 32 MiJIUCAHUM JOKYMEHTOM HOTo aBTOpa 1 OMHO3HAYHO X MOB’s3aTH. BTiM, B meskux
cXeMax y IiJIucyBada MOXKE BUSBHTHCH MOMIIMBICTH IOPYHIUTH aHOHIMHICTB, OCKUIBKH B TIpolieci OopMyBaHHS
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OCTaTOYHOTO MiANKMCY BiH OOMIHIOETBCS 3 EMITEHTOM JIOKYMEHTa JOJATKOBHMHU IapaMeTrpaMu, IependaueHuMHU
cxeMoro mianucy. SKmo mianucyBad 30epeke I MapaMeTpd, IOB’S3aBIIM iX 3 KOHKPETHHM EMITEHTOM, a B
MOAAIBIIOMY 3MOXKE OTPHUMATH JOCTYI O TOKYMEHTY i3 BJIACHUM MiJMKCOM Y BIIIKPUTOMY BHIVISII, TO BiH 3MOXE
cnpoOyBaTH BUPaXyBaTH HOT0O aBTOpa 3a JOIIOMOTO0 30epekeHux napamerpiB. OOYHMCIMBIIY MACKYIOUi TapaMeTpH,
SIKI BUKOPUCTOBYBAaB €MITEHT, IIAMUCYBay 3MOXKE OJHO3HAYHO IIOB’S3aTH MO0 i3 JOKYMEHTOM, IO NPU3BENE 10
TIOPYILEHHS! aHOHIMHOCTI.

Jns nepeBipku cxemu cminoro EIIT 3a xpuTepieM aHOHIMHOCTI HEOOXiJHO 3’SICYBaTH, YU € y MiANUCYyBaya
MOXITUBICTh OOYUCIIMTH MiNKHC B HE 3aMAaCKOBAaHOMY BUIJISAI 32 JOMIOMOTO0 0a3u JaHUX NPOMIKHUX 3Ha4YeHb, SIKY
BiH CTBOPIOE TIPH ITOCTAHOBII MiANKCY. B cTaTTi po3risHyTi 3 mpoToKoiu ciinoro mamucy. JJyis ABoxX moka3aHo, o
BOHHM HE 3a0€3Meuyl0Th 3aXHIIEHICTh ITiJIHCAHOr0 MOBIIOMJICHHS 3a KpUTEpieM aHOHIMHOCTI. [[ns Tperboi cxemu
JIOBE/IEHO CTIMKICTh 32 MM KpuTepieM. HaBeseHi npukiiaaym po3paxyHKiB 3a BCiMa IPOTOKOIAMHU.

AHOHUMHOCTb KAK KPUTEPUI OLIEHKHU 3AIIMIIEHHOCTH
IMPOTOKOJIOB CJIENIOH SJIEKTPOHHOHU IU®POBOUA
NOoANUCH

TI'anuna Ko3una, I'ennaouit Huxkynuues
3anopooicckuii HAYUOHATLHBLLL MEXHUYECKULL YHUBEPCUMem

Ceiiuac Hapsiy C 3ajJa4aM¥ peallM3aldd CTAaHIAPTHBIX CXeM JJIeKTpoHHOH uudpooii mommucu (D)
MPAaKTHYECKYI0 aKTyaJbHOCTh M 3HAYMMOCTh MMEIOT PEANTHM3alUH JPYIHX CXEeM, B YaCTHOCTH, CIICNON ITOAIUCH.
Crnenas OLII mo3Bonser aBTOpy HOKYMEHTa [10Ka3aTh €ro IOPUIMYECKYI0 3HAYMMOCTh, HE PACKphIBas CBOEH
JUYHOCTH. DTO MOXKET MOHAZO0OUTHCS, B YaCTHOCTH, NMPU MPOBENEHUU 3JIEKTPOHHOI'O TOJIOCOBAHHS WIIM pacyera
AJIEKTPOHHBIMHU JICHbIaMU. B TUIMYHOW cXeMe CJIEeTION MOANKCH, KaK IMPAaBUIIO, IPUHIUMAIOT y4aCTHE TPU CTOPOHBI -
SMHTEHT JIOKYMEHTA, TIOAUCYHK U BaJIHIATOP.

B cayugae cmemoit JIII k KpuTepusM 3aIIUIIEHHOCTH CXEMBI IOANHCH J00ABISIETCS AHOHUMHOCTH -
HEBO3MOXHOCTh OTCJIEAMTH II0 IMOJINHCAHHOMY JOKYMEHTY €ro aBTopa W OJHO3HA4YHO HX cBsi3arh. OnHaKo, B
HEKOTOPBIX CXeMaXx y MOJNUCYUKA MOXKET 0Ka3aThCsl BOSMOXKHOCTh HAPYIIUTh aHOHUMHOCTb, TOCKOJIBKY B TIpoIiecce
(OpMHUpPOBaHUS OKOHYATEIHHOW TIONMKCH OH OOMEHHMBAeTcsi C OMHTEHTOM JIOKYMEHTa JOMNOJHHUTEIbHBIMH
rapameTpamu, MpeayCMOTPEHHBIMUA CXeMOW moAnucH. ECM MOANMCYUK COXPAHWUT 3HAUSHHUS! ITHUX IapaMeTpoB,
CBSI3aB MX C KOHKPETHBIM 3MUTEHTOM, a B JaJbHEHIIEM CMOXET MONYYUTh JOCTYH K IOKYMEHTY C COOCTBEHHOM
TIOANIUCHI0 B OTKPBITOM BHUJIE, TO OH CMOXXET NONPOOOBaTh BBIYUCIHMTH €ro aBTOpa MPU TOMOIIU XPaHUMBIX
rapamMeTpoB. BBIUUCIMB MacKHUpYIOIIHME MapaMeTpbl, KOTOpPBIE HCIIONB30BaJl OMHTEHT, MOAMUCYHK CMOXKET
OJTHO3HAYHO CBS3aTh €r0 C JIOKYMEHTOM, YTO IIPUBENET K HAPYIICHHIO aHOHUMHOCTH.

Jis npoBepku cxembl ciaeror DL mo kpuTepuio aHOHUMHOCTH HEOOXOJIMIMO BBISICHUTD, €CTh JIM Y MOANUCYUKA
BO3MO)KHOCTD BBIYHMCIUTH TOANUCH B OTKPHITOM BHJIE C MOMOIIBIO 0a3bl JaHHBIX MPOMEXYTOUHBIX 3HAYEHHH,
KOTOPYIO OH CO3/IaeT IPH MOCTaHOBKE MOANKCU. B craThe paccMOTpeHbl 3 MpOoTOKoMa ciienoi noamnucu. Jns aByx
MOKa3aHO, YTO OHU He 00ECIeYHBaIOT 3AIIUIIEHHOCTh ITOAMUCAHHOTO COOOIIEHUS 110 KPUTEPHIO aHOHUMHOCTH. J{i1st
TpeThbell CXEMBbl J0Ka3zaHa YCTOWYMBOCTH II0 3TOMY KpUTepHio. [IpuBeneHBI NMpUMEphl pPacyeToB IO KaXKIOMY
MIPOTOKOITY.

ANONYMITY AS A CRITERION FOR EVALUATING SECURITY

PROTOCOLS BLIND ELECTRONIC DIGITAL SIGNATURE

Galina Kozina, Gennady Nikulischev
Zaporizhzhya National Technical University

Now, along with the tasks of implementing the standard digital signature schemes, the implementation of other
schemes, in particular, the blind signature have practical relevance and importance. Blind signature allows the author
of the document to prove its legal value, without disclosing his identity. It may be necessary in electronic voting or
electronic money. Typical blind signature scheme usually involves three parties - the issuer of the document, the
signer and the validator.

Blind signature schemes have one more security criterion - anonymity of the signature. It means the inability to
trace the document signed by the author and associate them uniquely. However, in some schemes the signer may
have an opportunity to break anonymity due to the process of final signature formation. While communicating with
the issuer of the document the signer can record additional parameters, used in the scheme. If the signer will retain
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the values of these parameters by relating them to a specific issuer, and in the future be able to get access to the
document with his signature, he can try to calculate its author with the help of stored values. If the signer can
calculate the masking parameters, which are used by the issuer, he will be able to uniquely associate him with the
document, that will lead to a breach of anonymity.

To evaluate the blind signature scheme by anonymity criterion it is necessary to determine whether a signer can
compute the clear signature with the help of an intermediate values database, which he created while setting a
masked signature. The article deals with two blind signature protocols, that does not provide a signed message
security by anonymity, and a scheme that is stable by this criterion.

YK 681.3.06
BAOCKOHAJIEHHA AJITOPUTMY HABYAHHA
BAT'TATOIHAPOBOI'O ITIEPCIIETPOHY HPU3HAYEHOI'O IJA
PO3NIIBHABAHHSA MEPEXKXEBUX ATAK

Izop TepeiikoscovKkuii
Kagheopa cneyianizosarux komn romeprux cucmem HTYY “KIII™

Crarts: 6 cmop., 7 d0xcepen.

Ha npotsi3i nexinbKoX OCTaHHIX POKIB po3Mi3HABaHHS aTak Ha iHGOPMAIiI0 KOMII'IOTEPHUX CHCTEM Ta MEpex
SIBIISIETBCSL OJIHIEIO 13 HAWOLIBII BaXJIMBUX Ta aKTyaJIbHUX Mpo0JieM B Tamysi 3axucty iHdopmarii. CkiIaaHICTh
mpobiieMn 0O0yMOBJICHa 0araTo()akTOPHOIO JHWHAMIKOW (YHKIIIOHYBaHHS O3HAYCHHX CHCTEM, BEIHKOIO
PI3HOBapiaHTHICTIO BiJOMHX Ta IMOCTIHHMM BHHHKHEHHSIM HOBUX BHIIB arak. [lo MM mpu4yuMHAM pO3Mi3HATH
aTaKy 3a JIOTIOMOT'OI0 METO/IB, sIKi 0a3yIOThCS Ha KJIACHYHOMY aHalli3l CTATHCTHKHM (DYHKIIOHATbHUX IapaMeTpiB
KOMIT'IOTEPHUX CHUCTEM Ta MEpPEeK B 0araThbOX BHIAJKaX IMPAaKTHYHO HEMOXIIMBO. SIK HACHIJOK 3HAaXOISATh
3aCTOCYBaHHsI PI3HOMaHITHI albTEpPHATHBHI MaTeMaTH4HI Teopii, B TOMY YHCJi i Teopis INTyYHHX HEHPOHHUX
MepeX, 110 J0BeNa CBOI0 eEeKTHBHICTh B 3ajlauaxX aHaJli3y OaraTonapaMeTpHUYHUX, 3allyMIICHUX AaHuX. Bimomi
BJaJIi CripoOu po3ITi3HABATH 32 JONOMOTO0 HEWPOHHHX MEPEX BiJalieHi MEpeKeBl aTaku, KOMIT I0TEpHI BipycH,
npuxoBaHi pakTu nepenayi 3amMppoBaHUX JaHUX, CIIAM-THCTH €JIEKTPOHHOI MTOIITH.

BinburicTe cydacHUX HeEHpOMEpeKEeBHX METOJIB PO3Ii3HABAHHS aTaK Ha KOMII'IOTEpHI CHCTEMH Ta Mepexi
0a3yl0ThbCsl Ha BHKOPHCTaHHI 0araToIIapoOBOrO MEpPCHETPOHY, OCHOBHOKO 3aJauel0 SIKOTO € BH3HAYCHHS
JIOMYCTUMOCTI BIAXWIIEHh TNapaMeTpiB TOTOYHOTO (YHKIIOHYBaHHS BiJ NapamMeTpiB (YHKUIOHYBaHHS B
HOpPMaJBbHUX yMOBax. [IpM IIbOMY OIHUM i3 HaiOULIBII 3HAYMMHX HENOJIKIB BHUKOPHCTaHHA 0araToniapoBOro
MepCIeTPOHy € BHCOKAa BiJIHOCHA IMOXMOKa HABYAHHS NPU BUPINICHHI 3a/avi anmpoKcuMaiii 3afaHoi TabJudHOl
G yHKIT, MiHIMAJIBHI Ta MaKCUMaJIbHI 3HAYCHHS SIKOT 3HAYHO BIJPI3HAIOTHCS MK CO0O0I0 B 00JIaCTI MiHIMAJIBHHX
3HaueHb (QyHKHii. BigHOCHO 3a7ay po3Mi3HAaBaHHS aTak 1€ NPU3BOAMTH A0 HU3BKOI IOCTOBIPHOCTI BU3HAYCHHS
JIOTTYCTUMOCT] BIAXWIEHb MapaMeTpiB MOTOYHOro (PYHKI[IOHyBaHHS B oOnacTi iX MiHIMaJbHUX 3HA4€Hb, IO B
CBOIO Uepry MOXK€ 3HaYHO 3MEHIINTH €(PEKTUBHICTh PO3Mi3HABAHHS MEPEKEBUX aTaK, KOJU HEOOXIAHO BU3HAYUTH
JIOMTYCTUMICTD BIJIXMJICHHS KOHTPOJIOEMHUX MapaMeTpiB BiJ MIa0JIOHY HOpMalbHOI MOBEIIHKH, a0 BiJ abIOHY
ataky. [lokazaHo, 10 BKa3aHUIl HENONIK CIPUYMHEHUIH HEaleKBaTHICTIO IJILOBOTO (DYHKIIOHATY aITOPUTMY
3BOPOTHHOT'O MOIIMPEHHSI TIOMUIKH, SIKHW 3aCTOCOBYETHCS JUIS HABYaHHS 0araTtomapoBoro nepereTpoHy.

Jls BUNpaBIIeHHS BKa3aHOT'O HEJONIKY 3aMpPOIIOHOBAHO BJOCKOHAIHMTH alTOPUTM 3BOPOTHHOTO IMOIIUPEHHS
MOMUJIKM 32 PaXyHOK 3aCTOCYBaHHS IILOBOrO (YHKIIOHANY y BHIJISAI KBaJpaTHYHOI NPUBEACHOI MOMHIKH
HaBuaHHS. Po3poOneHe BinmoBinHe MareMaTH4He 3a0e3NedeHHs KOpeKIii BaroBux Koe(ili€HTIB CHHANTHYHHUX
3B’SI3KIB.

[epcneKTHBHUM IUISIXOM MiIBUIIEHHS €)eKTHBHOCTI 3aCTOCYBaHHSI HEMPOMEPEKEBUX METO/IIB PO3ITi3HABAHHSI
aTak € po3poOKa METOJIMKH ONTHMI3alii CTpPYKTypH 0araTroiapoBoro nepcrneTpony BiAMOBIIHO YMOB KOHKPETHHX
3ajad.

YCOBEPIIEHCTBOBAHHUE AJI'OPUTMA OBYYEHMWSI
MHOI'OCJIOUHOI'O NEPCIIETPOHA IIPE/ITHAZHAYEHO AJIA
PACIIO3HABAHUS CETEBBIX ATAK

Hzopv Tepeiikosckuil
Kageopa cneyuanuzuposannvix komnvromeproix cucmem HTYY "KIIH"
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Ha nporshkeHnn HECKOIBKHUX MOCIEIHHX JIET PACIIO3HABAaHUs aTak Ha WH(OPMAINIO KOMITBIOTEPHBIX CUCTEM U
cerell sBJISETCS OJHONM M3 HamOollee BaKHBIX M aKTyaJbHBIX TpoOIeM B OOJIACTH 3alIUTHl WH(OPMALUH.
CnoxHOCTBh NpoOsieMbl 00yciIOBJIeHA MHOrO(aKTOPHOH AWHAMHMKON ()YHKIMOHHUPOBAHHS YKa3aHHBIX CHCTEM,
OONBIION pPa3HOBAPUAHTHOCTh M3BECTHBIX M MOCTOSHHBIM BO3HMKHOBEHHEM HOBBIX BHAOB aTak. [lo 3TuM
IIpUYUHAM PACIO3HATh aTaKy C IOMOIIbI0 METOAOB, OCHOBAHHBIX Ha KJIACCHUYECKOM aHalu3€ CTAaTUCTUKU
(YHKIMOHAIBHBIX NAPAMETPOB KOMIIBIOTEPHBIX CHCTEM M CET€l BO MHOTHX CIIydasX MPAaKTHYECKH HEBO3MOXKHO.
Kax cnencrBue HaxogsAT NMpPUMEHEHHE pa3IMYHbIE albTepHATHBHBIE MaTeMaTHUYECKHE TEOpPHM, B TOM YHCIE U
TEOpUsi UCKYCCTBEHHBIX HEHPOHHBIX CeTeH, KOTOopas JoKa3aia CBOKO A(GQEKTUBHOCTh B 3aqadax aHaiu3a
MHOTONapaMeTPUYECKUX, 3allyMJIEHHBIX JaHHBIX. I3BeCTHBI ynadHble IOMBITKH PAClO3HABaTh C IOMOILIBIO
HEHPOHHBIX CETEeH OTHAJICHHBIE CETEBbIE aTaKH, BUPYCHI, CKPbIThIE (aKkThl Mepeqadd 3amuppOBaHHBIX JAaHHBIX,
cIlaM-TMCbMa JIEKTPOHHON MOYTHI.

BonbIIMHCTBO COBpEMEHHBIX HEHPOCETEBBIX METOJOB PACIO3HABAHMS aTaK HAa KOMIBIOTEPHBIE CHUCTEMBI U
ceru 0a3upyloTCsl Ha HCIOJIb30BAaHMUM MHOTOCIOMHOIO IEpCHETPOHA, OCHOBHOHM 3alaueil KOTOpOro SBISETCS
ompeneneHue JONYCTUMOCTH OTKJIOHEHHWH MapaMeTpoB TEKyIlero (YHKIMOHHPOBAHUS OT MapamMeTpoB
(YHKIMOHUPOBaHHUS B HOPMAaJbHBIX YyciaoBHsX. [Ipu 3TOM omHMM u3 HauOonee 3HAYMMBIX HEJOCTaTKOB
WCIIOJIb30BaHUsI MHOT'OCJIOWHOT'O TEPCIETPOHA SIBISIETCS BHICOKAs OTHOCHTENBbHASI MOIPEITHOCTh OOYYEHUS NpHU
pelIeHnH 3a7a4yl almpOKCHMAalUK 33aJaHHON TaOauMuHOW (YHKIMU, MUHHUMaJbHbIE U MaKCHMaJbHbIE 3HAYEHUS
KOTOPOI 3HAYMTENBHO OTIUYAIOTCS MEXIY CO00I B 001acTH MUHMMAIIBHBIX 3HaYeHUH pyHKIuu. OTHOCUTEIBHO
3a/1a4 paclo3HaBaHMs aTak 3TO HNPUBOAUT K HU3KOM JOCTOBEPHOCTH ONPEAETEHUS NOMYCTUMOCTH OTKIOHEHHU
rapaMeTpoB TEKYIIero QYHKIIMOHUPOBAHUS B 00aCTH MX MHUHUMAIBHBIX 3HAUYEHHI, YTO B CBOIO OYEPEIh MOXKET
3HAYHUTENIBHO CHH3UTh S((EKTUBHOCTh pACIO3HABaHUSI CETEBBIX aTak, KOrjJa HEOOXOIMMO OIpENelIuTh
JIOMTYCTUMOCTh OTKJIOHEHHsI KOHTPOJHPYEMBIX IMapaMeTpOB OT INa0JOHA HOPMalbHOTO IOBEACHUS, WJIH OT
mabiaoHa aTtakd. Iloka3zaHo, 4TO yKa3aHHBIH HEIOCTATOK BbI3BaH HEaJE€KBATHOCTHIO LI€NEBOro (yHKIMOHANA
anroputMa OOpaTHOrO pPacHpOCTPAHEHHUS OIMMOKH, KOTOPBIH TpHUMEHSIETCS sl OOy4YeHHsS MHOTOCIOWHOTO
HepCIeTpoHa.

Jnia  ucnpaBieHHs YKa3aHHOTO HENOCTaTKa MPEUIOKEHO YCOBEpIIEHCTBOBATH aITOPUTM  OOpaTHOTO
pacrpocTpaHeHUs OUIMOKM 3a CYeT MPHMEHEHHUs 1IeJeBOro (yHKIMOHAJIA B BHJAE KBAJAPATHYHON MPHUBEIECHHOMN
omubOku o00ydeHus. Pa3paboTaHO COOTBETCTBYIOIlEE MaTeMaTHUecKoe OOEcleueHHe KOPPEKLUH BECOBBIX
K03 (PHUIIMEHTOB CHHANITUYECKUX CBS3EH.

[epcnekTHBHBIM TyTeM MOBBIMIEHUS 3()()EKTUBHOCTH MPUMEHEHHs HEHPOCETEBBIX METO/OB pPaclO3HABAHHS
aTak sBIsETCS pa3paboTKa METOJAMKH ONTUMU3AIMU CTPYKTYPHI MHOT'OCIOHHOTO MEPCIIETPOHA B COOTBETCTBHHU C
YCIOBUSAMH KOHKPETHBIX 3a/ad.

ENHANCED LEARNING ALGORITHM MULTILAYER
PERCEPTRON DEVOTED FOR RECOGNIZING NETWORK

ATTACKS

Igor Terejkowski
Department of specialized computer systems "KPI"

Over the past few years, recognition of attacks on information systems and computer networks is one of the most
important and urgent problems in the field of information security. The complexity of the problem is caused by the
dynamics of multi functioning of these systems, large raznovariantnost known and constant emergence of new types
of attacks. For these reasons, to recognize an attack using methods based on classical statistical analysis of the
functional parameters of computer systems and networks, in many cases almost impossible. As a consequence, are
used various alternative mathematical theories, including the theory of artificial neural networks, has proven
successful in the multivariable analysis tasks, noisy data. There are successful attempts to identify with the help of
neural networks remote network attacks, viruses, hidden facts of the transfer of encrypted data, the spam email.

Most modern methods of pattern recognition neural network attacks on computer systems and networks based on
the use of multi-layer perceptron, whose main task is to determine the tolerance parameters of the current functioning
of the parameters of the operation under normal conditions. At the same time one of the most significant
disadvantages of using a multilayer perceptron is a high relative error of training in solving the problem of
approximation of a given table function, the minimum and maximum values which significantly differ in the
minimum values of the function. With regard to problems of recognition of attacks, this leads to low reliability of the
parameters determining the admissibility of the deviations of the current functioning of their minimum values, which
in turn can significantly reduce the efficiency of detection of network attacks, when it is necessary to determine the
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admissibility of the deviations of monitored parameters from the normal pattern of behavior or pattern of attack. It is
shown that this deficiency is caused by the inadequacy of the objective functional backpropagation algorithm, which
is used for training a multilayer perceptron.

To remedy this defect suggested to improve the back-propagation algorithm for error due to application of the
objective function given in the form of a quadratic error learning. Developed by the appropriate software correction
weights of synaptic connections.

Promising way of improving the application of neural network methods for detection of attacks is to develop
methods of optimizing the structure of multilayer perceptron in accordance with the terms of specific tasks.

Y]IK 004.4.5, 681.030
ABTOMATHUYHE HAJIAIIITYBAHHS I IEPEBIPKA
HAJIALITYBAHB CJIYKB ONEPAIIMHOI CHCTEMMU IIPU
BUKOPUCTAHHI KOMIIVIEKCHUX 3ACOBIB 3AXUCTY

TH®OPMAIIII B ABTOMATHU30BAHUX CUCTEMAX

Henuc Tanurwpa
HIU"TE3IC" (HTYY "KIII")

Crarts: 11 cmop, 26 oxcepen.

HanmamryBanHs 1 mepeBipka HalalITyBaHb CIyXO0 OIepariiiHoOl CHCTEMH € HEOOXIJTHOI CKJIAJOBOIO MpHU
CTBOpPEHHI KOMILIEKCHOI CHCTEMH 3aXHCTY B aBTOMaTH30BaHiil CHCTEMI, a TAKOX IPH MPOBEACHHI 11 eKCIIepTH3H, 110
MOXE 3aiiMaTuh 3HA4YHUKA 00CAT yacy. ABTOPOM pO3IVISSHYTI MOXJIMBI BapiaHTH Ul HIBHAKOrO, HaIilfHOTO Ta
3pYyYHOrO BUKOHAHHS IMX OIEpamiil i po3poOscHi Taki BapiaHTH Ui HAJAIITYBaHHS CITY)KO OIepaIiiiiHol CHCTeMHU
Windows XP. Takox Oy:1u poBe/ieHi eKCIIEPUMEHTH 110 3aCTOCOBAHOCTI 3alPOIIOHOBAHMX 1 PO3pOOJIEHUX BapiaHTIB
Ul Pi3HUX KOMIUIEKCIB 3aco0iB iH(opmamii B aBTOMAaTH30BaHMX CUCTeMax Kiacy | Ha pI3HHX oOrnepariiHuX
cucremax Windows.

ABTOMATHYECKASI HACTPOMKA U TIPOBEPKA HACTPOEK
CJYXBbl ONEPAIITMOHHON CUCTEMBI ITPU
NCITOJBb30BAHUU KOMIIVIEKCHBIX CPEJICTB 3AIIIUTDHI

NHOOPMAIIMU B ABTOMATHU3UPOBAHHbBIX CUCTEMAX

Henuc Tanurwpa
HUL] "TE3UC" (HTYY "KIIN")

Hactpoiika 1 npoBepka HACTPONKH CITY>KO OIEepPalMOHHON CHCTEMBI SIBJISETCS HEOOXOIMMO COCTABIIAIONICH TpU
CO3JTaHUM KOMIUIEKCHON CHCTEMBI 3alUThl HHGOPMAIIMU B aBTOMATU3UPOBAHHOM CHCTEME, a TAKXKE TP MPOBEIACHUU
€¢ OIKCIIEPTU3bI, YTO MOXKCT 3aHMMAaTh 3HAYUTEIBHBI O0BEM BpPEMCHH. ABTOPOM PACCMOTPEHBI BO3MOXKHBIC
BapHUAHTHI JIs OBICTPOr0, HAJC)KHOTO M YIOOHOTO BHITIOJHECHHUS 3TUX ONEpaluil U pa3paboTaHbl TAKHE BAPUAHTHI JIJIS
HACTPOWKU CIyKO omepanuonHoii cucremMbl Windows XP. Tawke ObUIM TPOBEICHBI JKCIEPUMEHTHI 10
MIPUMEHUMOCTH TIPEJIOKEHHBIX M pa3paOOTaHHBIX BapHAHTOB JJIS PA3JIUYHBIX KOMIUIEKCOB CPEICTB 3alllUThHI
“H(pOPMAIIUU B aBTOMATH3UPOBAHHBIX CHCTEMaX Kiacca 1 Ha pa3IMYHBIX OMEPAIMOHHBIX crcTeMax Windows.

AUTOMATIC ADJUSTMENT AND VERIFICATION OF
CONFIGURATION SERVICES OPERATING SYSTEM USING
COMPLEX INFORMATION SECURITY TOOLS IN AUTOMATED
SYSTEMS

Denis Tantsyura
SRCof TPI "TESIS" (NTUU "KPI")
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Configuration and verifying configuration services operating system is a necessary part to create complex
security system in the automated system, as well as fulfillment examination, which can take a considerable amount
of time. Author reviewed possible options for fast, reliable and friendly execution of these operations. Author
developed the solutions to the problem for automatic configuring services of the operating system Windows XP.
Also, the author has performed experiments on the applicability proposed and developed variants solution for
different complexes of information security in automated systems class 1 on different Windows operating systems.

V]IK 654.924
AHAJII3 EOEKTUBHOCTI OXOPOHHHUX CIIOBIIIIYBAYIB IIPAU
IMACHUBHOMY BIIVIUBY IIOPYUHIHUKA

Bonooumup Bonxouckiii, Pooepm Tpanw
Canxm-Ilemepoyp3vkuii HayioHANbHUL OOCTIOHUYLKULL YHIGepcUumem iHhOpMayitiHux
MexXHOI02IU, MEXAHIKU Ma ONMUKU

Crartst: 5 cmop., 3 0xcepena

Po3pobxka Ta aHaiiz e(eKTUBHOCTI CUCTEMH OXOpPOHHOI CHTHaji3allii BUMarae OmiHKHM HMOBIPHOCTI BHSIBJICHHS
(BO) HecaHK1iOHOBaHOT'O ITPOHUKHEHHS, OCOOJIMBO ITPU OXOPOHI BAXKIIMBHX O0'€KTIB Yepe3 3pOocTaHHs HMOBIpHOCTI
3aCTOCYBaHHS MIOPYITHUKOM METO/IIB 1 3aC00iB, 1110 3HWKYIOTh MOXJIUBICT HOTr0 BHUSIBICHHS. [IOIIIBHO PO3IIISIHYTH
BIUIMB Ha JATYMKH OXOPOHHOI CHUTHANI3alil i Pi3HI BapiaHTH IX CTPYKTYp pi3HUX HaNpsMKIB pyXy MOpyLIHHKa. B
SIKOCTI KPUTEPIIO OL[IHKY €(EKTUBHOCTI PO3MIISTHYTUX CTPYKTYP BUKOPUCTOBYEMO KPUTEPil HECIIIBHUX e()EeKTHUBHUX
BIUIMBIB Ha JaT4WMKW./[JI1 ONMHOYHMX JaTYMKIB 3 HellepeKpuBaromiiecss 30HaMu BusiBieHHs (30) ymucHe
NepeMillieHHs TOpYIIHWKA B paiajJbHOMYy HAIpsAMKY ajisi macuBHoro iHdpauepBoHoro narumka (ITIK) i ms
panioxBwiboBoro (PB) B TaHreHmiaapHOMY MOXKE HMPU3BOAUTH IO CyTTeBOro 3meHmenHs BO. Ileit npuitom Moxe
BHUKOPHCTOBYBATHCSI OPYIITHUKOM 1 JIUISI OKpEMHX KaHAJIiB KOMOIHOBaHUX JATYUKIB. A Takox i mis cymimenux. [1pu
BUKOPHCTaHHI Map OIMHOYHHMX PO3HECEHMX AATYMKIB 3 nepekpuBaroThest 30, pO3TANIOBAaHUX B PI3HUX MICIAX 1
OCSIMH JliarpaM CIpPSIMOBAHOCTI PO3TOPHYTHMH IO BiHOMIEHHIO OJMH 10 oaHoro Ha 90°, Gye Hanpamok pyxy HII,
OJTHAKOBO €(EKTUBHO JUIsS BUSBJIECHHS o0OOMa JaTyvMKaMu. Ase TakoX Oyne i Hampsmok (paxmiambhe st TTIK i
TaHreHuiansHe 41t PB natumka), npu pyci nopymnuka B sskomy BO Oyne mana.3nmwkenns BO npu pyci nopymHunka
B JIOBUIBHOMY HAamlpsIMKy MO)KHa YHUKHYTH, BUKOPHCTOBYIOUH JIBI MapH 3ralaHUX PO3HECEHHMX JAaTYHKIB, KOXKHA 3
SKUX po3ropHyTa Ha 900 BimHOCHO omuH ofHOTrO. Lle 103BOJIHUTH €(PEeKTUBHO BUSBUTH IOPYIIHHUKA TPH PYCi y BCIX
HanpsiIMKax. Bukopucranus anroputmy «I» s npucTpoiB KOXKHOI HTapH JTO3BOJIHTH 30€perTH HU3bKY HMOBIpHICTH
TIOMHJIKOBOI TPUBOTH.

AHAJIN3 DO®OEKTUBHOCTH OXPAHHBIX U3BEIIATEJIEHA
NP MACCHUBHBIX BO3JIEMCTBUSAX HAPYIIUTEJIS

Baaoumup Bonxouckuii, Pooepm Tpanw
Cankm-Ilemepbypeckuii HAQYUOHALHBIU UCCTIE008AMENLCKULL YHUGEPCUMEm UHDOPMAYUOHHBIX
MEexXHON02Ul, MEXAHUKU U ONMUKU

Pa3zpaborka m aHanu3 >(PQPEKTUBHOCTH CHCTEMBl OXPAaHHOHW CHUTHAIU3AIMU TPeOYeT OLIEHKH BEPOSTHOCTH
obHapyxeHus (BO) HecaHKIIMOHHUPOBAHHOI'O IPOHMUKHOBEHUSI, 0COOCHHO TIPH OXpaHe Ba)KHBIX 00BEKTOB U3-32 pOcTa
BEPOATHOCTU IPUMEHEHHs HAPYIIMTENIEM METOJOB U CPEICTB, CHIDKAIOUIMX BO3MOXKHOCTH €ro OOHApY)KEHHS.
[enecooOpa3HO pacCMOTPETh BIMSHUE HA JATYUKH OXPAHHOW CHUTHAIIM3AIMU U PA3IMYHbIE BAPHAHTHI UX CTPYKTYP
pa3HbIX HANpaBJECHUH JIBIKEHHs HapylmwuTens. B kauectBe xputepusi oneHKH 3()(EKTHBHOCTH paccMaTpHBAaEMBIX
CTPYKTYp UCIIONB3YeM KPUTEPUH HECOBMECTHOCTH 3(QEKTHBHBIX BO3JCHCTBUI Ha JaTYHUKH.

Jlis OIMHOYHBIX NATYMKOB C HEMepeKpbIBaromrecss 3oHaMu oOHapyxeHus (30) yMBIIIIEHHOE IepeMeleHne
HaApyUIUTENS B PaAUaIbHOM HaIlpaBIeHHUH JIsi naccuBHOro MH(ppakpacHoro natuunka ([TMK) u aist panuoBoaHOBOro
(PB) B TaHTeHUMaJIFHOM MOXET TMPHBOIUTH K CYIIECTBEHHOMY YyMeHblleHnto BO. DToT mnpueM Moxer
WCIIONIb30BaThCsl HAPYLIMTENEM M ISl OTIENBHBIX KAaHAJIOB KOMOWHHMPOBAHHBIX JAaTYMKOB. A Takke M JUIs
COBMEIIICHHBIX.

[Ipu ucnonp30BaHUU Map OJUHOYHBIX PA3HECEHHBIX NATYMKOB C HepekpbiBatoimMucs 30, pacHoNoKeHHBIX B
PA3HBIX MECTaX M OCAMH JIMATPAMM HATIPABICHHOCTH Pa3BEPHYTHIMH 10 OTHOLICHMIO ApYr K apyry Ha 90°, Gymer
Hanpasiienne aBwkeHuss HII, ogmHakoBo 3¢ ¢dexTnBHO OOHapyxkuBaeMoe o0oumMHu aatunkamu. Ho Tarke Oyzer u
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Hanpasienue (paauanbaoe it [TUK u tanrennuansbHoe it PB naTumka), npu ABMXEHUH HAPYITUTENS B KOTOPOM
BO Oyzer mana.

Cumxennss BO npu IBIKEHHH HAPYIIUTENS B TPOM3BOIHHOM HAIPABICHUM MOXXHO M30€XKaTh, UCHONB3Ys BE
Taphl YIOMSHYTHIX PA3HECCHHBIX IaTUMKOB, KAXIas U3 KOTOPHIX pa3BepHyTa Ha 90° OTHOCHTEIBHO APYT Apyra. 10
MO3BONUT 3P (DHeKTHBHO OOHAPYKUTh HAPYIIUTENsS NPH JABWKCHHM BO BCEX HampaBieHHsX. Vcmomb3oBaHue
anroputMa «M» U1 yCTPOKCTB KaK 0 Maphl O3BOIUT COXPAHUTh HU3KYIO BEPOSTHOCTD JIOKHON TPEBOTH.

ANALYZIZ OF SECURITY DETECTORS EFFECTIVENESS UNDER

PASSIVE INFLUENCE OF INTRUDER
Vladimir Volkhonski, Robert Trapsh
Saint-Petersburg National Research University of Information Technology, Mechanics and
Optics

Development and analyzes of alarm security system effectiveness required estimation of probability detection
(PD) of intruder penetration. Especially for critical infrastructure protection due to opportunity of application by
intruder special modes for decreasing of PD. So it makes sense to research influence of different movement
direction of intruder upon alarm security detectors and their structures. As criterion of effectiveness could be used
criterion of influence intruder incompatibility.

For single detectors with non overlap of detection pattern movement direction of intruder in radial direction for
passive infrared (PIR) and tangential direction for microwave (MW) detectors will lead to decreasing of PD.

In case single detectors with overlap of detection pattern which are installed into different places and has
detection patterns with axes oriented on 90° there will be movement direction of intruder with effective detection by
both detectors. But there will be also direction (radial for PIR and tangential for MW) with low PD.

In order to keep high PD for any movement direction of intruder could be used double pair of single detectors
with overlap of detection pattern which placed into different corners and has detection patterns with axes orientation
onto 90° between each of detectors and each pair. Decision algorithm “AND” for each pair of detectors will lead to
low false alarm in addition.

YK 621.395
CHUHTE3 PAIIIOHAJIBHOI CTPYKTYPH
TEJEKOMYHIKAIINHOI MEPEXKI 3A 3AJAHUMU
IMOKA3BHUKAMMU

Banepiu Ilpasuno
BITI HTYY “KIII”

Crartst: 8 cmop, 5 0xcepen.

MerTol0 CTaTTi € PO3riIsi METOIUKH CHHTE3y CTPYKTYpH TejekoMyHikauiiiHoi mepexi (TKM) 3a nmokazHukamu
MiHIMaJIBHOI BapTOCTI Ta CTPYKTYPHOI HAAIWHOCTI, aHaNi3 1 OOTPYHTYBaHHS alrOpUTMIB Ta MeTOIiB cuHTe3y TKM,
MIPE/ICTaBJICHHS. OJIOK-CXEMH alNropuTMy cuHTe3y cTpykTypu TKM. AKTyanpHICTH JaHOi CTaTTi BH3HAYAETHCS
HEeOOXITHICTIO ILlIeHHs 3aBJIaHHS 3HAXOJPKEHHS PI3HMX PalllOHAJILHUX IEPBICHUX TOMOJOTiyHUX cTpykryp TKM i
BHUOOPY NPUHHATHOTO Pe3y/IbTaTy 3 OTPUMAaHOI 03114l pillieHs.

Buniisitots 1Ba KiIacH aJrOpUTMIB Ul BHPILIEHHsS 3aBIaHb cHHTEe3y cTpykrypu TKM: amropurmu crporoi
OIITHMIi3alii Ta alTOPUTMH €BPUCTHYHOTO MoUIyKy. HaiOiblie momupeHHs oepKalld eBpUCTUYHI allTOPUTMH, SIKi B
yMOBax OOMEXKEHHs 4yacy JO3BOJIAIOTH IMPU MOKPOKOBIM 3MiHI 3aJaHOi IEPBICHOI CTPYKTYpPH MEpEeXi Oaepk aTh
BY3BKHI /liania3oH CTPYKTYP, IO 33JJ0BOJIBHSIOTH 3aJJaHUM BUMOTaM.

Oco0JMBICTIO IPEACTABICHOT METOJIUKH € T€, 0 CUHTe3 cTpYKTypu TKM 3amnpornoHoBaHo 3/1CHIOBATH Yy 1Ba
eranu. Ha mnepmiomy erami, Ans 3BYXKeHHS 0ONacTi TNOIIYKYy, CHHTE3YBaTH IIOYAaTKOBY CTPYKTYpY Mepexi,
BUKOPHCTOBYIOUH anroputM Kpackana. JlaHuii anropuT™ Bke Ha MOYaTKOBHX €Tarax CUHTE3Y J03BOJISIE ONEPKATH
CTPYKTYpY, SIKa 3aJ0BOJIbHSIE TIOCTABIIEHMM BUMoraM. Ha apyromy erari [uisi BU3Ha4€HHS PalliOHAIBHOI CTPYKTYpH
Mepexi 3a KpUTepieM MiHIMaIbHOI BapTOCTI Mepexi NMpu BUKOHAHHI BHUMOT JIO 3HAYEHb MOKAa3HUKIB CTPYKTYpPHOI
Ha/liHHOCTI 3aIIPONIOHOBAaHO BUKOPUCTATH METOJ HACHYEHHX TEPETHHIB.

[IpencraBnena O610K-cxeMa alropuTMY OLTBII HAOYHO MOSICHIOE Peati3allilo 3alpOIOHOBAHOT METOJUKH CHHTE3Y
crpykrypu TKM 3a nokasHukamu MiHIMaJIbHOT BAPTOCTi i CTPYKTYpPHOI HaAiHHOCTI.
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CHUHTE3 PAIIMOHAJIBHOM CTPYKTYPBI
TEJEKOMMYHUKAIIMOHHOM CETH 11O 3AJAHHBIM
HOKA3SATEJIAM

Banepuu Ilpasuno
BUTU HTYY “KIIN”

Lenbto cTaThy SBISETCS PACCMOTPEHNE METOAMKU CHHTE3a CTPYKTYpHI TenekommyHuKanonHoi cetn (TKC) mo
MOKa3aTesiIM MHHUMAaJIbHOW CTOMMOCTH M CTPYKTYPHOW HaJEKHOCTH, aHAJINW3 W OOOCHOBaHHME aITOPUTMOB M
MmeronoB cuHTe3a TKC, npencrasieHue Onok-cxembl anroputMa cuHtesa cTpykTypbl TKC. AKTyanbHOCTb AaHHOH
CTaThM  ONpEAENSeTcss HEOOXOAWMOCTBIO  peIleHHs 33Ja4d  HaXOKACHHsS Ppa3IMYHBIX  PalUMOHAJIBHBIX
NepBOHAaYANIBHBIX Tonosorndeckux cTpykryp TKC u BeIOOpa mpueMieMoro pe3ysibraTa u3 HoJy4eHHOT0 MHOXKECTBA
pereHui.

Beimendror aBa kjacca anropuTMOB Ui pelIeHHs 3ajad cuHTe3a CTpykTypel TKC: anroputmsl cTporoi
ONTHUMU3AIMY M aJTOPUTMBI 3BPUCTUUECKOro Ioucka. Haumbomnblee pacnpocTpaHeHUE MONYYWIIM SBPHUCTHYECKUE
aJrOPUTMBI, KOTOpPBIE B YCJIOBUSAX OIPAaHUYEHHUS BPEMEHU IO3BOJSIOT MpPU IOMIArOBOM H3MEHEHUHU 3aJaHHOMN
NIEPBOHAYAIBHOW CTPYKTYpBl CETH IONYyYUTh Y3KUH JHamna3oH CTPYKTYp, VYAOBJIETBOPSAIOUIUX 3aJaHHBIM
TpeOOBAHUAM.

OCOOEHHOCTBIO TPEICTABICHHON METOJMKH SBJSIETCS TO, 4To cuHTEe3 CcTpykTypel TKC mpemmoxeHno
OCYyLIECTBIISITH B JBa dJTama. Ha mepBoM orame, Ui CyXEHHS OOJIaCTH IIOMCKA, CHHTE3UPOBATh HAYAIBHYIO
CTPYKTYPY CeTH, UcTonb3ys anroput™M Kpackana. JJaHHBIN adroput™ yxe Ha HaualbHBIX dTalax CUHTE3a MO3BOJSET
MIOJIYYUTh CTPYKTYpPY, KOTOpasi yIOBJIETBOPSIET MOCTaBICHHBIM TpeOoBaHusM. Ha BTopoM 3Tarie, 1Js onpeseneHus
palMOHAIIBHOM CTPYKTYpPBHl CETH MO KPUTEPUI0 MHHUMAJIbHOW CTOMMOCTH, IIPU BBITOJHEHHH TpPEOOBAHUHA K
3HAYEHUSAM IOKazaTesel CTpYKTYpHOH HaJeKHOCTH, MPEII0KEHO UCIIOIb30BaTh METO/] HACBIIIEHHBIX CEYEHUH.

IpencraBnenHas OJIOK-cxeMa aJIropuTMa 0ojee HAriAIHO OOBACHAET pealu3aliio MPEUIOKEHHOH METOIUKH
cuHTe3a cTpykrypbl TKC mo mokasaTensiM MUHUMAJIBHON CTOUMOCTH U CTPYKTYPHOM HaJA€KHOCTH.

SYNTHESIS OF RATIONAL STRUCTURE OF THE

TELECOMMUNICATION NETWORK ON SPECIFIED INDEXES
Valeriy Pravilo
MITI NTUU “KPI”

The purpose of given article is reviewing of a technique of synthesis of structure of a telecommunication network
(TCN) on indexes of the minimum cost and structural reliability, the analysis and a substantiation of algorithms and
methods of synthesis of TCN, representation of a block diagram of a synthesis algorithm of structure of TCN. The
urgency of given article is defined by necessity of the solving of the task of a finding of various rational initiating
topological structures of TCN and a choice of comprehensible result from the received set of decisions.

There are two classes of algorithms for solving of tasks of synthesis of structure TCN: algorithms of strict
optimization and algorithms of heuristic search. The greatest propagation was received by heuristic algorithms which
in the conditions of time restriction allow at step by step change of the given initial structure of a network, to receive
narrow range of structures which satisfies the given requirements.

Singularity of the presented technique is that synthesis of TCN structureis offered for carrying out in two stages.
At the first stage, for search area narrowing, we have to synthesize initial structure of a network, using algorithm of
Kraskala. The given algorithm at the very begenning of the synthesis allows to receive structure which meets the
case. At the second stage, for determination of rational structure of a network by criterion of the minimum cost, at
performance of requirements to values of indexes of structural reliability, it is offered to use a method of saturated
sections.

The presented block diagram of algorithm explains implementation of the offered technique of synthesis of
structure TCN on indexes of the minimum cost and structural reliability more visually.
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YK 638.235.231 .
INEHTUPIKALISA HEJITHIMHUX PO3CIIOBAYIB 3A PIBHEM
OJHIEI TAPMOHIKHA

Maxcum 3inuenxo, IOpiin 3invkoecokuit, Muxaitno Ilpoxogves
HII] « TE3IC» HTYY «KIII»

Crartst: 9 cmop, 15 0scepen.

[lepcrieKTHBHUM HampsSIMKOM BJIOCKOHAJEHHsI HeniHiiHuX pajmionokaropiB (HP) € mocmipkeHHS BTOPHMHHHX
JIEeMacKylOUnX O3HAaK HaMiBIIPOBIAHUKOBUX HeNiHIHHUX po3scitoBauiB (HPc), mo Oe3mocepennro mokpamarh
eQEeKTUBHICTh BUKOPHUCTAaHHs 3aco0iB HENiHIHHOI pajionokaii B TpOIeci MOMIYKY 3aKIaJHUX IPUCTPOIB.
JlocmipkeHHsT BTOPUHHUX JEMAcKylOUHMX O3HAK CTAa€ MOXJIMBUM 3aBJSIKM aHajli3y BHYTPIIIHIX eQeKTiB Y
HAaITBIIPOBIIHUKOBUX cTpykTypax HPc min wac mii BigHOCHO MOTYXHOrO 30HIytodoro curnany (3C) HemiHiHHOTO
pamionokaropa. CkiaaHuii HamiBnposiguukoBuii HPc mim yac 3oHmyBaHHs BigHocHO moTykHMM 3C HP 3maten
TIEPEBUINIPOMIHIOBATH Y HABKOJNUIIHE CepeNoBUINE KpiM KpaTtHuX rapMoHik uacrotd 3C (y Bumagky
MoHorapMmoHiyHoro 3C abo koMOiHaliffHMX yacToT y BHIaAKy OirapmoHiuHoro 3C) BiacHI KOJMBaHHS, IO B
OUIBIIOCTI BHITAJAKIB € HeKpaTHMMHU rapMoHikamu yactotu 3C HP. Ile moB’s3aH0 3 THM, IO IiJ] Yac 30HIAYBaHHS
BigHocHO moryxHUM 3C HP nHa BAX HenmiHIHHHMX CTPYKTYyp HamiBIpoBiZHHKOBUX HPc 3’sBISIOTBCS IUISHKH 3
HEraTUBHUM IU(EpeHIiaIbHIM OIOpOM, sIKi B TIOEJHAHHI 3 NPUCYTHIMH 3BOPOTHHMH 3B’S3KaMH IMPU3BOIATH J10
camMo30y/KkeHHsT cucTeMH. Yactora Oy/b-sIKOI HEKpaTHOI TapMOHIKHM € BHIIAJIKOBOIO BEIMYHMHOIO, SIKA OCTATHHO
LIBHJKO 3MIHIOETBCS B Yaci, OCKIJIbKH BEIWYMHH IMApaMeTpiB OUIBIIOCTI €JIEMEHTIB €KBIBaJEHTHOI KOJIUBAJIBHOI
CHCTEMHU IIOCTIHHO (IyKTyIoTh TpH Aii BigHocHO motyxuHoro HBY mois. Hacmigkom iHepuidHOCTI mporecy
TeHepyBaHHsS HEKpPAaTHUX TapMOHIK € I0siBa 00JlacTi IETNIEYTBOpEHHsS Ha (YHKIIOHAJIbHIA 3aJIe)KHOCTI PiBHS
(amrutiTym) apyroi rapMoHiku B poscissHomy HPc curnani Biaryky Big piBHa notyxsocti 3C HP. PosrmsHyra
BJIACTHBICTh XapaKTepHa JIuIle /st HarmiBIpoBigaukoBux HPc, a Tomy 11 MOXKHa BUKOPHCTOBYBATH JUIsl BUSIBIICHHSI,
inentudikamii ta snokamizanii HPc y HeminiiiHid pamionokamii. IlimBumieHHs edexTHBHOCTI BHKOpucTanHs HP
JIOCSITAETBCSL 32 PAaXyHOK 3BEACHHS A0 MIHIMYMY 3HA4yIIOCTeH BIUIMBY Takux (DakTopiB SIK: TPHCYTHICTH Y
JIOCITI/PKYBAaHOMY cepefoBHII 3aBagoBuXx MOM-CTpYKTYp; Cy0’ €KTHBHICTH OllepaTropa; MPUCYTHICTh Mapa3uTHUX
TETFOCTOK JliarpaM¥ CHPsIMOBAHOCTI BUITPOMIHIOIOUOi aHTEHH (32 paxyHOK oOMexxeHHs1 piBHs noryxHocti 3C HP).

UJIEHTUOUKALIUS HEJJUHEWHBIX PACCEUBATEJIEN ITO
YPOBHIO OITHOM TAPMOHUKH

Maxcum 3unuenxo, IOpuii 3unvkosckuii, Muxaun Ilpokoghves
HUI] « TE3UC» HTYVY «KIIH»

[lepcriekTHBHBIM ~ HalpaBJIEHHEM COBEPIICHCTBOBAHHMS HEJIMHEHHBIX panuonokaropoB (HP)  sBusercs
HCCIIeJOBAaHUE BTOPHYHBIX JEMACKUPYIOUIMX MTPU3HAKOB MOIYIIPOBOAHUKOBBIX HEMMHEWHBIX paccenBateneii (HPc),
YTO HETOCPEICTBEHHO YIy4IIHT 3()()EeKTHBHOCTh UCIIONB30BAHUS CPEICTB HEIMHEHHON pafoIOKalliK B Tpolecce
MIOMCKa 3aKJIaJHBIX YCTPOMCTB. MccnenoBaHue BTOPUYHBIX AEMACKUPYIOIIUX MPU3HAKOB CTAHOBUTCS BO3MOXKHBIM
Onaromapst aHanu3y BHYTpeHHHX 3((EeKTOB B IOJYNPOBOAHMKOBBIX cTpykTypax HPc Bo Bpems jeiicTBus
OTHOCUTENBHO  MOINHOro  3oHaupytomero curHaza (3C) HemuHedHoro paauosnokatopa.  CIloxHBIH
noynpoBoHuKoBbIii HPc Bo Bpems 3oHmupoBanus otHocutensHO MommHbM 3C HP criocobOeH mnepensiydaTs B
OKpYXaIOLIYI0 Cpely KpoMe KpaTHbIX TapMOoHMK dYactorbl 3C (B cimydae MoHorapMmonmdeckoro 3C wim
KOMOHMHAIIMOHHBIX YacTOT B cirydae Ourapmonudeckoro 3C) coOCTBEHHbIE KOneOaHusl, YTO B OOJIBITUHCTBE CITyYacB
SIBIIAIOTCSL HEKpaTHBIMM TapMoHukamu yactotel 3C HP. D10 cBA3aHO Cc TeMm, 4yTO BO BpeMsl 30HAUPOBAHUS
otHocuTenbHO MomHbIM 3C HP Ha BAX HenuHeMHBIX MOTyNpOBOIHUKOBEIX CTpYKTYyp HPC mosBisioTcs yuacTku ¢
OTpHUIaTENbHBIM U] depeHIIHanbHbIM CONPOTHBICHUEM, KOTOPBIE B COYETAaHUU C MPHUCYTCTBYIOIIMMHU OOpaTHBIMHU
CBSI3IMHM TIPHBOISIT K CaMOBO30YKAEHHIO cHCTeMBl. YacToTa 10001 HEKpaTHON T'apMOHUKH SIBISETCS CIy4allHON
BEIMYMHOM, KOTOpas [IOCTaTOYHO OBICTPO HW3MEHSETCS BO BPEMEHH, IIOCKOJbKY BEJIMYMHBI IapaMeTpoB
OOJNIBIIMHCTBA DJIEMEHTOB 3KBHBAJIEHTHOW KOJE0ATENbHONH CHCTEMBI TOCTOSIHHO (IIYKTYHPYIOT IIpU JEHCTBUH
otHocuTenbHO MomHoro CBY nond. CrneactBueM MHEPIMOHHOCTH MPOLIECCa TeHEpUPOBaHUS HEKPATHBIX TapMOHHUK
SIBIISIETCS TIOSIBJIEHHE 00JacTH NeTiieo0pa3oBaHus Ha (DYHKIIMOHAIBHON 3aBUCHMOCTH YPOBHSI (aMILUTUTYABI) BTOPOU
rapMoHuKu B paccesHHoM HPc curnane otkimuka ot ypoBHsS MomHoctd 3C HP. PaccmorpenHoe CBOWCTBO
XapaKkTepHO JIMIIb s MONXYNpPOBOAHUKOBHIX HPc, a moTtoMy ero MOXXKHO HCIIONb30BaTh Uil OOHApyXEHUs,
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UACHTU(UKAIMY | JToKanu3anud HPc B HenmuHelHOM paauonokarwn. [TopsiieHrne 3h(HEeKTHBHOCTH HUCIIONIb30BaHUS
HP nmocturaercst 3a cueT CBEACHHS K MHHAMYMY 3HAYUMOCTH BJIMSHHSA TaKHX (PaKTOPOB KakK: IMPHUCYTCTBUE B
uccieayeMoi cperae momMexoBblIX MOM-CTpyKTyp; CyOBEKTHMBHOCTH OIEpaTOpa; IPUCYTCTBHUE MMApa3sHUTHBIX
JICTICCTKOB THarpaMMBbl HAaIIPaBJICHHOCTH U3JTyJaroIleii aHTCHHBI (3a cUeT orpaHndeHus yposHs morraoctu 3C HP).

IDENTIFICATION OF NONLINEAR SCATTERERS AFTER THE

LEVEL OF ONE HARMONIC
Maxim Zinchenko, Yuriy Zinkovskiy, Mikhail Prokofiev
SRC "THESIS" OF NTUU "KPI"

Perspective direction of perfection of nonlinear radio-locators (NR) is research of secondary unmasking features
of semiconductor nonlinear scatterers (NS), that directly will improve efficiency of the usage of facilities of
nonlinear radar in the process of search of the mortgaged devices in the field of technical guarding. Research of
secondary unmasking features becomes possible due to the analysis of internal effects in the semiconductor
structures of NS during the action of relative powerful sounding signal (SS) of nonlinear radio-locator. Difficult
semiconductor NS during sounding by relatively powerful SS of NR is capable to re-emit in an environment eigen
oscillations except from the multiple harmonics of frequency of SS in the case of monoharmonic SS or
combinational frequencies in case of biharmonic SS, that in most cases are the aliquant harmonics of frequency of SS
of NR. It is related to that during sounding by relatively powerful SS of NR the areas with negative differential
resistance, which in combination with present feedbacks give rise to self-excitation of the system, appear on current-
voltage diagram of nonlinear semiconductor structures of NS. Frequency of any aliquant harmonic is a casual value
which quickly changes in time, as values of parameters of most elements of the equivalent oscillating system
constantly fluctuate at an action of relative powerful ultrahigh field. The appearance of area of looping on functional
dependence of level (amplitude) of the second harmonic in the scattered by the NS the response signal from the
power-level of SS of NR is the result of the time lag process of generating of aliquant harmonics. The considered
property is characteristic only for semiconductor NS, and that is why it can be used for a discovery, identification
and localization of NS in a nonlinear radar. The increase of efficiency of the NR usage is achived due to taking to a
minimum of meaning of influence of such factors as: being in the investigated medium of obstacle MOM-structures;
subjectivity of operator; presence of parasitic petals of polar pattern radiative antenna (due to limitation of power-
level of SS of NR).

YK 623.486
OLIEHKA IMTOKA3ATEJIEM KAYUECTBA TEXHUYECKOI'O
OBCJHY/KUBAHUA CUCTEM HEHHPEPBIBHOI'O
HNCITOJb30BAHHUA C BPEMEHHBIM PE3EPBOM 11PN
MN3BECTHBIX HAYAJIBHBIX MOMEHTAX PACIIPEJAEJIEHUA
HAPABOTKMU 1O OTKA3A

Jmumpuit Mozuneeuu, bopuc Kpeoenuep, Buxmop Buwinesckuii
BUTHU HTYY , KIIN”, BUKHY

Crartst: 9 cmop, 2 oxycepena.

Y4ér anpuopHOI HEONMpeaeIEHHOCTH MPH MCCICIOBAHUU HAIEKHOCTH M TEXHUICCKOIO OOCITYKUBAHHS CUCTEM
Pa3IMYHOrO LEJIEBOr0 HA3HAYEHHUS TIPECTABIISIET COOOM aKTyalIbHYIO M JOCTATOYHO CIOXKHYIO Po0IIeMy.

OOBEKTOM HCCIICIOBAHMS SBJISIOTCS CHUCTEMBI HEMPEPHIBHOIO HCIONB30BAHUS C BPEMCHHBIM PE3CPBOM, B
YCIIOBUSAX OTPaHUYECHHON MH(popMaImu o GYHKIMU paclpeneicHuss HapabOoTKu 00beKTa 0 OTKa3a, BKIIOYAIOIIUE B
ce0s1 OOBEKT M TIOMOIHAEMBIH pe3epB BPEMEHH, Ul KOTOPHIX IONYYCHBI HOBBIC PACUETHBIC COOTHOIICHHS IS
OIICHKU TPAaHWYHBIX 3HAYCHUH K03 (UIIMeHTa MPOCTOs, K03((HUIMEHTa TEXHHYECKOTO UCIOIb30BAHUSA U CPEIHHUX
VIENBHBIX 3aTPaT, XapaKTeCPU3UPYIONIUX KaYeCTBO TEXHUUECKOTO 00CTYyKUBaHUS.

HamnpagieHuem najapbHEHININX HCCICIOBAHUI B JAHHOW MPEIMETHOW 00JACTH SBIISACTCS MOJMYUCHHE aHATOTHIHBIX
Ppacu€THBIX (HOPMYIT IS CUCTEM 3MU30IUICCKOT0 HCIIOTh30BAHU.
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Y]IK 623.486
OLIIHKA MTOKA3HUKIB SIKOCTI TEXHIYHOT'O
OBCJYTOBYBAHHSI CUCTEM BE3INEPEPBHOI'O
BUKOPUCTAHHS 3 YACOBUM PE3EPBOM MPU BIIOMUX
MOYATKOBUX MOMEHTAX PO3MOALTY HAIIPALIIOBAHHS J10
BIZIMOBU

JImumpo Mozunesuu, bopuc Kpeoenyep, Bikmop Buwiniecokuii
BITIHTYVY ,,KIIl”, BIKHY

OO0J1iK anpiopHOi HEBU3HAYEHOCTI MPU JOCIIKEHHI HAIHHOCTI Ta TEXHIYHOTO 0OCIYrOBYBaHHSI CHCTEM Pi3HOTO
LIBOBOTO TPU3HAYEHHS SIBJISIE COOOI0 aKTyalbHY 1 IOCHTh CKIamHy rnpobiemy. O0'€KTOM JTOCHIPKEHHSI € CUCTEMH
0e3repepBHOr0 BUKOPUCTaHHS 3 TUMYacOBUM PE3EpPBOM, B YMOBax oOMexeHoi iHpopmaii npo GpyHKuii po3mominy
HalpamoBaHHsi 00'€eKTa J0 BiMOBH, IO BKIIOYAE B ceOe 00'€KT i pe3epB 4acy, IO IOMOBHIOETHCS, JJIS SIKHX
OTPUMAaHO HOBI PO3PaxyHKOBI CITiBBiTHOIIEHHS /ISl OLIHKY TPAaHUYHHUX 3Ha4eHb KoedillieHTa IpoCcToro, KoedimieHTta
TEXHIYHOTO BHKOPHCTAHHS 1 CEpPEAHiX MUTOMUX BUTPAT, SIKI XapaKTEPH3YIOTh SIKICTh TEXHIYHOTO OOCIYrOBYBaHHSI.
HampsiMkoM mopaipIux AOCTIDKEHb y JaHIM HpenMeTHiN o0ylacTi € ofep)KaHHS aHAJIOTIYHHX PO3PaXyHKOBHX
(opMyn JUIsl CHCTEM eMi30MUYHOr0 BUKOPHCTAHHSI.

YK 623.486
EVALUATION OF QUALITY PERFORMANCES OF TECHNICAL
MAINTENANCE SYSTEMS OF CONTINUOUS USE WITH
RESERVE TIME AT A KNOWN INITIAL MOMENTS OF TIME TO

FAILURE DISTRIBUTION
Dmytro Mogylevych, Borys Kredentser, Vyctor Vyshnivsky
VITI NTUU “KPI”, VIKNU

Accounting of prior uncertainty in the study of reliability and maintenance of systems for various applications is
relevant and sufficient challenge.The object of investigation of the continuous use of the temporary reserve includes
facilities and replenish reserve time, for which the new settlement ratio for the boundary values of the coefficient
estimates downtime, technical utilization ratio and average unit costs, characterize the quality of service in conditions
of limited information on distribution function of the operating time of the object in advance.Direction for further
research in this subject area is to provide similar systems design formulas for occasional use.
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