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AJI'OPUTM HPOI'HO3YBAHHA TEXHIYHOI'O CTAHY
KOMILJIEKCHUX CUCTEM 3AXUCTY IHOOPMAIIII

€ezenin Ieanuenxo, Bonooumup Xopowro, IOnia Xoxnauosa
Hayionanvuuii Asiayivinuii Ynisepcumem

Cmamma: 8 cmop., 7 0xcepen.

[IporHo3yBaHHs TEXHIYHOTO CTaHy CKJIAJHUX CHCTEM — CKJajaHa i OararoruiaHoBa 3amada. CHCTEMH 3aXHCTY
iH(opMaIlil BiTHOCATH 10 CKJIaHUX TEXHIYHUX cUcTeM. ToMy mpoliecH, 1o BiAOyBaroThC B iHPOpMaliiiHiil Oe3merri
(IB), BigHOCATBCS 10 CKJIAJHUX, OaraTOBUMipHUX, TMHAMIYHUX, HECTAIlIOHAPHUX, AKTUBHHX (IIJIECTIPSIMOBAHHUX ), IO
Ha/I3BUYaliHO YCKJIaTHIOE 3aBaHHs IPOTHO3YBaHHS IIOKa3HUKIB KOMILIEKCHHUX cucTeM 3axucTy indopmarnii (KC3I).

HeRig'eMHOIO CKIIAIOBOIO 3aBlIaHb YIPAaBIiHHS (ONTHMATIBHOI'O, aBTOMAaTH30BAHOrO a00 Ha PiBHI MPUHHATTS
pieHp) € moOymoBa MoOJeNel, sSKi OMHCYIOTh a00 MPOrHO3YIOTh MOBEMIHKY IiJICUCTEM, IPOIECIB 1 CHCTEMHU B
uitoMy. Y 3arajJbHOMY BHIAJIKY Ul OTPHMaHHS MaTeMaTHYHOI MOJIeJi HeoOXiTHO BUOpATH 11 CTPYKTYpY 1 OLIHUTH
rnapamerpu, TOOTO BHUPINIMTH 3aBJaHHA CTPYKTypHOI imeHTudikauii. CrpykTypHa ineHTHU]iKamis gaii
PO3TIISIATUMETHCS K 3aBJIaHHS MOUTYKY CTPYKTYPH MOJIENi 1 MiHIMaJIbHOI ANCIIEpCii HOMHJIKH MPOTHO3yBaHHSI.

Binbrmicte MeTOmiB MOOYIOBAaHO Ha pPI3HHMX MIAXOAaX, IO YCKJIATHIOE TMOPIBHAJIBHUN aHalli3 yMOB iX
edexkTuBHOro 3acrocyBanus. J{ist 3amau ynpasminas B KC3I BayKIMBO CTBOPIOBATH MOJEINI 3 MEHIIOK MOMHUIIKOO
NporHo3yBaHHs. Lle € 0CHOBOIO /1S MOPIBHAHHS €(PEKTUBHOCTI iICHYFOUHX ITiIXO/IiB.

Mera Takoro WiIXOAy — BHSBJICHHS IPHUXOBAaHWX 3aKOHOMIPHHX MPUYMHHO-HACTIJKOBUX 3B'S3KIB MiX
eJIeMEHTaMU JIOCIIDKYBaHHX MPOIECIB HA OCHOBI CTATHCTHYHHX JaHUX, B KUX Il 3B'SI3KH 00'€KTUBHO BiJOOpaKeHi.

AXTyanpHOIO € mpo0iieMa po3poOKH aNrOpUTMY CTPYKTYPHOI ineHTH(IKAIIl TPOrHO3YIOUMX MOZEIel 3 METOI0
CTBOPCHHS aBTOMATH30BAHHUX CIIOCOOIB ONTHMAJBHOI'O BHOOPY CTPYKTYPH MOJCNIEH CKIaJHUX OO'€KTIiB 3a
BUOipKamM# 0OMEXEHOro 00'eMy B yMOBaX HEIIOBHOTH iH(popMalii.

3anpornoHoBaHO BUPILIEHHS i€l 3aJa4i 3TiJHO 3 iJeO0JIOTi€l0 METOy IpyrnoBoro oomiky aprymeHtis (MI'VA).
JouineHicth BukopucTanHsi MI'Y A TOSICHIOETBCSI TUM, 1110 B HBOMY PEajli3yloThCs ITepaliiiHi CXeMU YCKIIAJIHEHHS
MoJieed. Y CKIaqHeHHsT MOAeNeH BiJ psay 1O Py CeleKlii BilIOYBa€ThbCs 32 paXyHOK «CXPEIIyBaHHs» KPalluX
MOJIeJIeH MOIEePEAHBOTO PSAY.

Awnaniz KpuTepiiB i METOJiB IOKa3aB, IO IS MOOYAOBHM MaTeMaTHYHOI MOJENI HEJiHIHHOI perpeciiiHol
3aJIeKHOCTI JIOLIJIEHO BUKOPUCTOBYBATH:

a) MI'Y A meron nepebopy Mofienel;

0) MeTo/ HalMEHIIUX KBaJpaTiB i METO/ MOAYJIIB SIK METO/IM OLIIHKHU ITapaMeTpiB MOJEIIeH;

B) KpHTepii 3aJMIIKOBOI CYMH KBaJIpaTiB, PETYISPHOCTI, KOB3alOYOTO KOHTPOIIO — JUI OIHKH SIKOCTI
OJIep)KYBaHUX MOJIEIEH.

Oco0JIMBICTIO TIPOITOHOBAHOT'O AJITOPUTMY €:

1) GaraToeTamnHiCTh NOUIYKY MOJIEITi;

2) HoIIyK MOJIEINI SIK y KJIacl JIHIHHKUX, TaK i B KJIaci HENMTHIMHUX 32 BXiJHUMH 3MiHHUMHU MOJIEJICH;

3) mpuiioMH BHKIIOYEHHS OKPEMHX WIEHIB KpaIIOro OKPEMOro OMUCY 1 Ha OCHOBI LLOTO — PO3MIMPEHHS
0a3uCcHOro HabOpy apryMEHTIB;

4) onTuMmanbHa 3a OOYMCIIOBAaJIBHUMHM 3aTpaTtaMu JUisl iTepaliiHux anroputMiB MI'VA cxema po3paxyHKyY
KPHUTEPII0 KOB3aIOYOTr0 iCIHTY;

5) MOXJIMBICTh OIIHIOBATH KOE]INI€HTH B MOJAEIAX SK 32 METOJIOM HalMEHIIMX KBaJIpaTiB, TaK 1 32 METOAOM
HaMEHIIUX MOJYIIIB.

Kpim Ttoro, anroputm mo3Bonsie nporrosyBatu TexHiuHuid cran KC3I, a 11e B cBOIO 4epry Jae MOXIIHMBICTh
3a0e3MeuyBaT HEOOXiMHUIT piBeHb 1H(OpPMAITIHHOT Oe3MeKH 00'€KTIB Pi3HUX KITACiB, CKIAIHOCTI 1 IPU3HAYCHHS.
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AJI'OPUTM HPOTI'HO3UPOBAHUSA TEXHUYECKOI'O
COCTOAHUA KOMIVIEKCHBIX CUCTEM 3ALIUTHBI
NHOOPMALIMAN

Eecenun Heanuenko, Bnaoumup Xopowxo, IOnus Xoxnauesa
Hayuonanonviti Asuayuonnwiii Ynusepcumem

[IporHo3upoBaHHe TEXHUYECKOTO COCTOSHHS CJIOMHBIX CUCTEM — CIIOXKHAsi 1 MHOTOIUTaHOBas 3ajada. CucreMbl
3alMThl MH(POPMAIMKA OTHOCST K CJIOXKHBIM TEXHHYECKUM cUCTeMaM. [103ToMy Mpomecchl, MPOUCXOASIINE B
nHpopmanmonHoii 6e3onacuoctu (Mb), oTHOCITCS K CIIOKHBIM, MHOTOMEPHBIM, IWHAMUYECKHM, HECTAIIHOHAPHBIM,
aKTHBHBIM  (LIEJICHANPABJICHHBIM), YTO YPE3BBIYAHHO YCIOXKHIET 3a/Jady NPOTHO3UPOBAHMS IIOKa3aTesei
KOMIUIEKCHBIX CUCTeM 3anuThl nHpopmamuu (KC3N1).

HeoTsemiieMoii cocTaBHOW 4acThiO 3a/1a4 YIPaBIeHUs (ONTUMAaIbHOIO, aBTOMAaTH3HUPOBAHHOTO MM Ha YPOBHE
TIPUHSATHS PELICHHH) SBISETCS TOCTPOCHHE MOENEH, ONMMCHIBAIOIINX HIIH IIPOrHO3UPYIOIINX TTOBEICHHE TTOJICHCTEM,
MIPOLIECCOB U CHCTEMBI B LIelIoM. B o0mieM ciaydae Aiis MONMydeHHs: MaTeMaTHYECKOW MOJIENTM HEOOX0ANMO BBIOPATh
€e CTPYKTYpy W OLIEHMBATh INapaMeTpbl, TO €CTh pellaTh 3aJadd CTPYKTypHOW wuaeHTH(uKaimu. CTpyKTypHas
uaeHTU(HUKAIUs HaMu OyJIeT paccMaTpUBaThCs KAk 3ajada IMoucKa CTPYKTYPhI MOJIETN M MUHUMAJIbHON JNCIIEPCUU
OLIMOKH MTPOTHO3UPOBAHUSL.

BonbIIMHCTBO METOJOB MOCTPOSHO Ha PA3JIUYHBIX MOAXOAAX, YTO 3aTPYIHSET CpPaBHUTEIBHBIA aHaJIH3
omnpeneNneHus ycnopuil ux a¢dexrusuoro npumenenus. s 3amad ynpasierus B KC3U BaxxHO co31aBaTh MOJIEIH C
MeHbIIEH OIMOKOM MPOTrHO3UPOBAHUS. JTO SIBISETCS OCHOBOW I CpaBHEHUS 3((EKTHBHOCTU CYIIECTBYIOIIMX
TIOAXO/IOB.

Ienp Takoro momxoma - BBISBIEHHE CKPBITHIX 3aKOHOMEPHBIX MPUYMHHO-CIIEACTBEHHBIX CBSI3ed MEXIy
9JIEMEHTAMHU HCCIIEAYEMBIX TPOIECCOB HA OCHOBE CTATHCTUYECKHX JAHHBIX, B KOTOPBIX ATH CBS3U OOBEKTUBHO
OTpaKCHBI.

AXTyanpHOM sBIsieTcsl TpoOiieMa pa3paboTKW alropuTMa CTPYKTYPHOH HICHTH(HMKAIMU ITPOTHO3UPYIOUINX
MoOJIeJIel C LENBI0 CO3JaHMsl aBTOMATU3UPOBAHHBIX CIOCOOOB VIS ONTUMAaJIBLHOTO BBIOOpAa CTPYKTYpHI MOJENeH
CJIOXHBIX OOBEKTOB 110 BEIOOPKaM OrPaHUUEHHOI'0 00beMa B YCJIOBUSIX HEMOIHOTHI MH(OPMAIIUH.

[peamnonoxeHo pelieHre 3TOH 3aJa4d B COOTBETCTBUH C HJIEOJIOTHEH METoJa TPYMHIIOBOrO y4era apryMEHTOB
(MI'YA). Lenecoobpaznocts ucnonb3zoBanuss MI'YA o0bsCHsETCS TeM, YTO B HEM pEasM3YIOTCSl UTEepaluOHHbIE
CXeMbl OCJOXHEeHHs Mopened. OCIOKHEHUs Mopaeied OT psAa K psIy CelNeKUUH NPOUCXOOUT 3a CHET
«CKpEIINBaHUS JIYYIIUX MOJIENEH MpeabIIyIero psja.

AHanu3 KpuTepHeB W METOJOB NOKa3al, YTO JUIS IOCTPOCHHS MaTeMaTHYeCKOW MOJEIH HeIWHEHHOH
perpeccuoHHON 3aBUCUMOCTH LIEJIECO00pa3HO UCIIOb30BATh:

a) MI'Y A B kauecTBe MeTO/a Iepedopa MOoJEIeH;

0) METOl HAMMEHBIINX KBaJPaTOB U METO/I MOAYJIEH B KaUeCTBE METO/IOB OLIEHKH MapaMeTpOB MOJIEIIEH;

B) KPHUTEpUH OCTATOYHOW CYMMBI KBAaJpPaToOB, PETYISIPHOCTH, CKONB3SIIET0 KOHTPOJISL Ul OLEHKH KadecTBa
MOTY4aeMbIX MOJIEIIEH.

OCO0EHHOCTBIO MPEIIaraeMoro aJirOpUTMa SIBJISIETCSL:

1) MHOT'03TAITHOCTH TTOMCKA MOJIEIH;

2) IOMCK MOJIENH KakK B KJlacce JMHEWHBIX, TaK U B KJIacce HEJTMHEHHBIX M0 BXOIHBIM MIEPEMEHHBIM MOJIENEH;

3) IpUEMBI UCKITIOUEHHSI OTIENFHBIX WICHOB JIYYIEro YacTHOTO OMKMCAaHMS W Ha OCHOBE JTOrO — PacHIMpEeHHe
6a3ucHOro Habopa apryMeHTOB;

4) onTHMaNbHasl 10 BBIYUCIIUTEIBHBIM 3aTpaTaM HTEpalMOHHBIX alroputMoB MI'YA cxema pacdera KpUTEpHUs
CKOJIB3SILETO SK3aMeHa;

5) BO3MOXKHOCTH OLIEHHBATh KO3(D(UIMEHTHI B MOJENSAX KaK 10 METOAY HauMEHBIIMX KBaJpaToB, TaK U II0
METOJly HAMMEHBIINX MOAYJIEH.

Kpome Toro, aaroput™ mo3BojseT NporHo3upoBaTh TexHuueckoe cocrostaue KC3U, a 310 B cBOIO ouepenp AaeT
BO3MOXKHOCTBb 00€CHe4YrBaTh HEOOXOAWUMBIH YpOBEHb WH(OPMAIMOHHOW O0E30IaCHOCTH OOBEKTOB pPa3IUYHBIX
KJIACCOB, CJIO)KHOCTH Y Ha3HAUCHUSL.
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PREDICTION ALGORITHM TECHNICAL STATE OF COMPLEX

SYSTEMS OF INFORMATION

Yevgeny Ivanchenko, Viadimir Khoroshko, Julia Hohlacheva
National Aviation University

Prediction of the technical condition of complex systems is complex and multifaceted problem of information
security systems are complex technical systems. Therefore, the processes taking place in the information security
(IS), are complex, multidimensional, dynamic, time-dependent, active (focused), making it extremely difficult task of
forecasting performance of integrated security systems (KSZI).

An integral part of the management tasks (optimal, automated, or at the level of decision-making) is to construct
models that describe or predict the behavior of sub-systems, processes, and systems in general. In general, to obtain a
mathematical model to choose its structure and to estimate the parameters, that is, to solve the problem of structural
identification. Structural identification of us will be treated as the problem of finding the model structure and the
minimum variance of the prediction error.

Most of the methods is based on different approaches, which complicates the comparative analysis to determine
the conditions of their effective application. As for the problems of governance in KSZI important to create a model
with a smaller prediction error, it is the basis for comparing the effectiveness of existing approaches.

The purpose of this approach - identifying hidden patterns of cause-effect relationships between the elements of
the investigated processes on the basis of statistical data, in which the connection is objectively reflected.

The actual problem is the structural identification algorithm development of predictive models for the creation of
automated methods for selecting the optimal structure of the complex object models for samples of limited volume in
conditions of incomplete information.

We consider this problem in accordance with the ideology of the group method of data handling (GMDH). The
feasibility of using GMDH because it implemented iterative schemes complication models. The increasing
complexity of the models from row to row selection is due to "crossing" of the best models of the previous row.

Analysis of criteria and methods showed that the mathematical model of the nonlinear regression dependence
should be used:

a) GMDH as a method of sorting models;

b) the method of least squares method as a method of modules rated model parameters;

a) the criteria for the residual sum of squares, regularity, cross-validation to assess the quality of the models.

Feature of the proposed algorithm is:

1) multi-stage search model;

2) The search for a model in the class of linear and non-linear in the class of the input variables of the model;

3) techniques to exclude certain members of the best descriptions of the private and based on this extension of the
basis set of arguments;

4) optimal with respect to computational cost for iterative algorithms GMDH calculation scheme criterion sliding
examination;

5) the ability to estimate the coefficients of the model as the method of least squares, and the least modules.

In addition, the algorithm can predict the technical condition KSZI, and this in turn enables us to provide the
required level of security of objects of different classes, the complexity and purpose.

Literatura: 1. Tikhonov A. N. Metody resheniya nekorrektnykh zadach / Tikhonov A. N., Arsenin V. Ya. — M.
Nauka, 1974. — 458 s. 2. Osnovy ekonomicheskogo i sotsial'nogo prognozirovaniya / Pod red. Mosina N. — M.
Vysshaya shkola, 1985. — 386 s. 3. Begma T. V. Matematichni modeli funktsionuvannya skladnikh sistem / Begma T.
V., Kapustyan M. V., Khoroshko V. O. / Visnik SNU im. V. Dalya, Ne7(161), 2.1, 2011. —S. 252—263. 4. Vuchkov 1.
Prikladnoy lineynyy regressionnyy analiz / Vuchkov L., Boldzhneva L., Salakov YE. — M.: Finansy i statistika, 1987.
— 239 s. 5. Stepashko V. S. Metody i kriterii resheniya zadach strukturnoy identifikatsii / Stepashko V. S., Kocherga
Yu. L. // Avtomatika, Ne5, 1985. — S. 29-37. 6. Sarychev A. P. Resheniye problemy razbiyeniya v MGUA pri raschete
kriteriya regulyarnosti v usloviyakh aktivnogo eksperimenta / Sarychev A. P. // Avtomatika, Ne4, 1989. — S. 19-27. 7.
Golovan'S. M. Osnovi nadiynosti informatsiynikh sistem / Golovan' S. M., Korneyko O. V., Petrov O. S., Khoroshko
V. O., Shcherbak L. M. — Lugans'k: Vid. «Naulidzh», 2012. — 335 s.
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V]IK 004.924:534.6.08
MATEMATHUYHA MOJEJIb 3MIHU TAPAMETPIB BOJJTHOI'O
CEPEJOBHIIA SIK KAHAJIY TPAHCJISILII MOBHOBOI
TH®OPMAIIII, IO 3HIMAETHCS

Onena Azapenxo, Muxaiino /isizinwk, IOnia I'onuapenxo, /Imumpo I'onuapenko
CegacmononbcobKuil HAYioHANbHUL YHigepcumem s10epHoi enepeii ma npomMucio80cmi

Cmamms: 6 cmop., 3 0xcepena

3HiMaHHs MOBHOI iH(OpMaIlii B 3aralbHOMY BHITaJIKy 3BOAMTHCS JO PIIIEHHS OKPEMHUX 3aBJaHb: Oe3rnocepenHs
peectpatiss MiKpPOQOHHUMH IPUCTPOSIMH, TPAHCISIMIS MEPETBOPEHUX CUTHAIIB 10 NPHUHMAIBHOTO IPHCTPOIO,
MIEPETBOPEHHSI OTPUMAaHUX CHTHAJIB y BUJI, HEOOXiAHOMY 3JIOBMHCHUKOBI. TpaHCIALIS MEpEeTBOPEHUX CHIHAIIB
MOXe€ 3/IHCHIOBATHCS 110 KOHCTPYKTHBHUX KOMYHAJIBHUX CHCTEMaX, BOY/JIOBaHUX B aIMiHICTPATHBHUX U KHUTIOBHX
OymiBIAX Ta CIEIliali30oBaHMX cHopyaax. TyT B cHCTeMaX BOH03a0C3IICUCHHS, BOASHOKI MOXKEKHOIO 1 BOITHOIO
cHCTeMax OIAIIOBAHHS MOXKE 3JIHCHIOBATHCS PETPAHCISILIS IUIIXOM MOJIYISAIIT BHCOKOYaCTOTHOI'O aKyCTHYHOIO
CHTHaJy MOBHOIO iH(pOpMaIli€to, 110 3HIMa€eThcsl. Ha mommpeHHs: BHCOKOYaCTOTHOTO aKyCTHYHOTO CUTHAITY MOXKYTh
BIUIMBATH CTOPOHHI JOMIIIKH, IO MOTPAITMIN B OJIHY 3 BOJSHHX CUCTEM, BUKOPHCTOBYBAHUX JUTS TPAHCIISLIT JaHUX,
CIOTBOPIOIOYH TIepefaBaHi cuUrHaigu. PimeHHs momiOHOi 3amadvi, a came, 3MiHa MIBHAKOCTI 3BYKY 3aJIeXKHO BiJ
KIUJIBKOCTI JIOMIIIIKH, BiTHOCHTBCS JIO KJIACy 3aBJIaHb MAaTeMaTUYHOI (Pi3HKH 1 BUPIIIYETHCSI HAOIMKEHUMU METOAAMHU.

OTpuMaHi pe3yJlbTaTH MOKa3yIOTh, 10, HE3aJIEKHO BiJl BIACTUBOCTEH NOMIIIKHM, ii HAasBHICTH NMPHU3BOIUTH I10
3MEHILEHHS] IIBUAKOCTI 3BYKY Yy BOJi, NPUYOMY BEJIMYMHA I1i€i 3MiHM TPONOpLiHA KOHIEHTpamii JTOMIIIKH.
OTprMaHa MaTeMaTu4Ha MOJENb IOKa3ye, MO Uil BUPIMICHHS 3aBJaHb MPOTUAI peTpaHCiALii JaHUX MO BOAHOMY
KaHaJly HeOOXiZTHO BBOIUTH JIOMIIIKH, sIKI BUKIMKAIOTh 3MEHIIEHHS IBHJKOCTI 3BYKY 1 CIIOTBOPEHHSI IepeiaBaHol
inpopmanii. [lpuknamamu mogiOHUX Ai MOXYTh CIYKUTH YCTaHOBKAa aHTHKOPO3IMHHMX NPHUCAJIOK B CHUCTEMH
BOJSTHOTO OMNAJIOBaHHS ab0 CTBOpPEHHS y BojoiMax oOiacted aepamii - MOBITPSIHMX OyJIBOAIIOK, NUIIXOM
HaTHITaHHS MOBITPS Y BOJHE CEPEIOBHUIIIE 32 JIOIOMOI'0OI0 KOMIIPECOopa.

MATEMATHUYECKAS MOJIEJIb UBMEHEHUS IAPAMETPOB
BOJHOM CPEJbI KAK KAHAJIA TPAHCJISIIIUA
CHUMAEMOM PEYEBOI UHO®OPMAIINN

Enena Azapenko, Muxaun /Jlususzuniok, IOnus I'onuapeuxo, Imumpuii I'onuapenko
Cegacmononbckutl HAYUOHATIbHBLIL YHUBEPCUMEM S10EPHOU IHePSUU U NPOMBIULIEHHOCU

CreM peueBoil mH(pOpManuu B OOIIEM CIydae CBOJHMTCS K PEHICHHIO YacTHBIX 3allad: HeroCpeACTBEHHAs
perucTparnys MUKpOQpOHHBIMU YCTPOWCTBAMH, TPAHCIAHS MPE00pa30BaHHBIX CUTHAJIOB K IPHEMHOMY YCTPOMCTBY,
npeoOpa3oBaHye MOJYIEHHBIX CUTHAJIOB B BHJE, HEOOXOAMMOM 3JIOYMBIIUICHHUKY. TpaHCIsIus IpeoOpa3oBaHHBIX
CUTHQJIOB MOXET OCYIECTBIAThCS IO KOHCTPYKTHBHBIM KOMMYHAJbHBIM CHCT€MaM, BCTPOECHHBIM B
QIMUHUCTPATUBHBIX M JKWIBIX 3JaHUSIX U  CIEIUAIU3UPOBAHHBIX COOPYXKEHHMAX. 3JeCh B CHUCTEMax
BoJ00OECTICUeHH s, BOASHON ITOKAapHOW M BOISHOM CHUCTEMaxX OTOIUICHUS MOXKET OCYLIECTBIISATHCS PETPAHCISLUS
IyTeM MOAYJSIHMU BBICOKOYACTOTHOTO aKyCTHYEeCKOI'O0 CHTHAla CHUMaeMod pedeBoi wuH(popmanued. Ha
pacnpocTpaHeHHE BBICOKOYACTOTHOTO AaKyCTHYECKOI'0 CHUTHAajla MOTYT OKa3blBaTh BO3AEHCTBHE ITOCTOPOHHUE
IIPUMECH, MONIABUINE B OJHY U3 BOASHBIX CHCTEM, UCIOIb3YEMBbIX JJI TPAHCIALMU JAHHBIX, UCKaXas MepeaaBacMble
curHajibl. PemeHue mofoOHOW 3amadn, a MMEHHO, U3MEHEHHE CKOPOCTH 3BYKa B 3aBUCUMOCTH OT KOJIHYECTBA
MIPUMECH, OTHOCHTCS K KJIacCy 3a/1a4 MaTeMaTHueCKOi (PU3UKH U penraeTcs NpUOINKEHHBIMUA METOAAMHU.

[TonydeHHble pe3yabTaThl MOKA3BIBAIOT, YTO, HE3aBUCHUMO OT CBOMCTB NpUMECH, €€ Haludyue NPHUBOIUT K
YMEHBIICHUIO CKOPOCTH 3ByKa B BOJE, IPUYEM BeJIMYMHA 3TOIO M3MEHEHHS INPONOPIHOHAJIBHA KOHIIEHTPALUU
npuMecH. IlomydeHHass MaTeMaTHueckash MOJENb IIOKa3bIBaeT, YTO Ui pelleHHs 3a7ady NpOTHBOAEUCTBUS
PETpaHCISIMU JaHHBIX MO BOXHOMY KaHally HEOOXOAWMO BBOJAWTH MPHMECH, KOTOPHIE BBI3BIBAIOT yYMEHBIICHHE
CKOpPOCTH 3BYKa U HCKakKeHHe MepenaBaeMoll mHpopmanuu. [ITpumepamu mogoOHBIX AEHCTBUI MOTYT CIYXXKUTh
YCTaHOBKAa aHTHKOPPO3MHMHBIX IPUCANOK B CHUCTEMBbI BOJSHOIO OTOIUIEHUsI WJIM CO3JlaHHME B BoJoeMax oliacTei
a’paluy — BO3AYIIHBIX MY3bIPHKOB, yT€M HarHETaHUs BO3yXa B BOIHYIO CPEIy C MOMOIIBIO KOMIIPECCOpa.
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MATHEMATICAL MODEL OF CHANGE PARAMETERS OF THE
WATER ENVIRONMENT AS A BROADCAST CHANNEL TO
SHOOT THE SPEECH INFORMATION

Elena Azarenko, Michael Divizinyuk, Julia Goncharenko, Dmitry Goncharenko
Sevastopol National University of Nuclear Energy and Industry

The output of speech information in general case is taken to the decision of private tasks : direct registration by
microphonic devices, translation of regenerate signals to the takers-off, transformation of the got signals to the kind,
necessity to the malefactor. Translation of regenerate signals can come true on the structural communal systems
built-in in administrative and dwellings building and specialized building. Here in the systems of BogoobecneucHus,
by an aquatic fire and aquatic systems of heating retransmitting can come true by modulation of high-frequency
acoustic signal the taken off speech information. On distribution of high-frequency acoustic signal can render
influence strangers admixtures, getting in one of the aquatic systems used for translation of data, distorting
transferrable signals. Decision of similar task, namely, change of speed of sound depending on the amount of
admixture, behaves to the class of tasks of mathematical physics and decides close methods.

The got results show that, regardless of properties of admixture, her presence results in diminishing of speed of
sound in water, thus the size of this change is proportional to the concentration of admixture. The got mathematical
model shows that for the decision of tasks of counteraction of retransmitting of data on a water channel it is
necessary to enter admixtures which cause diminishing of speed of sound and distortion of transferrable information.
The examples of similar actions can serve as setting of antirust additives in the systems of the aquatic heating or
creation in the reservoirs of areas of airing - air phials, by air-blasting in a water environment by means of
compressor.

Literatura 1. Metody i sredstva zashchity informatsii / S .V. Lenkov, D. A. Peregudov, V. A. Khoroshko. — Kiyev:
ARIY, 2008. — T. 1. — 464 5. 2. Azarenko E. V. Razrabotka matematicheskoy modeli sinkhronnykh izmereniy / E V.
Azarenko, Yu. Yu. Goncharenko, M. M. Divizinyuk i dr. // Sb. nauk. prats' SNUYAEtaP. — Vip. 1(37). — Sevastopol':
SNUYAEtaP, 2011. — S. 225 — 231. 3. Divizinyuk M. M. Razrabotka matematicheskoy modeli identifikatsii slozhnykh
akusticheskikh signalov // M. M. Divizinyuk, E. E. Smychkov, V. V. Shilin i dr. // Sb. nauk. prats' SNUYAEtaP. — Vip.
2(38). — Sevastopol': SNUYAYEtaP, 2011. — S. 257 — 261.

YK 681.391
AHAJIN3 U MOAEJIUPOBAHUE PE3YJIBTATOB
APTUKYJIILIUOHHBIX UCITBITAHUH

Anexcandp Apxunoe, Enena Apxunoea
Hayuonanvnviti mexnuueckuii ynueepcumem Yxpaunot "KITH"

Cmamos: 7 cmp., 9 ucmounukos.

Paccmorpena 3amaua aHanu3za M 0OpaOOTKM JaHHBIX apTUKYJISLIUOHHON SKCHEPTH3bI, MOJYYEHHBIX OpHranoin
ayJIMTOPOB NPU pacrio3HaHuU (parMeHTOB peueBOil MH(pOpMaIK (CJIOB apTHKY/SAILMOHHBIX TaOIHI[) C aJJUTHBHO
HAJIOKEHHBIM Ha HUX IIYMOM, WMHTHPYIOUIMM BIHSHHE Mackupymoomied mnomexu. [IpemnoxkeHa omucaTeibHas
MOJIETIb TIpOIlecca BO3HHKHOBEHUS OIIMOOK y ayauTopa IPH paclo3HABAHUM MM HCKAKEHHBIX MAaCKHPYIOIIEH
MIOMEXOH CJI0B. MoJIesIb MO3BOJISIET HA KAUYECTBEHHOM YPOBHE MHTEPIPETUPOBATH OCOOEHHOCTH M XapaKTEPUCTHKHU
OUIMOOK ayauTopa, OOBCHUTH (pOpMY 3aKOHA pAaCIpEeNeHUs MOTPEHIHOCTE OLEHOK pa300pYMBOCTH M B psilie
cllydaeB MOXKET OBITh HCIIONBb30BaHAa Uil IOCTPOEHHsS aNMPOKCHMATHBHONH MaTeMaTHYeCKOW MOJENIU HSTOro
pacripesieneHusl.

[Ipenmonaraercs, YTOo JAEHCTBUTENBbHBIH MEXaHW3M BO3HHKHOBEHHS OHIMOOK ayJUTOPOB  peau3yeT
CIIOKHO(QOPMAIN3YEMYIO 3aBUCHMOCTh HMX HMHAMBUAYaJbHBIX KAauyeCTB OT YPOBHS M XapaKTEPUCTHK IIYMOBOI'O
MaCKHPYIOIIETO CHUTHAJIA, CBS3aHHYIO C (PU3MOJOrMYECKHUMH MapaMeTpaMu U IMOIMOHAILHO-UHTEIIEKTYaIbHBIMU
CBOMCTBaMH ayJUTOPOB. B 3TOM ciy4ae NOIrpeNIHOCTh OIEHOK CJOBECHOW  pa30Op4YMBOCTH IOTYUHSETCS
HOPMAaJIbHOMY 3aKOHY CO CITy4aiHBIM CpeIHHMM KBaJpaTH4YECKHM OTKIIOHEHHEM, PaCIpeleNIeHHBIM I10 3aKOHY Panest.

[IpuBeneHsl amnNpOKCMMAaTHBHBIE MaTeMaTHYECKUE MOJEIH 3aBUCUMOCTEH CIIOBECHOH pa300p4YMBOCTH U
Cpe/IHEeKBaIpaTHUECKOM IOTPEIIHOCTH €€ OILIEHMBAHUS OT 3HAaYeHHH WHAWKATOPHBIX MEPEMEHHbIX, ONpPEesieMbIX
HEIMOCPEICTBEHHO MO JaHHBIM apTUKYJISIIHOHHBIX UCIIBITAHHUH.
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AHAJII3 1 MOAEJIOBAHHSA PE3YJIBTATIB
APTUKYJIAUINHUX BUITPOBYBAHD

Onekcanop Apxunos, Onena Apxunoesa
Hayionanonuit mexuiunuu ynieepcumem Yxpainu "KII1"

PosrnsinyTo 3amady aHamizy i 0OpoOKM JaHUX apTUKYJISLIHHOI €KCIEepPTHU3H, OTPUMAHUX OpUra/ior0 ayJauTOpiB
IIpY pO3Mi3HaHHI ()parMeHTiB MOBHOI iH(popMalii (CIiB apTHKY/SIIHHUX TaOJINIb) 3 aIUTUBHO HAKIIQJAEHUM Ha HUX
LIYMOM, II[0 IMITY€e BIUIMB MacKylO4oi 3aBa/id. 3alpOIOHOBAHO OMKMCOBY MOJIENb MPOLIECY BUHUKHEHHS TOMUIIOK Y
ayJuTopa IpH PO3Mi3HABaHHI HUM CIIiB, CIIOTBOPEHUX MACKYyIOYOIO 3aBaJiol0. Mojienb T03BOIISIE HA SIKICHOMY piBHI
IHTEPIPETYBAaTH OCOOJIMBOCTI 1 XapaKTEPUCTHKH OMHJIOK ayJIUTOpa, MOSCHUTU (POpMY 3aKOHY PO3MOILTY ITOXHOOK
OLIHOK po30ipiMBOCTI Ta B HU3LI BUMAAKIB MoXe OyTH BHKOpUCTaHa sl NOOYIOBU arpOKCHUMAaTHBHOI
MaTEeMaTHYHOI MOJIEITI ITLOT'O PO3IOILITY.

[lepenbavaeTbesi, 1O [IiMiCHUM MexaHI3M BHHUKHEHHS MOMWIOK ayIWTOPIB peali3ye 3alieKHICTh iX
IHAMBIAYaJbHUX SKOCTEH BiJl PIBHS 1 XapaKTEPUCTHK IIIyMOBOTO MAaCKyIOYOro CUTHAITY, MOB's3aHy 3 (hi3ionoriyHuMu
rnapamMeTpaMu 1 eMOLIHHO-IHTEeNeKTyaJbHUMH BJIACTHBOCTSMH ayauTopiB. Ll 3aJeXHICTE € CKIaJHOI ISt
¢dopmaitizarii. ¥ oMYy BHIIAIKY MOXHOKH OIIIHOK CIIOBECHOT p030ipIMBOCTI PO3IMOIIICH] 32 HOPMAJIBLHUM 3aKOHOM 3
BHUIIaJIKOBUM CEpPEHIM KBaPAaTHYHUM BiJXUIICHHSIM, PO3IOIIJIEHIM 32 3aKOHOM Perest.

HaBeneni  anpokcMMaTuUBHI ~ MaTeMaTH4YHI ~ MOZENI  3aJ©KHOCTEH  CJOBecHOi  po3dipnuBocTi i
CepeIHbOKBAPATHYHOI TIOXMOKK 11 OI[iHIOBaHHA BiJl 3HAYCHb IHJUKATOPHUX 3MIHHUX, SKi BH3HAYAIOTHCS
Oe3rocepeIHbO 32 TAHUMH APTHKYJSIIHHUX BUITPOOYBaHb.

ANALYSIS AND MODELING OF ARTICULATION TESTS

RESULTS

Aleksandr Arkhypov, Elena Arkhypova
National Technical University of Ukraine “KPI”

It is considered the task of analysis and processing of articulation tests data, team of auditors got at recognitions
of speech information fragments (words of articulation tables) with additive noise overlaid on them, simulating the
effect of masking noise. A descriptive model of errors origin at recognition by the auditor the masking hindrance
distorted words is offered. This model allows qualitatively interpreting features of the auditor errors, explaining the
shape of the intelligibility evaluation error distribution and in some cases can be used to construct an approximate
mathematical model of this distributing.

It is assumed that the actual mechanism of auditors’ errors origin realizes difficult formalizable dependence from
their individual qualities and characteristics of the noise masking signal level, related to the physiological parameters
of auditors and their emotional and intellectual properties. In this case the word intelligibility evaluation error
submits a normal distribution with random standard deviation distributed according to the Rayleigh law.

The second paper part shows the approximate mathematical model of dependences of word intelligibility and its
estimation standard error from the indicator variables values, determined directly from the articulation tests data.

Literatura: 1. Arkhipova O. O., Zhuravl'ov V. M., Kumeyko V. M. Artikulyatsiyni tablitsi sliv ukrains'koi movi /
0. O. Arkhipova, V. M. Zhuravl'ov, V. M. Kumeyko // Pravove, normativne ta metrologichne zabezpechennya
sistemi zakhistu informatsii v Ukraini. — K., 2009. — Ne 2/19. — S. 13-17. 2. Arkhipova O. O., Zhuravl'ov V. M.,
Dorovs'kikh A. V. Tablitsi sliv ukrains'koi movi dlya artikulyatsiynikh viprobuvan' rozbirlivosti informatsii, shcho
peredaet'sya traktami zv'yazku / O. O. Arkhipova, V. M. Zhuravl'ov, A. V. Dorovs'kikh // Zv'yazok. — K., 2010. — Ne
1(89).—S. 9-11. 3. Arkhipov A. E. Analiz i obrabotka dannykh artikulyatsionnykh ispytaniy / A. E. Arkhipov, E. A.
Arkhipova // Zakhist informatsii. — 2012. — Ned (57), — S.34 — 42. 4. Mudrov V. 1. Metody obrabotki oshibok
izmereniy / V. I. Mudrov, V. L. Kushko — M., Sovetskoye radio, 1976. — 192 s. 5. Arkhipov A. YE. O modelirovanii
nekotorykh tipov sluchaynykh posledovatel'nostey / A. E. Arkhipov // Vestnik Kiyev. politekhn. in-ta — Vyp. 12. —
K.:1988 — S. 39-44. 6. Arkhipov O. E. Model' oshibok ekspertnykh otsenok / O. E. Arkhipov, S. A. Arkhipova //
"Suchasni problemi upravlinnya", Materiali IV Mizhnarodnoi nauk.-praktichnoi konferentsii (28-30 listopada 2007r.,
m.Kiiv). — IVTS Vidavnitstvo "Politekhnika"— K.: 2007. — S. 65-66. 7. Venttsel' E. S., Ovcharov L. A. Teoriya
veroyatnostey i yeyo inzhenernyye prilozheniya / E. S. Venttsel', L. A. Ovcharov — M.: Nauka, 1988. — 480 s. 8.
Pugachev V.S. Teoriya veroyatnostey i matematicheskaya statistika / V. S. Pugachev — M.: Nauka, 1979. — 496 s. 9.

112 Ilpasose, nopmamusne ma memponoziune 3abe3nevenns cucmemu axucmy ingopmayii 6 Yipaini, sun. 1 (25), 2013 p



Gradshteyn I. S. Tablitsy integralov, summ, ryadov i proizvedeniy / I. S. Gradshteyn, I. M. Ryzhik — M.: GIFML,
1971.

YK 343/974
CTPYKTYPA KPUMIHAJIBHUX BIIHOCHUH Y KIBEPITPOCTOPI

Izop I'punenxo, Mdapia Ilpoxogh’cea-Anuunenko®, Muxaiino Ilpokoghvee™*

Hayionanvua axaoemiss Cnyscou 6e3nexu Yxpainu, *Cryocoba 6esnexu Vipainu, **HIL] "TE3IC" HTYY
"KIII"

Crartst: 6 cmp., 12 dxcepen.

OpraHizoBaHa 3JI0YMHHICTh € OJHHUM 13 HallHEOE3NEeUHIINX CYCHIBHUX SIBHII, 110 CTAaHOBUTH Oe3MoceperHio
3arpo3y HalllOHaJIbHIN Oe3Meli OKpeMHUX KpaiH Ta MI>KHapOAHOMY MPaBONOPSIKY Yy LinoMy. Haitbinbkmrol Hebesnekn
OpraHizoBaHa 3JIOYMHHICTH HaOyBae y (opMi TpaHCHAIIOHAJLHOI MPOTUIPABHOI MisUTBHOCTI, HE OOMEKEHOI
JIepKaBHUMH KOPJIOHAMU Ta reorpad)iyHUMU BicTaHAMU. TpaHCHAIIOHATI3AIl] 3IOYMHHOCTI, HAOYTTIO HEKO SKiCHO
HOBUX DHUC CHpHUSE€ BUKOPHCTAHHS OPraHi30BAHUMH 3JIOYMHHUMH YIPYITyBaHHSIMH HOBITHIX TeJIEKOMYHiKaliliHUX
TEXHOJIOTIH SIK 11 3a0€3eYeHHs] BUMHEHHS «TPaJMIIHHNX 3JI0YUHIB, HAPHKIA, y chepi HapKkoOi3Hecy, TOPTiBIi
JIOABMHU Ta 30pO€lo, HeNerajbHOi Mirpamii Tomo, Tak i 3/AiHCHEHHs NPHHIUIIOBO HOBHX BHIIB MPOTHUIPABHOI
JUSUTBHOCTI, 0€3MocepeHbO MOB'I3aHuX 13 PYHKIIOHYBAaHHSAM KiOeprpocTopy.

CripusiTiiBi yMOBH, 10 X 3a0e3neuye crenudika KibepnpocTopy MapriHaJIbHUM CHUTBHOTaM, TPH3BOASTH 10
TIOSIBY YHMCIIEHHUX 30H CIJIKYBaHHS OCi0 3 JIEBIaHTHOIO MOBENIHKOI. [ J100ai3alist 37I04MHHOCTI PO3TIISIAEThCS SIK
TEHJEHIliS, 10 B MalOyTHHOMY MOXKE JIMINE ITOCWJIIOBATHCS, IO, Y CBOI 4Yepry, CIPHATUME MOAAIBLIIOMY
301JIBIIIEHHIO MOT'YTHOCTI 3JIOYMHHUX YIPYITyBaHb.

[Tpu oMy CTpYKTypa OpraHi3oBaHHX YrpyIlyBaHb HaOyBa€ TOPH30HTAIBHOIO MEPEKEBOTO XapaKkTepy, 3a sIKOro
aHl BllacHa camoifieHTUdIKallis, aHi TPUBAJIE WICHCTBO HANali HE MOXYTh OYTH XapaKTEpHHUMHU JUIS 3JIOYMHHHUX
CTPYKTYp, IO IisATUMYTh Yy KiOepnpocrtopi. Taki cTpykTypu (OpMYBaTUMYThCS MiJi KOHKPETHY OIIEpamilo i
MaTHUMYTh IUIMHHY, BIJKPUTY Ta MIiHJIMBY Npupony. €IWHOI0 MEepeAyMOBOI0 YJICHCTBA Y TaKHX CTPYKTYpax €
ocobucTe Oa)kaHHsI, HAMIp BUMHWTH IIPOTHUIIPABHI JiSHHS, a TAKOXX HAsBHICTH BiAMOBITHUX HAaBUUYOK. Kibepmpoctip
Jla€ TOJATKOBI MOXKIIMBOCTI JUIsl IPUXOBYBaHHSI OCOOMCTOCTI 3JIOYMHIIIB, 1110, BiJIIOBIIHO, POOUTH MEHII BayKINBOIO
0COOMCTY OBIPY MiXK WiIEHAMH OpraHi3allii, oHaK IMiJBHILYE 3HaYeHHs 30epexkeHHsI KOH]iIeHIiHHOCTI iHpopMarii
Ta 3aXOJiB 1l 3aXHCTy BiJl HECAHKLIOHOBAHOI'O JOCTYIY. BHKOpHCTaHHS TEIEKOMYHIKaliHHUX TEXHOJIOTIH JyIst
3a0e3MeueHHs] He3aKOHHUX OIepaliil «TpaauliiHUMW» OpraHi30BaHUMH 3J0YMHHUMH YIPYIYBaHHSMH TaKOX €
OIHUM 13 YUHHHUKIB IX IepedopMaTyBaHHSA BIAMOBITHO IO MEPEKEBOI MOJEINI, SIK II€ Ma€ MicClle i B JICTaJbHHUX
TpaHCHAIIOHAJIBHUX KOPITOpaLisiX

Oxkpeciena Buimie crnenugika KiOEp3JIOYMHHOCTI CTBOPIOBATUME JOMATKOBI YCKIQJHEHHS I 3MiIHCHEHHS
MIPaBOOXOPOHHOI isUTPHOCTI, OHAK 1 BIIKPUBAE JJIs HUX HOBI MOXKJIHUBOCTI, 1[0, B CBOIO UEpry, MOTpeOye HE JIHIIe
PO3pOOKH HOBOI MapagurMd IPABOOXOPOHHOI MisIBHOCTI, @ W CTaBUTh HOBI BHMOTH 1O PIBHS IiITOTOBKH
CHiBpOOITHUKIB KOMIETEHTHUX OPTraHiB, IO OBUHHI MAaTH BiJINOBiHI HABHYKH aBTOHOMHOI JisUTBHOCTI, IPUHHATTS
CaMOCTIHUX pillleHb Ta IIBUJIKOTO pearyBaHHs Ha 3MiHH B OOCTaHOBIII.

CTPYKTYPA KPUMMHAJIbHBIX OTHOIIIEHUH B
KUBEPIIPOCTPAHCTBE

Hzopw I'punenxo, /lapus Ilpokoghvesa-Anuunenxo*, Muxaun Ilpokoghves™*
Hayuonanvnaa axademus Cuysxcovl  6ezonacnocmu  Ykpauwwi, *Cunyocoa 6ezonacnocmu
Ykpaunwvl, **HIL] "TE3UC" HTVY "KITU"

OpraHu3oBaHHasl MPECTYMHOCTh SIBJSIETCS OJHUM M3 HauOoJiee ONMAcCHBIX OOIIECTBEHHBIX SIBICHUH, KOTOPOE
MIPE/ICTABIISIET HEMOCPENCTBEHHYIO Yrpo3y HallMOHAJBHOW O€30MacHOCTH OTHENBHBIX CTpaH M MEXIyHapOIHOMY
MpaBoIOpAKY B meiaoM. CaMylo OONBIIYIO OMAacHOCTh OpPraHM30BaHHAsl IMPECTYIHOCTH NpuoOpeTaeT B Qopme
TpPaHCHAIIMOHAIBHOW IPOTUBOIIPABHOW JESTENbHOCTH, HE OrpaHMYEHHOW T'OCYJAapCTBEHHBIMH TpaHUIAMU U
reorpaMueCKUMH PacCTOSHUSAMU. TpaHCHAMOHAIM3AINH [TPECTYITHOCTH, OOPETEHHIO €0 KAYECTBEHHO HOBBIX YEPT
COJICHCTBYET UCIIONIb30BAaHHE OpTraHU30BaHHBIMU MPECTYITHBIMH IPYIIIHPOBKAMH HOBEHIIHX
TENEeKOMMYHHUKAIIMOHHBIX TEXHONOTHH Kak Uil OOCCICUCHHsS COBEPIICHUS «TPAJAUIMOHHBIX» MNPECTYIUICHHH,
HarpuMep, B cdepe HapKoOW3HEca, TOPTOBIM JIIOJbMH M OpY)KHEM, HENerajlbHOW MHIpalud W T.IL, TaK H
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OCYIIECTBIICHHE TPHHIUIUAIBLHO HOBBIX BHUJIOB NMPOTHUBOIPABHOHN NEATENLHOCTH, HEMOCPEICTBEHHO CBS3aHHBIX C
(YHKIIMOHUPOBaHUEM KHOEPIPOCTPAHCTBA.

bnaronpusiTHple  ycioBUs, KOTOpble oOecriedunBaeT crenupuKa KAOEpIpPOCTPaHCTBA MaprUHAIBHBIM
coo0IecTBaM, MPUBOAAT K TMOSBICHHIO MHOTOYHMCIEHHBIX 30H OOINEHMs JIUI C JEBUAHTHBIM [OBEICHHEM.
I'mobanu3anus MpecTymHOCTH paccMaTpUBaeTCs KaK TEHIEHIUS, KOTOpas B OyayIIeM MOXET JIMIIb YCUJINBATHCH,
4TO, B CBOIO OUYepe/lb, Oy/IeT CONCHCTBOBATh AajbHEHIIIEMY YBEINYEHHIO MOTYIIIECTBA MPECTYITHBIX TPYIIHPOBOK.

[Ipu 3TOM CTPYKTypa OpraHM30BaHHBIX TPYNIIUPOBOK MPHOOpETaeT TOPU3OHTAJIBHBIA CETEeBOM XapakTep, NpHu
KOTOPOM HHU COOCTBEHHasl CaMOMJCHTH(UKAIMS, HU TPOJODKUTEIFHOE YICHCTBO B JIAIbHEHIIEM HE MOTYT OBITh
XapaKTEepPHBIMU JJISl IIPECTYITHBIX CTPYKTYP, KOTOphIe OyAyT JEHCTBOBAaTh B KHOEpIpocTpaHCTBe. Takue CTpyKTyphI
Oynyt QopMHUpoBaTBCS IMOJ KOHKPETHYIO OIEpaldi0 M OYyIyT HMMETh TEKYyYylo, OTKPBITYI0O M HENOCTOSHHYIO
npupony. ENMHCTBEHHOW NMPEOChUTKON WICHCTBA B TAKUX CTPYKTYpax SIBJSIETCS JIMYHOE XKeJlaHue, HAMEpeHUe Ha
COBEpIIIEHHE MPOTUBOIPABHBIX NEUCTBUH, a TAK)Ke HAJIMYME COOTBETCTBYIOIIUX HaBbIKOB. KubepnpocTpaHcTBO AaeT
JIOTIOTHUTENbHBIE BO3MOXKHOCTH [UISi COKDPBITHSI JIMYHOCTH IIPECTYIHUKOB, YTO, COOTBETCTBEHHO, JEJIaeT MEHee
BaXHBIM JIMYHOE JIOBEpHE MEXKIy 4WICHAMH OpraHH3allid, OJHAKO IIOBBIIAET 3HAYEHHWE COXPaHEHUS
KOH(UICHIIMAIILHOCTY HMH(QOpPMAlMd W Mep ee 3alluThl OT HECAaHKIIMOHMPOBAHHOrO jocrtyma. Mcmonb3oBanue
TEIEKOMMYHHUKAIIMOHHBIX ~ TEXHOJNOTMH  JUIsi  OoOecHeueHus] HE3aKOHHBIX  OMNepaluil  «TPaJWuIMOHHBIMI»
OpPraHU30BaHHBIMH MPECTYITHBIMHU I'PYINITHPOBKAMH TAaKKe SIBJISIETCS OJHUM M3 (PAKTOPOB HX INepeOpMaTHPOBAHUS
1o 00pa3y ceTeBOi MOJIEIH, KaK 3TO HMEET MECTO H B JIETAIBbHBIX TPAHCHALMOHAIBHBIX KOPIIOPAIIHSIX.

O0o3HavyeHHasl BbllIe crieluprKa KHOEPIPEeCTYITHOCTH MOXET CO3/[aBaTh JOMOJIHUTEIbHBIE OCIOKHEHUS IS
OCYIIECTBIICHHS TIPABOOXPAHUTEIBHON IESITENbHOCTH, OHAKO U OTKPBIBAET /ISl HUX HOBBIE BO3MOXKHOCTH, KOTOPBIE,
B CBOIO OYe€pe/ib, HY)KJaIOTCs HE TOJILKO B pa3paboTKe HOBOI MapaAurMbl MPAaBOOXPAHUTEIbHON AEATEILHOCTH, HO U
CTaBUT HOBBIE TPEOOBAHUS K YPOBHIO MOATOTOBKU COTPYIHUKOB KOMIIETEHTHBIX OPTaHOB, KOTOPBIE JOIKHBI UMETh
COOTBETCTBYIOIINE HABBIKA ABTOHOMHOW JIESATENBHOCTH, IPHHSATHS CaMOCTOSTENBHBIX PpeIleHHH U OBICTPOro
pearupoBaHus Ha U3MEHEHUS B 00CTaHOBKE.

STRUCTURE OF CRIMINAL RELATIONS IN CYBERSPACE
Igor Grynenko, Daria Prokof’eva-Yanchilenko*, Mikhail Prokofiev**

National academy of security of Ukraine Service, *Service safety of Ukraine, ** SRC "TEZIS"
NTUU "KPI"

Organized crime is one of the most dangerous social phenomena, which presents direct threat to national security
of individual states as well as international law and order in general. Organized crime acquires its most dangerous
nature in the form of transnational unlawful activity not limited by state borders or geographical distances. The use
of newest telecom technologies by organized criminal groups contributes to the transnationalization of crime and the
appearance of its new characteristics. These technologies are used both to commit “traditional” crime like drug
trafficking, THB, illegal migration, etc., and to commit new kinds of illicit activity which refer to the cyberspace
itself.

These specific conditions of cyberspace contribute to the emergence of numerous communication zones for
persons with deviant behavior. Globalization of crime is regarded as a trend which may only reinforce in the future,
which in its turn will help boost the power of criminal groups.

Alongside with this, the structure of organized groups acquires horizontal network nature which means that
neither self-idetification, nor continuous membership in the group will be characteristic for the groups acting in
cyberspace. These structures will form for the specific operation and will have fluctuating, open and changing
structure. The only prerequisite for membership in the group will be a personal wish, an intention to commit illegal
actions as well as availability of the skills needed. Cyberspace provides additional opportunities for hiding the
criminals’ identities, which reduces the importance of trust between members, however increases the importance of
confidentiality and information protection. The use of telecom technologies to provide illegal operations by
organized criminal groups is one of the reasons they reformat into the network model as it is within legal
transnational corporations.

The aforementioned specifics of cybercrime will help create additional burden in carrying out law enforcement,
however it also opens up new opportunities for these agencies. Therefore, this not only requires development of a
new paradigm of law enforcement activity, but also sets demands to the level of training of the personnel of
responsible agencies, who should possess skills of self-sustained activity, individual decision-making and fast
response to the changes in the environment.

114 Ilpasose, nopmamusne ma memponoziune 3abe3nevenns cucmemu axucmy ingopmayii 6 Yipaini, sun. 1 (25), 2013 p



Literatura: 1. Pro Kontseptsiyu derzhavnoy politiki u sferi borot'bi z organizovanoyu zlochinnistyu: Ukaz
Prezidenta Ukrayny vid 21 zhovtnya 2011 roku Nel1000/2011. — Uryadoviy kur'er vid 29.10.2011 — Ne 201. 2.
Zakonu Ukrayni «Pro organizatsiyno-pravovi osnovi borot'bi z organizovanoyu zlochinnistyu». [Elektronniy resurs].
— Rezhim dostupu.: http://'www.rada.com.ua 3. Kriminal'niy kodeks Ukrayni. [Elektronniy resurs]. — Rezhim dostupu:
http://www.rada.comua 4. Konventsiva OON proti transnatsional’noi organizovanoy zlochinnosti. 2000
r.[Elektronniy resurs]. — Rezhim dostupu. http://www.rada.com.ua 5. McClure G. The Role of Interpol in Fighting
Organized Crime /481 International Criminal Police Review (2000) — Interpol. [Elektronniy resurs]. — Rezhim
dostupu: http://www.interpol.int/Public/Publications/ICPR/ICPR481 1.asp 6. Family Cities, AmericanMafia.com
[Elektronniy resurs]. — Rezhim dostupu: http://www.americanmafia.com/ 26 _Family Cities.html 7. Castelli B. The
Globalization of the Drug Trade. — Apr. 1999. [Elektronniy resurs]. — Rezhim dostupu:
http://'www.unesco.org/most/sourdren.pdf 8. Shelley L., Director, Center for Transnational Organized Crime and
Corruption, Testimony Before the House Committee on International Relations. — October 1, 1997. [Elektronniy
resurs]. — Rezhim dostupu: http://www.fas.org/irp/congress/1997 hr/h971001ls.htm. 9. Brenner S. W. Organized
Cybercrime How Cyberspace May Affect the Structure of Criminal Relationships / North Carolina Journal of Law &
Technology. —Volume 4, Issue 1: Fall 2002. — 50 p. [Elektronniy vresurs]. — Rezhim dostupu:
http://www.rand.org/publications/MR/MR880. 10. Teoriya operativno-rozysknoy deyatel'nosti: Uchebnik. 2-ye izd.,
pererab. i dop./Pod red. K. K. Goryainova, V. S. Ovchinskogo, G. K. Sinilova. — M.: INFRA-M, 2012. — Kh., 690 s.
11. Arquilla J. In Athena’s Camp: Preparing for Conflict in the Information Age/ J.Arquilla, D. Ronfeldt. — 1997. 12.
Arquilla J. David Ronfeldt, Swarming and the Future of Conflict / J. Arquilla, D. Ronfeldt. — 2000. [Elektronniy
resurs]. — Rezhim dostupu: http://www.rand.org/publications/DB/DB31 1.pdf

YK 35.078:342.738
JIESIKI TIPAKTUYHI ACIIEKTH PEAJII3AIIT 3AXO/1IB
3AXMCTY NEPCOHAJIBHUX JAHUX MIJ] YAC IX OBPOBKU B
THOOPMALUIMHUX (ABTOMATHU30BAHUX) CHCTEMAX

Onexcii Mepgincokuit, *Muxona Il]epoax
epoicasna cnyscoa 3axucmy nepconanvrux oanux, *TOB «Data Protection Developmenty

Cmambs: 5 emp., 13 0xncepen

3rignHo 3 3akoHoM Ykpainu «Ilpo 3axucr iHdopmanii B iHGoOpMaLiiiHO-TETEKOMYHIKAIHHIX CHCTEMAax»
nependavyeHo, 1o iHpopMalls 3 OOMEXEHHUM JOCTYIIOM (0 sKOi BiJHECEHO 1 IepCOHaJbHI JaHi) MOBHHHA
o0pobisitiicss B iH(popMatiitHo-TenekomyHikauiiinii  (indopmaniiinid) cucremi (ITC/IC) i3 3actocyBaHHSIM
KOMIUTIEKCHOI cucteMu 3axucty iHpopmanii (KC3I) 3 miaTBepmkeHO0 BiAmoBigHicTIO. B cTaTTi 00rpyHTOBYIOTHCS
BUMOIU WLIO/I0 CcHCTeMU 3axucty nepcoHanbHux naHux (I1J]) B Ykpaini Takoro piBHsS, moO0 HE CyIEpe4uTh
TIOJIO>KEHHSIMU €BPOIEHCHKUX AUPEKTHB 1 BUMOTaMH MPaBOBUX 1 HOpPMATUBHUX AOKYMeHTIB cuctemu 131 Ykpainu.
Hakazom Minitocty VYkpainm Ne 3659/5
BCTaHOBJIEHO THIOBHH TOPSIOK - MiHIMAJILHUH TIepeltik pooiT, siki HeoOXiaHO peanizyBatu Bodoaiibio [1]] mix yac
oprasizarii 3axofiB i3 ix 3axucty. llefi mopsmok mnependauae 3acrocyBaHHs B ITC/IC mepekeBOro 3aXucTy Bif
HECaHKI[IOHOBAHOI'0 JOCTyly mig 4yac o0poOku II/I, BhpoBa/pkeHHS TMpoLEAyp aBTOpHU3alii MpalliBHUKIB,
3a0e3MeueHHs] aHTUBIPYCHOI'O 3aXMCTy, a TaKOX BHKOPHCTaHHS TEXHIYHHMX 3aco0iB 0Oe3repeOiifHOro KUBIIEHHS
enementiB ITC/IC. Tunouii mopsinok BpaxoBye Jupextusu 95/46/€C, 97/66/€C €Bponapnamenty ta Pamu €Bponu
TaKUM YUHOM, MO0 IOPWAWYHI, HOPMATUBHI Ta TEXHIYHI BUMOTIH, SIKI PErjJaMeHTyIoTh 3abe3neuyeHHs 3axucty [1]1,
npaB (i3uUHUX OCi0 Ta 3aKOHHMX IHTEPECIB IOPUIUYHHUX OcCi0, Oynu 4iTKO 30alaHCOBaHMMHU Ta HE CTBOPIOBAIIU
MEPEIIKOA Ui PO3BUTKY PHUHKY. JlaHi 3aXxoaM HE IOBHUHHI CHOPUYHHATH BoJjoausiro I[1J] Bemuki QiHaHCOBI
HaBaHTa)KEHHS! Ha CTBOPEHHs cucreM 3axucry [1/l, ame mpu 1boMy MaTH HaJIeKHUH (ZOCTATHIN) piBeHb 3aXUCTY
ITC/IC Bononinbus. JJocsrHeHHs TaAKOro OaaHCy € MOXJIMBUM 32 YMOBH BU3HAYCHHsI OOMEXEHOI Ta 00TpyHTOBaHOT
KIUJIBKOCTI BUMOT, 1110 HE MEPEIIKO/DKAIOTh PO3BUTKY HOBITHIX TEXHOJIOTIH Ta HajexHOMY (yHKuioHyBaHHIO 6a3 I1/],
30KpeMa, MOXYTh PO3POOJIATHCS KOPIIOPATHUBHI KOMEKCH MOBEIIHKH (KOACKCH MpakTHkH) 3 o0poOku ITJI, sxi
CHCTEMHO PO3KPHBAIOTh OCHOBHI IpaBmiia 00pooku i 3axucty [1/1.

OcraTouHuii BUOIp KOHKPETHUX 3aXOJiB 3aXUCTy, TEXHIYHHX DIllleHb Ta CTAHIAPTIB, SKUMHU HEOOXiTHO
kepyBatucs, apxitekryp ITC/AC 3amumaeTbcs B Mexax KomrmereHIi Bomoaineii [1/]. Tak camo B KOMIIETEHIIIT
BOJIOAIJIBIISL 3HAXOAUTHCS W Oe3rocepe/iHs OliHKa PU3HKIB MOPYIIEHb Oe3NeKH JaHUX. THIOBUM MOPSAKOM B3araii
He mependavyyeTbest HeoOXiaHicTh cTBopeHHs: K33 B 6azax 1/l mpu ix oOpobui y ckiani ITC/IC. OxnouacHo 3
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MiHIMaIbHO HEOOXiTHUM OOOB’S3KOBHM BHUKOPHCTAHHSIM TMAapoJiB, IO PEryISpHO 3MIHIOIOThCA, JlupexTuBu
95/46/€C, 97/66/€C TakoX BUMararoTh PEryJsapHOro Meperiisaay mpas JOCTYITY.

HouinpHo Takox posmmputu mepermik Bupie ITC/IC, mo o0pobmsatore ITJI, mid SKUX MOMKIJIHUBO
3acTOCOBYBaTH 3a OaxkaHHsM ix Bnachuka (Posmopsimauka) 3amicts nepkaBHoi ekcrieptizu KC3I mpouenypy
aHayizy Bigomocrteil nekmapanii mpo BignoBigHicte KC3I Bumoram HopMaTHBHHX AokymeHTiB 3 T3l
YITIOBHOBA)KEHUM LICHTPAILHIUM OpPraHOM BHKOHABYOi BJIaJM 3 IHUTaHb 3axUcTy iHpopmaulii — AIMiHiCTpalii€
Jleprkcmenss’ a3Ky.

HEKOTOPBIE IITPAKTHYECKHUE ACIIEKTbBI PEAJIM3AIINHN
MEPOIIPUSTUIA 3AIATHI NEPCOHAJIBHBIX JAHHBIX BO
BPEMA UX OBPABOTKH B UHO®OPMAIIMOHHbIX
(ABTOMATHU3UPOBAHHbBIX) CUCTEMAX

Anexceii Mepsincokuii, *Hukonait Il]lepoax
T'ocyoapcmeennas  cayacoba sawumul  nepconanvhvlx Odauuvlx, *O0O0 "Data Protection
Development"

Cornacio 3akoHy Ykpaumnel "O 3amurte MHGOpPManuu B HHPOPMAIMOHHO-TEIEKOMMYHHKAIMOHHBIX
cucreMax" MpeayCcMOTPEHO, YTO WH(OpPMAIHS C OIPAaHUYEHHBIM JOCTYNOM (K KOTOPOH OTHECEHBI U IepPCOHAIbHBIE
JIlAaHHBIE) JIOJDKHA 00palaThIBaThCS B HMH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON (MH(pOPMAIMIOHHOW) CHCTEMe
(UTC/UC) c¢ mnpuMeHeHHEM KOMIUIEKCHOM cucrembl 3amuthl uHpopmammu (KC3M) ¢ moarBep:kaeHHBIM
COOTBETCTBHEM. B crarhe 00OCHOBBIBAIOTCSI TPeOOBaHHS OTHOCHUTEIHHO CHCTEMBI 3aIUTHI IIEPCOHATIBHBIX AaHHIX
(ITO) B YkpauHe Takoro ypoBHs, YTOOBI HE CYIIECTBOBAJIO MPOTHBOPEYUS] MEXKIY IOJOKEHUSIMHU E€BPOIEHCKUX
JIMPEKTHB ¥ TPeOOBAHUSIMU IIPABOBBIX U HOPMATHBHBIX TOKyMeHTOB cucteMbl T3U YkpauHsl.

[Mpukazom Muntocra Ykpaunsl Ne 3659/5 ycranoBneH THIOBBIN MOPSJOK — MUHUMANBHBIH TepeyeHb
pabort, Kakue HeoOXOIMMO pealln30BaTh Biajeiby [1/] Bo Bpems opraHu3aiuym MepOnpuUsITUN MO UX 3aIIUTe. JTOT
MOpSZIOK TpeaycMatpuBaer ucnonszoBanue B UTC/MC ceTeBoii 3alUThl OT HECAHKIMOHUPOBAHHOTO JIOCTYIIAa BO
BpeMmsi obpabotku [1]], BHeApeHWe mpolenyp aBTOpU3alMU paOOTHHKOB, oOeclieueHHs aHTUBHPYCHOM 3alluThl a
TaKKe HCIIONIb30BaHNE TEXHUUECKHX CpencTB OecrepedoitHoro nuranus anemeHToB UTC/MC. Tunoslil mopsmgok
yuutsiBaer  upektuBsl 95/46/EC, 97/66/EC Espomapnamenta u CoBera EBpombl TakuMm 00pa3om, UTOOBI
IOpUINYECKUE, HOPMATUBHBIE M TEXHUYECKHE TPEOOBAaHUs, KOTOPHIE PETrIaMEHTUPYIOT obecrieueHne 3ammthl [1/1,
npaB (QU3WYECKUX JIMI U 3aKOHHBIX WHTEPECOB IOPHIMYECKHX JIMI, OBUIM YETKO COaJaHCHPOBAaHHBIMH U HE
CO3JaBaliil MPEISITCTBUNA Uil Pa3BUTHs pbIHKA. J[aHHBIE MEpONpUSTHS HE JOJDKHBI BBI3BIBATH y Biaaenbia [1]]
Oonpinvie (pUHAHCOBBIE HATPY3KHM Ha co3JaHuMe cucTeM 3amurtel [1J[, HO mnpu 3TOM HMeETh HaUIeKaIIni
(mocraTounsiit) yposens 3amutel UTC/UC Bragenbia. JlocTwkeHne Takoro OajiaHca SBISCTCA BO3MOXHBIM IPH
YCIIOBHU OIpENENICHNs] OrpaHMYeHHOr0 U OOOCHOBAHHOTO KOJNWYECTBAa TPEOOBAaHWH, KOTOPHIE HE IMPEISTCTBYIOT
Pa3BUTHIO HOBEWIIMX TEXHONOTMH M HamuexameMy QyHkuuoHupoBanuto 6a3 IIJ[, B wactHocTM MOryT
pa3pabaThIBaTHCS KOPIIOPATUBHBIE KOJIEKCHI IIOBECHHUS (KOIEKCHl PaKTUKK) 110 00pabotke [11, koTopble cucTeMHO
PacKpBIBAIOT OCHOBHBIE MpaBuiia 00padoTku u 3amuThl [1]1.

OxoHYATENbHBI BBIOOP KOHKPETHBIX MeEp 3alUThl, TEXHHUYECKHMX pEIICHHH M CTaHIapTOB, KOTOPHIMHU
HeobxoaumMo pykoBoacTBoBathes, apxutekryp UTC/HC octaercs B peaenax kommereHuu Bianenbiia [1]]. Tak ke
B KOMIICTEHIIMH BJIafieblla HAXOJUTCS W HEIOCPEICTBEHHAsl OlCHKAa PHCKOB HapyIIEHHH Oe30MacHOCTH JaHHBIX.
THUIoBBIM MOPSAAKOM BOOOIIE HE MpeaycMaTpuBaeTcs HeooxoaumocTb cozaanus KC3 B 6azax I1/] npu nx odpadorke
B coctae UTC/MC. OnHOBpEMEHHO ¢ MUHUMAJILHOH HEOOXOJMMOCTBIO 00SI3aTEIFHOTO MCIONB30BaHUS TapoIieH,
KOTOpBIE peryisapHo usMmenstores, Jupektussl 95/46/EC, 97/66/EC Taxxke TpeOYIOT pEryaspHOro IepecMoTpa mpas
JIOCTYyTIA.

[emecoobpa3no Tarke pacmuputh mnepedeHb BunoB MTC/UC, obpabateiBaromux ITJ[, mas KOTOpBIX
BO3MOXKHO MPHUMEHSTH 110 JKeNlaHuio ux Branensua (PacriopsianTens) BMecto rocyaapcTBeHHoM skcrieptussl KC3U
MPOIICypy aHaiu3a CBEACHUH Jekiapamuud o cooTBercTBuM KC3U TpeOoBaHMSIM HOPMATHBHBIX JIOKYMEHTOB
cucreMbl T3W yNOJIHOMOYEHHBIM IIEHTPAJILHBIM OpPraHOM HCIONHUTEIBHOW BIIACTH MO BOIPOCAaM 3allUTHI
uHpopmanmu - Anqmunucrparmeii ['occnencssizu.
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SOME PRACTICAL ASPECTS OF PROCEDURES
REALIZATION OF THE PERSONAL DATA PROTECTION ARE
DURING THEIR TREATMENT IN INFORMATIVE(AUTOMATED)

SYSTEMS
Oleksij Mervinskiy, *Mykola Scherbuck
Government service of the personal data protection, *LTD. "Data Protection Development"

Due to the Law of Ukraine "On information defence in the informational and telecomunicative systems" is
envisaged that information with a limit access(to that the personal data are taken) must be processed in the
informational and telecomunicative system(ITS/IS) with application of the complex defence information system
(CDIS) with the confirmed accordance. In the article requirements are studied in relation to the system of the
personal data protection (PD) in Ukraine in such way that there were not be any contradiction was not between
positions of europian directives and requirements of legal documents of Ukraine and native normative documents of
the system TID.

By the order of Ukraine Ministry of Justice Ne 3659/5 the Typical order - minimum list of works that must
be realized to the PD owners during organization of events from their defence is set. This order envisages application
in ITS/IS network protection fetch during treatment of PD, introduction of procedures of authorizing of workers,
providing of anti-virus defence, and also the use of technical equipments of trouble-free feed of the cursored
elements of ITS/IS. A typical order takes into account Directives of 95/46/€C, 97/66/€C of Europian Parlament and
Advice of Europe thus, that legal, normative and technical requirements, that regulate providing of defence, rights for
physical persons and legal interests of legal entities, were clearly balanced and not create obstacles for market
development. These events must not cause to the PD owner the large financial loading on creation of the systems of
defence, but here to have the sufficient level of defence of ITS/IS owner. An achievement of such balance is possible
on condition of determining the limit and reasonable amount of requirements that does not prevent to development
of the newest technologies and proper functioning of bases of PD, in particular the corporate codes of behavior(codes
of practice) can be developed from treatment of PD, that expose the basic rules of PD system treatment and defence.
These events must not cause to the PD owner the large financial loading on creation of the systems of defence of PD,
but here to have the proper(sufficient) level of defence of ITS/IS proprietor. An achievement of such balance is
possible on condition of determining the limit and reasonable amount of requirements that does not prevent to the
development of the newest technologies and proper functioning of PD bases, in particular the corporate codes of
behavior(codes of practice) can be developed from PD treatment, that expose the basic rules of treatment and defence
of PD system.

Final choice of certain measures of defence, technical decisions and standards it is necessary that to follow
of ITC/ACE remains within the limits of competense of PD owner. Similarly in capacity of owner there is a direct
estimation of security risks of data breaches. A typical order in general is not envisage the necessity of creation of
DMC for the PD bases at their treatment in composition ITS/IS. Simultaneously with the minim necessary of
obligatory use of passwords that change regularly, Directives of 95/46/€C, 97/66/EU require also the regular
revision of permissions.

It is expedient also to extend the list of types of ITS/IS, that process PD, for that it maybe to apply at
Proprietor(Manager) is desire instead of state examination of KC3I procedure of analysis of information of
declaration about accordance of IDCS to the requirements of normative documents from TID by the authorized
central executive control on information defence question — by Administration of the state special communication.

Literatura: 1. Zakon Ukrayni «Pro zakhist informatsii v informatsiyno-telekomunikatsiynikh sistemakhy 2.
Pro zakhist fizichnikh osib pri obrobtsi personal'nikh danikh i pro vil'ne peremishchennya takikh danikh, Direktiva
95/46/€S Evropeys'kogo Parlamentu i Radi E€vropi vid 24 zhovtnya 1995 r. 3. Zakon Ukrayni «Pro zakhist
personal'nikh danikhy 4. Zakon Ukrayni «Pro informatsiyuy» 5. Pro zatverdzhennya Tipovogo poryadku obrobki
personal'nikh danikh u bazakh personal'nikh danikh, nakaz Minyusta vid 30.12.2011 Ne 3659/5. 6. Direktiva
97/66/€S Evropeys'kogo Parlamentu i Radi "Stosovno obrobki personal'nikh danikh i zakhistu prava na
nevtruchannya v osobiste zhittya v telekomunikatsiynomu sektori" vid 15 grudnya 1997 roku 7. Standart ISO/IEC
27001 8. ND TZI 2.5-004-99. Kriterii otsinki zakhishchenosti informatsiy v komp yuternikh sistemakh vid
nesanktsionovanogo dostupu. Zatverdzheno nakazom DSTSZI SB Ukraini vid 28.04.1999 r., Ne 22; 9. ND TZI 2.5-
005-99. Klasifikatsiya avtomatizovanikh sistem i standartni funktsional'ni profili zakhishchenosti obroblyuvanoy
informatsiy vid nesanktsionovanogo dostupu. Zatverdzheno nakazom DSTSZI SB Ukrayni vid 28.04.1999 r., Ne 22
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10. ND TZI 2.5-005-99 «Klasifikatsiya avtomatizovanikh sistem i standartni funktsional'ni profili zakhishchenosti
obroblyuvanoi informatsiynikh vid nesanktsionovanogo dostupuy» 11. ND TZI 3.7-003-05 “Poryadok provedennya
robit zi stvoremnya kompleksnoy sistemi zakhistu informatsiy v informatsiyno-telekomunikatsiyniy sistemi”,
zatverdzhenomu nakazom DSTSZI SBU vid 8 listopada 2005 roku Ne 125 12. Polozhennya pro derzhavnu yekspertizu
v sferi tekhnichnogo zakhistu informatsii, zatverdzhenogo nakazom Administratsii Derzhspetszv yazku vid 16 travnya
2007 roku Ne 93, zareestrovanim v Ministerstvi yustitsiy Ukrayni 16 lipnya 2007 roku za Ne 820/14087 13. “Pro

>

zatverdzhennya zmin do Polozhennya pro derzhavnu yekspertizu v sferi tekhnichnogo zakhistu informatsiy”, nakaz
Administratsii Derzhspetszv’yazku vid 10 zhovtnya 2012 roku Ne 567 zareestrovanim 6 listopada 2012 roku
Ministerstvom yustitsiy Ukrayni za Ne 1863/22175

YK 621.391.7 .
METOAU ABTEHTU®IKAIIII HA OCHOBI PEKYPEHTHUX

MOCJIIIOBHOCTEN
FOpiu Apemuyk
Binnuyvkiu nayionanvnut mexuivHui yHigepcumem

Cmamma: 11 cmop., 13 oscepen

Ha OCHOBI MaTeMaTH4HOro amapaTty peKYPeHTHHX  V —TIOCTiJOBHOCTEH 3alpONMOHOBAHO METON

aBTeHTH(IKaIil, B SIKOMY BiJIOYBa€ThCS 3aMiHa TiJJHECEHHS /O CTeleHs OOYHCIEHHSM eJIEMEHTY DPEKypeHTHOI
MIOCITIZIOBHOCTI 3 INEBHUM iHjaekcoM. [IpeicraBieHo NpoOTOKON peaiizamii METOMy, a TakoX HEOOXimHi s wiel

peamizamii ~ aJrOPUTMH  MPHUCKOPEHOrO  OOYMCIICHHS  CJIEMCHTIB Vk —IOCTIIOBHOCTI 3  MOMKJIMBICTIO

MYJIBTHILTIKATUBHOT 3MiHH 1HEKCY HOCIIiJOBHOCTI.

[IpoBeneHo mocmipKkeHHs Ta 3/iHCHEHO MOPIBHAIBHUIA aHANi3 3alPONOHOBAHOTO METOAY aBTeHTH(IKaIii 3
BimomuM MetonoM IIHoppa miono kpumnrorpadivyHoi CTIMKOCTI Ta 00YMCIIOBAILHOI CKJIagHOCTI. BeraHoBieHo, 110
3alpONOHOBaHNK MeToJ] € OLIbII CTIMKMM, HDK BIIOMHH aHaJOr, IpU LbOMY BiH IIe ¥ J03BOJSE 3MIHIOBATH
CTIHKICTh METOy 3aJIEXKHO Bijl mapamMeTpy Kk —TopsaKy mociigoBHocTi. KpiM Toro Meros, 1o 3alpollOHOBAaHO, Mae
3HAYHO TPOCTINTY MPOILEAYPY 3aBIaHHS MapaMeTpiB.

OCKIUIBKH BiZIOMHIH METOJ] Ma€ MEHIIYy O0UMCITIOBAIIbHY CKIAIHICTD 1 TOTPe0ye MEHIIOI KUTBKOCTI YHCET, 110
MepearoThCsl MK CTOPOHAMH aBTEHTHU(]IKalii, TO 3aMpOIIOHOBAHO JIEKUJIbKa BapiaHTIB METOAy aBTeHTH(ikamii Ha

OCHOBi V) —TIOCITiIOBHOCTEH, sIKi JO3BOISIOTH 33 PAaXyHOK 3MEHIICHHS CTIifKOCTi 10 PIBHS BiZOMOrO METOLY

3MEHIIUTH OOYHMCIIOBAJIBHY CKJIQIHICTh Ta KUIBKICTh YHCEN, IO MEepeJaroThCsl MK CTOPOHAMH aBTeHTH(]iKarii.
30KpeMa, OIMH 3 TaKUX BapiaHTIB METOAY IOPIBHSIHO 3 BiJIOMHUM aHAJOroM JO3BOJISI€ 3MEHIIUTH OOYUCIIOBATIbHY
CKJIQJIHICTB 3 OOKY IepeBipsuIbHUKA.

[TokazaHO MOXIIMBICTH IIEPETBOPEHHS 3aIpPONIOHOBAHOI CXeMH aBTeHTH(ikalii B cxeMmy IudpoBoro

mignmucyBannsa. IlpenacrtaBieHo ABi cxemMu IUGPOBOrO IIAMUCYBAHHS Ha OCHOBI Vk —TIOCTIIIOBHOCTEH, SIKi

3a0e3MeYyIOTh TMOPIBHAHO 3 BIJIOMHMHU aHAJOraMH IiIBHUINCHHS CTIHKOCTI IU(POBOTO IMiIMHUCYBAHHSI a TaKOXK
CIPOIIEHHS MPOICIYPH MEPEBIPKU MIAMUCY, IO 0COOITMBO BAXKIUBO IS KITI€EHT-CEPBEPHUX 3a/1ad.

METO/JAbI AYTEHTUOUKALIUU HA OCHOBE PEKYPPEHTHBbBIX

IMOCJIEJOBATEJIBHOCTEN
FOpuii Apemuyk
Bunnuyxuu nayuonanvhwiii mexHuueckuil yHugepcumem

Ha ocHoBe MaTeMaTH4eCKOro arrapara pEeKyppPCHTHBIX Vk —TI0C/IEA0BATEIBHOCTEH NPpEAJIOKECH MCTOI

ayTeHTI/I(l)I/IKaHI/II/I, B KOTOPOM HNPOUCXOAUT 3aMCHa BO3BCACHHA B CTCIICHb BBIYMCIICHHUEM 3JIEMCHTA peKyppeHTHoﬁ
IOCJICAOBATCIIBHOCTH C OHpeI[e.TIéHHI)IM HUHIACKCOM. HpeZ[CTaBJ'IeH IPOTOKOJI pe€aln3alui METOIdd, a TaKXKe

HCOGXOZ[I/IMBIE JJIA 3TOM peain3anuu aJropuTMbl YCKOPCHHOI'O BEIYUCIICHUS 3JIEMECHTOB Vk —II0CJICAOBATCIIHPHOCTHU C

BO3MOXHOCTBIO MYJIbTUIVIMKATUBHOI'O U3MCHCHUA MHACKCA IMMOCICA0BATCIbHOCTH.
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[IpoBeneHo Mccien0BaHNE U CPABHUTEIBHBIN aHAIN3 TPEIOKEHHOI0 METO/a ayTeHTH(UKAIMU C U3BECTHBIM
meronoM IllHoppa mo kpunrorpaduueckodl CTOWKOCTH W BBIYUCIHUTENBLHON CIOXHOCTH. YCTaHOBJIEHO, YTO
TIPE/ITIOKEHHBIH METOJ BJIsIeTCs 00JIee CTOMKUM, YeM W3BECTHBIN aHAJIOT, IIPH 3TOM OH €IIE U MO3BOJISIET U3MEHATh
CTOHKOCTh METOJIa B 3aBMCUMOCTH OT IapaMeTpa Kk —Topska MociaenoBaTebHOCTH. KpoMe TOro mpeioKeHHbIH
METOJl UMeeT OoJiee MPOCTYIO MPOLEAYPY 3aIaHUs TapaMeTPOB.

ITockonbKy W3BECTHBIH METOJ HMMEET MEHBIIYIO BBIYHCIHUTENBHYIO CIIOXHOCTh M TpeOyeT MEHbILEro
KOJIMYECTBA YUCEN, KOTOPbIE MEPeIAlOTCs MEXKAY CTOPOHAMH ayTEeHTHU()HKAIINH, TIPEII0KEHO HECKOJIIBKO BApPHAHTOB

METOda ayI‘EHTI/I(bI/IKaHI/II/I Ha OCHOBEC Vk —HOCJ'ICZ[OBaTeJ'IBHOCTeﬁ, KOTOpPBIC ITO3BOJIAIOT 3a CUér YMECHBUICHUSA

CTOMKOCTH 1O YpPOBHS M3BECTHOTO METOJa YMEHBIIUTH BBIYUCIUTENbHYIO CIOKHOCTh M KOJIMYECTBO 4YHCED,
repeaBaeMbIX MEXIy CTOpPOHAMHM ayTeHTH(UKauuu. B YacTHOCTH, OIWH M3 TakuX BapHaHTOB MeEToja IO
CPaBHEHHIO C W3BECTHBIM aHAJOTOM II03BOJISIET YMEHBIIUTh BBIYUCIUTEIBHYIO CIOXKHOCTH CO CTOpPOHBI
MIPOBEPSIOIIETO.

[TokazaHa BO3MOXKHOCTh NpeOOpa3OBaHMs IMPEAJIOKEHHOH CXeMbl ayTeHTH(UKAIMU B CXeMy HU(PPOBOI

noanucu. IlpencraBneHsl aBe cxXeMbl IUGPOBON TMOANMHMCH HA OCHOBE V —TOCEA0BATEIbHOCTEH, KOTOpPBIC
k s

00eceynBaioT 1o CpaBHCHUIO C HU3BCCTHBIMM aHaJIOraMU IIOBBINICHHEC CTOMKOCTH HPI(l)pOBOfI IIOAIINCHU a TaKXKE
YIpOIEHUE NPOUCAYPHI ITPOBCPKU IMOAIINUCH, YTO 0COOEHHO Ba)KHO JJI KITMCHT-CCPBCPHBIX 3a1ay.

AUTHENTICATION METHODS BASED ON RECURRENT
SEQUENCES

Turii laremchuk
Vinnytsia national technical university

Based on the mathematical apparatus of recurrence V), sequences, we proposed a method of authentication

suggesting a replacement of exponentiation by computation of the recurrent sequence element with a definite index.
We presented a protocol of the method implementation, as well as the algorithms of the accelerated computation of

the V) sequence elements necessary for the implementation, with a possibility of multiple change in the sequence

index.

We conducted a study and a comparative analysis of the proposed authentication method with the
known Schnorr method of cryptographic reliability and computational complexity. We established that the proposed
method is more reliable than the well-known counterpart is, while it also allows for changing the reliability of the
method depending on the parameter k of the sequence order. Besides, the proposed method has a simpler procedure
of parameter sets.

As the known method has a lower computational complexity and requires fewer numbers, transmitted

between the authentication parties, we suggested several options for the authentication method based on V)

sequences, enabling reduction of the computational complexity and the numbers, transmitted between the
authentication parties, due to reduction of reliability to the level of the known method. In particular, one of such
methods, compared with the known analogue, allows reducing the computational complexity from the part of the
inspector.

We demonstrated a possibility of converting the proposed authentication scheme into the scheme of digital

signature. We presented two digital signature schemes based on V) sequences that, compared with the known

analogues, provide for an increase of the digital signature’s reliability and simplification of signature verification
procedures, which is especially important for the client-server applications.

Literatura: 1. Menezes A. J., van Oorschot P. C., Vanstone S. A. Handbook of Applied Cryptography. — CRC
Press, 2001. — 816 p. 2. Zapechnikov S. V. Kriptograficheskiye protokoly i ikh primeneniye v finansovoy i
kommercheskoy deyatel'nosti. — M.: Goryachaya liniya—Telekom, 2007. — 320 s. 3. Shnayyer B. Prikladnaya
kriptografiya. Protokoly, algoritmy, iskhodnyye teksty na yazyke Si. - M.: Triumf, 2002. - 816 s. 4. Romanets Yu. V.,
Timofeyeva P. A., Shan'gin V. F. Zashchita informatsii v komp'yuternykh sistemakh i setyakh. — M.: Radio i svyaz',
2001. — 376 s. 5. Vvedeniye v kriptografiyu / Pod obshch. red. V. B. Yashchenko. — M.: MTSNMO: «CheRo», 2000. —
236 5. 6. Petrov A. A. Komp'yuternaya bezopasnost'. Kriptograficheskiye metody zashchi—ty. — M.: DMK, 2000. —
448 s. 7. Brassar Zh. Sovremennaya kriptologiva. — M.: POLIMED, 1999. — 176 s. 8. Simmons G. J., Authentication
theory/coding theory // Proc. CRYPTO'84, Lect. Notes in Comput. Sci. — V. 196, 1985. — Pp. 411—431. 9. Yaremchuk
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Yu. E. Vikoristannya rekurentnikh poslidovnostey dlya pobudovi kriptografichnikh metodiv z vidkritim klyuchem //
Zakhist informatsii. — Ne 4, 2012. — S. 120-127. 10. Yaremchuk Yu. E. Rozrobka algoritmiv priskorenogo
obchislennya yelementiv rekurentnikh poslidovnostey dlya kriptografichnikh zastosuvan' // Reestratsiya, zberigannya
i obrobka danikh. — T. 15, Ne 1, 2013. — S. 14-22. 11. Yaremchuk Yu. E. Metod avtentifikatsii storin vzacmodiy na
osnovi rekurentnikh poslidovnostey // Suchasniy zakhist informatsiy. — Ne 1, 2013. — S. 4-10. 12. Markushevich A. I.
Vozvratnyye posledovatel’nosti. — M.: Nauka, 1975. — 48 s. 13. Knut D. Iskusstvo programmirovaniya dlya EVM, tom
2. Poluchislennyye algoritmy. — M.: Vil'yvams, 2004. — 832 s.

YIK: 004.056.5
OLIHIOBAHHS CTIMKOCTI METOAY BEYJIOBYBAHHSI
HUO®POBUX BOJAAHUX 3HAKIB Y BEKTOPHI 306PA’KEHHSA /10
AKTUBHHUX TA ITACUBHUX ATAK

Bacunv Kapnineuys, IOpiu Apemuyk, besnanuit Kupuno
Binnuyvxuti nayionaneruil mexniuHul yHigepcumem

Cmamms: 10 cmop., 6 oxcepen

[IpoBeneno aHamiz CTiKOCTI MeToay BOYAOBYBaHHA ImdpoBux BoisHux 3HakiB (LIB3) y BekrTopHi
300pa)KeHHsT 10 aKTUBHHX Ta MACHBHUX 3JOBMHCHHX aTakK, CHPSIMOBAaHMX HAa 3YHWTYBAaHHS Ta YCKJIaJHEHH:
ButsarHeHHs [{B3 npaBoBiacHUKOM.

Jist 1iboro Oyiu pO3TIISTHYTI MOMIMPEH] aTaky Ha OCHOBI a)iHHMX NMEPETBOPEHb 300paKeHHs, aTaKa IILITXOM
BHECEHHsI JI0IaTKOBOTO IIyMy, a TAaKOXK MACHBHA aTaka Ul BU3HA4YEHHs Micus postamryBaHus LIB3. JlocimimkeHHs
MIPOBO/IMIIMCH HA NPUKIIAAI KOHKPETHUX BEKTOPHHUX 300pakeHb Ta 1[B3 3 pi3HMMU 3HAUSHHSAMHM NTapaMeTpiB METOY,
IO JI03BOJIMJIO BM3HAYMTH ONTHMANbHI 3HA4YEHHs JUIS HAaWKpalloro CIiBBITHOIIEHHS CTIHKOCTI Ta 30epe)KeHHs
SIKOCT1 300pakKCHHSL.

Pe3ynpraT aHamizy mokaszajad BHCOKHH PiBEHb CTIHKOCTI METOAY A0 IMX aTak 3aBISKH OCOOIUBOCTSIM
BOynoByBanHs [[B3 i BUKOPHCTaHOTO TBOBUMIPHOI'O TUCKPETHOI'O KOCHHYCHOT'O IIEPETBOPEHHSI.

OLIEHUBAHUE CTOMKOCTH METOJIA BCTPAUBAHUSI
HUA®POBBIX BOAHbBIX 3HAKOB B BEKTOPHBIE
MN30BbPA’KEHUA K AKTUBHBIM U TACCUBHBIM ATAKAM

Bacunuii Kapnuneuy, IOpuii Apemuyk, beznanwviii Kupunn
Bunnuyxuii nayuonanbHuill mexHuueckuti yHugepcumem

[IpoBeneH aHanMM3 YCTOMYMBOCTH METONA BCTpaWBaHUS IMUGPOBBIX BOIAHBIX 3HaKOB (L[B3) B BekTOpHBIC
n300pakeHHsT K aKTUBHBIM M MTACCHBHBIM 3JIOHAMEPCHHBIM aTakaM, HAIIPaBJICHHBIM Ha CYMTHIBAHWC U YCIOKHCHUE
m3pneuenus 11B3 mpaBooOianaTenem.

Jlnst 3TOro OBUIM PacCMOTPEHBI PACHPOCTPAHECHHBIC aTakKd Ha OCHOBE ad(GUHHBIX MPeoOpa3OBaHHIMA
M300paKeHMs, aTaka IMyTeM BHECCHUs JOIMOJIHUTEIBLHOIO INyMa, a TAKXKe IACCHBHAs aTaka JUIss ONpPEIcsICHHS
Mecronoiokenus 11B3. MccnenoBanus IpoBOIMINCH HA MIPUMEPE KOHKPETHBIX BEKTOPHBIX M300pakenuit u 11B3 ¢
Pa3IUYHBIMU 3HAYCHUSAMH IapaMETPOB METOAA, YTO IIO3BOJIMJIO OINPENCIUTh ONTHMAJbHBIC 3HAYCHHS IS
HAWJTYYIIIEI0 COOTHOIICHUS YCTOWYMBOCTH U COXPAHCHHUS KaueCTBa U300pasKCHHUS.

Pe3ynpTaThl aHaNM3a MOKAa3aJd BHICOKHI YpPOBEHb YCTOMYHMBOCTH METOIAa K OTHM aTakaMm Oiaromaps
ocobeHHOCTsIM BeTpanBanus L[B3 1 MCIOIp30BaHHOIO IBYMEPHOTO IMCKPETHOI'O KOCHHYCHOTO TPe00pa3oBaHusl.
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EVALUATION STABILITY OF METHOD EMBEDDING
DIGITAL WATERMARKS INTO VECTOR IMAGE FOR ACTIVE

AND PASSIVE ATTACKS

Vasyl Karpinets, Yuriy Yaremchuk, Bezpalyi Kyrylo
Vinnitsa National Technical University

This paper analyzes the stability of the method of embedding digital watermarks in vector images for active and
passive malicious attacks aimed at reading and complications extract digital watermark owner.

This was considered common attacks based on affine transformations of the image, the attack by introducing
additional noise, and passive attack is to determine the location of digital watermark. Research carried out on
examples of specific and vector images and digital watermark with different parameters of the method, allowing to
determine the optimal value for the best balance of stability and preservation of image quality.

The analysis showed a high level of resistance to this attack method by digital watermark embedding features and
used two-dimensional discrete cosine transform.

Literatura: 1. Zheng L. Research on Vector Map Digital Watermarking Technology / L. Zheng, Y. Jia, Q. Wang.
// First International Workshop on Education Technology and Computer Science — 2009. — P. 303 — 307. 2.
Karpinets' V. V. Zmenshennya vidkhilen' koordinat tochok vnaslidok vbudovuvannya tsifrovikh vodyanikh znakiv u
vektorni zobrazhennya / V. V. Karpinets', Yu. E. Yaremchuk // Pravove, normativne, ta metrologichne
zabezpechennya sistemi zakhistu informatsiy v Ukraini — 2010. — Ne 2(21). — S.101 — 109. 3. Karpinets' V. V. Analiz
vplivu tsifrovikh vodyanikh znakiv na yakist' vektornikh zobrazhen'/ V. V. Karpinets', Yu. E. Yaremchuk // Suchasniy
zakhist informatsiy. — 2011. — Nel. — S.72 — 82 . 4. Karpinets' V. V. Doslidzhennya steganografichnoi stiykosti
metodu vbudovuvannya tsifrovikh vodyanikh znakiv u vektorni zobrazhennya / V. V. Karpinets', Yu. E. Yaremchuk //
VISNIK Vinnits'kogo politekhnichnogo institutu. — 2011. - Ne3. — S. 200-205. 5. Karpinets' V. V. Analiz stiykosti
metodu vbudovuvannya tsifrovikh vodyanikh znakiv u vektorni zobrazhennya do zlovmisnikh atak / V. V. Karpinets’,
Yu. E. Yaremchuk // VISNIK Vinnits'kogo politekhnichnogo institutu. — 2011. - Ne4. — S. 154-159. 6. Kholl M.
Kombinatorika / M. Kholl // Izdatel'stvo « MIR». Moskva. — 1970. 424 s.

V]IK 512
PEKYPEHTHI AJITOPUTMU OBYUCJEHHS KOPEHS

JOBIVIBHOI'O CTEIIEHIO Y KIJIbII JIMIIIKIB

JTrwomuna Kosanvuyk, Onexciii becnanos, Ilasno Ozuee
Quzuxo-mexuiunuu incmumym HTYY “KIII”

Cmamma: 8 cmop., 8 0xcepen

VY naHiif poOOTI OTPUMAaHO KPUTEPii CTEIIEHEBOCTI €IeMEHTa CKIHYCHOI'O TMOJIS Ta HABEACHO MPOCTI aJrOPUTMU
oOuuCieHHs1 KyOIYHOro KOpEeHs Ta PEKYpPEHTHI aJrOPUTMH OOYHCIEHHS KOPEHIB OiJbIl BHUCOKOT'O CTEIEHIO 3
€JIEMEHTY II0JIsl, IKUH € BiJIIOBIIHMM CTETICHEBUM JIMIIKOM. AJITOPUTMU PO3IMi3HABaHHS CTENEHEBOCTI Ta T0O0YBaHHS
KOpEHs 3a CKIQJCHHMM MOAyJeM (Hampukiag, 3a MOIYJIEM n=pJ) IMOBHICTIO BU3HAYAIOTHCSA BiIIOBIIHUMHU
aJITOPUTMaMHU 33 IPOCTUM MOJYJIEM, 32 YMOBH, IO BIJIOMUIA PO3KJIa/ YHCIIA 1T Ha MPOCTI MHOYKHUKH.

[likaBo TakoX 3a3HAYWTH, L0 3a/Jada pO3KIAay Ha MNPOCTI MHOXHUKM Ta 3ajava JOOYBaHHS KOPEHS €
MOJIIHOMIaJIbHO €KBIBAJICHTHUMH BiTHOCHO IMOBIpHICHOTO aJTOPHTMY.

JlaHi aNTOpUTMHU €, TIepll 3a Bee, IIKaBUMH 3 MAaTEMaTHYHOI TOYKH 30pY, a iX MMOOTUHOKUH BUITAJ0K — aJITOPUTMHU
J0O0yBaHHS KyOIYHOTO KOPEHS — MOXYTh OYTH BHKOPHUCTaHi SIK JOMOMIXHI IPH 00YHMCIEHHs 0a30BOi TOYKU KPHBOI
Ta Tpu "BKJIaJaHHI" BIIKPUTOrO TEKCTY Y TOUKY KPUBOI, y TOMY YHCII 1 SIKIIIO KPHBA 3aJ[aHa HaJ| KiIbLEM JIMIIKIB, a
HE HaJl TIOJIEM.
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PEKYPPEHTHBIE AJITOPUTMbI BBIYUCJTEHUSA KOPHA
MMPOU3BOJIBHOM CTENEHU B KOJIBIIE BBIYETOB

JTrwomuna Kosanvuyk, Anexceii becnanos, Ilasen Oznes
Quzuxo-mexuiunuu incmumym HTYY “KIII™”

B nmanHON paboTe MOJIYYeH KpPUTCPUI CTENIEHHOCTH 3JCMEHTa KOHEYHOTO IO W TPUBCACHBI ITPOCTHIC
aJTOPUTMB BBIYUCICHUS KYOMYHOTO KOHS W PEKYPPEHTHBIC AJTOPUTMBI BBIYHMCICHHS KOpHEH Oojiee BBICOKHX
CTEMeHeW U3 DJJIeMEHTa TIOJs, KOTOPBIA SIBISETCS COOTBETCTBYIOUIUM CTENEHHBIM BBIYETOM. AJTOPUTMBI
pacro3HaBaHus CTEINCHHOCTA M BBIYHMCICHUS KOPHS IO COCTaBHOMY MOAYJIIO (HAmpumep, MO MOAYII n=pq)
MOJIHOCTBIO OIMPENEIISIOTCS COOTBETCTBYIOIIUMHU AJITOPUTMAMU JJIsi TIPOCTOTO MOAYJISA, MIPHU YCIOBUH, YTO U3BECTHO
pa3yIoKeHHuEe MOl Ha MPOCThIE MHOKHUTEIH.

HHTepecHO Taioke 3aMETUTh, YTO 3ajladya Pa3lioKeHHs Ha MPOCThIE MHOXKUTENIW W 3ajada BBIYMCICHHS KOPHS
SIBJISIFOTCSI TIOJIMHOMHUAIBHO YKBUBAJIEHTHHIMU OTHOCUTEIHHO BEPOSITHOCTHOTO aITOpUTMA.

JlaHHBIE aJTOPUTMBI SBIISIOTCA, TIPEXKIE BCErO, MHTEPECHBIMU C MATEMATUYECKOW TOUKH 3PEHUS, a UX YACTHBIN
cliydail — aJlTOPUTMBI BBIYHMCIICHUS KYOMYECKOrO KOPHS — MOTYT OBITh HCIIOJNB30BaHBI KaK BCIIOMAaraTejbHbBIC MPU
BBIYMCIICHUY 0a30BOI TOUKM KPUBOH M MPHU "BJIOKEHUHU'" OTKPBITOI'O TEKCTa B TOYKY KPUBOW, B TOM YHCIIC U €CIU
KpUBasl 3a/1aHa HaJ[ KOJIHIIOM BBIYETOB, a HE HAJI MOJIEM.

RECURSIVE ALGORUTHMS FOR COMPUTING THE ROOT OF

ARBITRARY POVER IN RESIDUE RINGS

Ludmyla Kovalchuk, Alexey Bespalov, Pavel Ognev
Physical-technical institute NTUU “KPI”

In this paper, the criterion of power element of finite field is obtained and simple algorithms for calculating the
cubic root and recursive algorithms for calculating the roots of higher powers are constructed. Power recognition
algorithm and rooting for composite module (particularly for modulo n=pg) are completely determined by the
corresponding algorithms for a simple modules, provided that factorization is known.

It is also interesting to note that for n=pq the factorization problem and rooting problem are polynomial equivalent
relatively probabilistic algorithm.

These algorithms are primarily interesting from a mathematical point of view, and their particular case — the cubic
root extraction algorithm - can be used as aids in calculating the base point of the elliptic curve and for "imbedding"
of plaintext into curve point, also if curve is defined over the residue rings instead of the field.

Literatura: 1. Koblits N. Kurs teorii chisel i kriptografii. // Per. s angl. — M.: Nauchnoye izd-vo TVP, 2001. — 254
s. 2. O. Verbits'kiy, "Vstup do kriptologii" // L.: Vid-vo naukovo-tekhnichnoi literaturi, 1998r., 247s. 3. A. Bessalov,
A. Telezhenko, "Kriptosistemmy na ellipticheskikh krivykh", Kiyev, 2004, 223 s. 4. N. Babenko, "Metody i algoritmy
vychisleniya struktur na EK s parallelizmom mashinnykh operatsiy” // Avtoref. na soiskaniye stepeni k.f-m.n.,
Stavropol’, 2011, 19s. 5. A. Nesterenko, "Ob odnom variante metoda Lenstry faktorizatsii tselykh chisel” // Materialy
3-yey mezhdunarodnoy konferentsii "Matematika i bezopasnost' informatsii” (MaBIT-07), MGU, 25-27 oktyabrya
2007 goda, M.: MTSMNO, 2008, s. 234-240. 6. M. Samokhina. "Ellipticheskiye krivyye" // Doklad na seminare
kafedry radiotekhniki MFTI, radio.fiztex.ru//infsec/f 3kdhla/f 3erfbr/seminar 6.pdf. 7. M. Glukhov. I Kruglov. A.
Pichkur, A. Cheryomushkin, "Vvedeniye v teoretiko-chislovyye metody kriptografii” // SPb.: Izd-vo "Lan'", 2011,
400s. 8. Lidl R., Niderrayter G. Konechnyye polya: V 2-kh t. / Per. s angl. — M.: Mir, 1988. — 822 s.
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YIAK 004.056.5
PO3POBKA HOBOI'O NIJIXOAY 10 BUSIBJIEHHS 3AMIIIYIOYOI
OBJIACTI B IUPPOBUX 30BPAKEHHAX

Anna Koboszeea, Onena Jlebeocea
Ooecvkuii HAYiOHANLHUL NOIITMEXHIYHUL YHIGepCUmem

Cmammsz: 7T crop., 13 nkepe.t.

PoGora npucBsvyeHa nUTaHHAM JETEKTYBaHHS 1 Jiokamizamii ganbeudikamii muppoBrux 300pakeHsp, M KO0
pO3YyMi€ThCsl 3aMIlllEHHs] YaCTUHU (YaCTHH) OIHOTO 300pa)KEHHs YacTHHOWO (YacTWHAaMHM) iHMIOrO (UBOrO IK)
300pa)KeHHs, SKa HA3WUBAETHCSA 3aMilIylodyol0 o0jacTio. Takuii BHJ HECAHKIIOHOBAHOTO 3MIHU 300pa’KeHHS
PO3TIISIAETHCS B CHITY CBOTO IIMPOKOT'O MOUIMPEHHS B Pa3i HABMUCHOTO IMOPYIIEHHs HOTO LiTiCHOCTI.

OcraHHI YCIIiXM B CTBOPEHHI, PO3BHTKY 1 3arajJbHONOCTYIHOCTI MNpPOrpaMHOr0 3a0e3le4YeHHs  JUIs
penaryBaHHs IU(POBUX CHTHAIIB BHMAararoTh OOOB'S3KOBOTO BKIIOYEHHS B KOMIUIEKCHY CHCTEMY 3aXHCTY
iH(popMaIii MEeTO/IIB MepeBIPKHU IUTICHOCTI IU(PPOBHUX 300pakeHb, BiZeo, ay/lio, 10 HAIEXKATh 10 MACUBHUX METO/IB
iH(pOpMaIiifHOT Oe3neKH.

[portonyeThCst HOBHIA MiIXi/1 10 BUPIIEHHS POOJIeMHU BUSBIICHHS 1 JIOKaJTi3allii 3amilyrodoi o0iacri, B TOMy
YUCII MaJuX PO3MIpiB, B IU(POBOMY 300pa)keHHI MOBLIBHOrO (hopMaTy, B OCHOBY SIKOTO MOKJIAJCHO 3arajlbHUN
MiAXix 70 aHamily craHy i TexHosorii (yHKI[IOHyBaHHS iH(GOPMAIHHUX CHCTEM, BIIIOBIIHO /O SIKOIO CTaH
uudpoBoro 300paxkeHHs (POPMaIBHO OMHUCYETHCS CTAHOM CYKYIHOCTI CHHTYJISIPHUX YHUCEN 1 CHHTYJISIPHUX BEKTODIB
foro Matpuii (MaTpHilb), IO CKIaJaloTh MOBHUN HaOip mapamerpiB. OCHOBOIO pPO3pOOJIIOBAHOIO MIAXOAY 3
ypaxyBaHHAM KOpEJIAIlii B 300pakKCHHI 3HAYCHb SCKPABOCTI CYCIOHIX IIKCENIB € aHami3 3MIiHM ITOBEIIHKU
MaKCHMaJIbHUX CHUHTYISPHUX 4YHCEN 1 BIJMOBITHUX iM CHHIYISIDHUX BEKTOPIB OJIOKIB, OJEp)KYBaHUX IIpU
CTaHIAPTHOMY PO30UTTI MATPUIL 300paKCHHS MPH MOCTITOBHUX 3CyBaxX IMOYATKOBOTO OJIOKY Ha 1 TiKCeb.

[MokazaHo, 110 JiBMH 1 NpaBUH CHHTYJISPHI BEKTOPH, IO BiJIOBIAIOTh MaKCHMAIBHOMY CHHTYJISIPHOMY

YHUCITy MaTpulli OJIOKY 300paskeHHs], 3aBKAN 3HAXOJATHCS B IMEPIIOMY KOOPIUHATHOMY OPTaHTI MPOCTOPY R®. i
BEKTOPU € HEUYTJIMBUMU 1 SIgN-HEYYTIMBUMH JI0 AOBUILHOI 30ypIOBaJIbHOL Iil; IS MEpeBa)KHOI OLIBIIOCTI OJIOKIB
300pa)KeHHS 11 CHHTYJISIPHI BEKTOPH OJIM3BKI 10 71-ONTHMAIbHUX.

[Toka3HUKOM HasBHOCTI 3aMilyI040i 00JIACTI € PO3PUBH MEPIIOTro POAY ABOX (PYHKIIH: 3aJ€KHOCTI KyTa MiX
JIBUM 1 TPaBUM CHHTYJSIPHUMU BEKTOpaMH, IO BiIMOBINAIOTh HAHOLIBIIOMY CHHTYJISPHOMY YHCIy OJOKa, Bin
HOMepa OJIOKY TIpH 3CYBi B 1 mMiKCelb; 3aJIe)KHOCTI MIBHAKOCTI 3MiHM MaKCUMaJbHOI'O CHHTYJSIPHOTO YHCia OJIOKY
JUTSL TBOX TTOCTTITOBHUX OJIOKIB IPH 3CYBi Ha 1 MIKCEIb.

Ha migcraBi OTpUMaHUX TEOPETHYHHMX BUCHOBKIB IPOIOHYEThCS HOBHH METOJ| BUSBJIEHHS 1 JIOKaulizarlii
3aMinryro4oi obmacti B QanbcugpikoBaHOMY IUPPOBOMY 300paKeHHI, 110 BUKOPUCTOBYE IOCIIJOBHE BPaxyBaHHS
3MiH XapakTepy MOBEeIIHKH MaKCUMaJIbHUX CUHTYJISPHHUX YHCEN 1 BIAMOBIIHUX M CHHTYJSIPHHX BEKTOpPIB B OJIOKax
TECTOBAHOTO 300pakeHHsS. Pe3yiabpraT poOOTH METOAY — CYKYIHICTH OJIOKIB 300pa)<€HHS, IO MICTATh MEXi
3aMminrytouoi obnacti. OCHOBHOIO TIIEpEBarold MeToJy € Horo iHBapiaHTHICT, mmono ¢(opmary 30epiraHHs
300pakeHHSL.

BuzHaueHi IUIIXH TOAANBIIOTO BAOCKOHAJIEHHS 3allPOIIOHOBAHOIO METO/Y 3 METOI0 YTOYHEHHs JIOKallizarii
3aMillylo4oi 00JacTi NUIIXOM CYKYIHOTO BpaxyBaHHS OCOOJHMBOCTEH aHaNli30BaHMX CHHTYJSIPHHX 4YHCEN 1
CHHTYJISIDHUX BEKTOpIB 3 BUKOPUCTAaHHSM pi3HUX BaroBux koedimieHtiB. ITindip BaroBux koediieHTiB Oyne
MIPOBEICHUI HAa OCHOBI MOPIBHAHHI €()EKTHBHOCTEH JIOKasi3alli 3aMilyrouoi 00JacTi y pa3i BUKOPUCTAHHS IS
LLOTO aHAJTI3y CHHTYJISIPHUX YUCEN / CHHTYJSIPHUX BEKTOPIB.

PASPABOTKA HOBOI'O IOAXO/IA K BbIAIBJTIEHUIO
SAMEHIAIOIIIEN OBJIACTHU B IM®POBOM U30BPA’KEHUU

Anna Koboszeea, Enena Jleveoesa
Ooecckuil HAYUOHATLHBLI NOIUMEXHUYECKUL VHUBEPCUME

Pabora nocesiena BorpocaM AETEKTUPOBAHUS M JIOKAIW3AIMU (Qalbcu(pUKalui HUPPOBBIX W300pakeHNUH,
TIO/I KOTOPO# MMOHUMAETCs 3aMelIeHne YacTh (4acTeil) OIHOT0 N300paXkeHUs YacThio (4acTSAMH) OPYroro (3Toro xe)
n300pakeHus1, Ha3bIBaEMOH 3amernatoreii oonacTpo. Takoi Bua HECAHKIIMOHUPOBAHHOTO H3MEHEHUS H300payKEHUS
paccMaTpUBaeTCd B CHIy CBOErO IIMPOKOIO PACHPOCTPAHEHUs B Clydae IPEeJHAMEPEHHOrO HapYIIEHUS €ro
LIETIOCTHOCTH.
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IMocneanue ycrexd B CO3JaHUM, Pa3BUTHH WU OOIICHOCTYITHOCTh PENAKTHUPYIOIIETO IM(PPOBBIC CHUTHAIBI
MPOrPaMMHOT0 00ecreueHus] TpeOYIOT 00S3aTENFHOTO BKIIOUCHHS B KOMIUIEKCHYIO CUCTEMY 3alllUThl HH(POPMAIIUH
METOJIOB TPOBEPKH IEIOCTHOCTH IM(PPOBBIX M300paKeHUM, BUICO, ayHO, OTHOCAIIUMCS K MACCHBHBIM METOIAM
nH(popMaIMOHHOH 6e30I1aCHOCTH.

ITpennaraercst HOBBIM IOJAXO K PELICHHIO IPOOJIEMBI 00HAPYKEHHUS U JIOKAIU3alMU 3aMellaronieil 061acty,
B TOM YHCJIC MAJbIX Pa3MepoB, B MU(PPOBOM H300paKeHHH MPOU3BOIBLHOTO GopMaTta, B OCHOBY KOTOPOTO MOIOKEH
o0UMi TMOAXON K AaHAIU3y COCTOSHHS M TEXHOJNOTHH (YHKIHOHAPOBAaHHS WH(DOPMAIMOHHBIX CHUCTEM, B
COOTBETCTBMHM C KOTOPBIM COCTOSIHHE HHU(PPOBOro wu3obpakeHUss (HOPMATIBHO OMHCHIBAETCS COCTOSHHEM
COBOKYITHOCTH CHHTYJISPHBIX YHCET W CHHTYISAPHBIX BEKTOPOB €r0 MATPHIBI (MATPHI[), COCTABJISIONIMX MONHBIH
Habop mapameTpoB. OCHOBOW pa3pabaThIBAEMOro MOAXO0Ja C YUETOM KOPPEIHPYEMOCTH B W300payKeHUH 3HAYCHUIH
SPKOCTH OJTHM3IEKANINX TTHKCENEH SBIACTCS aHAIN3 U3MEHEHHUS MMOBENCHUS MAKCUMAaIbHBIX CUHIYISAPHBIX YHCENT H
COOTBETCTBYIOIIMX MM CHHTYJISAPHBIX BEKTOPOB OJOKOB, MONYyYaeMbIX HPH CTaHAAPTHOM pa30OUCHHU MAaTpPHIIBI
H300paXKeHHUs, TIPH MOCITE0BATEIBHBIX CIBUIAX HAYATBHOTO OJ0Ka Ha 1 MHKCEINb.

IToka3aHo, YTO JIeBBI W MPABbIi CHHIYJISAPHBIE BEKTOPHI, OTBEYAIOIINE MAaKCHMAIBLHOMY CHUHIYJISIPHOMY

YHCITy MaTpUIBI OJI0Ka N300pakeHHs1 BCerja HaXxoAsATCsl B IIEPBOM KOOPAWHATHOM OPTaHTE ITPOCTPaHCTBA R* . Dm
BEKTOpPHI SIBJISIETCS. HEUYBCTBUTEIBHBIMH M  SigN-HEUYBCTBUTEIBHBIMU K IPOM3BOJIEHOMY BO3MYIIAIOMIEMY
BO3/ICHCTBUIO; ISl MTOAABISFOMIETO OOJBIIMHCTBA OJOKOB M300pa’KeHUS] 3TU CHHTYJSIPHBIE BEKTOPHI OJHM3KH K 7-
OIITUMAJBHOMY.

[MokazaTeneM Hamuuus 3ameliaroniell 00JIACTH SBISIOTCS pa3pbIBBl MEPBOrO pojaa JABYX (DYHKIMIL:
3aBHCHMOCTH YIJIa MEXKIY JIEBBIM U TIPaBbIM CHHTYJSIPHBIMH BEKTOPaMH, OTBEYAIOUIMMHU HanOOJbIIEMY
CHHTYJISIPHOMY 4uciy Oioka, OT HoMepa Oyioka Ipu ciBure B | TIHKCENb; 3aBUCUMOCTH CKOPOCTH H3MEHEHUS
MaKCHMaJIBHOT'O CHHTYJISIPHOT'0 YMciia OJIOKa JJIsl IBYX TOCIIEI0BATENbHBIX OJIOKOB IIPU CABHTE Ha | MHUKCEIb.

Ha ocHOBaHMM TNONy4eHHBIX TEOPETHUYECKHUX 3aKIIOYEHUH IpesiaraeTcsi HOBBIH METO] BBISBICHHUS H
JIOKANM3aly  3aMelnaroned obmactu B - (anbcuuIMpoBaHHOM [U(PPOBOM HM300paKEHUH, HCIIONB3YIONIHIA
MOCIIE/IOBATENIbHBIA ~ Y4eT W3MEHEHHWH XapakTepa TMOBEISHUS MaKCHUMANbHBIX CHHTYISIPDHBIX — 4YHCET U
COOTBETCTBYIOIINX MM CHHTYJISIPHBIX BEKTOPOB B OJIOKaX TECTUPYEeMOro u3odpakeHus. Pe3ynbrat paboThl MeToaa —
COBOKYITHOCTb OJIOKOB M300paxKeHMs, COAEPMKAIIMX TPaHUIbI 3aMelatomei 00nacTu. OCHOBHBIM IPEUMYIIECTBOM
MeTo/1a SBIISIETCS €r0 MHBAPHAHTHOCTh OTHOCHTENBHO (hopMaTa XpaHeHUs! H300payKEeHUsL.

HameueHbl myTH pAajbHEHIIEr0 COBEpPIICHCTBOBAHHMS MPEAJIOKEHHOIO METOa C LENbI0 yTOYHEHHS
JIOKaJIM3aliy 3aMellalolel o0lacTd MyTeM COBOKYIHOTO ydeTa OCOOEHHOCTEH aHAaIM3UPYEMbIX CHHIYISPHBIX
YHCeNl M CHUHTYJISIPHBIX BEKTOPOB C HCIIOJB30BAaHMEM pPa3lUYHBIX BECOBBIX KO3 ¢uumeHtoB. [logdop BecoBbIx
k03¢ ¢HuIMEeHTOB OyaeT IPOM3BOAWTBECS HA OCHOBE CpaBHEHHS S((EKTUBHOCTEH JIOKaJM3alWH 3aMellaroniei
00JIaCTH B CITydae UCITOIb30BAHMS JIJIsl TOTO aHAJIHM3a CHHTYJISIPHBIX YHCEN/CUHTYJISIPHBIX BEKTOPOB.

DEVELOPMENT A NEW APPROACH TO THE IDENTIFICATION

OF REPLACEMENT AREA IN A DIGITAL IMAGE
Alla Kobozeva, Helen Lebedeva
Odessa national polytechnic university

Article is devoted to questions of detecting and localization the falsification in digital images which is
understood as replacement part (parts) of one image with part (parts) of other (the same) image called by replacing
area. Such type of unauthorized the image change is considered because of its wide distribution in case of deliberate
violation its integrity.

The last successes in creation, development and accessible of the software, which edits digital signals,
demand obligatory inclusion to the complex system of the information security of methods checking the integrity of
digital images, video, audio, which relates to passive methods of information security.

It is offered a new approach to a solution of the problem of detection and localization replacing area,
including the small sizes in the digital image of any format which is based on the general approach to the analysis of
a condition and technology of functioning information systems according to this the condition of the digital image
formally is described by a condition of set of singular values and the singular vectors of its matrix (matrixes) making
a full set of parameters. Basis of approach which is developed take into account correlatability in the image of
brightness values of nearby pixels is the analysis of changing behavior of the maximum singular values and
corresponding singular vectors blocks to them which received at standard splitting of a image matrix with
consecutive shifts of the initial block for 1 pixel.
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It is shown that the left and right singular vectors which are answering to the maximum singular value for the

block of a image matrix are always in the first coordinate orthant of the space R® . These vectors are insensitive and
sign-insensitive to any revolting influence; for the majority blocks of the image these singular vectors are close to the
n-optimum.

Indicator of existence replacing area are discontinuities of the first kind of two functions: dependences of a
corner between left and right the singular vectors which are answering to the maximum singular values of the block,
from block numbers with shift for 1 pixel; dependences the speed changing of the maximum singular value for the
block for two consecutive blocks at shift for 1 pixel.

On the basis of the received theoretical decisions the new method of identification and localization of
replacing area in the forged digital image, which is using consecutive accounting of changes the pattern of behavior
of the maximum singular values and corresponding singular vectors to them in blocks of the tested image. The
practical result of a method — set of image blocks, which containing borders of replacing area. The main advantage of
a method is its invariance concerning a format of storage the image.

It is planned the ways of further improvement of the offered method with the purpose of elaboration the
localization of replacing area by the cumulative accounting of features of singular values which are analyzed and
singular vectors with using of the various weight coefficients. The selection of weight coefficients will be made on
the basis of comparison of efficiency localization of replacing area in case of using of singular values / singular
vectors for this analysis.

Literatura:1. Narimanova E. V. Proverka tselostnosti tsifrovogo signala. — Donetsk: Izd. Tsifrovaya
tipografiya, 2011. — 180 s. 2. Kobozeva A. A. Analiz zakhishchenosti informatsiynikh sistem / A. A. Kobozeva, I. O.
Machalin, V. O. Khoroshko. — K.: Vid. DUIKT, 2010. — 316 s. 3. Zhuravel' V. V. K razvitiyu teorii vyyavleniya
sledov tsifrovoy obrabotki signalogramm / V. V. Zhuravel', O. V. Rybal'skiy // Zakhist informatsii. — 2007. —
Nel(32). — S. 83—85. 4. Rybal'skiy O. V. Analiz tendentsiy razrabotki sovremennykh metodov i apparatury
ekspertizy materialov i sredstv video i zvukozapisi / O. V. Rybal'skiy // Informatika ta matematichni metodi v
modelyuvanni. — 2011. — T.1, Nel. — S.12—16. 5. Kobozeva A. A. Razrabotka obshchey teorii vyyavileniya sledov
tsifrovoy obrabotki signalogramm i yeye realizatsiya apparatno-programmnym kompleksom «Teorema-My» /
A.A.Kobozeva, O. V. Rybal'skiy, V. I. Solov'yev // Suchasna spetsial'na tekhnika. — 2010. — Nel(20). — S.5—14. 6.
Popescu A. C. Exposing digital forgeries by detecting traces of re-sampling / A. C. Popescu, H.Farid // IEEE Trans.
Signal Process. — 2005. — Vol. 53(2). — P. 758—767. 7. Bayram S. Image manipulation detection / S.Bayram,
B.Sankur, N.Memon // Journal of Electronic Imaging. — 2006. — Vol. 15(4). — P. 1—17. 8. Narimanova E.V.
Issledovaniye effekta dvoynogo kvantovaniya i yego ispol'zovaniye pri obnaruzhenii fal'sifikatsii TSI / YE.V.
Narimanova // Visnik Skhidnoukr-go nats-go un-tu im. V. Dalya. — 2008. — Ne8(126), ch.l. — S.47—55. 9.
Informatsionnyye tekhnologii i sistemy v upravlenii, obrazovanii, nauke: Monografiya / Pod red. prof. V. S.
Ponomarenko. — Kh.: Tsifrova drukarnya Nel, 2013. — 278 s. 10. Kobozeva A. A. Analiz informatsionnoy
bezopasnosti / A. A. Kobozeva, V .A. Khoroshko. — K.: Izd GUIKT, 2009. — 251 s. 11. Demmel' Dzh.
Vychislitel'naya lineynaya algebra / Dzh.Demmel'; per.s angl. Kh. D. Ikramova. — M.: Mir, 2001. — 430 s. 12.
Gantmakher F. R. Teoriya matrits / F. R. Gantmakher. — M.: Nauka, 1988. — 552 5. 13. Kobozeva A. A. Vektornaya
SIGN-chuvstvitel'nost' kak osnova geometricheskoy modeli sistemy zashchity informatsii / A. A. Kobozeva, V. A.
Khoroshko // Zakhist informatsii. — 2008. — Ne3. — S. 49—57.

YK 004.056.55:519.2
METOJIUKA OBI'PYHTYBAHHSA CTIMKOCTI
HEMAPKOBCBKUX CUMETPUYHUX BJIOYHUX HINDPIB
0 ANO®EPEHIIAJIBHOTI'O KPUIITOAHAJII3Y

Cepein Axoenee
Dizuxo-mexniunuu incmumym, HTYY « KI11»

Crartst: 7 cmop, 7 0xcepen.

3agada noka3oBoi crilikocTi cxemu Deiicrens no audepeHIiadbHOrO aHaiisy Oyna IOcTaBieHa Ta PO3B’sA3aHa
HibGepr ta Kuyzncenom; HuMH Oylia BUBEJEHAa TEOPETHYHA BEpPXHS MeXa IMOBIPHOCTI iCHyBaHHS HudepeHIia B
mmdpy, BUpakeHa 4epe3 BiIIOBiIHI iMOBIpHOCTI payHnoBuX ¢yHKIiH. Lleli mapamerp 103BOJSIE OLIHUTH 3HU3Y
CKJIaJIHICTD ITPOBECHHS TU(epeHIiabHOl aTakyk Ha TOBUTbHKH mudp, moOymaoBaHuii Ha ocHoBI cxemu Deiicrens. B
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MOAaJbIIOMY TOMIOHI pe3yibrTaTd OyaM oOJepiKaHl Uil HU3KMA IHIIMX MAapKOBCHKMX INUQPIB Ta JAEIKHX
HEMapKOBCHKHX CXEM.

B naniit pobOTi NpONOHY€EThCs 3arajibHa METOAMKA ITOOYIO0BH aHAJITUYHOI OI[IHKH BEPXHHOI MEXI iIMOBIPHOCTI
icHyBaHHS audepeHiiatiB yepe3 mapaMeTpu payHnoBux (yHkmii. [[1 MeTomuka 0a3yeTbcs Ha NMPHHIMIAX, SKi
BUKOPHCTOBYBAJIHNCh TPH JIOBEIEHHI pE3yNbTaTiB IONEPEIHIX MOCTIJHHUKIB, OJHAK BOHA JIO3BOJISIE OI[IHIOBATH
HEMapKOBCHKI IMU(pU Ta OyAyBaTH aHAJITUYHI OLIHKKA AaBTOMATUYHO, IIO BHUSBIISETHCS KOPUCHUM JJIsI OLIHKH
CTIMKOCTI CKJIATHUX cXeM IudpyBaHHS, IS SAKUX TPAIUIliHHUNA MATEMAaTUYHUIN MiAXiJ BUMaraB OW JOCIIHKEHHS
BEJIMKOI KIIBKOCTI pi3HMX BHNaAKiB. CyThb METOAMKHU MOJSATa€ y PO3IIsJaHHI MOMIIMBUX LUISXIB TpHBiamizawil
payHa0BUX AudepeHmia B mudpy Ta po30UTTI MHOKUHHA TU(PEPCHINATPHUX XapaKTCPUCTHK HA KJIACH BiJIIOBITHO
o nuisixy TpuBiamizanii. KinbKicTh TakMX KJaciB € IOPIBHSHO HEBEJIHMKOIO, TOMY BOHH MOXYTb OyTH IIBHIKO
nepedpaHi; Ui KOXKHOrO Kiacy OyayeThCsl BEpXHSI Mexa MUu(epeHINaJbHOI iIMOBIPHOCTI, 3 SKUX MOTIM OOMPA€ETHC
MaKCHMaJIbHE 3HAYEHHSI.

HaBonsiThesl pe3ynbTaTu aHaslizy Ta OLIHKM CTIMKOCTI HU3KHU y3aranbHeHux cxem @eiicrens: Skipjack-mosiOHo1,
CAST-noni6uux Ta y3aranpaeHoi MISTY-moaiGHOT cxem.

METOJUKA OBOCHOBAHUS CTOMKOCTHU
HEMAPKOBCKUX CUMMETPUYHbLIX BJIOYHbIX HIUPPOB
K INOPEPEHIHUAJTBHOMY KPUIITOAHAJIN3Y

Cepezeni Akoenes
Quszurko-mexuudeckui uncmumym, HTVY « KITH»

3amavya JoKa3aTeNbHOUW CTOHKOCTH cxembl defictens k auddepeHIMaIbHOMYy aHaIM3y OblIa IMOCTABICHA WU
pemeHa HubGepr wu KaHynaceHoMm; HuMHM ObUla BBIBEJCHA TEOPETHYECKAs BEPXHSASA TpaHHIA BEPOSTHOCTHU
cymiecTBoBaHus U depeHIMaioB udpa, BhIPAKCHHAS Yepe3 COOTBETCTBYIOIIHME BEPOSTHOCTU PAaYHIOBBIX
¢GbyHKIUA. DTOT mapaMmerp MO3BOJISAET OICHUTh CHH3Y CIIOKHOCTh TpoBeneHHs AuddepeHIHaTbHOW aTaku Ha
MIPOM3BOIBHBIN IH(DpP, MOCTPOCHHBIN Ha OCHOBe cxeMbl Delictens. B manpHelinieM momoOHbIC pe3yiabTaThl OBLITH
MTOJYYCHBI JUIT MHOTHX JIPYTHX MapKOBCKHX IMU(PPOB M HEKOTOPHIX HEMAPKOBCKHX CXEM.

B manHO#1 paboTe npearaeTcs METOIUKA MOCTPOCHUS aHAJUTHYCCKOM OIEHKU BEpXHEU IPaHUIIbI BEPOSITHOCTU
cymiecTBoBaHus U depeHIraior depe3 NapaMeTpbl PayHAOBBIX (YHKIMHA. DTa MeTomuKa Oasupyercs Ha
MIPHUHITUIIAX, KOTOPHIC HCIOJIh30BAIUCH NPU JOKA3aTEIBCTBE PE3yJIBTATOB MPEIABIAYIIMX HCCIEI0BATENCH, OHAKO
OHa IMO3BOJIACT OIICHUBATh HEMAapKOBCKHME IIU(PPHI M CTPOUTh AHATMTUYCCKUEC OIICHKH aBTOMATHYCCKH, YTO
OKa3bIBACTCS IMOJIC3HBIM TIPU OIICHKE CTOMKOCTH CIOKHBIX CXeM IIM(POBAaHUS, B KOTOPBIX TPaTUIIMOHHBIN
MaTeMaTHYeCKUH MOIXo ] TpeOoBaa ObI MCCICIOBAHUSA OTPOMHOIO KOJHYECTBA pasHbIX ciydacB. CyThb METOIMKHU
COCTOUT B PAaCCMOTPCHHMU BO3MOXKHBIX ITyTCH TPHBHAIH3AIMU PayHIOBBIX auddepeHuanos mudppa u pasoHeHUU
MHOeCTBa TU(GepeHIINATBHBIX XapaKTePUCTHK Ha KJIACCHI B COOTBETCTBHU C IMyTEM TpUBHaIu3aiuu. KosamuecTBo
TaKUX KJIACCOB CPABHUTEIHHO HEBEJHMKO, IMO3TOMY OHHM MOTYT OBITh OBICTPO IepeOpaHbl; IS KaKIoro Kiacca
CTpOSITCSA BepXHUE TpaHullpl AuddepeHIUaIbHBIX BEPOSTHOCTEH, U3 KOTOPBIX IOTOM BBIOMpACTCAd MaKCHMAaIbHOE
3HAYCHUE.

[IpuBOAATCS pe3yabTaThl aHAIM3a U OIEHKU CTOMKOCTH HEKOTOPBIX 0000mEHHBIX cxem Deiicrens: Skipjack-
nonobuoii, CAST-mmono6HsIxX 1 0000ménHoi MISTY -niogo0HOI cxeM.

PROCEDURE OF SECURITY ESTIMATION OF NON-MARKOV

CIPHERS AGAINST DIFFERENTIAL CRYPTANALYSIS

Sergiy Yakovlev
Institute of Physics and Technology, NTUU “KPI”

Nyberg and Knudsen formulated and solved a problem of provable security of Feistel network against differential
analysis. They derived analytical upper bound of cipher differential probabilities expressed in terms of corresponding
round function probabilities. Such parameter gives minimal complexity of differential attack over any cipher based
on Feistel network. Further, similar results was obtained for many Markov ciphers and some non-Markov schemes.

We propose a procedure of constructing an analytical estimation of differential probabilities’ upper bound in
terms of round functions parameters. This procedure is based on principles used in previous researches, but it allows
to evaluate security of non-Markov ciphers and to build estimations automatically. The last is useful in studying of
complex ciphers, for which traditional techniques would require a huge number of cases to analyze. Essence of
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procedure is to consider all possible ways of round differential trivialization and to partition a set of differential
characteristics according to trivialization ways. The number of parts is relatively small so that they can be quickly
enumerated. The upper bound of differential probability is estimated for each such part, and the maximum is the
cipher’s total upper bound.

We also present the results of analysis and estimations of provable security against differential analysis for some
generalized Feistel networks: Skipjack-like ciphers, two variants of CAST-like ciphers and generalized MISTY-like
ciphers.

Literatura: 1. Biham E, Shamir A. Differential cryptanalysis of DES-like cryptosystems // Journal of Cryptology.
—1991.—V. 4. —-Ne l. —P. 3—72. 2. Lai X, Massey J.L., Murphy S., Markov ciphers and differential cryptanalysis //
Advances in Cryptology — EUROCRYPT 91, Proceedings. — Springer Verlag, 1991. — P. 17-38. 3. Nyberg K.,
Knudsen L.R. Provable Security Against a Differential Attack // Journal of Cryptology, Vol.8, no.1 (1995). 4. Matsui
M., On a Structure of Block Ciphers with Provable Security against Differential and Linear Analysis — IEICE Trans.
Fundamentals, vol. E82-4 — 1999 — #1 — P. 117-122. 5. Vaudenay S. On the security of CS-cipher // Fast Software
Encryption. — FSE’99, Proceedings. — Springer Verlag, 1999. — P. 260 — 274. 6. Koval'chuk L. V., Sherstyuk A. O.
Doslidzhennya riznitsevikh kharakteristik raundovoi funktsii blochnikh shifriv MISTY1 ta MISTY2 // Prikladnaya
radioelektronika. — Ne3. — 2009. — S. 15-27. 7. Hong S., Sung J., Lee S., Lim J., Kim J. Provable Security for 13-
round Skipjack-like Structure // Information Processing Letters, 2001.

YK 004.056.53(045) .
INPAKTUYHI CXEMHU PEAJIIBALII AJITOPUTMIB
EJJEKTPOHHOI'O IU®POBOI'O HIAIIUCY

Anna Yynapvosa
Hayionanvnuu asiayitinuii ynieepcumem

Crarts: 8 cmop., 9 dxcepen.

[IpoBeneHno mnopiBHsIbHUE aHami3 acumerpuyHux cxeMm ¢GopmyBanHs ELIl, siki 3acHoBani Ha mpoOiemi
JIMCKPETHOT'0 JIorapru(MyBaHHs HaJl CKIHYEHHHM I0JIEM Ta eJINTHYHUMH KpuBUMH. Ha OCHOBI NpOBEAEHOT0 aHAMi3Y
CKJIaJieHa MOpiBHsIbHA TAOJHIIS OIIHKK €()eKTHBHOCTI BUKOPUCTAHHS IAHUX aJTOPUTMIB.

Omnucani ocHOBHI ctaHmaptd, Taki sk DSA, ElGamal, ECDSA, TOCT P 34.10-2001, mo G6a3yrooThcsa Ha
CKJIaJIHOCTI BHPIILIEHHS 33/1a4i JUCKPETHOTo Jorapu(MyBaHHsS y CKIHYEHHOMY Toii. Takok JeTajgbHO PO3MIISTHYTO
KpurTorpadiudi aaropuTMH 3 MOMKIJIMBICTIO BiJTHOBIJICHHS TIOBIJOMJICHHsI TIPH MPOBEIEHHI Npouenypy Bepugikamii
uudpoBoro mixnucy. AHaji3 J03BOIMB CPOPMYBAaTH IEpeBard 1 HENONIKM JaHUX aJrOPUTMIB Ta BUAUIMTH
epeKTUBHUI anroput™M LU(GPOBOrO MIANMUCY HA JUCKPETHOMY Jiorapupmi 3 BIACTUBICTIO BiJHOBJICHHS
TIOBiZIOMJICHHSI.

MPAKTUYECKHUE CXEMBbI PEAJIM3ALIAU AJITOPUTMOB
YJIEKTPOHHOMI LIM®POBOW MOANMUCH

Anna Yynapesa
Hayuonanvnwiii asuayuonnwlii ynisepcumem

[IpoBeneH CpaBHUTENBHBIA aHATH3 ACUMMETPHYHBIX cxeM (opmupoBanus OIIII, ocHOBaHHBIX Ha TpoOIEeMe
JUCKPETHOTO JIorapu()MUPOBaHMS HaJ[ KOHCUHBIM IMOJIEM M JJUIUINTUYCCKUMH KpUBBIMH. Ha OCHOBE MPOBEICHHOTO
aHaJIM3a COCTABJICHA CPaBHUTEIbHAS TaOMHUIIA OLICHKH 3(p()EKTUBHOCTH HCIIOIB30BAHUS JAHHBIX aJITOPUTMOB.

Omnucanbl 0a30Bble cTaHAapThl, Takue kak DSA, ElGamal, ECDSA, 'OCT P 34.10-2001, ocHOBaHHBIC Ha
CIIOKHOCTH PEIICHHS 3a1aydl JUCKPETHOrO JIOrapu(pMHUPOBaHUS B KOHEYHOM roje. Takke MoapoOHO pacCMOTPEHBI
KpUNTOrpauyecKre aaropuTMbl C BO3MOXKHOCTHIO BOCCTAHOBJICHHS COOOIICHHS INPH MPOBEICHHUH IMPOLEAYPHI
Bepudukanuu nudpoBoil momnucH. J[aHHBIA aHATW3 IMO3BOJIWI CPOPMHPOBATHL MPEHMYIIECTBA W HEIOCTATKU
JAHHBIX AJITOPUTMOB M BBIIEIUTH 3()(HEKTUBHBIN aTOPUTM IM(POBOI MOAUCH Ha Oa3e TUCKPETHOTO jJorapudma co
CBOWMCTBOM BOCCTAHOBJICHUS COOOIICHUS.
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PRACTICAL SCHEMES OF THE ALGORITHM ELECTRONIC
SIGNATURE

Anna Chunareva
National Aviation University

The article provides a comparative analysis of the formation of the asymmetric digital signature schemes based
on the discrete logarithm problem over finite fields and elliptic curves. Based on the analysis compiled a comparative
table of assessing the efficiency of these algorithms.

This paper describes the basic standards, such as DSA, ElGamal, ECDSA, GOST R 34.10-2001, based on the
complexity of solving the discrete logarithm problem in a finite field. Also discussed in detail the cryptographic
algorithms with the ability to recover the message during the procedure of verification of the digital signature. This
analysis helped to formulate the advantages and disadvantages of these algorithms, and an efficient algorithm to
allocate the digital signature of the discrete logarithm with property recovery messages.

Literatura: 1. Bryus Shnayyer. Prikladnaya kriptografiya. Protokoly, algoritmy, iskhodnyye teksty na Si. - M.:
Izd. TRIUMF, 2008. — 816 c. 2. Nyberg K., Rueppel R. A New Signature Scheme Based on the DSA Giving Message
Recovery / K. Nyberg, R. Rueppel // 1st ACM Conference on Computer and Communications Security. Springer-
Verlag, 1998. P. 182 193. 3. Ateniese, G., Medeiros, B.D. A Provably Secure Nyberg-Rueppel Signature Variant
with Applications./ G. Ateniese, B.D Medeiros // IACR Cryptology ePrint Archive 2004.— 2004. — P. 93-110. 4.
Sujata M., Banshidhar M. A Digital Signature Scheme with Message Recovery and without One-Way Hash Function
/ M. Sujata, M. Banshidhar // International Conference on Advances in Computer Engineering. — Bangalore, 2010. —
P. 265-267. 5. Miyaji A. A message recovery signature scheme equivalent to DSA over elliptic curves // In
Proceedings of ASIACRYPT’96. — Springer-Verlag, 1996. — P. 1-14. 6. Pintsov L., Vanstone S. Postal Revenue
Collection in the Digital Age / L. Pintsov, S. Vanstone // Financial Cryptography, Lecture Notes in Computer
Science 1962. Springer, 2000. P. 105-120. 7. Zhang. F. Identity-based partial message recovery signatures (or
How to shorten ID-based signatures) / F. Zhang, W. Susilo, Y. Mu // Lecture Notes in Computer Science, 3570. —
2005. — P. 45-56. 8. An Efficient ID-based Digital Signature with Message Recovery Based on Pairing / Raylin Tso,
Chunxiang Gu, Takeshi Okamoto, and others // IACR Cryptology ePrint Archive, Vol. 2006. — 2006/195. 9. Mao V.
Sovremennaya kriptografiya: teoriya i praktika. — Per. s angl. — M. Izdatel'skiy dom Vil'yams, 2005. — 768 s.

YK 004.056.5
AHAJIN3 1 OHEHKA HOPMATHUBHBIX TOKYMEHTOB,
HNPUMEHSAEMBIX JJIAA OBECIIEYEHUA UHOPOPMALIUOHHOU

BE3OITACHOCTHU SMART GRID CUCTEM

Anexceii FOoun, I'neé Iupozos
T'ocHUU Cneycesszu

Crarta: 7 cmop., 5 0xcepen.

PaccmatpuBaercst Smart Grid cicTema kKak COBOKYIHOCTh IOJCHCTEMBI MEpenaull 3JIEKTPHUSCKOW SHEPrHu H
HH(OPMAIMOHHO-TEIIEKOMMYHUKAIIMOHHON TOJCUCTEMBI U B COOTBETCTBHH C OTHM OCYIICCTBISIETCS aHAJIH3
JEHCTBYIONUX HOPMATHUBHBIX JIOKYMEHTOB.

OObBEKTOM aHaNW3a SBISIOTCS HOPMATHBHBIC JOKYMEHTBI, OTHOCSAIIHECS K 0OecredeHH0 HH(OPMAaIHOHHO
0€30MacHOCTH CHUCTEM YIIPaBJIEHHWS, CHCTEM JMCIIETYepPCKOro ympaBieHuss W cOopa paHHbx (SCADA),
aBTOMaTU3UPOBAHHBIX CUCTEM YIpaBiieHus TexHonoruueckuM nporeccoM (ACY TII) u Smart Grid, a umeHHO:

Mescoynapoonsle cmanoapmul

1. IEEE 1402. IEEE Guide for Electric Power Substation Physical and Electronic Security, -IEEE 1686. IEEE
Standard for Substation Intelligent Electronic Devices (IED) Cyber Security Capabilities, IEEE P1711. Trial Use
Standard for a Cryptographic Protocol for Cyber Security of Substation Serial Links.

2. IS0 27019. Information security management guidelines for process control systems used in the energy utility
industry on the basis of ISO/IEC 27002.

3. IEC TR 62210. Power system control and associated communications. Data and communication security, [EC
61784-4. Digital data communications for measurement and control — Profiles for secure communications in
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industrial networks, IEC 62443. Security for industrial process measurement and control — Network and system
security, IEC 62351. Data and Communication Security, IEC/TR 62357. Power system control and associated
communications - Reference architecture for object models, services and protocols.

Hauuonansnsie ompaciegole cmanoapmol

4. NIST SP800-82. Guide to Industrial Control Systems (ICS) Security, NIST SP800-53. Security and Privacy
Controls for Federal Information Systems and Organizations, NISTIR 7628. Guidelines for Smart Grid Cyber
Security.

5. ISA 99.00.01. Security for Industrial Automation and Control Systems: Concepts, Models and Terminology.

6. AGA 12-3 Protection of Networked Systems, AGA 12-4 Protection Embedded in SCADA Components.

7. NERC CIP-002. Cyber Security - Critical Cyber Asset Identification, NERC CIP-003. Cyber Security -
Security Management Controls, NERC CIP-007. Cyber Security - Systems Security Management, NERC CIP-011.
Cyber Security - Information Protection.

B xo71e aHamM3a M OI[CHKM HOPMATHBHBIX TOKYMEHTOB OBLTH CIIETaHbI CICAYIOIINE BBIBOIBL.

1. Cranmaptel, paspabotaHHble WHCTUTYTOM HHXEHEPOB IO JJICKTPOTEXHHKE H OSJIEKTPOHHKE, KaCArOTCS
SIIEKTPUYECKUX MOACTAHIMA M PA3TMYHBIX HWHTEIUICKTYaNbHBIX YCTPOWCTB. J[aHHBIC JOKYMEHTHI HE OMHCHIBAIOT
BOIPOCHI 00ecrieueHnst 0e30MacHOCTH BO Beex JoMeHax Smart Grid.

2. JlokyMeHTbl MeXIyHapoqHOH OpraHW3alid [0 CTAHOAPTU3AlMM Ha CErOJHS HAXOMITCS Ha CTaJdH
paspaborku. Cranmapt ISO 27019, cyas mo comep)kaHHIO MPOEKTa NOKYMEHTa, OyIeT COIepKaTh CBENCHHS O
0a30BBIX MEXaHU3MaX 3aIUTHI ANEKTPUUCCKHUX MOACTAHINA W MHTEIUIEKTYaJIbHBIX YCTPO#HCTB. TO €CTh cTaHmapThI
9TOH CEpUH CMOTYT OXBATHTH YETHIPE M3 CEMH JOMEHOB — TE€HEpHUPYIOIHe, Mepeiaroliue, paclupeaensioime
OpraHHU3alUH U MOTPEOUTES.

3. CraHgapTsl, pa3paboTaHHble MEXKIyHAPOIHOM 3JICKTPOTEXHUYECKON komuccuer, a umenHo IEC 61784,
62443, 62351 u TR 62210, Taxke OpHEHTUPOBAaHBI Ha oOecrieueHHe HH(POPMAIMOHHOW OE30MacCHOCTH CHCTEM
MPOU3BOJICTBA U YIIPABJICHHUSI MPOU3BOJACTBOM. J[aHHAS cepHsi JOBOJBHO JAETATIBHO H MOJHO OMKCHIBACT 3AIUTY TPEX
JTIOMEHOB - TeHEPUPYIOIIHX, TIEPEIArONINX U PACTIPEACSIISIONINX OPTraHH3aIlHi.

4. Cepus cranmaproB NERC CIP, B OCHOBHOM, OpHCHTHpOBaHa Ha oOOecCIieueHHE KHOEpOE30MacHOCTH B
SCADA. OTH IOKYMEHTHI HOCST JAEKIapaTUBHBIA XapakTep M TaKkKe He YUYHTHIBAIOT crienuduKy oOecnedeHus
nHpopmannoHHo# 6e3onacHocTu B Smart Grid.

5. Cranmaptsl HaloHaIbHOTO HHCTUTYTA CTAHIAPTU3AINK U TEXHOIOTHI OMHCHIBAIOT BOMPOCH! 0€30MaCHOCTH
B TIPOMBIIUIEHHBIX cucTeMax. B Toxke Bpemsi TexHuueckudd otder NISTIR 7628 BBoautr moHsTHE
kubepbesonacHoctr B Smart Grid cucremax. JlaHHBIN JOKYMEHT SIBJISIETCS TIEPBBIM OPUEHTHPOBAHHBIM UMEHHO Ha
Smart Grid n Han0oJee MOTHO aeT OMMCaHNe MHOXKECTBA 0OBEKTOB M cyObekToB Smart Grid, nx B3auMoaeicTBus 1
MEXaHU3MOB 3aI[HTHI.

TakuMm 00pa3oM, MOXHO MPEAMONOKHUTh, YTO JUIsl TIOHHMAaHWs Tporecca obecriedeHuss HHPOPMAIHOHHOI
6e3omacuoctr Smart Grid cucrem Hanbosee MoOIHO moaxoauT Texuuueckuit otuer NISTIR 7628, Tak kak MMEHHO
3TOT JOKYMEHT ONHUCHIBAET OTIHYUA B MOAXO0JaX K obecmeueHuio uHopmanuonHon 6ezonacuoctu SCADA, ACY
TIT u Smart Grid.

AHAJII3 TA ONIHKA HOPMATUBHHUX JOKYMEHTIB, SKI
3ACTOCOBYIOTHCS JJI51 SABE3INEYEHHS IHOOPMALIIITHOI

BE3IIEKHN SMART GRID CUCTEM

Onexcii FO0in, I'nié Ilupozoe
HepocHII Cneyss’azky

B crarti posrismaersest Smart Grid cucreMa SIK CyKYNHICTh MiZICUCTEMH NEpelaBaHHs €JIeKTPUYHOI eHeprii Ta
iH(OpMaIliTHO-TEIEKOMYHIKAI[IIHOT ~MIJCHUCTEMH, 1 BIANMOBITHO JO IIhOrO 3IIHCHIOETHCS aHATI3  TIIOYHX
HOPMATHBHHUX JOKYMECHTIB.

0O0’exTOM aHaJi3y € HOPMATHBHI JOKYMEHTH, IO BiTHOCATHCS 10 3a0e3mneueHHs iHGOopMaIliiiHOT 0e3MeKkn CHCTeM
YIPaBJIiHHS, CHCTEM JUCIETYEPChbKOro KepyBaHHs Ta 300py nanux (SCADA), aBTOMaTH30BaHHUX CHUCTEM
yrpaBiiaHs TexHonorivHuM mpouecoM (ACY TII) i Smart Grid, a came:

Mixcnapoouni cmanoapmu

1. IEEE 1402. IEEE Guide for Electric Power Substation Physical and Electronic Security, -IEEE 1686. IEEE
Standard for Substation Intelligent Electronic Devices (IED) Cyber Security Capabilities, IEEE P1711. Trial Use
Standard for a Cryptographic Protocol for Cyber Security of Substation Serial Links.
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2. IS0 27019. Information security management guidelines for process control systems used in the energy utility
industry on the basis of ISO/IEC 27002.

3. IEC TR 62210. Power system control and associated communications. Data and communication security, [EC
61784-4. Digital data communications for measurement and control — Profiles for secure communications in
industrial networks, IEC 62443. Security for industrial process measurement and control — Network and system
security, IEC 62351. Data and Communication Security, IEC/TR 62357. Power system control and associated
communications - Reference architecture for object models, services and protocols.

Hauionanwsni zanyseei cmanoapmu

4. NIST SP800-82. Guide to Industrial Control Systems (ICS) Security, NIST SP800-53. Security and Privacy
Controls for Federal Information Systems and Organizations, NISTIR 7628. Guidelines for Smart Grid Cyber
Security.

5. ISA 99.00.01. Security for Industrial Automation and Control Systems: Concepts, Models and Terminology.

6. AGA 12-3 Protection of Networked Systems, AGA 12-4 Protection Embedded in SCADA Components.

7. NERC CIP-002. Cyber Security - Critical Cyber Asset Identification, NERC CIP-003. Cyber Security -
Security Management Controls, NERC CIP-007. Cyber Security - Systems Security Management, NERC CIP-011.
Cyber Security - Information Protection.

B xoni aHamizy Ta oniHKM HOPMAaTUBHUX JOKYMEHTIB Oynu 3po0IieHi HaCTyIHI BUCHOBKU:

1. Cranpmapty, ski po3poOieHi IHCTUTYTOM iH)KEHEpIB 3 E€IEeKTPOTEXHIKM Ta €JIEKTPOHIKH, CTOCYIOTBHCS
CNeKTPUYHMX TMIACTAHIIN Ta PIi3HUX IHTENEKTyalbHHUX MNPUCTPOiB. Lli MOKYMEHTH HE OMUCYIOTh MHUTAHHS
3a0e3meueHHs Oe3meky B yeix moMmenax Smart Grid.

2. JHokxymentd MixHapoqHol opraHizamii 31 craHgapTH3alii, Ha ChOTOIHI, 3HAXOIATHCS Ha CTafii PO3pOOKH.
Cranmapt ISO 27019, Buxomstuu 3i 3MiCTy MPOEKTY ITOKYMEHTY, Oy/e MICTUTH BiIOMOCTI mpo 0a30Bi MeXaHi3MHU
3aXHCTY EJEKTPUYHUX MiJCTAaHIIN Ta IHTENeKTyaJbHUX MPUCTpoiB. ToOTO, cTaHaapTH 1i€i cepii 3MOXKYTh OXOIHUTH
YOTUPU 3 CEMi JIOMEHIB — FE€HEPYIOUH, IIePeIatoyi, PO3IOIIIAI0Yi OpraHi3alii Ta CrioKuBadi.

3. CraHgapTtu po3po0OiieHi Mi>KHApOTHOIO eIIEKTPOTEXHIYHOW KoMiciero, a came - IEC 61784, 62443, 62351 u
TR 62210, takox opieHTOBaHI Ha 3a0e3nedyeHHs iHQOpPMAIfHOI Oe3NeKH CHCTEM BHPOOHUIITBA Ta KEPYBaHHS
BUpOOHHULTBOM. LIsi cepist cranmapTiB JOBOJI JETANBFHO Ta MOBHO OIKCYE 3aXUCT TPHOX JNOMEHIB — I€HEPYIOUHX,
MEPEAA0YUX Ta POITOAISIOUUX OpTraHi3allii.

4. Cepis crangaptie NERC CIP, B ocHOBHOMY, OpieHTOBaHa Ha 3abe3mneucHHs KibepOesmeku B SCADA. 1i
JIOKYyMEHTH HOCSIThH JEKJIApaTUBHUI XapakTep i Ha BpaXxoBYIOTh creludiky 3ade3neueHHs iHpopMaliitHoi Oe3rnexu B
Smart Grid.

5. Cramgapti HarioHadbHOTO 1HCTHUTYTY CTaHOApTHU3aIlii 1 TEXHOJNOTIH ONUCYIOTh IUTAHHA OC3MEeKH B
MIPOMUCIIOBUX cucTeMax. B Toit sxe uac, rexHiunuii 38iT NISTIR 7628 BBoauTh mousTTs KibepOesneku B Smart Grid
cucreMax. Lleit TOKyMEHT € MmepIiuM, OpieHTOBaHMM BHKITIOYHO Ha Smart Grid. BiH HaliTIOBHIIIIE 1a€ ONTUC MHOKUHU
00’exTiB Ta cy0’exTiB Smart Grid, ix B3aemMopii i MeXaHi3MiB 3aXHCTY.

TakuM YMHOM MOXKHA MPUIYCTUTH, IO VIS pO3yMIHHS mIpolecy 3a0e3neueHHs iHdopMaliitHoi Oe3mekn Smart
Grid cucrem HaiinoBHimIe miaxomuth TexHiuaui 3BiT NISTIR 7628. Ile moB’s3aH0 3 THM, IO caMe el TOKYMEHT
OITMCYE BiIMIHHOCTI B MiaXo/ax 1o 3ade3neuenHs iHpopmaniitaoi 6esnexun SCADA, ACY TII ta Smart Grid.

ANALYSIS AND EVALUATION OF REGULATORY DOCUMENTS

USED FOR INFORMATION SECURITY SMART GRID SYSTEM
Oleksii Yudin, Gleb Pirogov
SRI for STIP

In the article the Smart Grid system is considered as a set of subsystems transmission of electrical energy, and
information and telecommunication sub-system, and in accordance with this analysis is relevant regulations.

The object of the analysis are the regulations pertaining to information security control systems, supervisory
control and data acquisition (SCADA), automated process control systems (PCS) and the Smart Grid:

International Standards

1. IEEE 1402. IEEE Guide for Electric Power Substation Physical and Electronic Security, -IEEE 1686. IEEE
Standard for Substation Intelligent Electronic Devices (IED) Cyber Security Capabilities, IEEE P1711. Trial Use
Standard for a Cryptographic Protocol for Cyber Security of Substation Serial Links.

2. IS0 27019. Information security management guidelines for process control systems used in the energy utility
industry on the basis of ISO/IEC 27002.

130 Ilpasose, nopmamusne ma memponoziune 3abe3nevenns cucmemu axucmy ingopmayii 6 Yipaini, sun. 1 (25), 2013 p



3. IEC TR 62210. Power system control and associated communications. Data and communication security, [EC
61784-4. Digital data communications for measurement and control — Profiles for secure communications in
industrial networks, IEC 62443. Security for industrial process measurement and control — Network and system
security, IEC 62351. Data and Communication Security, IEC/TR 62357. Power system control and associated
communications - Reference architecture for object models, services and protocols.

National industry standards

4. NIST SP800-82. Guide to Industrial Control Systems (ICS) Security, NIST SP800-53. Security and Privacy
Controls for Federal Information Systems and Organizations, NISTIR 7628. Guidelines for Smart Grid Cyber
Security.

5. ISA 99.00.01. Security for Industrial Automation and Control Systems: Concepts, Models and Terminology.

6. AGA 12-3 Protection of Networked Systems, AGA 12-4 Protection Embedded in SCADA Components.

7. NERC CIP-002. Cyber Security - Critical Cyber Asset Identification, NERC CIP-003. Cyber Security -
Security Management Controls, NERC CIP-007. Cyber Security - Systems Security Management, NERC CIP-011.
Cyber Security - Information Protection.

The analysis and evaluation of regulations has made the following conclusions:

The standards developed by the Institute of Electrical and Electronics Engineers, concerning electrical substations
and various intelligent devices. These documents do not describe the security issues in all domains of Smart Grid.

1. Documents of the International Organization for Standardization for today are still under development.
Standard ISO 27019, judging from the content of the draft document will contain information about the basic
mechanisms for the protection of electrical substations and smart devices. That is, the standards of this series will
cover four of the seven domains - generating, transmitting, distributing the organization and the consumer.

The standards developed by the International Electrotechnical Commission, namely IEC 61784, 62443, 62351
and TR 62210, also focused on the provision of information security systems of production and management. This
series is quite detailed and complete protection describes three domains - generation, transmission and distribution
organizations.

2. A series of standards NERC CIP, primarily focused on cyber security in SCADA. These documents are of a
declarative nature and also do not take into account the specificity of information security in the Smart Grid.

3. Standards of the National Institute of Standards and Technology describe cyber security in industrial systems.
At the same time, Technical Report NISTIR 7628 introduces the concept of cyber security in the Smart Grid systems.
This paper is the first to specifically target Smart Grid and provides the most complete description of a set of objects
and subjects of the Smart Grid, their interactions and mechanisms of protection.

Thus, it can be assumed that an understanding of the process of information security Smart Grid systems more
fully suited Technical Report NISTIR 7628, since this document describes the differences in the approaches to
information security SCADA, DCS and Smart Grid.

Literatura: 1. Energetichna bezpeka Ukrayni: strategiya ta mekhanizmi zabezpechennya / [Shevtsov A. I,
Zemlyaniy M. G., Barannik V. O. ta in.] / Za red. A. I. Shevtsova. Dnipropetrovs'k: Porogi, 2002. — 264 5. 2.
Ukraina. Zakoni. Pro yelektroyenergetiku : ofits. tekst : [priynyatiy Verkhovnoyu Radoyu 16 zhovtnya 1997 r.]. K.:
Vidomosti Verkhovnoi Radi Ukraini, 1998, Ne 1. 3. Ukraina. Zakoni. Pro zakhist informatsii v informatsiyno-
telekomunikatsiynikh sistemakh : ofits. tekst : [priynyatiy Verkhovnoyu Radoyu 5 lipnya 1994 r.]. K.: Vidomosti
Verkhovnoi Radi Ukraini, 1994, Ne31. 4. The path of the smart grid / H. Farhangi. // IEEE Power and Energy
Magazine, 2010. Vol. 8, Ne 1. — P. 18-28. 5. NISTIR 7628. Guidelines for Smart Grid Cyber Security.: Vol. 1, Smart
Grid Cyber Security Strategy, Architecture, and High-Level Requirements // National Institute of Standards and
Technology. —2010. — 15 p.

YK 621.396.4 . .
HNIABULHIEHHSA EHEPTETUYHOI EOEKTUBHOCTI CTAHIIN
TPOIIOC®EPHOI'O 3B’A3KY

Jmumpo Bepzenec, I'ennaoii Jleonenko, Anopinu Ilanamapuyk, Onekciu FOoin
JepoicHI[I Cney3ss’si3xy

Crarta: 3 cmop, 4 0xcepen.
BypximBuii po3BHTOK 3ac00iB CYITyTHHKOBOI'O 3B’s13Ky Ha modatky 70-x pokiB Ta mounHaroun 3 80-X pOKiB

IIMPOKE iX 3aCTOCYBaHHS 3HAYHO CKOPOTHJIM Taly3b BHKOPHUCTaHHS CTaHIIA TpomocdepHoro 3B’s3Ky. lle
00YMOBJICHO XapaKTepOM IMOIIUPEHHS XBWIb, SKHA BUKJIMKAHUN SK CBOIMH BHITAJKOBHMH ITapaMEeTpaMH, TakK i
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BEJIMKUMH €HEPreTUYHIMU BTpaTaMu Ha Tpaci nomupenss. Cepel ycix BHAIB 3B 53Ky TporocepHi JIiHii € oqHUMU 3
HAKOUIBII CKIIAHUX B TEXHIYHOMY BiJHOIIEHHI. B ToM ke yac, BOHM MaroTh Oe3nepeyHi nepeBard nepes iHIMMU
BUJaMHU 3B’SI3Ky, MAlOYM OUIBII BHCOKY JKHUBYYICTh B YMOBaX HQJ3BHYaMHHUX CHTYaIliif, 030pOEHUX KOH]IIKTIB
Ta/ab0 AaHTHTEPOPUCTHYHMX 3axXOMAiB, a TaKOX IIPH oOpraHizamii 3B’S3Ky B TPYAHONOCTYIHHX, TIPCHKHX 1
MaJIOHACEJIEHUX paioHaX.

B 3Hauniii Mipi 3OiliCHEHHS TPOMOCHEPHOTO paio3B’ 3Ky YCKIAIHIOETHCS BHACTIAOK MIiXKCHUMBOJIBHOI
inTepdepeHtii, ska MoB’s3aHa 3 IHTEPBAJIOM Yacy 3aTPUMKH OCTaHHBOTO JIOCTATHBO CHIIBHOI'O JIyHACHUTHAIY
MOPIBHSHO 3 MEpPHIMM TPUHHSATHM CHIHAJOM. BIumB MibKcUMBONIBHOI iHTepdepeHmii mpu mnepenadi nudpoBoi
iHpopMalii Mae nepuIopsiiHe 3HaueHHs, 00 BOHA 00YMOBIIFOE BUHHKHEHHSI HECKOPOTHUX TTOMMIIOK, BUKITIOUUTH SIKi
HEMOJKJINBO HaBiTh IPH HEOOMEXeHi# eHepreTulli paaioninii. ToMy nuTaHHs, OB si3aHi 3 YJOCKOHAJIEHHSIM METO/IIB
YCYHEHHsI BIUIMBY MIXCHUMBOJIbHOI iHTepdepeHIii Ha TpormochepHUX pajioNiHisgX, a, BiAMOBIIHO, 1 MiJBUIIEHHS
€HepreTUYHOI e(DEKTUBHOCTI, € aKTyaIbHUMHU.

Jns BupimieHHs i€l TpOOJEeMH TPOIMOHYETHCS BUKOPHCTOBYBAaTH OaraTOCTyIMiHYaTy OOpOOKY cHTHaly 3
PO3LIMPEHUM CIIEKTPOM (IIUPOKOCMYTOBUI CHT'HAJ) Y CHOJIY4EHHI 3 3aBaJIOCTIHKUM KOJYBaHHSIM 3a allrOPUTMOM
Bitep6i. [TopiBHSIHHSA eHepril cHUrHany 0e3 OOpOOKM 3 CHEPTri€l0 CHUTHANTY 3 0araToCTYIEHEBOIO OOpOOKO0, MpHU
3aaHill MOTY)KHOCTI TMepenaBaviB Ta OIHAKOBIH WMOBIPHOCTI MOXMOOK, IMOKa3ajd 3HAUYHI TEpeBard, sKi HAIa€e
BUKOpHCTaHHs OaratoctyrneHeBoi oOpoOku. lle miaTBepmKyoTh 1ab0opaTopHi AOCIIIKEHHS MAaKeTiB MOJIEMIB Ha
iMiTaTopi TporocgepHoi JiHil 3B sI3KY.

MOBBIIIEHUE SHEPTETUYECKOM D®PEKTUBHOCTHU
CTAHIIUHA TPOITIOCHEPHOM CBSI3U

JImumpuii Bepzenec, I'ennaouii Jleonenko, Anopeu Ilanamapuyk, Anexceii FOoun
T'ocHUU Cneycesszu

BypHoe paszurie B Hayase 70-X TOIOB CPEICTB CIIyTHHKOBOW CBSI3M M IIMPOKOE WX NMPUMEHEHHE HauWHAas C
1980-x rofoB 3HAYUTENHHO COKPATHIM OOJNACTh UCIOIBb30BAHUS CTaHIMN TPOMOC(EPHOH CBA3U. DTO 00YCIOBIEHO
TEM, YTO M3-32 XapakTepa pacHpOCTPaHEHHs BOJH, KOTOPBIH XapaKTepu3yeTcss KaK CBOUMH CIy4ailHBIMU
rapameTpamMH, Tak 1 OOJBIIMMHU SHEPreTHYECKUMH ITOTEPSIMH Ha TPacce PacpOCTPaHEHHs, CPEId BCEX BUIOB CBSI3U
TporochepHble JTUHUU SBJSIFOTCS OJHUM W3 HauOoJee CIOKHBIX B TEXHUYECKOM OTHOIIEHHU YcTpoiicTB. OmHAKO
OHU HMEIOT OecCIOpHBIE MPEUMYIECTBA Tepel NPYrMMU BHIAMH CBS3M, UMesl Ooiee BBICOKYIO >KHBYYECTh B
YCIIOBHSAX YPE3BBIYAHBIX CUTYalUi, BOOPYKEHHBIX KOH(JIUKTOB W/WJIN aHTHTEPPOPHCTHUECKUX MEPOIPUATUH, a
TaK)Xe IPH OPTaHU3ALUH CBSI3M B TPYAHOAOCTYITHBIX, TOPHBIX U MAJIOHACEICHHBIX paifOHaX.

B 3HaunTenbHOI Mepe OCyLIECTBIEHHE TPONOC(HEpHOH paauoCBA3U OCIOKHAETCS H3-32 MEXCHMBOJIBHOM
uHTep(epeHIINH CBSI3aHHOW C MHTEPBAJIIOM BPEMEHEM 3a/IeP)KKH ITOCIEIHEr0 JOCTaTOYHO CHIBHOIO 3XOCHIHANA 110
CPaBHEHUIO C MEPBHIM MPHUHATHIM CHT'HAJIOM. BnusHue MEXCUMBOIBHON MHTEp(dEpEeHINH NPy epenade nuppoBoi
nH}popManuK MMEEeT IMEepPBOCTENIEHHOE 3HAueHHE, TaK KaK OHAa OO0YCIAaBIMBAE€T BO3HHKHOBEHHE HECOKPATHMBIX
OLIMOOK, HCKIIOYUTH KOTOPHIE HEBO3MOXKHO Ja)Ke IpU HEOTpaHMYEHHON OSHepreThke paauoiuHuu. Iloaromy
BOIIPOCHI, CBSI3aHHBIE C COBEPLICHCTBOBAHUEM METOJIOB YCTPAHEHHS BIMSHUEM MEXCUMBOJIBHON HHTEP(QEPEHIINH Ha
Tpornoc(hepHBIX PAJAUOIHHUSX, a CIIEJ0BATEIbHO W TOBBIMIEHUS JHEPreTHUecKod APQEKTUBHOCTH, SBISIOTCS
aKTyaJIbHBIMH.

Jia pemeHust 3Tod mpoOiieMbl IpeularaeTcs HCIOIb30BaTh MHOTOCTYIIEHUYAaTyl0 OOpaboTKy CHrHama c
pacUIMpEeHHbIM CIIEKTPOM (IIMPOKOIOJIOCHBIH CHIHAJNI) B COYETAaHWH C NOMEXOYCTOWYMBBIM KOJIMPOBAaHHEM IO
anroputMy ButepOu. CpaBHeHue sHepruu curHaia 0Oe3 oOpaOOTKM C JHEpPruell CUTHaJa C MHOTOCTYIEHYATOH
00paboOTKOM, TNpH 3aJaHHOM MOIIHOCTU IIEPEAATYNKOB W OJUHAKOBOM BEPOSTHOCTH OIMIMOOK, TOKAa3aiu
3HAYMTEJbHBIC TPEUMYILECTBA, KOTOPBIE AT MCIIONb30BaHUE MHOTOCTYIIEHYaTol 00pabOTKH. DTO MOATBEPKAAIOT
11a00paTOpHBIE HCCIIEOBAHUSI MAKETOB MOJIEMOB Ha IMHUTATOPE TPOIOC(EPHO JINHUHU CBSI3H.

IMPROVING ENERGY EFFICIENCY OF STATION OF

TROPOSPHERIC COMMUNICATION
Dmitro Vergeles, Gennady Leonenko, Andriy Palamarchuk, Oleksii Yudin
SRI for STIP

The rapid development in the early 70's satellite-based communications and their wide use since the 1980s, have
significantly reduced the area of use of tropospheric communication stations. This is due to the fact that due to the
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nature of wave propagation, which is characterized as its random parameters and large energy losses in the
propagation path, among all types of tropospheric communication lines are one of the most technically complex
devices. However, they have undeniable advantages over other forms of communication, with a higher survivability
in emergency situations of armed conflict and anti-terrorism measures, as well as the organization of communication
in remote, mountainous and sparsely populated areas.

To a large extent the implementation of the tropospheric radio complicated because the intersymbol interference
associated with the delay time interval of the last sufficiently strong echo compared to the first received signal. Effect
of intersymbol interference when transmitting digital information is of paramount importance, since it determines the
emergence of irreducible error that can not be deleted even when unlimited power radio. Therefore, the issues related
to the improvement of methods of eliminating the influence of inter-symbol interference in the tropospheric radio
lines, and thus improve energy efficiency, are relevant.

To solve this problem, we propose to use a multi-processing the spread spectrum signal (wideband signal) in
combination with error-correcting coding Viterbi. Comparison of the signal energy without treatment with signal
energy with a multistage treatment, for a given transmitter power and equal error probability, showed significant
advantages provided by the use of multi-processing. This is confirmed by laboratory testing of models of modems on
the simulator tropospheric link.

Literatura: 1. Viterbi A. D., Omura Dzh. K. Printsipy tsifrovoy svyazi i kodirovaniya. M,: «Radio i svyaz'y, 1982.
- 538 5. 2. Shennon K. Matematicheskaya teoriya svyazi. SB. Raboty po teorii informatsii i kibernetike./Per. s angl.
pod red. N. A. Zheleznova. — M.: IL, 1963. — 829s. 3. L. E. Varakin. Teoriya sistem signalov M,: «Radio i svyaz'y,
1978. - 303 s. 4. Shumopodobnyye signaly v sistemakh peredachi informatsii pod red. V. B. Pestryakova — M.:
«Radio i svyaz'y, 1973. —424 s.
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TEXHIKA AKTUBHOI'O BUBPOAKYCTHUYHOI'O 3AXUCTY
MOBHOI ITH®OOPMAIIIL B YKPATHI:
CTAH I IEPCIIEKTUBHA

ITeop Hopouwtun, Muxaiino Ilpoxoghves, Bonooumup /leopcokuii
HAI] "TE3IC" HTYY "KIII"

Cmamms: 8 cmop., 12 oxncepen

Cepen TexHIYHHMX 3ac00iB, NMPU3HAYEHUX 10 KOMIUIEKTYBaHHS CHCTEM aKTHBHOI'O BiOPOAKYCTUYHOTO 3aXUCTY
(AB3) moBHOI iH]opMarii, ABaHAIIATE BUPOOIB, IO MTPOIIOHOBAHI B AaHUH Yac Ha CIIOKUBUYOMY PHHKY YKpaiHwu,
MaroTh cepTudikaT BiAMOBIIHOCTI a00 eKcrepTHUI BUCHOBOK. Lle q03Bomste chopMyBaTH 3 HUX IMICTh TO3BOJICHHUX
JI0 BUKOPHCTaHHS Ha TepUTOpii YKpaiHu GpipMOBHX KOMIUIEKTIB, IOCTAYILHUKAMU SIKUX € HACTYITHI MiIPHEMCTBA
Ta opranizanii: «Ykpcneurexnika cucrema», ATBT «MAPCy», TOB «O0'eqnanuii nenTp 3axucty iHpopmarii», 11
«PIAC», Bignin T3I BAT « Mukomnaisceke mianpuemMctBo EPA »,« Digital and Analog Systems ».

Jlo3BoneHi 0 3acTocyBaHHS B YKpaiHi cucremu AB3 MOXXyTh OyTH YKOMILIEKTOBaHI T€HEpaToOpaMM 3aXHCHOI
nepemkoau bazaneT-4I'A, MAPC-T30-4-2, OII3I-BA/T" (tuml), OI3I-BA/T" (tumn2), PIAC-2I'C, PIAC-2I'M ,
Toma3z T'llIA-4, Tomaz TI'llIA-4M, Tomaz I'ITA-4MK, DNG-2300, BiOpamiiHMMH BHUIPOMiHIOBauaMu ba3ajibT-
4]1BM, BU 3, BU 4, OII31-BA/B, PIAC-2BII, Tona3z BB-1, TRN-2000 , akycTHYHUMH BHIIPOMiHIOBaYyaMu bazajibT-
4]1A, MAPC-AK3, PIAC-2BA, OMS-2000.

I'eneparopu 3axucHoi mepemkonu s cucreM AB3, mporoHoBaHi ykpaiHCBKUMH (ipMaMu, €, SIK HpPaBHIIO,
JIBOKAHAJPHUMHU TPUCTPOSIMH Oe3 BOYJOBAHOI'0 KOHTPOJIO MpAaEe3JaTHOCTI i 0e3 MOMJIMBOCTI ITiIKITFOUCHHS
JMUCTaHIlHOrO KepyBaHHs (JIY), 1110 MaroTh CIiporieHe 2-3 - CMyroBe PeryJItoBaHHs CIIEKTPY 3aXUCHOI HMEePEIIKO/IH.
BUHATOK CTAHOBJIATH HACTYITHI MOJICIII:

- bazanbT-4I'A (5-cMyroBwuii exBanaiizep, MOXKIIMBICTb MiAKIFOUEHHS IpoTsiHOoro [Y);

- MAPC-T30-4-2 (BOynoBaHHUiI KOHTPOIIb MPALe3/IaTHOCTI, BOY/I0BaHA 1HIMKAIlisl BUX1THOTO PiBH!);

- OLBI-BA/T" (5-cMyroBuii exBanaiizep, BOYIOBaHUM KOHTpPOJb TMPAIC3IaTHOCTI, JO YOTHPHOX HE3aJICIKHHX
YHIBEpCaJIbHUX KaHAJIIB / BUXOIIB).

T'ooBHOIO TIPOOJIEMOI0 CYJacHOI'O eTamy PO3BUTKY TexHIKM AB3 € 3a0e3medyeHHs NPUAHATHOI aKyCTHYHOI
koMdopTHOCTI BHIUIEHHX NpuMinieHb. OAWH 3 NUIAXIB BHUPIMIEHHS i€l MPOOJEMHU - 3aCTOCYBAHHS 3aXHCHHUX
nepenkos i3 OuIbIl «KOM(pOPTHUM)» 3a0apBJICHHAM CIIEKTPY, 30KpeMa, «MOBOMOMIOHMI» myMm. [pyruil nuisix
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BUpILIEHHS IMPOOJIEMH IOB'SI3aHHUM 13 3aCTOCYBaHHSIM OaraTOKOMIOHEHTHHX 3aXHUCHUX MEpElIKOfA, L0 MICTATh
MOBOIIOJIIOHI CKJIaJIOBi, 30KpeMa, (JOHEMHI.

BincyTHicTh BOYIOBAaHOTO KOHTPOJIIO TPAIE3AaTHOCTI 1 BiICYTHICTh MOKIIUBOCTI mia'eaHanHs Y B OumbIIOoCTI
TeHepaTopiB 3aXHMCHOI IIEPEIIKO/M, a TaKOX BIJICYTHICTh Ha CIOKHUBUOMY DPHHKY YKpaiHM cepTU(iIKOBaHHX
MOOUTPHHX KOMIUIEKCIB OINEpPaTUBHOTO KOHTPONIIO Tpane3faTtHocTi cucreM AB3 Takok 0OMeEXye MOXIUBOCTI
3actocyBaHHsl TexHiKM AB3 Ha o0'exrax iH(poOpMaIiiHOI IisubHOCTI. BupimeHHs nmx npoOiiem, xoya i 3a)xajae
JIOJJATKOBUX BUTPAT HA MPOBEICHHS JOCIIIKEHb 1 PO3POOOK, Y MEPCIEKTHBI TO3BOIMUTEH ICTOTHO ITiJBUIIUTH SKICTh
3aXHMCTy MOBHOI iH(OpMAIIii BiJi BATOKY BiOpOAKyCTHYHUMH KaHAJIAMH.

TEXHUKA AKTI/IB‘IJ{OI\/'I BUBPOAKYCTUUYECKOM 3AIIINTHI
PEYEBOM NH®OPMAIINU B YKPAUHE:
COCTOSIHUE U IIEPCHHEKTUBBI

Hzopw Hopowun, Muxaun Ilpoxoghves, Bhaoumup /leopckuii
HUI] "TE3UC" HTYY "KIIU"

Cpenu MpeCTaBIICHHBIX B HACTOsIIEE BpeMsi HAa MOTPEOUTENBCKOM PBIHKE YKpawHbl TEXHUYECKUX CPEICTB,
MpeJHAa3HAYCHHBIX JUI1 KOMIUICKTOBAHHS CHCTEM aKTUBHOW BHOpoakycTHueckow 3amuTel (AB3) pedeBoit
nHdopManuy, IBEHAANATh W3JCIUN HMMEIOT CepTH(UKAT COOTBETCTBUS WM OKCIIEPTHOE 3aKiIIoYeHHe. OTO
MO3BOJIsIET ¢(hOPMHUPOBATH U3 HUX IISCTh PAa3PEIIEHHBIX K HCIOIB30BAHUIO HA TEPPUTOPUU YKPaWHbI (HYUPMEHHBIX
KOMIUIEKTOB, TMOCTaBIIMKAMH KOTOPBIX SIBJISIOTCS CIEAYIONIME TPEANpUATHS M OpraHU3aluu: «YKpCHelTexXHUuKa
cucremayn, AOOT «MAPC», OO0 «O0benuHEHHBIN 1IeHTp 3amuThl nHGopMarwm», UIT «PIACy, Otaen T3 OAO
«Huxkonaerckoe npeanpustue IPAy», «Digital and Analog Systems».

Paspeménnple X NpUMEHEHHIO B YKpauHe cucTeMbl AB3 MoOryr OBITh YKOMIUICKTOBAaHBI TeHEpaTOpaMu
samuTHOM momexu bazaneT-4I'A, MAPC-T30-4-2, OLI3I-BA/T'(tun1), OL3BI-BA/T (tun2), PIAC-2I'C, PIAC-2I'M,
Toma3s I'lITIA-4, Toma3 I'IITA-4M, Tomas I'IIA-4MK, DNG-2300, BuOparmioHHsIME H3JTydaTensaMu bazanst-4/IBM,
BU 3, BU 4, OII3I-BA/B, PIAC-2BII, Toma3 BB-1, TRN-2000, akyctuueckumu usnydarensmu bazanbr-4J1A,
MAPC-AK3, PIAC-2BA, OMS-2000.

I'eHepaTopsl 3ammTHON moMexu uis cucteM AB3, mpejyaraeMbie YKpamHCKUMHU (QHPMaMH, SBISIFOTCSA, Kak
MIPaBUIIO, IByXKaHAIBHBIMH YCTPOHCTBAMH 0€3 BCTPOSHHOI'O KOHTPOJISI paboTOCIOCOOHOCTH U 0e3 BO3MOMXKHOCTH
TIOAKIIIOYEHHS TUCTAaHIMOHHOrO ynpasieHus (Y), nmeronmmu ynpoméHHylo 2-3 — TOJNOCHYIO PEryIHPOBKY
CIEKTpa 3aIIUTHOM momexu. VICKiroueHne CoCTaBIIAI0T CeAYIOINe MOACTH:

- bazanbT-4I"A (5-nonocHsI dKBasaii3ep, BO3SMOKHOCTH IOJIKIIOUeHHUs mpoBoaHoro J1Y);

- MAPC-T30-4-2 (BcTpOEHHBIH KOHTPOJIb PabOTOCIIOCOOHOCTH, BCTPOCHHASI MHMKAIHSI BEIXOAHOT'O YPOBHS);

- OLIBI-BA/T" (5-nonocHsIi SKBanai3ep, BCTPOSHHBIH KOHTPOIIb pab0TOCIOCOOHOCTH, /10 YETHIPEX HE3aBUCUMBIX
YHUBEPCAJIbHBIX KaHAJIOB/BBIXOJIOB).

I'maBHOW TpOOJIIEMOI COBPEMEHHOTO 3Tama pa3BuTHsS TexHHkH AB3 sBisercs obecredyeHHE NpUEMIIEMON
aKyCTUYEeCKON KOM(pOPTHOCTH BBIACICHHBIX MTOMeIIeHuH. OMH U3 MyTel PelIeHHs 3TOH MPOOIeMbl — IPUMCHEHUE
3alIUTHBIX IOMEX C OoJee «KOM(pOPTHOM» OKpacKoil CIIEKTpa, B YACTHOCTH, «PEUYerofoOHoro» myma. Bropoii myTh
peleHust MPoOJIEMBI CBS3aH ¢ MPUMEHEHHEM MHOTOKOMITOHEHTHBIX 3aI[UTHBIX TIOMEX, COMEPIKAIINX PEUCOf00HbIE
COCTaBJISIOIIHE, B YACTHOCTH, (DOHEMHBIE.

OTcyTCTBHE BCTPOSHHOT'O KOHTPOJS pabOTOCIIOCOOHOCTH M OTCYTCTBHE BO3MOXKHOCTH TojkiItoueHus Y B
OOJIBIIIMHCTBE BBIMYCKACMbBIX YKPAaUHCKMMH (hPUpPMaMHU TeHEPATOPOB 3aIUTHOM MOMEXH, a TaKKe OTCYTCTBHE Ha
MOTPEOUTEIHLCKOM PBhIHKE YKpauHbl CEPTH(UIIUPOBAHHBIX MOOWIBHBIX KOMIUIEKCOB OIICPATHBHOTO KOHTPOIS
paborocniocobHocTH cucreM AB3 Takke orpaHMYMBAaEeT BO3MOXKHOCTH IpHMeHeHUs TexHukd AB3 Ha oObekrax
nH(pOpPMAMOHHOM JiesiTeNbHOCTH. PemieHne 3THX npoOieM, XOTs W IMOTpeOyeT JOMOJHHTENBHBIX 3aTpaT Ha
MIPOBEAICHUE WCCIEIOBAaHUN M Pa3pabOTOK, B MEPCIEKTHBE IMO3BOJHUT CYIIECTBEHHO IMOBBICUTH KaueCTBO 3allUTHI
peueBoit nHpopMAaLIUK OT YTEYKH 110 BUOPOAKYCTUIECKUM KaHaJIaM.
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TECHNICS OF THE ACTIVE VIBRO-ACOUSTIC PROTECTION
OF SPEACH INFORMATION IN UKRAINE:

THE PRESENT AND FUTURE

Igor Poroshin, Mikhail Prokofiev, Vladimir Dvorsky
SRC "TEZIS" NTUU "KPI"

Among the hardware designed for acquisition of active vibro-acoustic protection (AVP) systems for speech
information, which are presently available in the consumer market of Ukraine, twelve products have the certificates
of conformity or expert opinions. This allows to create six allowed on the territory of Ukraine branded kits, which
are supplied by the following companies and organizations: "Ukrspetstekhnika system", "MARS", "Joint Center for
information security”", "RIAS", TZI Department of the " Mykolayiv enterprise ERA », « Digital and Analog
Systems».

AVP systems, permitted in Ukraine, can be equipped with a protective noise generators Basalt-4ga, MARS-
TZ0O-4-2, OCZI-VA/G (type 1), OCZI-VA/G (type 2), RIAS-2GS, RIAS-2GM , Topaz GSHA-4, Topaz GSHA -4M,
Topaz GSHA-4MK, DNG-2300, vibration transducers Basalt-4DVM, VI 3, VI 4, OCZI-VA /V, RIAS-2VP, Topaz
VV-1, TRN-2000 , acoustic transducers Basalt-4DA, MARS-AKZ, RIAS-2VA, OMS-2000.

Defensive noise generators, offered by Ukrainian firms, are, as a rule, dual-channel devices without built-in test
performance and without the possibility of connection of remote control (RC), having a simplified 2-3 — frequency
range way of protective noise adjustment. The exceptions from them are the following models:

- Basalt-4ga (5-band equalizer, the ability to connect a wired RC);

- MARS-TZ0-4-2 (built-in performance monitoring, built-in display of output level);

- OCZI-VA/G (5-band equalizer, built-in performance monitoring, up to four independent universal channels).

The main problem of the present stage of AVP technology development is to provide an acceptable acoustic
comfort of the allocated spaces. One way of solving the problem is the use of more comfortable protective noise
signal, in particular "speech-like" noise. The second way to solve the problem is associated with the use of multi-
component protective signals containing speech-like components, such as phonemic.

No built-in monitoring performance and the inability to connect the RC in most Ukrainian defensive noise
generators and also the lack of certified mobile sets for operational health control of AVP system in the Ukraine
consumer market also limits the use of AVP equipment at the facilities of information activities. The solution of
these problems will require additional expenses for research and development, but in the future it will significantly
improve the protection of the speech information from leaking via vibro-acoustic channels.

Literatura: 1. http.//www.dstszi.gov.ua/dstszi/control/uk/publish. 2. http://prom.ua/Generatory-shuma. 3. NDTZI
R-001-2000. Zasobi aktivnogo zakhistu movnoi informatsii z akustichnimi ta vibroakustichnimi dzherelami
viprominyuvannya. Klasifikatsiya ta zagal'ni tekhnichni vimogi. Rekomendatsii. 4. Galanskiy V., Vashchenko N.,
Korolyov T., Lavrent'vev A., Poroshin I, Sigayev A. Kompleksy vibroakusticheskoy zashchity rechevoy informatsii
otechestvennogo proizvodstva. - // Pravove, normativne ta metrologichne zabespechennya sistemi zakhistu
informatsii v Ukraini. — K., vip.10, 2005, s. 185-189. 5. Poroshin L, Sigayev A., Nepochatykh Yu. Obespecheniye
komfortnosti vydelennykh pomeshcheniy pri ispol'zovanii sistem aktivnoy vibroakusticheskoy zashchity. // Pravove,
normativne ta metrologichne zabespechennya sistemi zakhistu informatsii v Ukraini. — K., vip.(1)12, 2006, s. 100-
106. 6. Poroshin 1. Obosnovaniye printsipa strukturnoy optimizatsii zashchitnoy vibroakusticheskoy pomekhi. -
Pravove, normativne ta metrologichne zabezpechennya sistemi zakhistu informatsii' v Ukraini, 2009, vip. 2(19), s. 81-
88. 7. http//www.usts.kiev.ua/products. 8.  http//www.rias.com.ua/produkciya. 9. http//www.oczi.com.ua. 10.
http//www.sergant.com. 11. http://mars.pat.ua. 12. http//www.ualeks.com/images//temp/DNG-2300.
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