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norapu(MyBaHHs HaJ| CKIHUEHHMH IIOJIEM Ta ENINTUYHUMH KPUBUMH, B pe3YJbTaTi CKJIa/ieHa MOpiBHSUIbHA
TabmuI nux aaropuTMis. Onucani 6a30Bi cranaapty, Taki sk DSA, ElGamal, ECDSA, TOCT P 34.10-2001. Oxpim
LBOTO PO3MVISIANIACS ANTOPUTMH, SKI aHAJOrYHO anropuTMy RSA HajgaroTh MOXIHMBOCTI  BiJHOBIICHHS
TIOBiZIOMJIEHHS! Oe3nocepe b0 pH Bepudikarii udpoBoro mianucy. BoHn BUPIIYIOTh BRXIIMBY 3a/1a4y MIAMUCY —
3a0e3IeueHHs, OKPIM IITICHOCTI MaHMX, 1X KOH(DIIeHIIaaIpbHUI 3aXUCT. [IpoTe MOKIIMBOCTI IIIOI0 BiTHOBJICHHS BCIX
LUX AJTOPUTMIB BUSBWINCS OOMEKEHHMH: BOHH a00 HE MiJIXOIATH Ul BiTHOBIICHHS NOBIMX ITOBIIOMIIEHb, KOJIH
MOTPiOHO BHUPAXOBYBATH IOCHIMOBHO KiNbKa MIJAMUCIB a00 ONMH, MO Ma€ BEIHKHHA po3Mip (cxema p-NEW), abo
pocTo He Oyny 3/1aTHI Ha BiJIHOBJIEHHS ITOBIJIOMJIEHb JIOBIIBHOI TOBXHHH (200 TX YaCTUHU JOBLIBHOI JIOBXKHHU) —
cxema Zhang.

Jimepamypa: 1. bproc Ilnaviep. Ipukniaonas kpunmoepagusi. [lpomoxonst, areopummel, UCXOOHbIE MEKCMbl HA
Cu. - M.: U30. TPUYM®, 2008. — 816 c. 2. Nyberg K., Rueppel R. A New Signature Scheme Based on the DSA
Giving Message Recovery / K. Nyberg, R. Rueppel // 1st ACM Conference on Computer and Communications
Security. — Springer-Verlag, 1998. — P. 182 — 193. 3. Ateniese, G., Medeiros, B.D. A Provably Secure Nyberg-
Rueppel Signature Variant with Applications./ G. Ateniese, B.D Medeiros // IACR Cryptology ePrint Archive
2004.— 2004. — P. 93-110. 4. Sujata M., Banshidhar M. A Digital Signature Scheme with Message Recovery and
without One-Way Hash Function / M. Sujata, M. Banshidhar // International Conference on Advances in Computer
Engineering. — Bangalore, 2010. — P. 265-267. 5. Miyaji A. A message recovery signature scheme equivalent to DSA
over elliptic curves // In Proceedings of ASIACRYPT 96. — Springer-Verlag, 1996. — P. 1-14. 6. Pintsov L., Vanstone
S. Postal Revenue Collection in the Digital Age / L. Pintsov, S. Vanstone // Financial Cryptography, Lecture Notes in
Computer Science 1962. — Springer, 2000. — P. 105-120. 7. Zhang. F. Identity-based partial message recovery
signatures (or How to shorten ID-based signatures) / F. Zhang, W. Susilo, Y. Mu // Lecture Notes in Computer
Science, 3570. — 2005. — P. 45-56. 8. An Efficient ID-based Digital Signature with Message Recovery Based on
Pairing / Raylin Tso, Chunxiang Gu, Takeshi Okamoto, and others // IACR Cryptology ePrint Archive, Vol. 2006. —
2006/195. 9. Mao B. Coepemennas kpunmoepagpusi: meopus u npaxmuxa. — Ilep. ¢ anen. — M.: Hz0amenvckuil oom
Bunvamc, 2005. — 768 c.
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AHAJIN3 1 OHEHKA HOPMATHUBHBIX TOKYMEHTOB,
HNPUMEHSAEMBIX JJIAA OBECIIEYEHUA UHOPOPMALIUOHHOU

BE3OITACHOCTHU SMART GRID CUCTEM
Anexceni FOoun, I'neé Iupozos
T'ocHUU Cneycesszu

AHHomalﬂl}l.' Crarbsl onuCHIBaeT Tpeﬁonamm W HOPMBI, YCTAHABJINBA€MbI¢ HOPMATUBHBIMH TOKYMEHTAMH,
NPUMEHS IOLIMMHICS] B MHpe IS o0ecniedeHnsi nHGopMannonHoi 6esomacHoct Smart Grid.

Abstract: This paper describes the requirements and standards set by regulations which apply in the world
of information security Smart Grid.

Knroueguvie cnosa: Undopmannonnast 6esonacHoctb, Smart Grid, Me:kIyHapoaHbIii cTaHIapT.

BBenenune

AKTYyaJbHOCTh MPOBEACHUS aHAIN3a 3apYOCKHBIX HOPMATHBHBIX JOKYMEHTOB, KacCalOIIUXCs WH(POPMAIIMOHHON
0€30IacHOCTH, BBI3BaHA TEM, 4YTO Ha cerogns B mupe Smart Grid CHCTEMBbI TONBKO HAYHMHAKOT CO3JABaThCS U
pa3BHUBAThCs, a B YKpaWHE OHU BOOOIIE HOPMATUBHO HE 3aKpeIUICHBI U He ommcaHbl. [lom TepmuHoM Smart Grid
Oy/neM MOHUMATD AJIEKTPHYCCKYIO CETh KOTOPasi HCIOIb3yeT HH(POPMAITMOHHBIC i KOMM YHUKAITMOHHBIC TEXHOJIOTUH,
a TaxKe HH(OpPMAIHIO O TIOBEIEHUH ITOCTABIIMKOB U IIOTPEOUTEINEH, C IIeIhI0 aBTOMATH3AIMH MIPOLiecca YaydeHUs
MIPOJYKTUBHOCTH, HAJEXKHOCTH, SKOHOMUYHOCTH U CTOHMKOCTH IMPOU3BOJCTBA U PACIPOCTPAHEHUS DJIEKTPUUECKOM
sHepruu. Taxxke, HEOOXOAUMO TMOAYEPKHYTh, uTO BHeapeHue Smart Grid cucreM HampaBieHO Ha oOecledcHUe
9HEPreTUIEcKoi 0e30MacHOCTH YKpauHbI, TO €CTh CIIOCOOHOCTH I'OCYAapCTBa 00ECHEYNTh MaKCUMAIILHO HaJIKHOE,
TEXHHYECKH O€e30MacHoe, OSKOJOTMYecKoe M OOOCHOBAaHHO JIOCTaTOYHOE »SHeproodecrieueHHe SKOHOMHKU U
Hacenenus [1].

B crathe Oynem paccmarpuBath Smart Grid crcTeMy Kak COBOKYITHOCTB MOJCHUCTEMBI TIEpEadyH dJICKTPUUCCKOH
SHEPIUU U UH()OPMAITHOHHO-TESICKOMM YHUKAIIMOHHON MOJCUCTEMBI [2 — 4] U B COOTBETCTBHH C 3THM OCYIIECTBIIATH
aHaJU3 CYIIECTBYIOIINX HOPMATUBHBIX IOKYMEHTOB.
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I O0BeKT anajmnsza

B xome mpoBemeHWs] HCCIENOBAaHWI HOPMATHUBHBIX JIOKYMEHTOB, KOTOpPBIE OTHOCATCA K OOCCHEUYEHHIO
HH(GOPMAIMOHHON OE30IaCHOCTH CHCTEM YIPABICHHS, CHCTEM JHCIETYSPCKOrO YIpaBieHHs U cOopa JaHHBIX
(SCADA), aBTOMaTU3UpOBaHHBIX CHCTEM yIpaBieHus TexHoimormdeckuMm npoueccoM (ACY TII) m Smart Grid,
OBbLIH BBIIENICHBI CIIEYIOIINE TOKYMEHTHI:

Mescoynapoonsle cmanoapmul

1. Institute of Electrical and Electronics Engineers (IEEE)

- IEEE 1402. IEEE Guide for Electric Power Substation Physical and Electronic Security;

- IEEE 1686. IEEE Standard for Substation Intelligent Electronic Devices (IED) Cyber Security Capabilities;

- IEEE P1711. Trial Use Standard for a Cryptographic Protocol for Cyber Security of Substation Serial Links.

2. International Organization for Standardization (ISO)

ISO 27019. Information security management guidelines for process control systems used in the energy utility
industry on the basis of ISO/IEC 27002.

3. International Electrotechnical Commission (IEC)

- IEC TR 62210. Power system control and associated communications. Data and communication security;

- IEC 61784-4. Digital data communications for measurement and control — Profiles for secure communications
in industrial networks;

- IEC 62443. Security for industrial process measurement and control — Network and system security:

-IEC/TS 62443-1-1. Industrial communication networks - Network and system security - Part 1-1:

Terminology;

- IEC/TR 62443-3-1. Industrial communication networks - Network and system security - Part 3-1: Security
technologies for industrial automation and control systems;

- IEC/PAS 62443-3. Security for industrial process measurement and control - Network and system security.
- IEC 62351. Data and Communication Security:

- IEC 62351-1: Data and Communication Security — Introduction;

- IEC 62351-2: Data and Communication Security — Glossary of Terms IEC;

- IEC 62351-3: Data and Communication Security — Profiles Including TCP/IP;

- [EC 62351-4: Data and Communication Security — Profiles Including MMS;

- IEC 62351-5: Data and Communication Security — Security for IEC 60870-5 and Derivatives (i.e. DNP 3.0);

- IEC 62351-6: Data and Communication Security — Security for IEC 61850 Profiles;

- IEC 62351-7: Data and Communication Security — Security Through Network and System Management;

- IEC 62351-8 (project): Data and Communication Security — Power systems management and associated
information exchange. Role-based access control.

- IEC/TR 62357. Power system control and associated communications - Reference architecture for object
models, services and protocols.

Hayuonansnvle ompaciesvie cmanoapmal

4. National Institute of Standards and Technology (NIST)

- NIST SP800-82. Guide to Industrial Control Systems (ICS) Security;

- NIST SP800-53. Security and Privacy Controls for Federal Information Systems and Organizations;

- NISTIR 7628. Guidelines for Smart Grid Cyber Security:

— Guidelines for Smart Grid Cyber Security: Vol. 1, Smart Grid Cyber Security Strategy, Architecture, and

High-Level Requirements;

— Guidelines for Smart Grid Cyber Security: Vol. 2, Privacy and the Smart Grid,;
— Guidelines for Smart Grid Cyber Security: Vol. 3, Supportive Analyses and References.

5. Industrial Automation and Control Systems Security (ISA)

ISA SP-99:

- ISA 99.00.01. Security for Industrial Automation and Control Systems: Concepts, Models and Terminology;

ISA 99.00.02. Establishing an Industrial Automation and Control Systems Security Program;
ISA 99.00.03. Operating an Industrial Automation and Control Systems Security Program;
ISA 99.00.04. Specific Security Requirements for Industrial Automation and Control Systems.
. American Gas Association (AGA)
AGA 12-1 Background, Policies and Test Plan;
AGA 12-2 Retrofit Link Encryption for Asynchronous Serial Communications;
AGA 12-3 Protection of Networked Systems;
AGA 12-4 Protection Embedded in SCADA Components.
7. North American Electric Reliability Corporation (NERC)
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— NERC CIP-002. Cyber Security - Critical Cyber Asset Identification;

— NERC CIP-003. Cyber Security - Security Management Controls;

— NERC CIP-004. Cyber Security - Personnel & Training;

— NERC CIP-005. Cyber Security - Electronic Security Perimeter(s);

— NERC CIP-006. Cyber Security - Physical Security of Critical Cyber Assets;

— NERC CIP-007. Cyber Security - Systems Security Management;

— NERC CIP-008. Cyber Security - Incident Reporting and Response Planning;

— NERC CIP-009. Cyber Security - Recovery Plans for Critical Cyber Assets;

— NERC CIP-010. Cyber Security - Configuration Change Management and Vulnerability Assessments;
— NERC CIP-011. Cyber Security - Information Protection.

IT O0iee onucanne HOPMATHBHBIX IOKYMEHTOB

1. IEEE 1402. IEEE Guide for Electric Power Substation Physical and Electronic Security.

CraHAapT HOCHT OOIIUH XapakTep W OMNpeesseT OCHOBHBIC IMOAXOJbI K IUIAHUPOBAHHUIO, MPOCKTHPOBAHHIO,
CTPOUTETIBCTBY M OKCIUTyaTAIMH DIICKTPUYECKHUX IMOACTaHIMHA. JaHHBI CTaHAApT HE COMEPYKUT METANbHBIX
cnernuduKaIuii mo odecrneueHH0 HHGOPMAIOHHON 0¢30MaCHOCTH.

2. IEEE 1686. IEEE Standard for Substation Intelligent Electronic Devices (IED) Cyber Security Capabilities.

CraHAapT OIMKMCHIBACT CHEIU(UKAIMH, KOTOPbIe HEOOXOMMMO BBIMOIHUTH JUISA OIEHKH 3al[UIIEHHOCTH
HHTEJUICKTYAlIbHBIX DIEKTPOHHBIX ycTpoictB (MDY). DTOT MOKYMEHT JaeT BO3MOXKHOCTH OICHUTH (YHKIMH
obecreueHus KuOepOE30MaCHOCTH KaK yke MpuMeHeHHbIX DY, Tak U Tex, KOTOpbIe IAHUPYETCsI HCITONb30BATh.

3. IEEE P1711. Trial Use Standard for a Cryptographic Protocol for Cyber Security of Substation Serial Links.

JloxymeHT pa3paboran Ha 6aze orpacieBoro cranaapra AGA 12-2 «Retrofit Link Encryption for Asynchronous
Serial Communications» 1 omuchIBaeT MeXaHHW3M IIH(POBaHUS JUIsi ACHHXPOHHOI'O IOCIEAOBATENBFHOrO KaHajia
cBsi3u. CTaHZapT TPE/MUCHIBACT HCIIOIb30BaTh KPUNTOrpaduIecKue aaropuTMbl, Kotopbie yrBepxkaeHsl NIST u
peaM30BaHbl B COOTBETCTBUH ¢ (enepanbHbiM cranaaprom FIPS PUB 140-2.

4. 1SO 27019. Information security management guidelines for process control systems used in the energy utility
industry on the basis of ISO/IEC 27002.

Ha ceromns ykasaHHbBIH CTaHZApT HAXOAMTCA B CTaauu pa3pabotku. OCHOBHBIM €ro Ha3HaueHHEM Oyaer
neranu3anusg  oommx tpedoBanmit ISO/IEC 27002 nist mpeanpuATHA DHEPreTHYEecKOHW OTpacid, KOTOpbIE
9KCIUTYaTUPYIOT CHCTEMBI peajbHOro BpeMeHH. [lnanupyercs ucnonb3oBathk crannapt copmectao ¢ ISO/IEC 27002.
Taxke IuIaHHpyeTcs, YTO CTaHIApT OyIeT conuepkaTh TpeOOBaHHS K cHUCTeMaM Oe30MacHOCTH PACIIMPEHHON
n3MepurensHol uHQpacTpykTypsl (Advanced Metering Infrastructure, AMI) u coorBercTBytOmUKe MpoduIn
0€30I1aCHOCTH.

5. IEC TR 62210. Power system control and associated communications. Data and communication security.

DTOT MOKYMEHT SBJSETCS TEXHHYECKAM OTYETOM, JICNAIOIIMM AaKICHT Ha MEXaHHW3Max 3allUThl
KOMMYHHUKAIIHOHHBIX MPOTOKOJIOB, KOTOPbIE MPUMEHSIOTCS B CETAX YIPABICHUS JCKTPUUCCKUX CHCTEM. Takke B
JIOKYMEHTE MPHUBEACHBI MPUMEPBI YA3BUMOCTH CHCTEM M BO3MOXKHBIC MYTH UX OJOKHpOBaHHUsS. B oruere yrieneHo
0CcOOCHHOE BHUMAHKE OTCYTCTBUIO MEXaHU3MOB ayTeHTH(UKAIIUH YCTPOICTB.

6. IEC 61784-4. Digital data communications for measurement and control — Profiles for secure communications
in industrial networks.

CraHAapT OMUCHIBAET BO3MOXHBIC YTPO3bI M MOPSIOK aHATHM3a MOCIEACTBUI MX peanu3andu, TpeOOBaHHS K
cucTeMaM 0E30IacHOCTH CBSI3H, MOPSIOK OCYIIECTBICHHS YAAIEHHOTO NOCTYIa MOCPEICTBOM MOJEMa, a TaKKe
yCTaHABIMBAeT MPO(GUIN 0E30MaCHOCTH YIPABJISAIOIIETO IIEHTPa, KOPIIOPATUBHON CETH, CETH BBICIIETO YPOBHS
YIIPaBJISIFOLIETO IIEHTPa, YAAJIEHHOT O YIIPaBJIeHUs ¢ IoMolbio cetr MHTepHeT nin MHTpaHer.

7. IEC 62443. Security for industrial process measurement and control — Network and system security.

JlanHblil craHgapT paspaboran Ha Oa3e orpacineBbix craHaapToB ANSI/ISA 99 u Ha ceromHs cOCTOUT u3
CIIeYIONINX YacTew:

- IEC/TS 62443-1-1. Industrial communication networks - Network and system security - Part 1-1: Terminology;

- IEC/TR 62443-3-1. Industrial communication networks - Network and system security - Part 3-1: Security
technologies for industrial automation and control systems;

- IEC/PAS 62443-3. Security for industrial process measurement and control - Network and system security, a
TaKke, Ha CEroiHs pa3padarsiBaercs derBepras yactb IEC 62443-4-1, kotopast OyneT ONMUCHIBaTH TPEOOBAHUS K
MOCTaBIIMKAM 000pPYIOBAHHS M PEIICHHUIA.

B nenoM, ctanaapT onuchIBaeT:

- OCHOBHBIE MTOHSATHUS U TEPMHUHBI, KOTOPBIC CBI3aHbI ¢ OE30IMACHOCTHIO MPOU3BO/ICTBA U CHCTEMOM YIIpaBICHUS;

- IPaKTUYECKHE PEKOMEHIAIINH TI0 COCTABIJICHUIO TIJIAHOB HAIIPABJICHHBIX Ha o0ecriedyeHne 0e30MacHOCTH;
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- KOHKpEeTHbIe TpeOOBaHUS K OE30IIaCHOCTHM IPOM3BOACTBA M CHCTEMaM YIPaBIEHHA C ydeToM clenuduku
MPOMBIIUICHHBIX CETeH;

- )KM3HEHHBI IMKJI IPOrpaMMHOIO OOECIIEUCHHUs 3aIUTHl CHUCTEM YIPABJICHUS, a TaKXkKe IUIAaHUPOBaHUSA
MPOMBIIUICHHOT O IPOU3BOACTBA

8. IEC 62351. Data and Communication Security.

CraHpapT  paccMaTpuBaeT  BONPOCHl  MHGOPMAalMOHHONW  O€30MACHOCTHM  IOJACHCTEM  YNPaBJIECHHA
JHeprocucreMaMu. Taxke NOKYMEHT FOBOPUT O HEOOXOAMMOCTH MOJEPHH3ALMU psiia CTaHAAPTOB, ONpeNeTIeHHbIX
IEC TC 57, mnsa obecrieueHusi 0e30MaCHOCTH KOMMYHHMKAIIMOHHBIX IIPOTOKOJIOB. B wacTHOCTH, peyb HIET O
CTaHJapTaxX ONUCBHIBAIONIINX KOMMYHHMKAIIMOHHBIE ceTH dHeprocucteM, a uMeHnHo: IEC 60870-5, IEC 60870-6, IEC
61850, IEC 61970, IEC 61968. B crangapre BBOAUTCS 0a30BOE MOHITHE «KOHEYHOH 0€30MaCHOCTH» I0J] KOTOPBIM
MOHMMaeTcs 3aluTa MH(OpPMaIMy BO BCEM TpaKTe Iepelayd, OT IyHKTa CO3JaHUs O IIHKTa HCIIONb30BAHMA.
Onupasic Ha 3TO MOHATHE 3 — 6 4YacTH JOKYMEHTa OIpPENeTIAl0T MEXaHH3Mbl YIydIlleHus O0e30MacHOCTU
KOMMYHUKAaIlMOHHBIX Ipoduield. B Toxxe Bpems 7 U 8 yacTu cTaHAapTa MOCBSILIEHBI BOIPOCAM aBTOPU30BaHHOI'O
JocTyma U odecriedeHus 0€30IaCHOCTH HH(POPMAILK BO BpeMS ee Mepefaul MEXy pa3InuHbIMU [IOACHCTEMAMHU.

9. ISA-99

DTOT OTpacieBoil CTaHJapT ONMCHIBAET MOAXOABI K OOecHedeHHI0 MH(POPMALUOHHOH 0€30IacHOCTH CHCTEMBI
TIPOU3BOJICTBA M YIIPaBJeHUs mpon3BoacTBoM. CtannapT O0bu1 onyonukoBan kak ANSI/ISA-99 B 2007 rony, a B 2010
nepensnan kak ANSI/ISA-62443. Crour otMetuts, uto Ha 6aze ANSI/ISA-62443 paspadoran cranaapt IEC 62443.
Security for industrial process measurement and control — Network and system security (paccMoTtpeH Bbile). Takum
obpazoM, ISA-99 nomHocteio Bomen B IEC 62443 u paszsuBaercs kak ANSI/ISA u IEC. 30HBI OTBETCTBEHHOCTH
yacreil cragnapra IEC 62443 npencraBieHsl Ha puc. 1.
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Pucynox 1 - 3onb1 oTBeTcTBeHHOCTH YacTeli ctanaapta IEC 62443

10. AGA 12
AGA 12 sBisercst makeToM JOKYMEHTOB, KOTOPBIH IMpeiaraeT NpakTUUYeCKUe PElIeHUs], CBSI3aHHbIE C 3aIllUTOMN
SCADA ot kubep-atak. AKIEHT Jenaercs Ha oOeclieueHHH KOH(QHICHIMAIbHOCTH CBSI3M KaK MeXaHH3Ma
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aBTOpU3aIMU IOJb30BaTeNsd. Ha cerofHs 5T JOKYMEHTHI OMHCBHIBAIOT MEXaHWU3MBI MH(POBAHUS ACHHXPOHHBIX
II0CJIeI0BATENBHBIX IPOTOKOJIOB, 3aIlIUTHI CETEBBIX CUCTEM U 3aIIUTHI BCTPOeHHBIX KoMIoHeHT SCADA.

Cnenyer ormetuthb, uTo AGA 12 mpeiaraer MCHoJib30BaTh KPUNTOrpapUYECKUe aJrOPUTMBI, YTBEPXKICHHBIC
NIST u cootBercrBytouue FIPS PUB 140-2.

VYyuteiBast To, 9YTO JOKYMEHT HampaBjieH Ha omucaHue 3ammTtel SCADA B 11€10M, €ro MOXXKHO HCIIONIB30BaTh B
cdepax IeaTeNbHOCTH OTJIMYHBIX OT ra30BOW MPOMBINIIEHHOCTH, HATIPUMEpP BOJONPOBOIHBIE CUCTEMBI, DJIEKTPO- U
TPYOOIPOBOIBI U JIP.

11. NERC CIP. Cyber Security.

JlokymeHT sBisieTcst Tpynmod u3 11 HOpPMAaTHBHBIX aKTOB, PETVIAMEHTHPYIOIIMX BOIPOCHI OOecIieueHHs
kubepoesonacHoctd B SCADA 1 Ipyrux KpUTHYECKH BaXKHBIX 00BEKTOB HH(PACTPYKTYPHI dIIEKTpOCHCTeM. Taxke,
OH OlpeAenseT MHHUMAaJbHbIE TpPeOOBaHHWS HEOOXOAMMBIE Uil OOECHEUeHHs] COOTBETCTBHS W HAJEKHOCTH
anektpocucreM. CTaHAapT OIMMCHIBACT NPAKTUUECKH BCE YPOBHU oOOecmeueHHs OE30MacHOCTH OT (DU3HYCCKOU
OXpaHbl JI0 3alIUTHl CUCTEM YIpaBiieHHsl. B To e BpeMsi HEOOXOMUMO OTMETHTh, YTO CTEIEeHb JeTaIn3allli ITUX
TpeOOBaHUI TOBOJIHHO HU3KAsl, a CaMH TpeOOBaHHS HOCAT IEKJIapaTUBHBIA XapakTep.

12. NIST SP800-53. Security and Privacy Controls for Federal Information Systems and Organizations

JIokyMeHT periiaMeHTHpyeT obecnedeHne Oe3zomacHOcTH cucteMm ynpasineHuss tuna SCADA ¢enepanbHbIX
WH(OPMAIMOHHBIX CHCTEM W OPUEHTUPOBAH Ha IIMPOKYIO ayJUTOPHUIO — OT pa3paboTdHKa J0 IMOCTaBIIUKa yciayr. B
CTaHjapTe JaHo MOoApOOHOe omucaHue npoduieil 6e30macHOCTH M MeXaHM3MOB WX obecnedenus. IIpodunn
TPYNITHPYIOTCS 1I0 ceMeHcTBaM (Tadiuua).

Tabnuna - CemelicTBa npodueit

AC Access Control (YmpaBieHHE JOCTYIIOM ) MP | Media Protection (3ammra HOCUTEICH
nHpopmanum)
AT Awareness and Training (KomnereHTHOCTb 1 PE | Physical and Environmental Protection
o0yueHwHe) (Dusnyeckas 3alUTa U 3alUTa OKpYyKaroIei
cpeibl)
AU Audit and Accountability (Ayaur u PL | Planning (ITnanupoBanmue)
OTYETHOCTB)
CA Security Assessment and Authorization PS | Personnel Security (be3omacHocTs nepcoHaa)
(OneHka 0€301aCHOCTH 1 aBTOPH3AIINS)
CM Configuration Management (YmparieHue RA | Risk Assessment (O1eHka pucKoB)
KOH(UTypanuei)
CP Contingency Planning (ITnanupoBanue SA | System and Services Acquisition (CucremMsl 1
YpEe3BBIYAHBIX 00CTOSITENHCTB) cepBUCHI cOOpa TAHHBIX)
1A Identification and Authentication SC | System and Communications Protection (3amura
(Mnentndukanys u ayreHTHOUKAIHS) CHCTEM U KOMMYHUKAIIHH)
IR Incident Response (Pearuposanue Ha SI System and Information Integrity (L{enocTHOCTE
WHIIUICHTHI) cucTeM U MH(pOpPMAIIHH)
MA Maintenance (ConpoBoKIeHUE) PM | Program Management (Ympasnenue [10)

Taxxe CJIeAYET OTMETUTH, YTO JTAHHBIN JOKYMCHT ABJACTCA OAHHUM M3 CEPUMU CTAHAAPTOB, HAIIPpABJICHHBIX Ha
pcanu3aluro yrpaBJICHUA pUCKaMU. B3anmocBs3b CTaHJapTOB IIPEACTaBJICHA Ha pUC. 2.
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PﬂcyHOK 2 - BzanmocBs3b CTAHAAPTOB IO YIIPABJCHUIO PUCKAMU

13. NIST SP800-82. Guide to Industrial Control Systems Security

CraHzmapT JaeT peKOMEeHAAMH Mo 00ecreYeHnto 0e30MacHOCTH CHCTeM MpoMblnuieHHoro ynpasienus (ICS), B
tom umnciie 1 SCADA, a Taxke pacrnpeneneHHbx cucreM yrpasienus (DCS). B nokymente comepkurcst 0630p ICS
W WX CTaHIAPTHBIX TOMOJIOTH, ONPENEISIFOTCS TUIOBBIE YIPO3bl U ys3BUMOCTH. CTaHOapT TakKe MPeroCTaBIseT
PEKOMEHIAINH TI0 KOHTPMEPaM yrpo3aM 0e30MacHOCTH.

NIST SP800-82 cocTouT U3 HECKOIBKUX Pa3AeioB, KOTOPbIE OMUCHIBAIOT:

- 0030p SCADA wu nmpyrux ICS, a Takxe 000CHOBaHHE HEOOXOAUMOCTH 00eCIIeUeHUS UX 0€30MacHOCTH;

- omnuumst Mmexy ICS n uHpOPMaIMOHHO-TENEKOMM YHUKAIIMOHHBIMHA CHCTEMaMHU;

- YIpO3bl, YA3BUMOCTH U WHIIU/ICHTEI;

- TpoIece pa3pabOoTKH U BHEAPEHUS MporpaMMHoro odecnedenus ICS;

- pEeKOMEH/IAIMH 110 HHTErPalui MeXaHU3MOB o0ecrieueHns1 0€30MacHOCTH B CETEBBIX apXuTekTypax ICS;

- BBIBO/IBI 10 YIIPABJICHUIO, ONEPAaTHBHBIM W TEXHHYECKHM CpPEICTBaM KOHTPOJS, KOTOpble omucansl B NIST
SP800-53, a Tarke yKa3aHUSI O TOM, KaK 3TH CPEICTBA o0ecreueHus 0e30macHOCTH puMeHstorces B ICS.

14. NISTIR 7628. Guidelines for Smart Grid Cyber Security.

JlaHHBI HOpPMAaTHBHBIH JIOKYMEHT SIBJISIETCS IIEPBBIM, KOTOPBIH OMUCHIBaeT knbepOe3zonacHocTh B Smart Grid
cucremax. Kak u IEC 62351 u NIST SP800-53 o ycranaBnuBaer npouiud 0€30MacHOCTH, a TaKKe MPUBOIHUT
cootBeTcTBHE poduieit 6esonacHocTr no otHomenuro k NIST SP800-53 u NERC CIP.

DTOT JOKYMEHT UHTEPECEH TE€M, YTO PAcCMaTPUBAET BOMPOCHI O€30MAaCHOCTH B TakMX AoMmeHax Smart Grid xak
TeHEPHUPYIOIINE KOMIIAHWH, TepeNarollie W paclpeessiolie KOMIIAHWW, ITIOTPEOMTENH, ITOCTABIIUKH YCIYT,
OIepaToOphl U PHIHOK, TAKUM 00pa3oM, OXBAThIBasi BCE CETMEHTHI B3auMoericTBust Smart Grid. 3To B3auMoselicTBue
n300pakeHo Ha pUCyHKe 3 [5].
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Pucynok 3 - Bzaumoneiictene nomenoB Smart Grid

Taxxke, B NISTIR 7628 nmaHo ommcaHue MHOXXECTBA OOBCKTOB M CYOBEKTOB, KOTOPBIC NPUHAICKAT K
0003HaUCHHBIM JIOMCHAM, U OIPECIICHBI B3aUMOCBS3H MKy HUMH. [IprdeM, B3aMOCBSI3U 00BEKTOB M CYOhEKTOB
OMHUCAHBI C TOYKU 3PEHHUS HEOOXOMUMOCTH 00CCIICUCHHUS 1IEJIOCTHOCTH, KOHPHUICHIIMATBLHOCTU U TOCTYIHOCTU. Erire
OIHUM HMHTEPECHBIM OOCTOATENhCTBOM sBisgercs To, 4to NISTIR 7628 onwmceiBaer TpeOoBaHuMsA K
KpUNTOrpauIecKM MEXaHU3MaM 3alluThl MHGOpPMAIMKA. JTH TPeOOBaHMS H3JIOKCHBI C Y4ETOM JalbHEHIIeH
niepcriekTuBbI pa3Butus (2030 rox) cucreM 6e30MacHOCTH.

BriBoabI

1. Cranpmaptsl, pa3paboTaHHble MHCTUTYTOM HWHXEHEPOB IO DJIEKTPOTEXHUKE W DIIEKTPOHUKE, KacaroTcs
AJIEKTPUUYECKUX TIOACTAHIMHA M Pa3IUYHBIX HHTEJUIEKTYaJIbHBIX YCTPOWCTB. JlaHHBIE TOKYMEHTBHI HE ONHCHIBAIOT
BOIPOCHI o0ecrieueHnst 0e30MacHOCTH BO Beex JoMeHax Smart Grid.

2. JlokymMeHThl MexXIyHapOJHOM OpraHu3aluy I0 CTaHIAPTU3alMd Ha CEeroJHsS HaXOAATCS Ha CTaJuu
paspaborku. Crammapt ISO 27019, cyas mo coiepKaHHIO MPOCKTa JOKYMEHTa, OyIEeT COJCp)KaTh CBEICHHA O
0a30BBIX MEXaHW3MaX 3aIUTHI MIEKTPUIECKUX TOJACTAHINN U MHTEIICKTYaJbHBIX YCTpOHUCTB. TO ecTh, CTaHmapThI
9TOH CEpUU CMOTYT OXBATUTh YETHIPE M3 CEMH JOMEHOB — TE€HEpHpYIOIIWe, IepeAaloline, paclpeersionme
OpraHHU3alUH U MOTPEOUTES.

3. CraHmapThl, pa3paboTaHHbIe MEXIYHAPOTHON 3JCKTPOTEXHHYECCKON Kommccuei, a umenHo IEC 61784,
62443, 62351 u TR 62210, Taxxe OpHEHTHPOBAaHHI Ha oOecHeyeHHe WHPOPMAIMOHHON OE30MacHOCTH CHUCTEM
MIPOM3BOJICTBA U yNPABJICHHs] MPOU3BOJICTBOM. J[aHHas cepusi TOBOJIBHO ETAJIBHO U MOJHO ONUCHIBAET 3aLIUTY TPEX
JIOMEHOB - T€HEPUPYIOLIHX, MEPEIAIONINX U PACTIPEACISIONINX OpraHu3alnii.

4. Cepus cranmaproB NERC CIP, B OCHOBHOM, OpHCHTHpOBaHa Ha obOecliedeHHe KHOepOe30MacHOCTH B
SCADA. OTH JDOKYMEHTHI HOCAT JIEKJIapaTUBHBIA XapakTep M TaKkkKe He YYUTHIBAIOT CHEelU(pHUKY O0OecredeHus
nHpopmannoHHo# 6e3onmacHocTy B Smart Grid.

5. Crangaptsl HanioHanbHOTO MHCTUTYTA CTaHAAPTU3AIMU U TEXHOJIOTHH OITUCHIBAIOT BOIIPOCH! 0€30I1aCHOCTH
B IPOMBIIUIEHHBIX cucTeMax. B Toxxe Bpemsa texuuueckuii order NISTIR 7628 BBogut moHATHE
kubepoesonacHoct B Smart Grid cucremax. JlaHHBIN JOKyMEHT SIBJISIETCS TIEPBBIM OPUEHTUPOBAHHBIM UMEHHO Ha
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Smart Grid u HanOoJsee MOIHO IAET OITMCaHNE MHOXKECTBAa 00BEKTOB M cyObekToB Smart Grid, nX B3auMoneicTBus U
MEXAHM3MOB 3aIIIUTHL.

Takum 00pa3oM, MOXHO IPEAMONIOKUTh, YTO IS MOHMMAaHWA Ipollecca odecneucHuss HHGOPMAIIMOHHON
6e3omacuoctn Smart Grid cuctem Hanbomee moaHO moAXoauT Texuuueckuit oryer NISTIR 7628, Tak Kak UMEHHO
3TOT MOKYMEHT OMHCHIBAET OTJIUYMA B MOAXOMaX K obecrnedeHuio uHpopmanuonHon o6esonacaoctu SCADA, ACY
TIT u Smart Grid.

Jlumepamypa: 1. Enepeemuuna besnexa Yxpainu: cmpameeis ma mexanizmu 3abesnevenns / [[llesyos A. I,
Semmanui M. I, bapannix B. O. ma in.] / 3a peo. A. 1. lllesyosa. - /[ninponemposcok: [lopoeu, 2002. — 264 c.
2. Vkpaina. 3axonu. Ilpo enexkmpoenepeemuxy : oiy. mexcm : [npuiinamuii Bepxosnoio Paodoio 16 sicosmus 1997
p.]. - K.: Bidomocmi Bepxoenoi Paou Yxpainu, 1998, Ne 1. 3. Vkpaina. 3axonu. Ilpo 3axucm inghopmayii 6
IHopMmayitiHO-meNeKOMYHIKAYIUHUX cucmemax : oQiy. mexcm : [nputinamuii Bepxoenoio Paodoro 5 nunws 1994 p.].
- K.: Bioomocmi Bepxoenoi Paou Yrpainu, 1994, Ne31. 4. The path of the smart grid / H. Farhangi. // IEEE Power and
Energy Magazine, - 2010. - Vol. 8, Ne 1. — P. 18-28. 5. NISTIR 7628. Guidelines for Smart Grid Cyber Security: Vol. 1, Smart

Grid Cyber Security Strategy, Architecture, and High-Level Requirements // National Institute of Standards and Technology. —
2010. - 15 p.
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