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AHAJIN3 YI'PO3 U YA3ZBUMOCTEN UHAYCTPUAJIBHBIX
ABTOMATU3UPOBAHHBIX CUCTEM YIIPABJIEHUSA

Cepzeii I'onuap, I'ennaouit Jleonenxo, Anexceit Ooun
T'ocHUU Cneycesszu

Cmamms: 6 cmop. 3 0xcepena

B Hacrosiee BpeMsi HHIyCTpHAIbHBIE aBTOMATH3HpOBaHHbIe cucTteMbl yipasienus (MACY), KoTopble BKIIOYArOT
CHUCTEMBI JHUCIICTYCPCKOro yrpaBieHus u coopa AaHHBIX (SCADA), cCTeMBI paclpeeIeHHOTO YIIPaBICHH U APYTHE
KOH(UTypalliy CUCTEM YIIPaBIICHHUS, WCIIOIBb3YIOTCSI B OTPACISIX, KOTOPbIE KU3HEHHO BaXKHBI VIl UHOPACTPYKTYPHI
rocynapcrea. 1 ecnu m3HauanbsHo MACY ObutH B BUIIE OT/JEIBHBIX KOMITBIOTEPOB C COOCTBEHHBIMH OINEPAIlMOHHBIMH
CHUCTeMaMH U CEeTSAMH, TO Ha CErOTHIIIHUNA JI€Hb MPOUCXOAUT HUX MHTErpalus ¢ KOPIOPaTUBHBIMHU CHCTEMaMu M
JIIPYTHUMHU OU3HEC-TIPUIIOKEHUSIMU Yepe3 pa3iMyHbIe CHCTEMBI CBSI3M, BKITtoUas HTepHeT.

[Iponecc MHTErpanuu MO3BOJSET OO0ECHEYMBATH YNpPABJIEHHE MPOM3BOACTBEHHOH JESATENBHOCTHIO B PEXUME
pealbHOTO BPEMEHH, OCYIIECTBIATh JUCTAHLMOHHBIH MOHHUTOPUHI CHCTEM YIIPABICHUS TEXHOJIOTHYECKUM
MIPOIIECCOM, TOBBICHTH O€30IIaCHOCTh NMPENNPHATHS U TEepCoHala, CHU3UTh PacXolbl Ha SKCILTyatanuio. OnHako
LIEHOM 3TUX NPEUMYIIECTB SBJISETCS MMOCTOSIHHO PacTylias yA3BUMOCTb K yrpo3aMm.

VYrpozer st UACY MOryT MCXOJUTh U3 Pa3TUYHBIX MCTOYHUKOB: YMBIIUIEHHBIX (TEPPOPUCTUYECKHE TPYIIIIbI,
MIPOMBILIJICHHBIE IIMHOHBI, HENIOBOJBHBIE COTPYAHUKH, 3JIOYMBIIUICHHUKH), HENpeAHaMEPEHHBIX (CI0KHOCTh
CHCTEMBI, 4YeJOBEYEeCKHEe OINMOKM, aBaphH, OTKa3bl OO0OpPYHOBaHHWS), NPUPOJHBIX (CTUXHHHBIE OenCTBUS,
KJIMMaTHYECKUE YCIOBHSA U T. I.).

VY S3BUMOCTBIO SIBIISIETCSI HEJIOCTATOK WM C1adoe MeCTO MH(OPMAIMOHHON CHCTEMBI, CHCTEMBI O€30IIaCHOCTH,
MPOLIEAAYP BHYTPEHHET'O KOHTPOJS, KOTOPBIE MOTYT OBITH HCIHOJNB30BAaHBI ISl HApYHICHHS HEIOCTHOCTH WIIH
JIOCTYITHOCTH CHCTEMBI M €€ KOPPEKTHOH pa0oThl. AHAIIM3 YSI3BHUMOCTEH MHAYCTPHUAIBHBIX aBTOMAaTH3UPOBAaHHBIX
CHCTEM YIIPABJIEHHs Ta€T BO3MOKHOCTh MIPOBECTU UX CTPYKTYPHU3ALMIO IO TPEM KaTErOpUsM: yA3BUMOCTU MOIUTHK
U TIPOLEYp, YA3BUMOCTH nporpaMmHbIxX mwiatdpopm UACY, ysa3BUMOCTH CETe.

Va3puMoctd nonuTuk U npoueayp B MACY BO3HMKAIOT H3-3a OTCYTCTBHMS WM HENOJHOM, HeaJaeKBaTHOU
JIOKyMEHTAllMK B 00JacTH OE30IIaCHOCTH, B TOM YHCIIE IOJIMTUK M PYKOBOJCTBA IO BHEAPEHUIO (LpOLEAyp),
aIMUHUCTPUPOBAHUIO ayAUTY, BOCCTAHOBJIEHUIO.

Va3zsumoct nporpammuberiarhpopm B MACY Moryr BO3HMKaTh H3-32 HEJOCTaTKOB, OIIMOOK, WK
HEKayeCTBEHHOTO OOCIy)KUBaHUS CBouMX IulaTgopMm, B TOM uucie O0OOpyHOBaHUs (ammapaTHBIX CpPEJICTB),
OIEPAIIMOHHBIX CHCTEM U MPHIOKEHHH, OTCYTCTBUE KOHTPOJIST (PH3HIECKOTO TOCTYIIA.

Vsazsumoctr cetn B ACY Moryr BO3HUKaTh U3-32 HEIOCTATKOB, OLUIMOOK, MM IUIOXOTrO aIMHUHHCTPUPOBAHUS
cereit UACY 1 UX coeqMHEHUH C IPYTUMH CETSAMHU. DTH YI3BUMOCTU MOT'YT OBITh YCTPaHEHBI MM HUBETUPOBAHBI C
MOMOIIBI0 TPAaBUWJIBHOTO MPOEKTUPOBAHUS CETH, IIMU(POBAHHS CETEBBIX COEAMHEHHUH, OOECIeueHHs KOHTPOIS
(bU3MYECKOr0 AOCTYIIA K CETEBBIM KOMIIOHEHTAM.

IIpoBenennslit aHanu3 yrpo3 u ysasBumocteit MACY paer mpeacTaBieHHE O BO3MOXKHBIX PHUCKaxX A JaHHBIX
cHCTEM, TMO3BOJISIET ChOPMYNUPOBATH HEKOTOPHIE TPEOOBaHMS M OTPAHUYECHUS MO MPUMEHEHHIO BO3MOXHBIX Mep,
METOJIOB U CPEACTB 3aIUThl HH(YOPMALIUH IPU CO3JIAHUU KOMILIEKCHBIX CHCTEM 3aIIUThl HHPOpMAIIWH.

AHAJII3 3AI'PO3 TA BPA3JIMBOCTEM IHJYCTPIAJIBHUX
ABTOMATHU30BAHUX CUCTEM YIIPABJIIHHA

Cepeint I'onuap, I'ennaoiin Jleonenxo, Onexcii K0oin
HepocHII Cneyss’azky

Hapasi ingycrpianbhi aBromatizoBaHi cuctemu yrpasiises (IACY), siki CKIamaloThesl 3 CHCTEM AMCIIETYEPCHKOTO
ynpasiiHas Ta 300py nanux (SCADA), cucteM pO3MOALICHOTO YIPaBIiHHS Ta iHIIMX KOH(DIrypariii cucteM yHpaBIliHHS,
BUKOPHCTOBYFOTBCS B TATY35IX, SIKI € JKUTTEBO BOKIMBUMU ISl iHPPACTpyKTypH Aeprkasu. | skio meppicio IACY icHyBayu y
BUIVISZII OKpEeMHX KOMITFOTEPIB 3 BIACHUMH OIEpallifHIMU CHCTEMaMH Ta MepeKamH, TO Ha ChOTOJHI BiIOYBA€THCS iX
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iHTerpamis 3 KOPIOpaTHBHUMH CHCTEMaMH 1 IHIIMMH Oi3HeC-NPHKIaIHUMH TIPOrpaMamMK 4Yepe3 pi3HI CHCTEMH 3B SI3KY,
BKUTIOUatouH [HTEpHeT.

Iporec iHTerpamii 03BOMSIE 3a0€3MEUyBATH YIPABJIIHHSI BUPOOHHMYOI [SUTBHICTIO B PEXHMMI PEAbHOTO dacy,
3MIHCHIOBATH JUCTAHIIHMI MOHITOPUHI CHCTEM YIPAaBJiHHS TEXHOIOTIYHMM TIpOLIECOM, TiJIBHILYBaTH OE3MeKy
M/INPUEMCTBA Ta TIEPCOHAIY, 3HIDKYBATH BHTpATH HAa eKCIUTyararifo. IIpoTe, IMiHOK IMX MepeBar € MOCTIHHO 3pocTaroya
BPa3JIHUBICTh JI0 peastizaliil 3arpos.

3arpo3u st [ACY MOXKYTh BHXOAMTH 3 PIi3HUX JDKEPET: HABMUCHUX (TEPOPUCTUYHI TPYIH, TPOMKCIIOBI LIITHTYHH,
HE3a/I0BOJICH] CIIBPOOITHUKH, 3JIOBMHCHHKH), HCHABMHUCHHMX (CKJIAJHICTh CHCTEMH, JIFOJICBKI TIOMWIKH, aBapii, BiIMOBH
00J1aTHaHHS1 ), IPUPOTHUX (CTHXIHHI JTMXa, KITIMATHYHI YMOBH 1 T.IH.).

Bpaziusictio € Hemonmik abo crmabke Miclie 1HPOPMAIUHHOI CHUCTEMH, CHCTEMU Oe3MeKH, MpOLEAYp BHYTPILIHBOTIO
KOHTPOJTIO, SIKi MOXYTh OyTH BHKOPHCTaHi yIsi TOPYIIEHHS IUTICHOCTI @00 JIOCTYIMHOCTI CHCTEMH 1 1i KOPEKTHOI poOOTH.
AHari3 Bpa3MBOCTeH 1HAYCTpiaJbHUX aBTOMAaTH30BAaHUX CHCTEM YIPABIIHHS J]A€ MOXKJIMBICTD TIPOBECTH iX CTPYKTYPH3ALIIO
3a TPhOMA KAaTEropisIMH: BPa3IMBOCTI MOMITHK 1 TPOLISYP, Bpa3IMBOCTI mporpaMunX wiatdopm IACY, BpasmuBOCTI MEPEX.

Bpasnusocti nomituk Ta mporenyp B IACY BHHHKAIOTH Yepe3 BiJICYTHICT a00 HENIOBHY, HEaIeKBATHY JTOKYMCHTAIIIO B
raity3i Oe3reKy, B TOMY YHCHT MOMITHK 1 KEPIBHUIITB M0 BIIPOBADKEHHIO (TIPOLIEYD), aIMIHICTPYBAHHIO ayIIUTY, BiJTHOBJICHHIO.

Bpasnmusocti  nporpamunx 1wiathopm B [ACY MOXKyTh BHUHUKATH dYepe3 HENOMIKH, IOMWIKH, a00 HesKICHE
00CITyroByBaHHS IIIAT(GOPM, B TOMY YHCITI OOJIaIHAHHS (QnapaTHHUX 3aco0iB), OMEPAIIHIX CHCTEM 1 MPUKIATHUAX TPOrpaMm,
BIJICYTHOCTI KOHTPOJTIO (Di3UIHOTO JOCTYITY.

BpazimBocti mepexi B IACY MoxyTh BUHHKATH 4epe3 HEOJKH, TIOMIUIKH a0o roraHe aaMiHicTpyBaHHs Mepex [ACY Ta
iX 3’eqHaHb 3 IHIMMHA MepekaMu. LI Bpa3mMBoCTI MOXXYTh OYTH YCyHEHiI a00 HiBeIbOBaHI 3a JIOIIOMOIOK TPABHILHOIO
MPOSKTYBAHHA MEPEXKi, IMUDPYBAHHS MEPSKEBUX IPOTOKOJIIB, 3a0€3MEeUCHHsT KOHTPOITIO (Di3UYHOIO JIOCTYITY JI0 MEPSKEBHX
KOMIIOHEHTIB.

[poBenenuii anami3 3arpo3 Ta BpasmuBoctell IACY mae ysBy Npo MOXIIMBI PU3HMKH IS IMX CHCTEM, JO3BOJISIE
chopMyITIOBaTH JEAKI BUMOIM Ta OOMEKCHHs MO0 3aCTOCYBAaHHS MOXJIMBHX 3aXOIliB, METOMIB Ta 3acO0IB 3aXHCTy
iH(hopMarIii py CTBOPEHHI KOMITIEKCHUX CHCTEM 3aXHCTy 1HpOpMaIil.

THE ANALYSIS OF THREATS AND VULNERABILITIES OF THE

INDUSTRIAL AUTOMATED CONTROL SYSTEMS

Sergii Gonchar, Gennady Leonenko, Oleksii Yudin
SRI for STIP

Now the industrial automated management systems (IAMS) which include supervisory control system and data
acquisition (SCADA), systems of the distributed control and other configurations of management systems are used in
the branches, which vital states for an infrastructure. Moreover, if originally IAMS were in the form of separate
computers with characteristic operating systems and webs for today there is their integration to enterprise systems
and other business applications through various communications systems, including the Internet.

Integration process allows ensuring control of industrial activity real time, to carry out remote monitoring of
management systems by a technological process, to raise safety of the factory and staff, to cut expenditures on
maintenance. However by these advantages permanently growing vulnerability to threats is.

Threats for IAMS can start with various sources: deliberate (terrorist groups, the industrial spies, dissatisfied
employees, malefactors), inadvertent (system complexity, human errors, crashes, hardware failures), natural (acts of
nature, environmental conditions etc.).

Vulnerability are deficiencies or a feeble place of an information system, security arrangement, procedures of
interior control that can be used for violation of integrity or accessibility of system and its correct operation. The
analysis of vulnerabilities of the industrial automated management systems gives the chance to lead their
structuration on three classes: vulnerability of policies and procedures, vulnerability of program platforms IAMS,
vulnerability of webs.

Vulnerability of policies and procedures in IAMS originate because of lack or the incomplete, inadequate
documentation in the field of safety, including policies and an administration on implementation (procedures),
administration to audit, recovery.

Vulnerability of program platforms in IAMS can originate because of deficiencies, errors, or poor-quality service
of the platforms, including the equipment (hardware), operating systems and applications, lack of control of physical
access.
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Vulnerability of a net in IAMS can originate because of deficiencies, errors, or the bad administration of nets
IAMS and their joints with other nets. These vulnerabilities can be eliminated by means of the correct designing of a
net, encryption of network connections, and control of physical access to network components.

The carried out analysis of threats and vulnerabilities of IAMS provides guidance on possible marks for the given
systems, allows formulating some demands and restrictions on application of possible measures, methods and
information security facilities at creation of complex systems of protection of the information.

YK 681.3.06
METOJIUKA ®OPMYBAHHS MHOKUHU ITOKA3HHUKIB SIK
CKJIAJIOBA METOZY OIITHIOBAHHSI PIBHSI KYJIBTYPU
IH®OPMALINMHOI BE3NEKA

Onexcanop IHominu, /Imumpo [lununenko*
Xapxiscokuui yuisepcumem Ilosimpsanux Cun im. 1. Koowcedyoa, *Xapxriecvkuii HayionatbHutl
YHIeepcumem panioeneKmpoHiKu

Cmamms: 7 cmop., 11 0xcepen.

Po3ymiHHS TUTaHb yIpaBJIiHHS MpoLECaMU Ta AiSUIBHICTIO 13 3axucty iHpopmauii (3]) cborozHi 3a3Hae AKiCHHX
3MiH. bararo BueHMX Ta MpaKTHKIB MOIUISIOTh HACTYIIHY yMKY: OpraHi3auiiiHi acriektu 31 moTpeOyoTh He MEHIIOl
yBaru, HiX TexHi4Hi. [Ipo 11e TakoXk CBiq4aTh ocTaHHi aHamiTH4Hi 3BiTH (InfoWatch), 3 skux crae 3po3ymianm, 1o
OinbIIicTh (DIHAHCOBUX BTpAT BiJOYBaeThCA uepe3 IHIMIACHTH Oe3NeKH, IMOB’si3aHi 13 BUTOKOM AaHuX. IIpu 1pomy
oprasizaiii CTpa)KAaloTh BiJl JiH BIACHUX CIIIBPOOITHUKIB B Tiil camiil Mipi, mo ¥ Bix ail 3moBmucHuKiB. Taki
IHIMJCHTH HE 3aBXK/IM 1TOB’s13aH1 3 HecTauero ado HeaJleKBaTHICTIO POy Ta MPAaKTUK 3axucty. [IpuunHa gacrinre
MOJIATa€e Y HEJOTPUMAaHHI 3aXO0/iB 3aXHCTY 4epe3 XHMOHe pOo3yMiHHS Iiyiel Ta 3amayd 3axucty. CIpUAHSATTS NONMITUKA
oesniekn  (IIB) sk OOMexeHHs Ta HE3PYYHOCTI MNPH3BOAUTH A0 (OpMYBaHHS HH3BKOTO pIiBHSA KYJIbTYpH
inpopmaniiinoi Oesneku (KIB). Tyr mix «kymeryporo indopmauiiinoi Oe3mekn» po3ymiTUMEMO Halip HOpM,
LIHHOCTEH Ta HACTaHOB, IO (POPMYIOTH MPHUITYCTUMY HOBEIIHKY Y KOHTEKCTI AisUIBHOCTI 13 3aXHCTY iH(popMaIlii.

Hocisimu KIB Buctymarots BCi wieHu opranisaiii, a cama KIb 3anexuth Bif XHOT TOBEMIHKY 1 JisSUTBHOCTI, IO
JIO3BOJISIE TOBOPHUTH TIPO Te, 110 nuTanHs Gopmysanns KIb noB’s3aHi 3 ynpaBiiHHSIM HOpMaMH Ta OOMEXKEHHAMH. Y
KOHTEKCTi iHcTHTyIioHansHOro yrpasiinas KIb cimig po3risiaaté B mepiry 4epry sk MexaHi3M CHOHYKaHHS, Y TOH
yac sk [1b € MexaHi3MoM 3mymieHHs. BuOip kepylounx BILTHBIB KEPIBHUM Cy0 €KTOM HE IMOBUHEH CITUPATHUCS JIUIE
Ha CyO’e€KTUBHI (hakTOpH ([JOCBiJA, 3HAHHS, IHTYIlLliIO), OCKUIBKM OUIBII OOIPYHTOBaHI PIilIEHHS MOXYTh OyTH
copMoOBaHi 3a IONIOMOrOI0 MOKA3HUKIB Oe3nexy. TakuM YMHOM, METOIO JaHOi pOOOTH € MPEACTaBICHHS METOIUKU
(hopMyBaHHS MHOXXHHU MOKa3HUKIB ouiHoBaHH: piBHA KIb, sIKy citif po3risgaTé B KOHTEKCTI METOY OL[iHIOBAHHS
pisus KIb.

Cruciuii onuc A03BOJIUTH CHOPMYBATH 3arajibHy YsABY IIPO po3podiieHnii merox ouintoBanHs piBHs KIb i mpo Te,
AK€ MICIIe [10Cila€ B HhOMY 3alIPOIIOHOBAHA METOHKA!

- Ha MepuIoMy erari GopMyeThCsl MHOXKHMHA MMOKa3HUKIB orinoBaHHs KIb;

- Ha PYromy eTari po3poOIisieThest m1abioH mokasHuka oinku KIb HIKHBOTO piBHS;

- Ha TPEThOMY €Talli 31HCHIOETHCS MO0y J0BA IMXOTOMIYHOIO JIepeBa KOMIUIEKCHOT'O OLiHIOBaHHS;

- Ha YETBEPTOMY €Tarli 31l {CHIOEThCSI OIMC MOKA3HUKIB HUYKHBOT'O PIBHS 3T1THO 3 IIA0JIOHOM;

- Ha IT’SITOMY €TaIll BU3HAYAETHCSI PO3MIPHICTh M THIT KK oniHoBaHHs piBHs KIb;

- Ha IIOCTOMY eTami 3IiMCHIOETHCS TeHepalis MaTpHIb 3TOPTaHHS 3 ypaxyBaHHSM BaroBUX Koe(illieHTIB Ta
MiHIMaJIBHUX IIOPOrOBHX 3HAYEHb, 1110 BU3HAYAIOTHCS €KCIIEPTOM;

- Ha ChOMOMY €eTarli 3/1iHCHIOETHCS 3TOPTaHHS 3HAYeHb IIOKa3HUKIB 0€3110cepeIHbO.

Crimparounch Ha pe3yjbTaTH aHalli3y HaHOLIbII MOMyJSpHUX CHCTeM Ioka3HuKiB Oesmeku (Vaughn-Hennig-
Siraj, OCTAVE, CISWG, Erkan Kahraman, NIST) Oyno copMyap0BaHO HACTYITHUI BUCHOBOK: HE3Ba)KAIOUH Ha Te,
IO IIOKa3HWKU OPraHi3amliiHOro XapakTepy MPUCYTHI Y TOMY YW IHIIOMY BUIVISII B KOXHIH i3 NMpOaHaIi30BaHUX
CUCTeM, IUTICHOI cucTeMu (HaOOpy) MOKa3HMKIB, IO TO3BOJIIN O KUTBKICHO abo skicHO ominuTH piBeHb KIb, Ha
JAaHWH MOMEHT He icHye. TakuM 4YHHOM, BHHHUKAa€ 3ajadya cQOpMYBaTH IUIICHY MHOXHHY TOKa3HHUKIB, IO
JIO3BOJISIIOT 3JIMCHUTH KoMIUIeKcHe ouiHtoBaHHs piBHsA KIB. B pesynbrati aHamizy iCHyIOUHX CHCTEM IMOKa3HHUKIB
Oesmeku Oyio chopMoBaHO 0a30By MHOXKHHY ITOKA3HHKIB, €JIEMEHTH $SKOI OyJ0 YTOYHEHO Ta Yy3arajibHEHO.
Crimpatouuch Ha OHTOJIOTIYHY Mojienb npeamerHol ranysi KIb Oymno po3pobiieHo 10oqaTkoBy MHOXKHHY TTOKa3HHUKIB
ouintoBanHs KIb, 3aBasku skomy Oyno oxoruieHo acrnektd KIB, sxi He Oyno BpaxoBaHO eleMeHTaMH 0a30BOI
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MHOXUHH. OO0’ €IHAHHS IIMX MHOXKUH JJO3BOJIMJIO OTPUMATH MHOXHHY, 1[0 MICTUTh MiHIMaJIbHO HEOOXIIHY KiJbKICTh
MOKa3HUKIB Juis ouiHroBaHHs piBHs KIb.

TakuM 4yrHOM, B pOoOOTI 3aIPOITOHOBAHO METOAMKY (OPMYBAaHHS MHOXHHHU TOKa3HHKIB oniHioBanHs KIb, mo
BXOJIUTH 10 CKiaxy meroay ouiHroBaHHS piBHsA KIb. BukopucranHs Bka3aHOI METOOMKH JIO3BOJIMIIO OTPUMATH
(diHaNBHY MHOKHMHY 3 27 YHIKaJIbHHUX ITOKa3HUKIB, 110 OXOILTIOIOTH Yci ocHOBHI actiektd KIB. ITpote cmin 3a3HaunTH,
10 OTPUMaHa B pe3yNbTaTi MHOKMHA TTOKAa3HHKIB HE € OCTATOYHO BHU3HAYECHOIO 1 MOXKE OYTi JIOITOBHEHa HOBHMU
MOKa3HUKAMH.

METOJIUKA ®OPMUPOBAHUS MHOKECTBA MOKA3ATEJIEN
KAK COCTABJISIFOLIASI METOJA OLIEHKH YPOBHSI
KYJbTYPbI HHO®OPMALIMOHHON BE3ONACHOCTH

Anexcandp Illomuii, /Imumpuit Ilununenxo™
Xapvroeckuii ynusepcumem Bozoywnvix Cun um. U.Kooxcedyba, *Xapvkosckuil HayuoHanvHsil
VHU8epcumem paouodyieKmpoHuKU

[Tonnmanue mpoOsieM ympaBlieHHs] TpolLEeccaMi U JAesATeNbHOCThI0 1o 3amure uH(opmanuu (3U) ceromus
TpeTepIieBaeT 3HAYUTENbHbIE Ka4eCTBEHHbIE U3MEeHeHHs1. MHOTHe yueHbIe, UCCIIEIOBATENN U NMPAKTUKU BBIPAXKAIOT
€IMHOEe MHEHHE O TOM, YTO OpraHU3alMOHHbIE acrieKThl 3V TpeOyroT He MEHbIIET0 BHUMAaHUs, YeM TeXHU4ecKkue. B
MIOAJIEP)KKY NAHHOW TOYKH 3pPEHUs CIY)KaT TakXke HocienHue aHanutuueckue orBeThl (InfoWatch), u3 xoTopsix
BUJIHO, YTO OCHOBHBIE (DMHAHCOBBIE MOTEPH I10 NMPUYMHE MHIUICHTOB OE30IIaCHOCTH CBSI3aHBI C YTEUKOW JaHHBIX.
[Ipu >TOM OpraHu3alMU CTPAJArOT OT JSHCTBUH COOCTBEHHBIX COTPYIHHKOB B TOH XK€ Mepe, KaK M OT ACHCTBUH
3JI0yMBINIIEHHUKOB. [10/100HbIE WHIMAEHTHI HE BCETZIa CBSA3aHBI C HEXBATKOW MEp 3alllUThl WM HEaleKBATHOCTHIO
MpOLIEAYp U TPAaKTUK 3aluThl. [IpyyrHa yale 3aKiiovaercss B HECOONIOACHHH Mep 3allUThl M IPOHCTEKAaeT OT
HEBEPHOr0 TMOHMMaHuUs Lesiell U 3a1ad 3ammThl. Bocnpustue nonuthku 6e3omacHoctu (I1B) kak orpanuyeHust u
Heys00CTBa TPUBOAUT K (POPMUPOBAHUIO HU3KOI'O YPOBHS KYJIBTYpbl MHpopMarmonHol OesomacHoctu (KUB).
31eck moj «KyNnbTypoii HH)OPMALMOHHOM Oe30MacHOCTH» Oy/leM MOHMMAaTh HA0Op HOPM, IIEHHOCTEH M YCTaHOBOK,
KOTOpBbIe (POPMHUPYIOT JOIYCTUMOE ITOBEACHUE B KOHTEKCTE NEATENLHOCTH 110 3alUTe HH(POpMAaLIUH.

Hocurenamu Kb sBnsrorcs Bce uneHsl opranusanuy, a cama KVb 3aBUCHT OT UX MOBEAEHUS U NESATEIbHOCTH,
MOATOMY MOXKHO TOBOPUTH O TOM, 4To THpouecc ¢opmupoBanuss KB cBsizaH ¢ ympaBieHueM HOpMamMH H
orpaHHYeHUsIMUA. B KoHTekcTe MHCTHTYyIHOHaimbHOro ynpasieHus KUB cinenyer paccMarpuBaTh Kak MeXaHHU3M
noOyxzaeHus, B To BpeMs kak [Ib siBisercs MexaHM3MOM MNpHHYXIEHUs. BbIOOp ympaBisiromux BO3AEHCTBUI
PYKOBOISIIUM CYOBEKTOM HE JIOJDKEH ONUPATHCS HCKIIOYHTENIBHO Ha CYOBEKTHBHBIE (DaKTOPHI (OIBIT, 3HAHWS,
WHTYHIUIO), TIOCKOJIBKY Oojiee OOOCHOBaHHBIE pEIICHHS MOTYT OBITh NPUHATHL HAa OCHOBE IIOKa3arenei
Oe3zomacHoctd. Takum 00pa3oM, HENbI0 IaHHOM pPaOOTHI SIBJISIETCS IIPEJCTABICHHE METOIMKH (OPMHUPOBAHHUS
MHO)KECTBa Mokazatesneld oneHku ypoBHsi KVbB, koTopylo cienyer paccMaTpuBarh B paMKax METoJa OLEHKH YPOBHS
KUb.

Kpatkoe ommcanue mo3Boaut copMUpoBaTh 00Iee MpeiCTaBlIeHUE O Pa3padOTaHHOM METOJIE OLIEHKH YpPOBHS
KWB u Tom, Takoe MecTo 3aHMMaeT B HeM MeTouKa (opMupoBaHus nokaszareneii oueHku yposHs KIb:

- Ha IepBOM 3Tarne GOopMUpPYyeETCss MHOXKECTBO nokasareneid ouenku KUB;

- Ha BTOPOM 3TaIe pa3padaTbiBacTcs mabdioH mokasatens oreHku KB HUKHEro ypoBHS;

- Ha TPETHhEM 3Tarle OCYIIECTBISIETCS MOCTPOSHHE TMXOTOMUYECKOT0 JIepeBa KOMIUIEKCHOH OLIEHKH;

- Ha YETBEPTOM dTarle MPOUCXOUT OITUCAHKIE NIOKa3aTelel HIKHETO YPOBHSI;

- Ha IISITOM DTaIle ONPEAEISIeTCS Pa3MEPHOCTD U THII MIKaJbI onleHkH ypoBHs KUb;

- Ha IIECTOM OJTale OCYLIECTBIISIETCS TeHEpals MaTpHll CBEPTKH C Y4YETOM BECOBBIX KOI(PQPHUIIUEHTOB U
MUHHAMAIIFHBIX TIOPOTOBBIX 3HAUYEHUH, KOTOPBIE ONMPEEISIFOTCS IKCIIEPTHO;

- Ha TIOCJIEIHEM, CEIbMOM 3Talle OCYILECTBIAETCS caMa CBepTKa 3HaueHui noka3ateneil onenku KUb.

Ha ocHoBanmm aHanmu3a HamOosiee MOMYJSIPHBIX CHCTeM Iokaszarteneil Oe3omacHoctu (Vaughn-Hennig-Siraj,
OCTAVE, CISWG, Erkan Kahraman, NIST) O6bu1 chopMmynupoBaH cIeQyIOIIUA BBIBOJ: HECMOTpS Ha TO,
YTO MOKa3aTelr 0e30MacCHOCTH OPTaHU3aLMOHHOTO XapakTepa MPUCYTCTBYIOT B TOM HJIM WHOM BHUIE B KaXKIOH W3
MIPOaHATU3UPOBAHHBIX CHCTEM, LIEJIOCTHOW cucTeMbl (Habopa) mokazaTesei, MO3BOJISIOUIel KOJWYECTBEHHO WITU
KaueCTBEHHO OIlCHUTH ypoBeHb KIB, Ha maHHBII MOMEHT HE CyIIecTByeT. Takum o0Opa3oM, BO3HHKAeT 3ajada
c(opMHUpOBaThH HENOCTHOE MHOXKECTBO IMOKAa3aTelield, MO3BOJISIOIINX OCYIIECTBUTh KOMIUIEKCHYIO OIIGHKY YPOBHS
KHWB. B pesysnpraTe aHanu3a CyHIECTBYIOIIMX CHCTEM IIOKa3areneil 0e3omacHOCTH ObUIO cOpMUpOBaHO 0a30BOE
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MHOXKECTBO I[IOKa3aTelyied, 3JEeMEHTHl KOTOpOro ObUIM AopaOoTaHbl, yTOYHEHBI W 0000meHbl. Onupasch Ha
OHTOJIOTHUECKYIO MoOjenb mnpenMeTHol obmactu KUB, Obio pa3paboTaHO MOMONHUTEIBRHOES MHOXECTBO
mokazateinei orneHkun KWbB, Omaromapss xoropoMy Obutn oxBaueHbl acnekTbl KB, He 3aTpoHyThIC 3iieMEHTaMHU
0a3oBoro MHOkecTBa. (OOBEAMHCHHWE IAHHBIX MHOXKECTB ITO3BOJIMJIO IIONYYUTH MHOXECTBO, COACpIKaIice
MUHHMAaJILHO HEOOXOAUMOE YHCIIO TIOKazaTenei s oriehku yposHs KUB.

Takum o0pazom, B paboTe mpeyiokeHa MeToauKa (hOPMHUPOBAHUS MHOXKECTBa Tokaszateied omenku KUB,
KOTOpas SIBJIAETCS COCTaBIIstolel MeTona onenku yposHs KB, Ha ocHOBaHWMM TaHHON METOAMKH OBLIO IMONYYECHO
HUTOrOBOE€ MHOXKECTBO Tokaszateneil omnenku KUDb, coctosmee u3 27 yHUKAIbHBIX TIOKa3aTelel, KOTOpbIe
0XBaThIBalOT Bce KitoueBble acnekThl Kb, OmHako cieayer 3aMeTUTh, YTO TMOJYYEHHOE HTOrOBOE MHOXKECTBO
MoKa3aTesiel He ABJSCTCS OKOHYATEIBHO ONMPEICIICHHBIM H MOXKET OBITh OITOJHEHO HOBBIMU OKA3aTEIIIMHU.

AN APPROACH TO SET OF METRICS DEVELOPMENT AS A
COMPONENT OF INFORMATION SECURITY CULTURE

EVALUATION METHOD
Aleksandr Potii, Dmitry Pilipenko”
Kozhedub Air Force University, Kharkiv, **Kharkiv national University of Radioelectronics

Current understanding of Information Security (IS) activities and processes management problems undergoes
significant changes. Many researchers and specialists share the common concept that organizational aspects of IS are
as important as technical ones. Latest analytical reports (InfoWatch) support this viewpoint, since major financial
losses from security incidents relate to data loss. At the same time organizations suffer from their own personnel
activities and behavior as bad as from adversaries. Such security incidents do not always occur due to lack or
inadequacy of security controls and procedures. Noncompliance is usually the reason, which in its turn stems from
poor understanding of security goals and objectives. Interpretation of Information Security Policy (ISP) as an
obstacle or inconvenience results in low level of Information Security Culture (ISC). Here we interpret ISC as a set
of norms, values and attitudes which create acceptable behavior in terms of IS activities.

Any organization member supports ISC which depends on their behavior and activities. Thus we can say that
process of fostering ISC is connected with norms and limitations management. In terms of institutional management
ISC can be interpreted as an incentive mechanism, while ISP is an enforcement mechanism. Control actions by top
management should not be bases on subjective factors exclusively (experience, knowledge, intuition). More valid
decisions can be made with the help of security metrics. The purpose of this paper is thus to propose an approach to
development of ISC metrics set which should be considered within the method of ISC evaluation.

A brief description of method proposed is provided for general understanding, and more particularly about the
place of mentioned above approach to ISC metrics development:

- in the first phase ISC metrics set is developed;

- in the second phase the template of ISC lower-level metric is designed;

- in the third phase the dichotomous tree for complex evaluation is build;

- in the fourth phase all lower-level metrics are described according to template;

- in the fifth phase dimension and type of scale for ISC evaluation is decided;

-in the sixth phase convolution matrices are generated with the help of weight coefficients and minimal
thresholds estimated by experts;

- in the seventh phase the convolution of ISC metrics’ values is done.

Analysis of the most popular security metrics systems (Vaughn-Hennig-Siraj, OCTAVE, CISWG, Erkan
Kahraman, and NIST) allowed reaching the following conclusion: disregard the fact that security metrics of
organizational type are present in each of chosen system; there is no holistic set of metrics which allows evaluating
ISC level. The problem of developing such set of metrics is thus requires solving. Analysis of mentioned above
security metrics systems allowed forming the basic set of ISC metrics, which was further adjusted. With the help of
developed ontology model of ISC subject domain the set of ISC metrics was extended in order to cover all the key
ISC features. The final set of ISC metrics represents the minimum quantity of metrics required for ISC evaluation.

An approach to development of ISC metrics set is proposed as a component of ISC evaluation method. Based on
this approach the final set of 27 unique ISC metrics was developed. This is the minimum quantity of ISC metrics
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required for comprehensive evaluation of organizational ISC. However, it should be noted that final set of ISC
metrics is not a terminal set and can be extended with new metrics.

YK 004.056:159.95 .
TEOPIA IT'OP AK METO/l YHHPABJIIHHSA IHOPOPMALINHOIO
BE3IIEKOIO

Bonooumup Bypauox, Auamoniiu lluan*
Biticoxosa wacmuna A1906, *Binnuybkuii HayioHanbHUli MexHiYHUL YHIBepcumem

Cmamms: 8 cmop, 7 0xcepen.

VYnpasniHasg iHpOpMaliifiHOIO 0Oe3reKol BKIOYaE B cede YIpaBIiHHSA JIIOJICHKUMH, 1H(OpPMAaLHUMH,
TEXHIYHHMH, IPOrpaMHUMH, (hiHAHCOBHMHU Ta IHIIMMH pecypcamu. JIFoiHa, CYKyIHICTb Jrosiei (K opraHizoBaHa —
MANIPUEMCTBO, OpraHi3alisi TOI[o, TaKk 1 HeopraHizoBaHa — CYKYNHICTh (yTOONBbHUX (aHATIB 4YH XaKepiB),
CYCHUJIBCTBO 1 JiepkaBa (Ta iX IHCTHTYTH) CKJIQJIAlOTh Cy0 €KTH yNpaBiiHHS iH(popMaliiiHoo Oe3rnekoro. Meroro
CTaTTi € aHali3 Teopii irop sSK KiNBKICHOTO METOIY, SIKMH CYTTEBO PO3IIUPIOE MOXKIJIMBOCTI TPHW YIpPaBIiHHI
iHpOpMaIiifHOIO OE3MeKol0, Ta BH3HAYEHHS OCHOBHHMX OCOOJMBOCTEH IOro 3acrocyBaHHs B AaHiil mpeaMeTHi
obnacri. HaBeneHo omuc amapaTy Teopii irop Ta KOHIENIiH X pinreHb. BunineHo xapakTepucTuku Teopii irop, siki €
TIEPCIIEKTUBHUMH JIJIsl BUKOPHCTAaHHS B METOJax YIpaBiiHHA iH(opManiiiHooo Oe3nekoro. [lokazano, mo piBHOBara
Hema e ontumanbHO0 TS pO3B’sI3aHHA 0araTthox 3ajad 3 YIpaBiIiHHA iH(QopMaIliiiHO Oe3mnekoro. SIk mpUKIamu
3aCTOCYBaHHS TEOpii irop 10 3a/a4 ynpaBiliHHS iHPOPMAIifHOW OE3MEeKOI0 PO3MIITHYTO: YIPaBIiHHS KepiBHUKAMHU
mianpueMcTBa 3 OOKy WOro akifioHepiB; 3MEHIIEHHS piBHS pPH3HKIB TpPU BIPOBADKEHHI APYroro piBHS
HAKOIMYYBAJIBHOI TMEHCIHHOI CHCTEMH; PU3WKH U HaIlloHaJbHOI Oe3nekn YKpaiHu, sKi BHHUKAIOTh BHACIIIOK
B3aeMOJIii CYO’€KTIB BITYM3HAHOI (DIHAHCOBOI CHCTEMHU (OKpPEMHUX JIOACH Ta CTPYKTYyp) Ta (hiHAHCOBHUX CHCTEM
po3BHHEHUX KpaiH. [IpoaHanizoBaHO PO3BUTOK Teopil irop B YkpaiHi Ta BUSBIIEHO, IIO B KpaiHi BiJICYTHI
CHeLiaNiCTH, sIKi 3[aTHI MaCOBO HABYUTHU CTY/EHTIB METO/IaM Ta TEXHOJIOTISM JisUTbHOCTI, SIKi BUKOPHCTOBYIOTHCS B
PHHKOBIH eKOHOMII. BinMiueHo, 10 HassBHICTh KPUTHYHOTO CTaHy iH(OpMaliiiHOi Oe3IeKn AepKaBH y NPeAMETHIN
00J1acTi eKOHOMIKM B YKpaiHi HaBiTh HE YCBIIOMITIOETHCSI.

TEOPUSA UTP KAK METOJ YIIPABJIEHUA
WH®OPMAIIMOHHOM BE3OIMACHOCTBIO

Bnaoumup Bypauok, Anamonui Illuan*
Boennas uacmo A1906, *Bunnuykuii HQYUOHATLHBIL MEXHUYECKUL YHUBEPCUMem

VhpasieHue uHpOpPMAIMOHHOW  0€30MACHOCTBIO  BKJIIOYaeT B ceOf  yNpaBieHHE 4elOBEUECKUMH,
WH()OPMALIMOHHBIMY, TEXHHYECKUMH, IPOrPaMMHBIMH, (UHAHCOBBIMH U JPYIHMH pecypcamu. YesoBek,
COBOKYIHOCTh JIIOJIel (Kak OpraHW30BaHHBIX — MPEANpPUSATHE, OpPraHW3alMs W T.N., TaK U HEOPraHU30BAHHBIX —
COBOKYNHOCTH (hyTOONBHBIX (paHATOB HMJIM XaKEpOB), OOIIECTBO M TOCYIAPCTBO (M MX WHCTHUTYTHI) SIBJISIOT COOOH
cyOBeKTHl yrpaBieHuss WH(OpMalMOHHOH Oe3omacHOCThIO. Llenmbio cTaThy SIBIISETCS aHAU3 TEOPHUH WIP Kak
KOJIMYECTBEHHOT'O0 METO/Ia, KOTOPBIH CYLIECTBEHHO PacCIIUpsieT BO3MOKHOCTH TIPH YIPaBJICHUH WH(POPMAIIMOHHOH
0€30MaCHOCTBIO U BBISBJICHHE OCHOBHBIX OCOOECHHOCTEH ee IMpUMEHEHHs JTaHHOW mpeaMeTHoi obnactu. [IpuBeneHo
OITMCaHWEe ammapaTa TEOPUH WIP W KOHIENIMH MX pelieHuil. BblieneHsl XapakTepHCTHKH TEOPUHU UTpP, KOTOpbIE
SIBIISIFOTCSL TIEPCHEKTUBHBIMH ISl KCIIONIB30BaHUS B METOJAaX yIpaBiieHHs HH(POPMALMOHHOW 0€30MacHOCTEHIO.
[Tokazano, uto paBHOBecue HpdInma sBNsSEeTCS ONTUMATBHBIM JUIS pEUIeHHs OONBIIMHCTBA 3ajad YIpaBIICHUS
nH(popMaMOHHOH 0e30macHOCThI0. B kauecTBe NpUMEpOB NPUMEHEHWS TEOPUU UTP K 3ajadaM YIpaBIICHUS
nH(pOpPMaMOHHON 0E30IaCHOCTBI0 PACCMOTPEHO: YIPABJICHHS PYKOBOAMTENSIMH HPENIPHUSITHS CO CTOPOHBI €ro
aKIOHEPOB; YMEHbBIIICHUE YPOBHS PHCKA IPHU BHEJIPEHUU BTOPOTO YPOBHSI HAKOIMHUTEIHLHON NMEHCUOHHON CHCTEMBI;
PHCKH JUIS HAIlMOHAILHON 0€30MacHOCTH YKpauHbI, KOTOPhIE BO3HUKAIOT BCIIEACTBHE B3aUMOJIEHCTBHS CyOBEKTOB
OTEYECTBEHHOH ()MHAHCOBOH CHCTEMBI (OTAENBHBIX JIIOAEH U CTPYKTYp) U (DMHAHCOBBIX CHCTEM Pa3BHUTBIX CTPaH.
[Ipoananmu3upoBaHO pa3BUTHE TEOPUU UTP B YKpanHe W OOHApYKEHO, YTO B CTpaHE OTCYTCTBYIOT CIICI[HAJIHCTHI,
KOTOpBIE CIIOCOOHBI MAacCOBO HAYYUTh CTYAEHTOB METOAAM Ta TEXHOJIOTHSIM, KOTOPbIE MPUMEHSIOTCS B PHIHOYHOMN
sKoHOMHUKE. OTMEUEHO, YTO HAJIUYUE KPUTHYECKOTO COCTOSHHS WH(OPMAIMOHHOH 0E30MacHOCTH rocyJapcTBa B
HpeaMeTHOH 001acTH YKOHOMUKY B YKpauHe Jaxke He OCO3HAETCS.
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GAME THEORY AS A METHOD OF INFORMATION SECURITY

Volodymir Buryachok, Anatoliy Shiyan*
The military unit A1906,*Vinnitsa national technical university

The information security management includes the management of human, information, technical, soft, financial
and other resources. Man, a collection of people (organized - firm, organization, etc., and not organized - a set of
football fans or hackers), society and the state (and their institutions) are the subjects of information security
management. The paper analyzes the game theory as a quantitative method, which greatly enhances the information
security management and identifies the main features of its application in given subject area. The description of the
game theory and concepts of their decisions are described. The characteristics of game theory, which are promising
for use in the methods of information security management, are marked. It is shown that the Nash equilibrium is
optimal for most of the problems of information security management. As examples of the application of game
theory to problems of information security management we considered: control managers of the enterprise from its
shareholders; reduction of the level of risk in the implementation of the second-tier pension accumulation system; the
risks to the national security of Ukraine, which arise from the interplay of the domestic financial system entities
(individuals and structures) and financial systems of the developed countries. The development of the theory of
games in Ukraine is analyzed and it is discovered that there are no specialists who are able to teach students on
methods and the technologies, which are used in a market economy. It is noted that the existence of the critical state
of information security in the domain of the state of the economy in Ukraine is not even recognized.

V]IK 004.415.056.5 (075) 5 i
AHAJII3 YPA3SJIIUBOCTEHN CUCTEM 3AXUCTY IHOOPMAIII

Ieop Ilagnos
BITIHTYY “KIIIl”

Cmamms: 8 cmop., 10 0xcepen.

AHaJti3 iCHyIOYHX MyOJiKallii, OB’ sI3aHUX 3 MPOOJEMOI0 MTPOSKTYBAHHSI CHCTEM 3aXHCTy iH(popMarlii, mokasye
HEJIOCTATHE OCBITJICHHS! CHCTEMHHX ITiAXO/IIB J0 MPOOJIEMH ONUCY YPa3JIHBOCTEH CHCTEM 3aXHCTY iH(pOpMAILii.

[IpoBonstun pi3Hi OIIHKKM €()EeKTHBHOCTI MOJeNei 3axucTy iH(popMalii IOCHIIHUKH CIHHPAIOTHCS Ha OKpeMi
IIXO/IM 10 aHAaJI3y Ypa3IMBOCTEH THX 200 IHIINX CHCTEM 3aXHUCTY.

VY 3B’3Ky 3 IIUM BHHHUKA€ 00’ €KTHBHA HEOOXiTHICTh BU3HAUEHHS OCHOBHHUX ITiXOJIB Y BUBUEHHI HPOLECIB, SIKi
BUHHKAIOTh B O0JIACTSIX Ypa3JIMBOCTEH CHUCTEM 3axXUCTy iH(opmaii miJ yac BIUIMBY HEOE3NEUHHUX JUIS [IUX CHUCTEM
3arpo3. Jlns mporo HEOOXiAHO BHM3HAYWTH Micle 1 poOjib Ypa3lMBOCTEH y MaTeMaTWdHiil Mojeli, NpoBEeCTH
KJacuQikalio X ypa3inuBOCTEH Ui MOJAJBIIOr0 BUKOPHCTAHHS CHCTEMHOIO MiJXOAY aHaNi3y ypas3jnBOCTEH
cHCTEM 3axHCTy iH(popMalii B OLiHKaX e()eKTHBHOCTI MOJENe, siki OyqylOThCs Ha eTami MPOEKTYBaHHS CHUCTEM
3axucTy iH(popMarii. 3aranbHOI0 OCHOBOIO /ISl TPOBENICHHS 1[bOTO aHAJII3y € MOJIENb TIPOLECy 3aXUCTy iHpopMaIiii 3
TIOBHUM HEPEKPUTTSIM 3arpo3.

VY meprii yacTuHI CTAaTTI Ha 0a3i ICHYIHOYOi MOJIENI MPOIECY 3aXUCTy iH(QOPMAITii 3 MOBHUM MEPEKPUTTAM 3arpo3
BH3HAYAIOTHCS MHOXKHHHU 3arpo3 CHCTEMH 3aXHCTy Ta oOJjacTeld 3aXWCTy. Y TOJAANbIIOMY MHOXHHH CHCTEMH
3aXHCTY MOIUIAIOTHCS HAa OKpPeMi MHOKHHM ypas3JUBOCTEH 1 MeXaHi3MiB 3aXUCTy. 3alporoHOBaHa MaTeMaTH4HA
MOJIETIb, Y SIKIi PO3KPUBAIOTHCS MiCIIE 1 POJIb YPa3JIMBOCTEH Y CUCTEMI 3aXHCTY iH(popMallii.

VY nmpyriii yacTuHI cTaTTi Ha 0a3i aHAII3y Pi3HMX MiAXOIB 3alPOMOHOBAHMIA CHCTEMHHMH IMiJIXill MO0 €THHOI
Kiacudikauii ypa3aIuBOCTeH CHCTEM 3aXHCTY iH(pOpMaIlii, SKiid po30MBa€EThCS HA CKIIAIO0BI.

VY indopmamiiHuX cHcTeMax ICHYIOTh pi3HI 3acoOHM, sIKi BHKOPHCTOBYIOTH pi3HI CHOCOOM OJIOKYyBaHHS
ypas3JIMBOCTEH CHUCTEM, TONEPEIKEHHS BIUTUBY 3arp0O3 Ha MEXaHI3MH 3aXHCTY CUCTEM 3axucTy iHpopmarii. OqHum 3
MIEPCIIEKTUBHUX HAINPSMKIB € CTBOPEHHS OKPEMHX CHUCTEM BUSBIICHHS 3arpo3 (CHCTEMH BUSIBJICHHS aTak, CHCTEMH
BUSIBJIICHHSI MEPEXKEBUX BTPYYaHb 1 T. IL.).

Ha cporomniniHiii leHb CUCTEMH BHSBJICHHS BTOPTHEHb SBJISIOTH COOOIO MporpamHi abo amapaTHO-IPOrpamMHi
pillleHHs, sIKi aBTOMATH3YIOTh IIPOLEC KOHTPOIIO MOAIN, IO BiOYBAarOThCS y KOMIT FOTEPHUX CHUCTEMax abo
Mepexax, a TAKOXK CaMOCTIHHO aHaNI3YIOTh Ii MOJIl B IONIyKaX O3HAK Mpo0jeM Oe3leku, B TOMY YUCII MPOBOJASATH
MIOIIYK 00JacTel ypas3iMBOCTEH CHUCTEM 3aXMCTy. Taki cHCTeMHU peasli3yloThCs MPaKTUYHO B YCIX aHTUBIPYCHHX
cUcTeMax, sIKi MPOBOATH MOHITOPUHT IIPOrpaMHHUX 1H()OPMALIHHUX TEXHOJIOTiH, BCTAHOBIEHHX B KOMII FOTEPHHUX
cucreMax. AJie IOJaBIINA HAPSIMOK PO3BUTKY CHCTEM, SIKi TIPOBOAMTUMYTH MOHITOPUHT, BUSBIISITH Ta OJIOKYBaTH
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ypas3JMBOCTI CUCTeM 3axucTy iHdopmauii Ta B mijomy iHopMmamiiHHX cUcTeM, Oyae PO3BHBATHUCS B HAIPSIMKY
BITPOBAPKEHHS CUCTEM 3 €JIEMEHTaMH IITYYHOT'O 1HTEJIEKTY.

AHAJIN3 YS3BUMOCTEN CUCTEM JAIIUTHBI UTHOOPMALIUAU
Hzopo Ilasnos
BUTU HTYY “KIIN”

AHanu3 CyIIeCTBYIOUIMX MyOJMKaluid, CBS3aHHBIX C NPOOJEMOI0 MPOEKTUPOBAHHS CUCTEM 3allIUThHI
nH(popManuy, NOKa3bIBAET HEIOCTATOYHOE OCBEIIEHHE CHCTEMHBIX MOAXOAOB K MPOOJIEeMe ONHMCAHUS yI3BUMOCTEH
CHCTEM 3alUThl HH(OPMAIHH.

[IpoBonsi pasHble OIEHKU S(PPEKTUBHOCTH MOJEIEH 3alluThl MHPOPMAaIMK HCCIEIOBAaTEIN OINHMPAIOTCS Ha
OTPBIBOYHBIE MOAXO/IBI K AHAIN3Y YSI3BUMOCTEH TeX WM MHBIX CHCTEM 3allUTHI.

B cBs3u ¢ 3TUM BO3HHMKAaeT OOBEKTUBHAs HEOOXOAMMOCTH OINpPEIEJICHUS OCHOBHBIX ITOJIXONOB B H3Y4EHUH
MIPOLIECCOB, BO3HUKAIOIINX B 00JIACTSX YSA3BUMOCTEW CHCTEM 3allUThl HH(OPMAIIUH BO BPEMs BO3JICUCTBHS OMACHBIX
yrpo3. [ 3Toro HeoOXOMUMO ONPEAENTUTh MECTO M POJIb YSI3BHUMOCTEH B MaTeMaTH4YeCKOH MOJIENH, TPOBECTH
KJaccH(UKaIMIO ATUX YSI3BUMOCTEN IS JAJbHEHIIIEro HCIIOIb30BaHUs CUCTEMHOTO II0X0/1a B aHANIN3€ YsI3BUMOCTEH
cUCTeM 3aIuThl MHGOPMAalMK IpHU OleHKaxX S(QPEKTUBHOCTH Mojeiel, KOTOpble pa3palbaThIBalOTCS Ha JdTare
MIPOEKTUPOBAHMS CUCTEM 3aIIUTHI HHpopMarmu. OOIel OCHOBOM Ul MPOBEICHUS 3TOr0 aHAJIM3a SIBJISIETCSI MOJIENTh
Tpolecca 3auThl HHPOPMAIMH C TIOITHBIM MEPEKPHITHEM YIPO3.

B mepBoii wactu cratbu Ha 0asze CYIIECTBYIOIIEH MOJIENM Tpolecca 3aluThl MH()OPMAlUK C TOJHBIM
MIEPEKPHITHEM YTPO3 ONPENENIAIOTCS MHOXKECTBA YIPO3, MHOXECTBA BXOJIIUE B CHUCTEMY 3aIUTHl U MHOXKECTBA
obnacteil 3amUThl MH(GOPMALMOHHOW CHUCTEMBbl. B najbHeilieM MHOXKECTBa CHUCTEM 3aIlIUTHl PAaCKpPBIBAIOTCS Ha
OTJIeNIbHBIE TIOAMHOMKECTBA YSI3BUMOCTEH U MEXaHU3MOB 3aIUTHI.

B crarbe mpeanoxeHa MaTeMaTH4ecKash MOAENb, B KOTOPOIH pacKpbhIBarOTCd MECTO U PONb YSI3BUMOCTEH B
CHCTEMaXx 3alUThl HH(OPMAIHH.

Bo BTOpOii uwactu crathM Ha 0Oa3ze aHaiM3a Pa3HBIX IONXOJOB IPEIUIOKEH CHCTEMHBIH MOXOI K eIXUHOMN
KiaccuuKamy yI3BUMOCTEH CHCTEM 3alUThl HH(OPMAIMU, KOTOPbIE PACKPHIBAIOTCS HA COCTABIISIOIIHE.

B wuHpOpManMOHHBIX CHCTEMaX CYIIECTBYIOT pa3HblE CpPEACTBA, KOTOPBIE HCIIONB3YIOT pa3HbIE CIOCOOBI
OJIOKUPOBAHUS YSA3BUMBIX MECT, NPEAYNPEKACHUS BO3JCHCTBUS Yrpo3 Ha MEXaHM3MBI 3alUThl MH(POPMAIHH.
OpHUM W3 TEPCHEKTHBHBIX HANpPaBIICHUH SBISETCS CO3NAHHME OTIENBHBIX CHCTEM OIpPEAEIeHUs Yrpo3 (CHCTEMBI
BBISIBJICHUSI aTaK, CUCTEMBbI BBISIBJICHHS CETEBBIX BTOPKEHUH U T. 11).

Ha cerogusmHuii 1eHb CHCTEMBI BBISBICHHUS BTOPYKEHUH MPEACTABISIOT COOOM MporpaMMHBIE WK aIlapaTHO-
IIPOrpaMMHBIE PELIeHNs, KOTOphle aBTOMAaTU3UPYIOT MPOLECC KOHTPOJIS ASHCTBHM, IPOTEKAIOMIUI B KOMITBIOTEPHBIX
cHCTEMax WM CeTsX, a TaKkKe CAMOCTOSITEIbHO AaHAIM3UPYIOT 3T COOBITHS B ITOMCKaX MPU3HAKOB MPOOJIEM
0€30MaCHOCTH, B TOM YHCIIE MIPOBOST IOUCK 00JIacTel YSI3BUMOCTH CUCTEM 3alUThl. Takue CHCTEMBI peaii3yoTCs
MPAaKTHYECKH BO BCEX AHTUBUPYCHBIX CHUCTEMaX, HPOBOISIIUX MOHUTOPHHI MPOrPAaMMHBIX HH()OPMAIMOHHBIX
TEXHOJIOTHH, YCTaHOBJIEHHBIX B KOMIIBIOTEPHBIX cucTeMax. JlanbHellliee HanpaBieHUe pPa3BUTUS CUCTEM, KOTOPbIE
MPOBOJSIT MOHHWTOPHHI,  BBUIBIISIIOT M OJOKHPYIOT YS3BHUMOCTH CHUCTEM 3alllUThl MH(OPMALMK W B IIEIOM
MH(OPMALMOHHBIX CUCTEM, OYAET 3aKII0YaThCsl BO BHEAPEHUH CUCTEM C HMCKYCCTBEHHBIM UHTEILIEKTOM.

ANALYSIS OF VULNERABILITIES IN INFORMATION

SECURITY SYSTEMS

Igor Paviov
Military Institute of Telecommunications and Information of the National Technical University of
Ukraine "The Kiev polytechnical institute" (MITI NTUU “KPI”)

Analysis of existing publications, which are related to the problem of designing information security systems,
shows insufficient describing of systematic approaches to description of the vulnerabilities of information security
systems.

Researchers rely on tear-off approaches to analyzing technical vulnerabilities or other protection systems during
evaluating of the effectiveness of different models of information security.

Accordingly, there is an objective need to identify the main approaches to study the processes that occur in the
areas of information security vulnerabilities during influence of hazardous threats to these systems. It is necessary to
determine the place and role of vulnerability in a mathematical model to classify these vulnerabilities for further
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using of systematic approach to analysis vulnerabilities of information security assessments of performance models
that are based on the design phase of protection. The general basis for this analysis is the model of information
security threats with complete overlap.

In the first part of the article based on the existing model of information security threats with complete overlap
defined set of threats, security system and security areas. In a further set of security system are divided into separate
sets of vulnerabilities and protection mechanisms. In the article shows a mathematical model, which reveals the role
and place of vulnerabilities in the system of protection.

In the second part of the article, systematic approach is proposed in a single classification of information security
vulnerabilities, which divides into components.

Information systems have different tools, which use different methods of locking systems vulnerabilities,
prevention threats influence to exposure protection mechanisms of information security systems. Creation of separate
systems of threat detection is one of prospective directions (systems detect attacks, detection of network interference,
etc.).

Nowadays detection systems represent a software or hardware solutions, which automate the process of
monitoring the events, which occurred in a computer system or network, as well as independently analyze these
events in the search for signs of security problems, including searching areas of vulnerabilities of protection systems.
Such systems are implemented in almost all antivirus systems. But the future direction of development systems,
which ' will monitor, detect and block the vulnerability of information security and information systems in general,
will develop towards the introduction of elements of artificial intelligence.

YK 004.057.4:722.4
JTOCJJIIKEHHSI MOKJIUBOCTI 3ACTOCYBAHHS
MEPEXEBUX TPOTOKOJIIB NIEPEJAYI JAHUX JJISI
INEHTU®IKAILIL, KOHTPOJIIO TA AHAJII3Y CTAHY
TEJEKOMYHIKAIIIMHOI'O OBJIAJTHAHHSI B IHOOPMAIIMHO-
TEJEKOMYHIKAIIMHUX CUCTEMAX

Apocnae bypuzin, Kamepuna Kpacoscoka*, Hamania Tapacosa*, Cmanicnae bopoeuk*
epoicasna cnyscoba cneyianvroeo 36°a3Ky ma 3axucmy ingpopmayii Yrpainu, *Kuiscoxuii
Hayionanvuuu yHieepcumem im. Tapaca Lllesuenka

Cmamms: 4 cmop., 7 0xcepen

CydJacHuid CTaH PO3BUTKY IH(GOPMAIHOIO CYCIIBCTBA MOTPeOye OUTBIN TICHOI iHTErpamii MOBCSKICHHOTO
KHUTTS JIIOAWHY 3 1HQOPMaLiTHO-KOMYHIKAI[IHHUMU TEXHOJIOTISIMH, TTOB’SI3aHUMH SIK 3 00pOOKOI0 NaHWX, Tak i ix
nepenayuero. 3BaKaloun Ha CHIIbHY PO3ralyKeHiCTh CydacHUX 1H(OpMaIlliiiHO-TeIeKOMYHIKaI[ITHUX CUCTEM 1 BEJHKY
KUIBKICTh KOPUCTYBa4iB 1 OOJIaJHAHHS B HUX, IUTAaHHA 1070 3a0e3MedYeHHs TapaHTOBaHOI ajpecamii €
HAWTOJIOBHILIIM

OpHuM 31 OULIXIiB 3a0e3MeueHHs pealizallii npolecy rnepeaaBanHs, o0poOku Ta 30epiranns inpopmarii B ITC, a
TaKoX 3a0e3neyeHHs 11 3aXHUCTY € BUKOPHCTAHHS YHIKAJIBHUX 11eHTU(IKATOPIB, TAKUX SIK: MepexeBa anpeca abo IP-
anpeca Ta ¢izngna agpeca abo MAC-anpeca.

Jns BimoOpakenHst (i3u4HOi anxpecH KoMm'iorepa (TelIEKOMYHIKaI[ifHOrO o0OJagHaHHSI) B CEpEIOBUILE
MepexxeBux [P-ajgpec Ta HaBIaKu 3aCTOCOBYIOTH CIIEIiajibHI MEPEXKEBI MPOTOKOJH, SIKH JO3BOJSIOTH BUKOHYBAaTH
el Tpolec OCTaTHbO IMBHUAKO W 3pydHo. 3Hatouum IP-agpecy tTa MAC-aapecy xomm’roTepa, MOXHa JIOCTaTHbO
YiTKO i7eHTH(IKYBaTH KOPUCTYBayYa.

BusHaueHHS1 MHO)KWHH MEPEXKEBUX IPOTOKOJIIB, SIKi JOIIILHO BUKOPUCTOBYBATH JJIsl IPOBEJCHHS KOHTPOJIIO Ta
aHaJIi3y CTaHy TeJeKOMYHIKaliiHOro objaxHaHHs Ta 300py JaHUX PO HHOI'O, HAJACTh MOXJIMBICTh BIUIMBAaTH Ha
eQeKTUBHICTH 1 HalIHICTh POOOTH SIK TEeIEKOMYHiKaliiHOro obnaananus, Tak i [TC y minomy.

st meperBoperns MAC-aapec B aapecu MepeskeBoro piHs (IP-agpecn) 1 Ha3aa 3aCTOCOBYIOTHCS CIICIiabHI
nporokonu: ARP, RARP, InARP B mepexax IPv4 Ta NDP B Mmepexax Ha ocHoBi IPv6.

Ha meii wac cepex MepexeBHX NpOTOKOINIB, 1m0 BuUKopucToByloThb MAC Tta IP-agpecu, ocoGiuBoi yBarm
3aciayropye mporokod ARP: mpocTwii, ane Takuid, II0 Ma€ IOCTaTHIA (YHKIIOHAT Il 00'€MHAHHS JBOX
HAMBaXITUBIIIMX YHIKAJIBHUX MapaMeTpiB oOJIaJHAHHS B €IMHY TUHAMIYHO OHOBIIIOBaHY TaOIHIIO, IO 3a0e3neyye
0L HAMIHHY 1IeHTU(]IKALIIIO TeNEeKOMyHIKaI[I{HOrO 00J1a THaHHSL.
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Kpim Toro, 3Baxkarouu, 1o agMiHiCTpaTop MEpexi ado KOpPHCTyBay, 3aCTOCOBYIOUYH IE€BHY TEXHIKY, ITPOrpaMHi
3aco0M 1 aJropuT™MH, Mae MOXJIHMBICTH 3aMicTh «mpormmToi» MAC-anpecH, NMPU3HAYUTH TEIEKOMYHIKalliHHOMY
obmamHaHHIO Oyab-aKy iHiry MAC-anpecy, 3 METOIO OJTHO3HAYHOI iACHTU(IKAIlIT KOPUCTYBAYiB Ta HEAOMYIICHHS X
MiMIHY, ITPOMOHYEMO JIOCITIIUTA MOXKIIMBICTh JI0JJATKOBOTI'O 3aCTOCYBaHHS IHIIMX YHIKaJbHUX iZeHTH(IKATOpIB, a
caMme peecTpalliifHuX HOMEpIB anapaTHOl YaCTHHU oOaHaHHsS a00 HOro MporpaMHOro 3a0e3ne4eHHs.

NCCIEAOBAHHUE BO3SMOKHOCTHU ITPUMEHEHUA
CETEBBIX ITPOTOKOJIOB IIEPEJJAYU JTAHHBIX JIJISA
NAEHTUOUKALIIUUA, KOHTPOJIA U AHAJIM3A COCTOAHUA
TEJEKOMMYHUKALIMOHHOI'O OBOPYJOBAHUA, B
NHOOPMAINOHHO-TEJIEKOMMYHUKALIUOHHBIX
CUCTEMAX

Apocnae bypvicun, Kamepuna Kpacoeckaa*, Hamanua Tapacoea*, Cmanucnaeé boposuk*
T'ocyoapcmeennas cuyscba cneyuanvHou cea3u u 3auumol ungopmayuu Ykpaunvr *Kuesckutl
HaAyuoHanbHulU yHugepcumem um. Tapaca Lllesuenko

CoBpeMEHHOE COCTOSHHE pa3BUTHs WH(OPMALMOHHOrO OOIecTBA HYyXJaeTcss B Oojee TeCHOH WHTerpaunuu
TIOBCETHEBHOW JKM3HU YeNIOBEKAa C HMH(pOPMAIIOHHO-KOMMYHUKAIIMOHHBIMH TEXHOJIOTHSMH, CBS3aHHBIMUA KakK C
00pabOTKOI NaHHBIX, TaK W WX Iepeaadedl. BBUIy CHIIBHON pPa3BETBIEHHOCTH COBPEMEHHBIX WH(OpMaIMOHHO-
TEJIEKOMMYHHKAIIMOHHBIX CHCTEM M OOJIBIIOr0 KOJWYECTBa MOJIb30BaTeNield W O00OpYyJOBaHWS B HHUX, BOIPOC
obecrieueHnst TapaHTUPOBAHHOH aJ[pecaliy SIBJISIETCS] CAMBIM TJIABHBIM.

OpuuM W3 myTed oOecredeHusl peaju3aluH Ipolecca Iepenadd, oOpaOboTKM M XpaHEHUs WHpOpMAaluu, B
WH(pOpPMAIMOHHO-TEIEKOMMYHHKAIMOHHBIX CHCTEMaxX, a TaKKe OOecliedeHHe e€ 3aluThl eCTh HCIOIb30BaHUE
YHUKAJIBHBIX UACHTH()HUKATOPOB, TAKUX KaK: CETEBOM ajpec WM ip-aapec U Gpusmdeckuii anpec wia MAC-aapec.

Jns otoOpaxkeHust (PU3UUECKOrO ajpeca KOMIbIOTepa (TENeKOMMYHHKAIMOHHOrO OOOpYAOBaHHUS) B CpEdy
cereBbIX IP-azpecoB M HAOOOPOT MPUMEHSIOT CHENUATBHBIE CETEBBIE ITPOTOKOBI, KOTOPHIE MO3BOJISIOT BBINOJIHATH
3TOT MPOLIECC JOCTATOYHO OBICTPO U ymoOHo. 3Hast IP-aapec u MAC-anpec KOMIbIOTEpa, MOXKHO JOCTATOYHO YETKO
UIEHTU(HUINPOBATH TTOJIH30BATESL.

OmnpeneneHne MHOXECTBA CETEBBIX IPOTOKOJIOB, KOTOpPbIE II€I€CO00pa3HO HCIOIb30BaTh Uil MPOBEICHUS
KOHTPOJISI U aHaJIn3a COCTOSHUSI TEIEKOMMYHHKAIIMOHHOTO O00OpyIOBaHUS W cOopa MaHHBIX O HEM, CO3[acT
BO3MOXKHOCTb BJIHATH Ha 3(()EKTHBHOCTD U HaJISKHOCTh PA0OTHI, KaK TeJIEKOMMYHUKAIHIOHHOTO 000PY/I0BaHUsI, TaK
1 MH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CHCTEM B IIEJIOM.

Jnst mpeoOpasoBanuss MAC-aapecoB B azapeca cereBoro ypoBHs (IP-ampeca) W Hasaag NpUMEHSIOTCS
cnenuanbHble mpoTokoisl: ARP, RARP, INARP B cetsax Ipv4 u NDP B cersx Ha ocHOBe Ipv6.

B HacrosIee BpeMs cpeid CeTeBBIX MPOTOKOIOB, KoTophie ucmoiab3yioT MAC u IP-ampeca, 0co00ro BHUMaHUS
3acimyxuBaer npotokod ARP: mpocToil, HO Takoid, KOTOPBIH UMEET JOCTATOYHBIH (DYHKIMOHAN ISl 0ObEANHEHUS
JIBYX BKHEHIIIMX YHUKAaJIbHBIX [TApaMEeTPOB 00OPY/IOBaHUS B €AMHCTBEHHYIO TMHAMHYECKA OOHOBIISIEMYIO TaOJIHILy,
KoTopast o0ecrieunBaet Oosee HaJeKHYIO WISHTU(DHUKAINIO TEIEKOMMYHHUKAIMOHHOTO 000PYA0BaHUsL.

Kpome Toro, nmpuanmasi BO BHUMaHHeE, YTO aJIMUHUCTPATOP CETH HJIH TOJIB30BaTENb, IPUMEHSIST ONpeIelICHHYIO
TEXHHKY, IPOrpaMMHBIE CPEJCTBA W AITOPUTMBI, MMEET BO3MOXKHOCTH BMeCTO «mpommuroro» MAC-anpeca,
HA3HAYWTh TEJIICKOMMYHHUKAIIMOHHOMY 00OpymoBaHuio Jt000i apyror MAC-aapec, ¢ IelIbl0 OJHO3HAYHOMN
ueHTU(HUKAUMN TIONb30BaTeNiell W  HENONMyNICHWS WX IIOJMEHBI, MpeJlaraeM HCCIEN0BaTh BO3MOXKHOCTh
JIOTIOJTHUTENBHOTO TIPUMEHEHHSI JPYrUX YHHKAJIbHBIX HIECHTU(QHKATOPOB, 2 MMEHHO PETHUCTPALMOHHBIX HOMEPOB
anmapaTHOM YacTh 000pYJOBaHMS HIIH €ro IIPOrpaMMHOT0 00eCIeueHusI.
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RESEARCHSNG POSSIBILITIES OF APPLICATION OF
NETWORK TRANSMISSION PROTOCOL FOR IDENTIFYING,
MONITORING AND ANALYSIS OF TELECOMMUNICATIONS

EQUIPMENT IN INFORMATION AND TELECOMMUNICATION
SYSTEMS

Jaroslav Buryhin, Catherine Krasovska*, Natalia Tarasova*, Stanislav Borovik*
State Service for Special Communication and Information Protection of Ukraine, *Taras
Shevchenko Kyiv National University

The current state of development of the information society requires closer integration of everyday life with
information and communication technology, which is related to data processing and transmission. Given the fact of
strong branching of advanced ITS and a large number of users and the equipment in them, the sharpest issue is
providing guaranteed addressing.

One of the ways to ensure the realization of the process of transmission, processing and storage of information in
the ITS, and the provision of information security, is the use of unique identifiers such as network address or IP-
address and the physical address or MAC- address .

To display the physical address of the computer ( telecommunications equipment ) in the environment of network
IP- addresses and vice versa are used special network protocols, which allow to perform this process quite quickly
and conveniently. Knowing the IP- address and MAC- address of the computer you can identify the user quite
clearly.

Defining the set of network protocols that should be used for monitoring and analysis of telecommunications
equipment and data collection of it will allow to influence on the efficiency and reliability of both
telecommunications equipment and ITS in general.

To convert a MAC- addresses to network layer addresses ( IP addresses ) is using special protocols: ARP, RARP,
InARP IPv4 networks and NDP networks based on IPv6.

At present, among the network protocols that use the MAC and IP addresses, special attention should pay to
Protocol ARP: it is simple, but one that has enough functionality to combine two the most important unique
parameters of equipment in a single dynamically updated table that provides a reliable identification of
telecommunications equipment.

Furthermore, given that the network administrator or the user, using a technique, software tools and algorithms, is
able instead of “Stitched” MAC- addresses to assign for telecommunications equipment any other MAC- address, in
order to uniquely identify users and prevent any substitution, we offer to explore the possibility of additional use of
other unique identifiers, such as the registration number of hardware or software.

YK 681.3.067
3AXUHIEHA BEB-CUCTEMA TECTYBAHHSA AKOCTI 3HAHD 3
BUKOPUCTAHHSAM ACUMETPUYHUX KPUIITOI'PA®IYHUX

TEXHOJIOI'TA HA OCHOBI PEKYPEHTHHUX NOCJIJTOBHOCTEHN
FOpiu Apemuyk
Binnuyvkiu nayionanvnu mexuivHui yHigepcumem

Cmammsz: 8 cmop, 17 0xcepen.

Hapasi TecTyBaHHS € HaAHOLIBII CyJaCHMM METOIOM KOHTpPONIO 3HaHb. CyTTEBUM HEIONIKOM CYYacHHX
KOMIT'FOTEPHHUX CHCTEM TECTYBaHHSA € IXHsS NPHUB’sI3Ka MO IUIATGOPMH Ta OIEPaIlifiHOI CHCTEMH, Ha SIKUX BOHA
peainizoBana. OKpiM IBOTO iICHYE MpobieMa Oe3MeKH CUCTEM TECTYyBaHHS, OCKIJIBKU KOJKHA OIepalliiiHa CHCTeMa Mae
CBOi BJIACHI BpPA3jMBOCTI, SKi MOXXYTh BIUIMBAaTH Ha POOOTY IPOTrPaMHOrO MPOAYKTY. TOMYy akTyaJbHOIO CTaja
pO3po0Ka Takoi CHCTEMHU TECTYBaHHS, sika 0 3a0e3meuyBaja HaiiHAN 3aXUCT TECTYBAaHHS 1 MIPHU bOMY MaJla THYYKY
CHUCTEMY [OCTYNy KaHIWAATIB IO CHUCTEMHU TECTYBaHHs, 0€3 TNPHUB’sI3yBaHHS 0 KOHKPETHOI IUIATPOPMHU YU
OllepaliifHoi cUCTeMH. 3alpoIOHOBAHO pPEali3allil0 CUCTEMH TECTYBaHHS 3 BHKOPHCTaHHSIM KPOC-TUIATQOPMHHX
PpIIIEeHb, SKi MAOTh IIMPOKI MOXKIHMBOCTI IIOA0 MOOYIOBH 3aXHIICHUX CHCTEM 3 BUCOKHAM PiBHEM OC3MEKH, a TAKOXK
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BeO-TEXHOJIOTH, IO T03BOJISIE BUKOPUCTOBYBATH CUCTEMY TECTYBaHHs Ha OYIb-IKOMY MPUCTPOI, IO MiAKIIOUEHUH
Jo rnobanbHOI Mepexi [HTepHeT abo J1oKaJIbHOI Mepeki 3 BUKOPHCTaHHAM BIIAaCHOTO BeO-cepBepy. [IpencraBieno
CTPYKTYpPHY CXEMY 3axHIIEHOi BeO-CHCTEMH TECTYBaHHs, a TaKOX B3aEMO3B’SI3KM MK ii KOMIIOHEHTaMHU.
Po3rnstHyTO 0COOIMBOCTI PO3POOKM KOXKHOTO IIPOrPaMHOTO MOAY/ISA BeO-CUCTEMH TecTyBaHHS. Po3risiHyTO
npobiemMu 3a0e3nedeHHS Oe3NeKH CHUCTEMH TECTYBaHHS, a TaKOXK MOMJUIMBI aTakM 370BMUCHHMKA. Po3pobieHo
MeXaHi3MH 3aXHCTy 0a3W NaHWX Ta AaHWX, IO NEePealoThCs B CUCTEMI TECTyBaHHs. YCl HEOOXiAHI TEeXHOJOTIT
KpHIITOrpadiyHOro 3aXmcTy, K TO MUPpPyBaHHS, KIIOYOBOr0 00MiHY, aBTeHTH(iKalii Ta HU(pPOBOro MiAMKCYBaHHS,

PO3PO6IICHO HA OCHOBI BIACHHX METOJIB HA €MHOMY MATEMATHYHOMY arapaTi PeKypeHTHHX V. —TIOCITiIOBHOCTEH.

Ie M03BONMIIO HE JIUIIIE MTiBUIIUTH PiBEHb OC3MEKH CUCTEMH TCCTYBAHHS, ajie i IMiABUIIMTH IBUIKICTh BUKOHAHHS
B Hiil KpunTorpadiYHUX NEPeTBOPEHb.

SAIIMIMEHHAA BEB-CUCTEMA TECTUPOBAHUA KAYECTBA
3HAHUHU C UCITIOJIB30OBAHUEM ACCUMETPUYECKUX
KPUINITOI'PA®UYECKHUX TEXHOJIOI' M HA OCHOBE

PEKYPPEHTHbIX HOCJIEI[OBATEJIBHOCTEPI
FOpuii Apemuyk
Bunnuyxuu nayuonanvusiii mexnuueckuu yHugepcumem

Ha ceroans tectupoBaHue siBisS€TCS HanOojiee COBPEMEHHBIM METOAOM KOHTpOJsl 3HaHWH. CylecTBEeHHBIM
HEJIOCTATKOM COBPEMEHHBIX KOMIIBIOTEPHBIX CHCTEM TECTUPOBAHUS SBISCTCS WX TMpUBsA3Ka K ruiatrhopMam H
OIlEpallMOHHBIM CHUCTEMaM, Ha KOTOpPBIX OHa peain3oBaHa. Kpome 3Toro cymiectByer mpobOiiema 0e30macHOCTH
CHCTEM TECTUPOBaHMUS, TIOCKOJIBKY KaXKasl OllepallMOHHAsi CUCTEMa UMEET CBOM COOCTBEHHBIE YSI3BUMOCTH, KOTOPHIE
MOT'YT BJIMATH HA POOOTY MPOrPaMMHOIO MpoAyKTa. [103TOMY aKTyanbHO#H CTAaHOBUTCS pa3paboTKa TaKOH CHCTEMBI
TECTUPOBAaHMUs, KOTOpast Obl 0OeCreunBaIa HaJACKHYIO 3alIUTy TECTUPOBAHHS M MPH 3TOM HMeia THOKYI0 CHCTEMY
JOCTyIa KaHJMJATOB K CHCTEME TECTUPOBaHMs, Oe3 MPUBA3KH K KOHKPETHOH IarthopMe WM ONEepalMOHHOM
cucreme. [IpeanoxxeHo peanu3anuio CUCTEMbI TECTUPOBAHUSI C UCIIOIb30BAHHEM KpPOCC-TUIATGOPMEHHBIX PEIICHHH,
KOTOpbIE HMEIOT IIHPOKHE BO3MOXHOCTH JJIsi TOCTPOCHHUS 3allUIICHHBIX CHCTEM C BBICOKHM YpPOBHEM
0€30MaCHOCTH, a TaKKe BEO-TEXHOJOTUH, ITO3BOJISIONIMX HCIOJIb30BAaTh CHCTEMY TECTUPOBAaHUS Ha JIIOOOM
YCTPOWCTBE, MOJKIIOYEHHOM K INI00aIbHOM ceTH MHTepHeT WIiN JIOKaJIbHOM CETH C MCIOIBb30BaHUEM COOCTBEHHOTO
BeO-cepBepa. [IpeacTaBieHO CTPYKTYPHYIO CXEMY 3allHIIEHHOH BEO-CUCTEMBI TECTUPOBAHHMS, a TAKKE B3aUMOCBS3H
MEXIy ee KOMIIOHEeHTaMH. PaccMOTpeHbl 0COOEHHOCTH pa3pabOTKH Ka)I0ro MPOrpaMMHOTO MOAYIST BEO-CUCTEMBI
TecTupoBaHus. PaccMoTpeHs! pobiieMbl o0ecriedeHns: 6€30I1aCHOCTH CUCTEMBI TECTUPOBAHUS, a TAK)KE BO3MOKHBIE
aTaKkd 3JIOYMBIIUICHHUKA. Pa3paboTaHbl MeXaHW3MbI 3alUThl 0a3bl JAHHBIX U JAHHBIX, KOTOpHIC MEPENaroTCs B
CHCTEME TecTHUpOBaHWs. Bce HEOOXOAMMBIC TEXHOIOIMH KPUNTOrpadUuecKod 3alluThl, KaK TO HIM(POBAHUS,
KJIFOUEBOro OOMeHa, ayTeHTH(UKAIUK ¥ HU(PPOBOro IMOIMCAHUS pa3padOTaHbl HA OCHOBE COOCTBEHHBIX METOJIOB

Ha CIMHOM MAaTCMATHYECKOM Aarnapate PeKyPPEeHTHBIX V. —IOCIEI0BATENBHOCTEH. ITO MO3BOIMIO HE TOIBKO

MIOBBICUTH YPOBEHb 0O€30IaCHOCTH CHUCTEMBI TECTUPOBAHHUS, HO W IOBBICUTH CKOPOCTh BBHINOJHEHUs B HEH
KpHITorpadguieckux npeodpasoBaHuii.

SECURE WEB-SYSTEM OF KNOWLEDGE QUALITY TESTING
WITH ASYMMETRIC CRYPTOGRAPHIC TECHNOLOGIES BASED

ON RECURRENT SEQUENCES

Yuriy Yaremchuk
Vinnytsia national technical university

At present, testing is the most modern method of knowledge control. A significant drawback of modern
computer testing systems is their attachment to the platform and operating system on which it is implemented. In
addition, there is a problem of testing system security, since each operating system has its own vulnerabilities that
may affect the operation of the software. Therefore, it became urgent to develop such a testing system, which
provides reliable protection for testing and has a flexible access system of candidates to the testing system without
linking to a particular platform or operating system. We suggested implementation of the testing system using a
cross-platform solutions that have ample opportunities to build secure systems with high security level, and web-
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technologies allowing the use of the testing system for any device connected to the Internet or LAN using one’s own
web-server. We presented a structural scheme of the secure web-based testing system and relationship between its
components. We considered development features of each software module of the web-based testing system. We
considered problems of security provision for the testing system, and possible malicious attacks. We
developed protection mechanisms for databases and the data transmitted in the testing system. All required
cryptographic protection technologies, such as encryption, key exchange, authentication and digital signature were

developed on the basis of own methods on a single mathematical apparatus of recurrent V}. sequences. This allowed
us not only to improve the testing system security, but also to increase its speed of cryptographic transformations.

V]IK 004.056:004.451.1(045)
3JAXUCT I MOHITOPHHI ITOPTIB YBEJAEHHS BUBE/IEHHSA

B OIIEPAIIIMHUX CUCTEMAX LINUX
Cepein €zopos
Hayionanvnuu asiayitinuii ynieepcumem

Crartst: 7 cmop., 4 0xcepena.

Cnyx0u — 1me (QpyHmaMeHTalbHa CKJIaJ0Ba MEPEKHOTO POOOYOro CepelOoBHINA KOMITIOTEpiB. SIkOM He Oyio
cnyx0, TO B KOMIT'IOTEpi MOXHa Oyno O 3amyckatd He OuIbllie OAHIE] Mporpamu, 10 sSKOi MoxkHa Oyno O
MIKTI0YaTHCA KITIEHTaM IO OJHOMY 3a pa3. B OCHOBI po0OTH Cyx0 JeKUTh KOHIEMIis moptiB. ITopt — me
cneuianbHa jgobaBka no IP-ampecu, ska M03BOJNSiE BH3HAYUTH CepBepy, SK caMe IPaIfoBaTH i3 KIIEHTCHKOIO
YAaCTHHOW. BiNBIIICT, KOPUCTYBayiB My)Ke MOTaHO 3HaiioMa 3 TIOpTaMH, HE TOBOPSYM BXKE MPO MEXaHi3M iX
¢yHkmionyBanHs. Ile moB's3aHO 3 THM, IIO JJI POOOTH 3 MEpPEXEI0 HeoOXiqHO 3HATH TiTbku [P-ampecy, a HoMep
TOpTY 3HATU HE OOOB'SI3KOBO, 0O Ieil HOMep 3amporpaMoBaHuil ycepeauHi mporpamu. OfHaK 3HAaHHS 3arajlbHUX
TIpaBuII poOOTH CITYKO 1 TIOPTIB BeJe 1O PO3yMiHHS OCHOBHUX KOHIIEMNIil Oe3neku. MeToro 1aHoi CTaTTi € po3podka
peKOMEeHAali MoA0 aHali3y CTaHy MOPTIB omepaliiHoi cucteMu Linux i 3abe3neyeHHst ix 3axucry. SIk mpukian
BHKOpHCTajacs onepariiiiaa cuctema Linux Ubuntu 13.10 (64 bit), sika npairoBaia sk TOCThOBA OIEpalliifHa crucTemMa
i kepyBanHsM Windows 7 (64 bit).

BincTrexeHHs1 cTaHy MOPTIB OMEPAIiiHOT CHCTEMH TO3BOJIsIE KOPEKTHO HACTPOITH (aepBOi, a TAKOXK Y MESIKHUX
BHIIaJIKaxX 1 3arMo0irTH XaKepchKiid ataii abo BUSBUTH KaHaJ BUTOKY iHQOpMAaIi i BXXUTH aJeKBaTHHUX 3axofiB. J{is
aJIeKBATHOTO HACTPOIOBAHHS 1 CYMPOBOMY OMEPAIlifHOI CHCTEMH TaKOXK CITijl 3HATH ¥ METOJH 3JI0MY OMepaIliiHuX
cucrteM. €IMHUHA Croci0 aneKBaTHO HACTPOITH M CyNpoBOKYBaTH (aepdon — BHKOPHUCTOBYBATH METOAMKY
BiJICTE)KEHHSI CTaHy MOPTIB.

SJAIIUTA U MOHUTOPHUHI ITIOPTOB BBO/IA BBIBOJA

B OIIEPAIIMOHHBIX CUCTEMAX LINUX
Cepzen Ezopos
Hayuonanvnwiii asuayuonnwlii ynusepcumem

Crnyx0bl — 3T0 (pyHIAMEHTaJbHASI COCTaBJISIIONIAs CETeBOW paboyell cpeabl KoMIbioTepoB. Eciau Obl He ObUTO
ciryx0, TO B KOMITBIOTEpPE MOXHO OBUIO OBl 3amyckaTh He Oernee OHOM MPOrpaMMBbl, K KOTOPOH MOXKHO OBLIO OBl
TIOAKIIIOYATHCS KIMEHTaM 110 OJHOMY 3a pa3. B ocHoBe pa®oThl ciyk0 JISKUT KOHLEnuusi moptoB. [lopt — 3T0
crienuanbHas n1obaBka Kk [P-agpecy, KoTopas Mo3BOJISIET ONPEAEIUTh CepBEpPY, KAK UMEHHO paboTaTh ¢ KIIMEHTCKON
4acThi0. BONBIIMHCTBO TONB30BaTENel OYEHb IUIOXO 3HAKOMBI C IOPTAMH, HE TOBOPS YXKE O MEXaHU3ME HX
(YHKIIMOHUPOBaHUs. JTO CBSI3aHO C TEM, YTO Ul pabOTHI C CEThIO HEOOXOIMMO 3HATh TONBKO [P-anpec, a Homep
ropra 3HaTh HE 00s3aTEIBHO, ITOTOMY YTO TOT HOMEP 3alpOrpaMMHpPOBAaH BHYTpU Nporpammbl. OIHAKO 3HaHHE
001X TpaBHII pabOTHI CITYXKO U IIOPTOB BENET K IIOHUMAHUIO OCHOBHBIX KOHIIEINH Oe3onacHocTH. Llenbo qanHo#H
CTaThH SIBJISIETCS pa3padOTKa PEeKOMEHAALNH OTHOCHTENLHO aHaJIU3a COCTOSIHUS MOPTOB OIEPAIlMOHHONW CHCTEMBI
Linux u oOecriedeHus1 MX 3allUTHL. B KadecTBe mpuMepa HCIOIB30BaJach olepanuoHHas cucreMa Linux Ubuntu
13.10 (64 bit), koTopas paboTrayia Kak roCTeBas olepalioHHas cCUcTeMa Moj ynpasienueM Windows 7 (64 bit).

OTciexxuBaHUEe COCTOSIHUS TIOPTOB OINEPAIIOHHON CHCTEMBI TIO3BOJISIET KOPPEKTHO HACTPOUTH (haepBoOIL, a TAKKeE
B HEKOTOPBIX CIIydYasX M IMPEJOTBPATUTh XaKEPCKYIO0 aTaKy WM BBLIBUTH KaHaJl yTeUKH WH(OpMaIMU U TPUHATH
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aJieKBaTHbIE Mephl. JIIs1 aileKBaTHOM HACTPONKU U CONPOBOKICHUS OMEPALIMOHHON CUCTEMBI TaKKe CIENYeT 3HATh U
METOJBI B3JIOMa OIEPAITMOHHBIX CUCTeM. EMHCTBEHHBIN CIIOCO0 aJIeKBaTHO HACTPOUTH U COIPOBOXIATEH (aephon —
HCIIONIb30BaTh METOJIUKY OTCIIEKHUBAHUS COCTOSHUS TIOPTOB.

THE PROTECTION AND MONITORING OF INPUT OUTPUT
PORTS IN LINUX OPERATING SYSTEMS

Serhii Yehorov
National Aviation University

Services - is a fundamental component of network computer environment. If there were no services, the computer
could not run the whiter one program, which could be connected to customers one at a time. The basis of the services
is the concept of ports. Port - a special supplement to the IP-address, which allows the server to determine exactly
how to work with the client part. Most people are very uncomfortable with the ports, not to mention the mechanism
of their functioning ports. This is due to the fact that for the network only need to know IP-address and the port
number does not necessarily know because this number has been programmed within the program. However,
knowledge of the general rules of the services and ports leads to an understanding of the basic concepts of security.
The purpose of this paper is to develop recommendations for the analysis of the ports the Linux operating system and
ensure their protection. As an example, the operating system used by Linux Ubuntu 13.10 (64 bit), who worked as a
guest operating system running Windows 7 (64 bit).

Tracking the status of ports operating system can correctly configure the firewall, as well as in some cases,
prevent hacker attack or identify channel information leakage and take adequate measures. To configure and
maintain adequate operating system should also be aware and hacking techniques operating systems. The only way
to properly configure and maintain faerfol - use a technique tracking the serial ports.

YK 621.396.4
OOPMUPOBAHUE U OBPABOTKA HTYMOHNOAOBHbBIX
CUI'HAJIOB B CTAHIIMM TPOIIOC®EPHOU CBSI31

JImumpuii Bepzenec, I'ennaouii Jleonenko, Anopei Ilanamapuyx, Anexceii FOoun
T'ocHUU Cneycesszu

Cmamms: 5 cmop., 9 daxcepen.

OpuH 13 METONI0B OOPHOBI C MEKCHMBOJILHOM MHTEp(hEpEHIIHEl 1 OBBIIICHUS YHEPreTHIecKol AP PEeKTUBHOCTH
3aKJII0YaeTCsl B UCMOJIb30BaHuU 1ymMonooousix curnanos (LUIIC). [IponsBeneHne JTUTENEHOCTH STHX CHUTHAIIOB
Ha 3aHEMaeMylo Tonocy (6asa ILIIC), 3HAYMTENBHO GOMbIIE SIMHMIBI H MOXeT Jekath B mpexenax 10 po 10%,
HITIC wumeroT cBOMCTBa «CkaTHs» B 0a3dy pa3, 4TO U OIpEAENSeT WX HCIONb30BAHUE JUISi TOBBIIICHHS
9HEPreTUIecKor I(PPEKTUBHOCTH W YCTPAHEHHS BIMSHHUS MEKCHMBOJIBHOM HHTEp(QEpPEHIMH HA YCTOWYHBOCTH
Tporoc(epHOi CBA3M.

B T0 xe Bpems LTIC umerotr MHOTO crienuduieckux 0COOEHHOCTEH U CBOMCTB, 0€3 y4eTa KOTOPBIX HEBO3MOXKHO
MIPaBUIILHO MX UCIIOIb30BATh IS MOBBIMICHUS SHEPreTH4ecKor 3 (heKTUBHOCTH CTaHIIMU TPOIIOC(EPHON CBSI3H.

IMIpu BeiOope IITIC, xpoMe BpeMEHHBIX M YACTOTHBIX XapaKTEPUCTUK, HEOOXOAMMO 3HATh WX
ABTOKOPPENSLMOHHBIE M B3aUMHO KoppensuuoHHele xapakrepuctuku. Kak mpasmno IHIIC noctpoenst ¢
HCIONB30BAaHUEM JIMHEHHBIX PEKYpPeHTHBIX MocienoBatenabHoctelt (JIPIT). Hawmbonbliiee pacmpocTpaHeHUe
TIOJYYHITH TTOCIIEIOBATEIBHOCTH XadMeHa, MOCKOIBKY UMEIOT XOpOLIHe KOPPESIMOHHBIE CBOMCTBA M NPOCTHI B
¢dopmupoBanun. s nepenoca IIIIC Ha paguoyacToTy MOTYT HCIIONB30BATHCS Pa3IMYHbIe BUABI MOAysmn. J{is
JIMHUH TporiochepHOH cBs3M rcnonb3yercs (azoas Manumysius (PMH).

®aza ®MH curnano, chOpMUPOBaHHBIX HA OCHOBE IOCienoBaTeabHOCTEH XaddMeHa, npuHuMaet 3HaueHus 0
win n. Onpenenennst 6a3sl LITIC npousBoauTcs mocie MpeaBapUTENFHOTO pacueTa PaauoIMHUH TPONoc(epHOi
CBSI3U UCXOAS M3 HEOOXOIMMOrO 3HAYEHUS! OTHOIICHHS SHEPTUHM CHI'HANA K CIIEKTPAIILHOM IUTOTHOCTU MOLIHOCTH
uryma A,

YuuThIBas CTaTHCTHYECKHUE XapaKTEPUCTHKU KOI(PQHIIMEHTOB IepeAayn KaHaja Tpormoc(epHOH CBs3U B
YaCTOTHOW M BpeMEHHOW obmactax it o0pabotku IIIC B craHmmax TpomocdepHOl CBSI3HM HEO0OXOIUMO
UCIIONIb30BaTh cornacoBanHble GuibTpel (CD), paboTaromume Ha pagrodacToTe.
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Orto oOycnoBieHo TeM, uto C® HHBapHaHTEH OTHOCHUTEIBHO 3a/Iep)KKH CUTHAJa M €ro HadalbHOH (a3l
(HACKOJIBKO 9Ta BENWYHMHA M3MEHSETCS B CHTHaje Ha BXoJe (UIIbTpa, HACTOJIBKO OHA M3MEHSETCS U B CHTHAJIE Ha
BBIXOZI€), a KOppeNsATOp He MHBapuaHTeH. [Ipu UCIOIB30BaHHU COIJIACOBAHHOTO (PHIBTPAa MMEET MECTO C)KaThe
CHTHaJa BO BpEMEHHOH 00JIaCTH M aMIUIUTY/Ia CUTHaJIa Ha BBIXO/IE COIIaCOBaHHOTO (DMIBTpa BO3pacTaeT B 06azy pas.

IIporenypa cuntesa CO CBOOUTCA K CO3MAHHIO TUCKPETHOW 3aJCpP)KUBAIONICH CHCTEMBI, (ha3upOBaHHIO
3aJiep>)KaHHBIX BO BPEMEHH CHT'HAJIOB U X CyMMHPOBAHHIO.

Hawubonee a¢pexruBHO peanuzoBath CD Ha moBepXHOCTHHIX akyctuueckux BosHax (ITAB). [Ipu takom criocobe
peanu3aluy JOCTHIaloTCs MpeebHble mapamerpsl CD, ompesenseMble HCXONS M3 3HAYCHHS /i, KAK M3BECTHO,
CBSI3aHHOTO ¢ 06a30ii CHrHajIa COOTHOLIEHHEM /i’ =P./P,*b.,.

©®OPMYBAHHSA TA OBPOBKA IIYMOIIOAIBHUX CUT'HAJIIB Y
CTAHUII TPOITOC®EPHOI'O 3B’A3KY

JImumpo Bepzenec, I'ennaoiii Jleonenko, Anopin Ianamapuyx, Onekcii FOoin
HepocHII Cneyss’azky

OpuH 13 MeToz1iB OOpOTHOM 3 MIXKCHMBOJIBHOIO iHTEP(EPEHIIE0 Ta MiABUIICHHSIM €HepreTHYHOl e()eKTUBHOCTI
nonsrae B BUKopucTaHHi mrymornofionux curnanis (IIIC). JoOyTok TpUBaJOCTI IUX CUTHANIB HAa 3alHSTY CMYTY
(6a3a I1IIIC) 3Ha4HO GinblIe OTMHHII TA MOXE 3HAXOAUTHCH B Mexkax Bix 10 10 10°. IIIIC MaroTh BIaCTHBOCT
«CTHCKaHHs»» B 0a3y pasiB, 0 1 00yYMOBJIIOE TX BUKOPHCTAHHS AJIS IiJIBUILEHHS €HEPreTHYHOI e(peKTUBHOCTI Ta
YCYHEHHS BIUTUBY MI>KCUMBOJIbHOI iHTepdepeHLii Ha CTIHKICTh TPOIochepHOro 3B s3KY.

B roii ke uac, IITIC marore Oararo crienu¢ivHuX OCOOJIMBOCTEW Ta BIACTHBOCTEH, O€3 ypaxyBaHHS SKHX
HEMOJJIMBO TPABWIIHO IX BUKOPUCTOBYBATH ISl MiJBHIIEHHS €HEPreTHMYHOi e(EeKTHBHOCTI IpU po3poOil
amapaTypy CTaHIIT TPOIToc(HEepHOro 3B’ SI3KY.

[Tix yac BuGopy IIIC, okpiM YacOBHX Ta YaCTOTHHUX XapaKTEPUCTUK, HEOOXIIHO 3HATH IX aBTOKOPENALIHHI Ta
B3a€MHO KOpeJsiliiiHi xapakrepuctuku. Sk npasuio, LIIIIC noGyaoBaHi 3 BUKOPUCTAHHSIM JTIHIHHUX PEKYPEHTHHX
nocinigoBHocreit (JIPIT). HaiiOinpiie nommpeHHs oTpuManu HociigoBHOcTi Xad@dMeHa, OCKIJIbBKM BOHH MalOTh
XOpolI KOpeJsiiiHI BIAacTUBOCTI Ta mpocti B (opmysanHi. Jlns mnepenocy LUIIC Ha pamioyactoTy MOXYTh
BUKOPHCTOBYBAaTHCS Pi3HI BuaWM wmoxyisimii. st i TpomocepHoro 3B’SI3Ky BUKOPHCTOBYETHCS (ha3oBa
MaHimyssist (PMH).

daza ®MH curnamiB, chopMoBaHUX Ha 0a3i mocmimoBHOcTed Xaddmena, npuiimae 3HadeHHs 0 abo 7.
Busnauenns Oasu IUIIC 3mificHIOETBCSA TICHSA TOMEPEIHBOTO PO3PAXyHKY pPadioiiHii TpormocepHOro 3B’SI3Ky
BUXOJSIYM 3 HEOOXIAHOTO 3HAYEHHs CITIIBBIJHOLICHHsS E€HEprii CHUrHajy J0 CIEKTPAIbHOI LIUIBHOCTI MOTY)KHOCTI
urymy /°.

BpaxoByroun CTaTUCTUYHI XapaKTepUCTHKH KoeillieHTIB Niepeadi KaHay TPOHOC(HEPHOro 3B’ 3Ky B YaCTOTHIHN
Ta 4acoBiii oOmactax miast oOpooku LITIC B craHmisx tpomocdepHOro 3B’S3Ky HEOOXIJIHO BHKOPHUCTOBYBATH
y3roketi ¢inbTpu (YD), siki MpamiooTh Ha PaiovyacToTi.

Ile oOymoBneHo THM, 110 Y® iHBapiaHTHHI BIIHOCHO 3aTPUMKHU CUTHAITY i 1Oro moyaTtkoBoi (a3u (HACKUIBKH 115
BEIMYMHA 3MIHIOETHCS B CUTHAJl Ha BXOHi (UIBTPY, HACTIIBKM BOHA 3MIHIOEThCS 1 B CHTHQJII Ha BHXOIi), a
KOpemsITop He iHBapiaHTHUH. [Ipu BUKOpHCTaHHI y3romKkeHoro (igbTpy Mae Miclie CTUCKaHHS CHTHAIY B 4acOBiH
00J1acTi 1 aMILTITYIa CHTHATY Ha BUXOJI Y3rOKEHOr0 (BiIbTPy 301IbIIYeThCS Y 0a3y pasis.

[pouenypa cunrezy Y@ 3BoAUTHCS A0 CTBOPEHHS JAUCKPETHOI CUCTEMH 3 3aTPUMKOIO, (ha3yBaHHS 3aTPUMaHHX B
Yaci CHTHAJIB Ta iX MiICYMOBYBaHHSI.

Haii6inpim edextuBHO peanizoByBatd Y® Ha moBepxHeBux akyctnaHux xBWIsiX (ITAX). ITpu Takomy cnoco0i
peaiizamii IOCATAIOThCA TpaHWYHI HapamMeTpu Y@, sKi BH3HAYAIOThCS BUXONIYM 3 3HAUCHHA /°, SK BiIOMO,
ITOB’13aHOT0 3 0a3010 CUTHAITY CITiBBiTHOIICHHIM W’=P./P,*..

FORMATION AND PROCESSING OF NOISE-LIKE SIGNALS IN

THE TROPOSPHERIC COMMUNICATION
Dmitro Vergeles, Gennady Leonenko, Andriy Palamarchuk, Oleksii Yudin
SRI for STIP

One of methods of a struggle with an intersymbol interference and raises of energetic efficiency, consists in usage
noise-like signals (NLS). Production of duration of these signals on an occupied band (basis NLS), much more unit
also can lie within 10 to 10*. NLS have properties of "compression" in basis of times, as defines their usages for raise
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of energetic efficiency and elimination of agency of an intersymbol interference on a stability of tropospheric
connection.

In too time NLS have many specific singularities and properties without which registration it is impossible to use
correctly them for raise of energetic efficiency by development of equipment of tropo relay station.

At choice NLS, except temporal and frequency responses, it is necessary to know their autocorrelated and
mutually correlative performances. As a rule NLS are built with usage of the linear recurrent sequences (LRS). The
greatest propagation was gained by sequences of Haffmen as have good correlative properties and are simple in
shaping. For transfer NLS on a radio-frequency various types of modulation can be used. For lines of tropospheric
communication phase manipulation is used (PM).

At PM the signals generated on the basis of sequences of Haffmen, a phase accepts values 0 or m. Determinations
of basis NLS it is made after predesign of a radio frequency spectral line of tropospheric connection proceeding from
necessary value of the ratio of energy of a signal to spectral density of noise power h?.

Considering statistical performances of transfer efficiencies of the channel of tropospheric connection in the
frequency and temporal areas for handling NLS in tropo relay stations it is necessary to use the matched filters (MF)
working on a radio-frequency.

It is caused by that the MF is invariant concerning signal delay and its starting phase (how much this value varies
in a signal on a filter input, so it varies and in a signal on an output), and the correlator is not invariant. At usage of
the matched filter signal compression in temporal area occurs and signal amplitude on an output of the matched filter
increases in basis of times.

Procedure of synthesis of MFis reduced to creation of discrete delaying system, phasing of the signals delayed in
a time and to their summation.

Most effectively to implement MF on acoustic surface waves (ASW). At such method of implementation limiting
parameters of MF, defined proceeding from value h? and, as it is known, h” it is connected with base of a signal a
parity h*=Pc/Pr*be.

YK 621.372
OLIIHIOBAHHS 3AXUIIEHOCTI IH®OPMALII BLJI BUTOKY
3A PAXYHOK MOBIYHUX EJEKTPOMATHITHUX
BUMIPOMIHIOBAHD TA HABEJIEHD ITPU MTOIIMPEHHI B
JTOCJILIKYBAHUX KOJAX TECTOBUX CUTHAJIIB

Muxaiino Ilpoxogves, Bacunv Cmeuenxo
HI[L] «TE3IC» HTYY KIII

Cmamms 6 cmop., 6 oxcepen

3acobaMu 00UHCITIOBANBHOI TEXHIKK 1H(OpMallisi 00poOISIEThCS Y BUIIISAAL ENEKTPUYHUX IMITYITbCHUX CUTHAIIB.
et nporiec CynpoBOIKYETHCSI BUIIPOMiHIOBAHHSIM B HABKOJIUIIHIHA MPOCTIp 3MIHHOTO €JIEKTPOMArHIiTHOTO ITOJISI, SIKE
JIMCTAHIIITHO MOXE NEPEXOILTIOBATHCS 1 po3MIM(POBYBATUCS 3aCO0aMU TEXHIYHOT PO3BiIKH.

Kpurepiem omiHIOBaHHSI SIKOCTI nepenaBaHHs iHQopmarii, B TOMy 4HCII 1 HEMOXIIHMBOCTI ii BiIHOBJICHHS, €
HWMOBIPHICTB 11 IPaBHJIBHOTO MTpUiiOMY. IMOBIpHICTh B CBOIO Yepry BU3HAYAETHCS BiJJHOUIEHHSIM €HEpTrii IMITYIIbCHOT O
CHTHAJy B TOYI HOTrO MPUHOMY IO CIIEKTPAIBHOI IITBHOCTI IYMY.

PiBeHp MOOIYHOrO BUMPOMIHIOBAHHS 3a3BHYail HAONMKAETHCA 1O PIiBHA HABKOJHUIIHLOIO IIIYMY, TOMY
OLIIHIOBAHHIO TMi/UIATAlOTh MapaMeTpH KaHally 3B'S3KY 3 HHM3BKHM CITiBBiJHOIICHHSIM CHUTHAJI/IIYM. BuMiproBaHHS
€Heprii OIMHOYHOI0 CUTHATY MJIOTO PiBHS — 1€ CKJIaJIHE 1 IPaKTHYHO HE peajli3oBaHe 3aBJaHHs. ToMY OIiHIOBaHHS
3axXHIIEHOCTI iH(pOpMaIii NPOBOJATH NPH MEpeAaBaHHi B JOCHIIKYBAaHUX KOJNaX TECTOBHX IEPIOJUYHHUX CHUTHAIIB.
3aMiHa OJMHOYHOIO IMITYJbCy 3 O€3NEepepBHHM CIEKTPOM Ha IMEpPIOAMYHY MOCIiAOBHICTH IMIYJIBCIB JO3BOJSIE 32
pPaxyHOK BHCOKOI CEJIEKTUBHOCTI BHMipIOBAJIBHOI'O MPWIIAy BUSIBHTH 1 BUMIPSATH Maji piBHI TAPMOHIK TECTOBOTO
CUTHAJTY Ha TJIi IIIyMY 1[0 3aBajKae.

VY Toii ke yac JUIA OI[iHIOBaHHS PIBHS 3aXMIICHOCTI MepenaHoi iHpopMarlii HeoOXiTHO MOPIBHIOBATH CHEPTil0
OMHOYHOTO IMIYJICHOTO CHIHaly 3 piBHeM Inymy. [lokazaHo, IO eHepris iMIyJIbCHOI'O CHUTHANy IIO
BUIIPOMIHIOETCSI TPAKTUYHO PIBHOMIPHO PO3MOJiieHa B CMY3i YacTOT, IIMPHHOIO OUIbIIE TPbOX OKTaB. Tomy
OLIIHIOBAHHS BIJIHOCUHU CUTHAJ/IIYM Ha JUCKPETHUX T'aPMOHIKAaX MEPiOIMYHOrO TECTOBOTO CHUTHAILY HE BPaXOBYE
3MiHY CHEKTpa IMITYJILCY B IpoIieci Horo BUIPOMiHIOBaHHS, HEPIBHOMIPHUII piBEHb NIYMY B CMY3i NpUiOMY 1 MOXKe
iCTOTHO BIiZIPI3HATHUCS BiJl TAKOI X OLIHKU JJIs1 OAUHOYHOTO iIMITYJIBCY.
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VY crarTi moKa3aHWi mepexij BiJ IHTErpaJbHOrO BiJHOIICHHS CHTHAJ/IIYM, sIKE CIIPABEIUIMBE I OLIHIOBaHHS
HWMOBIPHOCTI MPAaBUILHOI'0 IPUAMAHHS OMUHOYHOI'O IMITYJIbCHOTO CUTHAITY, 1O HAOJMKEHOIO OI[IHKH Ha JUCKPETHUX
TFapMOHIKaxX MEePiOJUYHOI0 TECTOBOIO CHTHANY. [loKa3aHO MOMIIMBICTh IiABHUIIICHHS TOYHOCTI TaKOI OIIHKH IIIISIXOM
301IBIIEHHS IITBHOCTI IMITYJIBCIB TECTOBOTO CHTHAITY.

OLHEHKA SJAINMINIEHHOCTHU UHO®OPMAILINU OT YTEYKHU 3A
CUYET NOBOYHBIX 3JJEKTPOMATHUTHBIX U3JTYUYEHUI U
HABOJAOK INTPU PACHHPOCTPAHEHHUU B UCCJIEAYEMBbIX
HEIAX TECTOBBIX CUT'HAJIOB

Muxaiino Ilpoxogves, Bacunuiit Cmeuenko
HI[L] «TE3UC» HTYY KIIH

CpencTBaMHu BBIUHCIUTEIBHON TEXHUKH WH(pOpMAaIMs 0O0padaThIBaeTCs B BUAC JJICKTPHUSCKUX HMMITYIbCHBIX
CUTHQJIOB. JTOT TMPOLECC COMPOBOXKAAETCS H3IYyYEHHEM B OKpYXalolllee MPOCTPAHCTBO IEPEMEHHOTO
3JIEKTPOMArHUTHOTO TIOJIs, KOTOPOE JUCTAHIIMOHHO MOXKET IEePEXBATBIBATHCS M PACIIU(PPOBBIBATHCS CPEICTBAMHU
TEXHUUECKON pa3BEeJIKH.

KputepreM oIleHKHM KauecTBa Imepeaadyd WHPOpPMAIMH, B TOM YHCIC M HEBO3MOXXHOCTH €€ BOCCTAHOBJICHWS,
SIBJISIETCSL BEPOSITHOCTH €€ MPAaBUIIBHOTO MpreMa. BepoaTHOCTh B CBOIO OYepe/Ib OMPENETSETCs] OTHOIIEHUEM YHEPTUH
HAMITYJIbCHOTO CUTHAJIA B TOUKE €0 MPUeMa K CIEKTPaIbHON TNIOTHOCTH MEIIAIOIIETo IIyMa.

YpoBeHb MOOOYHOIO HM3ITYy4EHHUS OOBIYHO COM3MEPHM C YPOBHEM OKDPYKAIOIIEro IyMa, IO3TOMY OIIEHKE
MOJTIeXkKAT MapaMeTpbl KaHaja CBA3M C HU3KMM COOTHOIICHHEM CHUTHAJ/IIyM. M3MepeHHe SHEprHH OJIMHOYHOIO
CUTHaJIa MaJIOro0 ypOBHA — 3TO CJIOXKHAs U NMPaKTUYECKU HepeanuszyeMas 3ajgada. [103ToMy OLIEHKY 3allUIIeHHOCTH
HHPOPMAIMU TIPOBOAAT TPU Tepeaade B HCCICAYEMBIX IEMAX TECTOBBIX IEPHOMUYECCKUX CHUTHAJIOB. 3aMeHa
OJIMHOYHOT'O UMITYJIbCA C HETIPEPHIBHBIM CIIEKTPOM Ha MEPUOAMYECKYIO IMOCIEI0BATENIbHOCTh UMITYIHCOB TTO3BOJISIET
3a CUET BBICOKOM CEJIEKTHBHOCTH HM3MEPHUTEIBHOTO MPUOOpa BBISBUTH M H3MEPUTH Majibie YPOBHHM TapMOHHK
TECTOBOT'O CHTHaja Ha (OHE MEMIAIOIIEro IIyMa.

B Toxe Bpems Ul OIICHKM YPOBHS 3alllUIIEHHOCTH TepeaaBaeMoil MH(DOpMAauu HEOOXOAWMO CPaBHHUBATH
SHEPIHUI0 OJMHOYHOI'0 UMITYJILCHOTO CUTHANA C YpOBHEM Melatouiero mryma. [lokaszaHo, 4To 3HEprus U3IydeHHOr O
UMITYJIbCHOI'O CHUTHAJIa MPAaKTUYECKH PAaBHOMEPHO paclpelielieHa B I0JI0CE YacTOT, HIMPHHOK OoJee TpeX OKTaB.
[TosTOMYy OIICHKAa OTHOIICHMS CHTHAJI/IIYM Ha JAUCKPETHBIX TapMOHHMKAX MEPHOJANYCCKOrO TECTOBOTO CHUTHAJA HE
VUUTBHIBAET U3MEHEHHE CIIEKTPa UMITYJIbCa B MPOIIECCE €ro U3IIy4eHUs, HEPAaBHOMEPHBIN YPOBEHb MEIIAIOIINX TTOMEX
B MOJIOCE MPUEMA U MOXKET CYIIECTBEHHO OTJINYATHCA OT TAKOM e OIEHKH JJIsl OIMHOYHOTO UMITYJIbCA.

B crathe moOKa3aH Mmepexol] OT HMHTETPAIBLHOrO OTHONICHHWS CHTHAJ/IIYM, CIPAaBEIIMBOTO IS OLICHKU
BEPOSATHOCTH MPABHIBHOTO MpHUEMa OAMHOYHOI'O MMITYJIbCHOI'O CHT'HAJIA, K MPUOIMKEHHON OIEHKE Ha TUCKPETHBIX
rapMOHUKaxX MEPHOJAMYECKOr0 TECTOBOTrO curHaia. IlokasaHa BO3MOXXHOCTh MOBBIIIEHUS TOYHOCTH TaKOW OIEHKHU
MyTeM YBEIHUYEHUS! CKBaKHOCTH UMITYJIHCOB TECTOBOT'O CUTHAJIA.

ESTIMATION OF SECURITY AGAINST LEAKAGE DUE TO
COMPROMISING EMANATIONS PROPAGATING IN

INVESTIGATED CIRCUITS TEST SIGNAL
Mikhail Prokofiev, Vasil Stechenko
SRC "TESIS" NTUU "KPI"

Computer equipment information is processed in the form of electrical pulse signals . This process is
accompanied by the emission into the environment variable electromagnetic field , which can be remotely
intercepted and decrypted by means of technical intelligence .

The criterion for evaluating the transmission quality information , including an inability to restore a probability of
correct reception . Chance in turn determined by the ratio of the pulse signal energy at the point of admission to the
spectral density of the interfering noise.

Spurious usually commensurate with the level of ambient noise , so shall be evaluated parameters of the channel
due to low signal / noise ratio . Measuring the energy of a single low-level signal - it is a complicated and practically
impossible task. Therefore, assessment of data protection is carried out at the transfer test in the test circuits periodic
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signals. Replacement of a single pulse with a continuous spectrum on a periodic sequence of pulses allows high
selectivity due to the measuring device to detect and measure low levels of harmonics of the test signal to
background noise disturbance .

At the same time to assess the level of information security is necessary to compare the energy of a single pulse
with the level of the interfering noise. It is shown that the energy of the emitted pulse almost uniformly distributed in
the frequency band width of more than three octaves . Therefore, the evaluation of the signal / noise ratio at discrete
harmonics periodic test signal does not account for the change of the pulse spectrum in the process of radiation ,
preventing uneven level of interference in the reception and may differ significantly from the same estimates for a
single pulse .

The article shows the transition from the integral ratio of the signal / noise ratio, which is valid for estimating the
probability of correct reception of a single pulse signal to an approximate evaluation of discrete harmonics periodic
test signal . The possibility of increasing the accuracy of such estimates by increasing the duty cycle of the test signal

YK 621.396.4 . .
METOAU CTPYKTYPHOI HAAIMHICTI MYJbTUCEPBICHHUX
MEPEX 3B'AA3KY

JImumpo Mozuneeuu, Banepiit Ilpasuno, Mukona ®@omin
BITI VT

Cmamms: 5 cmop, 11 0xcepen

PozBurok  iH(oOpMamidHUX ~TOCIYr, SKHH CIIOCTEpPITraeTbcsi NPOTSATOM  YChOrO TEpioAy  ICHYyBaHHS
TEJIEKOM yHIKaI[ii{HOI 1HyCTpil, BiIOYBa€ThCS 3a IBOMA OCHOBHUMH HANpsIMaMU: M0sIBA TIPHHIMIIOBO HOBHX IMOCIHYT 1
MiJIBUIIEHHST BUMOT JO SIKOCTI BXke icHyroumx mnociyr. CydacHi TeJeKOMYHIKamiiHi Mepexi SBISIOTH CO0O0r0
Pi3HOBU 00’€KTIB TEXHIYHOI'O IPOEKTYBAHHS 1 MOXYTh CTBOPIOBATHUCS «3 HYJIsD» ab0 PO3BUBATUCS Ha OCHOBI
iCHYIOYHX pireHsb. He3anexHo BiJ bOro eTamnaM TEeXHIYHOI peasizallii mepeye, K MpaBuiio, eTarl MOJCIIOBAHHS 3
METOI0 BH3HAYEHHS THX UM IHIIUX MapaMeTpiB MEPExi, BXIIMBE MICIE cepesl sIKMX 3aliMae CTPYKTYpHA HaliHHICTh
Mepexi. Y Takux BHIQJKaX BUHUKAE HEOOXIIHICTb y PO3IJISAl METONIB OLIHKU CTPYKTYPHOI HaJiHHOCTI Mepexi
3arajoM, a TaKoXX OKpeMuX ii 3B’si3kiB. Taki MeToAW KOpPHUCHI 1 B pa3i OLIHKK HAJIHHOCTI CTPYKTYPHO CKJIaJHHX
Mepex 13 3aJlaHOI0 CTPYKTYPOIO, KOJIM 3aCTOCYBAaHHS BiIOMUX METOJIB yTpyJAHEHe a00 HeMOXIHBe. ToMy po3risig
MOXIIUBICTI 3aCTOCYBaHHsS HAOJIKEHUX METOMIB CTPYKTYpHOI HaIiHHOCTI IS OIIHKH MYJNBTHUCEPBICHHX MeEpex
CreLiaIbHOrO IPU3HAYECHHS € aKTyaIbHUM.

SIx oauH 31 cOCO0IB OLIHKK CTPYKTYPHOI HaJAiIHHOCTI MEpEXi 3alpOIIOHOBAHO OLIHIOBATH 11 Ha MiJCTaBi METOIY
JIBOCTOPOHHBOI OIIIHKH CTPYKTYpHOI Ha/iHHOCTI Ha OCHOBI oniHok E3api-Ilpomana. Bukopucranus nporo MeTomy
JIa€ 3MOTY 37COLIBIIOrO iCTOTHO CKOPOTUTH OOCAT OOYHCIICHb, HEOOXITHHMX JJIS OJCP)KaHHS OIlIHKU 13 3aJaHOI0
ToyHicTio. [IpakTHuHe 3acToCyBaHHS TOro abO IHIIOTO METONY BHU3HAYAETHCS MOCTAHOBKOIO 3aBJAHHS, HasBHUM
MapKOM OOYHCIIIOBAIBHOI TEXHIKH, CTYIIEHEM TOYHOCTI BHXIJAHUX WMOBIpHOCTEH 0€3BiIMOBHOI'O OOCITYrOBYBaHHS
3asIBOK Ha €IEMEHTaX 1 PO3MIPHICTIO OI[IHIOBAHOI TEIEKOMYHIKAIiHOT CHCTEMHU.

METO/JIbI CTPYKTYPHOM HAJIEXKHOCTH
MYJbTUCEPBUCHBIX CETEH CBSA3U

Jmumpuit Mozuneeuu, Banepuii Ilpasuno, Huxonait @omun
BUTUTYT

PasBute WH()OPMAIMOHHBIX YCIIYT, KOTOpOE HAONIOMAcTCs B TEUCHHE BCEro ICpHOIA CYIIECTBOBAHUS
TEJIEKOMM YHUKAIIMOHHOW UHJYCTPHUH, MPOUCXOUT IO IBYM OCHOBHBIM HANpaBIEHUSIM: TOSBJICHUE TIPUHLIAIIAATBHO
HOBBIX YCIyr M TIOBBIICHWE TpeOOBaHM K  KayecTBY  cymiecTByrommx  yciryr.  CoBpeMeHHbIE
TEIEKOMM YHUKAITMOHHBIC CETH IMPEICTABIAIOT COOOW Pa3HOBHIHOCTh OOBEKTOB TEXHHUECKOrO IMPOCKTUPOBAHHS U
MOTYT CO3/IaBaThCsl «C HYJISD» WM Pa3BUBATHhCI HA OCHOBE CYIIECTBYIOIIMX pernieHuid. HezaBucuMo OT TOro sramnam
TEXHUUECKOHN peau3aliy MpealiecTBYeT, KaK MpaBuio, dTall MOAETUPOBAHUS C LIENbI0 OMPEENICHUs TeX I UHBIX
MapaMeTpoOB CETH, Ba)KHOE MECTO CPEelM KOTOPHIX 3aHMMAeT CTPYKTYpHas HAAEKHOCTh CETH. B Takux ciydasx
BO3HHUKACT HEOOXOAMMOCTh B PACCMOTPEHHUH METOIOB OICHKH CTPYKTYPHOM HAJEKHOCTH CETH B IICJIOM, a TaKKe
OTJIETIBHBIX €€ CBsi3el. Takue MeTObI TOJIE3HbI M MPU OIEHKE HAJCKHOCTU CTPYKTYPHO CJIOXKHBIX CETel ¢ 3aJaHHON
CTPYKTYpOH, KOrja NpUMEHEHHE H3BECTHBIX METOJOB 3aTPYAHEHO WJIM HEBO3MOXKHO. [loaTomy paccmoTpeHue
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BO3MOXHOCTU TNPHUMCHCHUA HpI/I6J'II/I)K6HHI>IX METOAO0B CprKTypHOﬁ HaACKHOCTHU I OLCHKH MYJIbBTUCCPBUCHBIX
cerei CIICIHUAJIBHOI'O Ha3HAYCHUS ABJIACTCA aKTYyaJIbHBIM. Kak OIWH U3 cIroco6oB OLICHKH CprKTypHOﬁ HaACKHOCTHU
CCTH NMPEAJIOKECHO OUCHUBATL €€ HAa OCHOBAHUU METO/Ia I[ByCTOpOHHeﬁ OILICHKHU CprKTypHOﬁ HaAC)KHOCTH Ha OCHOBEC
OIICHOK 33ap1z1 - HpomaHa. Hcnonp3oBanue 3TOr0 METOAa MO3BOJIACT, B OCHOBHOM, CYHICCTBCHHO COKPATUTH 00BeM
BI)I‘IPICJICHPlﬁ, HEOGXOZ[I/IMI)IX JJIS TIOJTYYEHUS OLICHKU C SaI[aHHOﬁ TOYHOCTBIO. HpaKTI/I‘IeCKOC MPUMEHCHUEC TOT'O WJIH
HWHOI'o METoda OIpCACIACTCA ITOCTAaHOBKOM 3aa4d, UMCIONIUMCI IMapKOM BBIYMCITUTEILHON TEXHUKH, CTCIICHBIO
TOYHOCTH MCXOIHBIX BepOHTHOCTeﬁ 0e30TKa3HOT O O6CJ'Iy)I<I/IBaHI/IH 3a4BOK Ha DJJIEMCHTAX MW Pa3sMEPHOCTHIO
OHCHHBaeMOﬁ TEHEKOMMyHHKaHHOHHOﬁ CHUCTCMBI.

METHODS OF STRUCTURAL RELIABILITY MULTISERVICE

COMMUNICATION NETWORKS
Dmitro Mogilevich, Valeriy Pravilo, Mykola Fomin
MITI SUT

The development of information services, which is observed throughout the duration of the telecommunications
industry, is in two main areas: the emergence of innovative services and increase the quality requirements of existing
services. Modern telecommunications networks are a kind of engineering design objects and can be created "from
scratch" and develop on the basis of existing solutions. Regardless of the technical implementation of this phase is
preceded usually stage modeling to identify certain network parameters, important among which covers the structural
reliability of the network. In such cases, there is a need for consideration of methods for assessing the structural
reliability of the network as a whole and its individual links. Such methods are useful in the case of structural
reliability assessment of complex networks with a given structure, where the application of known methods is
difficult or impossible. Therefore, consideration of the possibility of using approximate methods of structural
reliability assessment for multi-service networks , special purpose is relevant.As one way to assess the structural
reliability of the network is proposed to assess it on the basis of bilateral assessment method based on structural
reliability assessments Ezari - Proshana. Using this method allows for the most part significantly reduce the amount
of computation required to obtain estimates with a given accuracy. Practical application of a particular method is
defined statement of the problem, the existing fleet of computer technology, the degree of accuracy the probability of
failure of initial requests for service elements and the dimension of the estimated telecommunication system.

V]IK 004.056.53(045) }
HOBITHI METOJIU AYTEHTHUH®IKAIIII B BE3/IPOTOBHUX
CUCTEMAX TA MEPEXAX

Anna Yynapwvosa , Pycnana 3106ina
Hayionanvnuu asiayitinuii ynieepcumem

Crarts: 6 cmop., 8 dxcepen.

Hapa3zi 6e31poToBi TeXHOIOTii pO3BUBAIOTHCS B HANPSIMKY Ha CIIPOILICHHS JOCTYITy 110 iH(QOpMalLiHHUX pecypciB
rJ100aJIbHOI MEPEKi Ta Aal0Th MOXKIIMBICTD MOOY/IOBH YHIBEPCAIBHHX JIOKAIBHUX Mepex Ha ocHOBI crannaptiB IEEE
802.11 ta IEEE 802.16. Omaum i3 pyOexiB Oe3rneku B 0e3qpOTOBUX Mepexax € ineHTH(IKaIis Ta aBTeHTU(IKaIis
kopucryBauiB. Biamosino no cranmapry IEEE 802.11 icHye Tpu 0a30BUX pexumu Oe3leKHd, 110 BHOMPAIOTHCS
0€3JpOTOBUM TIPUCTPOEM B 3aJEKHOCTI BiJ PIBHS CEKPETHOCTI: BIAKPUTHH PEXHUM; 3aXUILEHUH pexuM 0e3
aBTeHTH(IKaIIl, ane 3 WUPpyBaHHAM TpadiKy; 3aXHIIEHUN PEXHUM 3 aBTEHTU]IKalieo 1 mmdppyBaHHAM Tpadiky.
BrnipoBapkeHHsT IpaBUIT PO3MEXKYBaHHS JOCTYIY 110 iHGOPMALIHHUX pecypciB OE3IPOTOBUX MEPEXi MOSCHIOETHCS
MAacCOBICTIO BHUKOPHUCTaHHS OC3APOTOBUX TEXHOJNOTiH. BHKOPHUCTaHHS Ta PO3IMIMPEHHSA pajiofiana3oHy 301TbIIye
WMOBIPHICTh TOpYIIEHHS aTpUOYTIB KOH(INEHIIHHOCTI, HIJICHOCTI Ta AOCTYMHOCTI 0OpoOitoBaHOi iH(opmaii.
Tomy BUKOpUCTaHHS aBTeHTH(]IKALIT st 3aXKUCTY 1HQOPMALIHUX PECYPCIB € JOCUTh aKTyalbHOIO 3aJIauero 3 TOYKU
30py 3abe3neueHHs1 0a30BUX BIACTHBOCTEW Ta PO3MEKYBAHHS MPaB JOCTYITY.

OCHOBHUMH cTaHJapTaMu aBTeHTH(iKalil B Oe31poroBux mepexax € crannapti IEEE 802.11, WPA, WPA2 Tta
IEEE 802.1x. ba3oBuMH ypa3muBOCTSIMH O€3IMEKH O€3IpOTOBHX MeEpek €: mpobiemu imeHTH(ikatopa SSID
0e3poTOBOI JIOKAIBFHOI MEpeXi; ypa3iuBiCTh BiOKpUTOl aBTeHTH(IKaLil; ypa3auBicTh aBTeHTU]IKALIl i3 CHIIHLHUM
KIII0YeM; ypa3iuBicTh aBTeHTH(Dikalii 3a MAC- agpecoro.
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VY naHifl CTaTTi MPOBENEHO aHali3 CTaHAApTiB aBTeHTH(IKaIil B cydacHHX Oe3qporoBuX Mepexax. Ha ocHOBi
MIPOBEICHOI'0 aHAI3Y B CTATTI PO3POOJICHO PEKOMEHJIAIH 11010 BUKOPUCTAHHSA HOBITHIX METOMIB ayTeHTH(]iKarii
KOpPHCTYBaYiB B Cy4acHUX O€3JpPOTOBUX MEPEX Ta 3allpOIIOHOBAHA MHOXKMHA 3aXMCHHUX (YHKIIN aBTeHTU]iKamii Ha
0a3i eNiNTUYHNX KPUBUX.

HOBEHWIIIUE METO/Ibl AYTEHTU®UKAIIUU B
BECITPOBO/IHBIX CUCTEMAX U CETAX

Anna Yynapesa, Pycnana 3o6una
Hayuonanvnwiii asuayuonnwlii ynisepcumem

CeromHst OecripoBO/IHBIE TEXHOJOTMHM HANpaBlIEHbl Ha YIPOIIEHHE IOCTyNa K WH()OPMAIMOHHBIM pecypcam
rJ100aJIbHOW CETH W JAIOT BO3MOYKHOCTH ITOCTPOEHHSI YHHBEPCAIBHBIX JIOKAJIBHBIX CETel Ha OCHOBE CTaHIApPTOB
IEEE 802.11 u IEEE 802.16. Oqaum u3 pyOeskei 6e30acHOCTH B OECIIPOBOIHBIX CETSX SBISACTCS UICHTUPUKAIHS U
ayrenTudukamms nonb3oBareneil. CormacHo crangapry IEEE 802.11 cymectByer Tpu 0a30BBIX pexuMma
0€30MacHOCTH, BBIOMPAIOTCS OECHPOBOIHBIM YCTPOWCTBOM B 3aBUCHMOCTU OT YPOBHSI CEKPETHOCTH: OTKPBITHIH
PeKUM; 3alIMINEHHBIH pexuM 0Oe3 ayreHTH(UKanWu, HO IUdpoBaHHeM TpaduKa; 3alIUIIEHHBIA PEXUM C
ayreHTH(uKaimed n mmdpoBaHueM Tpaduka. BHeapeHue npaBuil pasrpaHHYEHUs! AOCTYNa K WHQOPMAIMOHHBIM
pecypcaM OeclpOBOIHBIX CETH OOBSCHSETCS MAacCOBOCTBIO HCIIONB30BaHHMS OECIPOBOAHBIX TEXHOJIOTHH.
Hcnonp3oBaHre W pacUIMpeHHE paavo/Mania3oHa  yBEIMYMBAET BEPOATHOCTh  HApYIIEHUs  aTpuOyTOB
KOH(UICHIIMATBHOCTH, IEIOCTHOCTH W JOCTYIMHOCTH oOpabOaThiBaeMoi mH(opMaIrwu. [103TOMYy HCIONb30BaHUE
ayTeHTU(UKAIMK IS 3aIUTHl HHPOPMAIIMOHHBIX PECYPCOB SIBIISIETCS BEChbMa aKTyaJbHOW 3a/iaueil C TOUKU 3pEHUs
obecrieueHns1 0a30BBIX CBOMCTB M pa3rpaHU4EHHs IPaB JIOCTYIIA.

OCHOBHBIMHU CTaHIApPTaMH ayTeHTH(UKAIUU B OeCIpOBOJAHBIX ceTsx sBistforcst cranaaptsl IEEE 802.11, WPA,
WPA2 u IEEE 802.1x. bazoBbIMH yS3BHUMOCTSAMH 0€301MacCHOCTH OECIPOBOIHBIX CETeH SIBISIOTCS: HPOOJIEMBI
uneHrudukaropa SSID OecrnipoBOTHON JIOKAJNBHOM CETH; YSI3BUMOCTh OTKPBITOH ayTeHTU(HKALUH; YSI3BUMOCTh
ayTeHTH(UKAIIUY ¢ OOIIUM KITFOUOM; YSI3BUMOCTh ayreHTH(uKammu mo MAC-aapecy.

B naHHOI cTaThe NMpoOBeleH aHAJNW3 CTAHAAPTOB ayTEHTH(HKAIMM B COBPEMEHHBIX OECHpOBOIHBIX ceTsx. Ha
OCHOBE IIPOBEJNEHOI0 aHain3a pa3paboTaHbl pPEKOMEHJAIMM [0 KCIOJb30BAaHHUIO HOBEHIIMX METOJ/IOB
ayTeHTU(UKAIMK T0JIb30BaTEIe B COBPEMEHHBIX OECIPOBOMHBIX CETe M MPEUIOKEHO MHOXKECTBO 3alIUTHBIX
¢GyHKIMH ayTeHTHUKaInK Ha 0a3e SIUITMITUIECKUX KPUBBIX.

NEW METHODS OF AUTHENTICATION IN THE WIRELESS
SYSTEMS AND NETWORKS

Anna Chunareva, Ruslana Zyubina
National Aviation University

Electronic digital signature (EDS) is a complete analogue of the usual electronic signatures on paper, but it is not
implemented with the help of graphics, but with the help of mathematical transformations on the contents of the
document. Features a mathematical algorithm to create and verify digital signature ensures the impossibility of such
a signature forgery by third parties, provides property nevidmovnosti of authorship. Reliability and ease of use of a
digital signature is unmistakable. The procedure for checking the signature executed by a computer error-free, thus
avoiding the human factor in the normal signature verification. EDS provides information not only about the person
signing the document (the authenticity of the message), but also to verify that the document has not been altered or
tampered with after signing (integrity of the document). Also one of the optional components of EDS is a time stamp
that shows the actual time of signing the document as opposed to the date specified in the document itself.

This article analyzes the authentication standards in modern wireless networks. Based on the analysis to develop
recommendations for the use of innovative user authentication methods in modern wireless networks and proposed a
variety of protective functions of authentication on elliptic curves.
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