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Po3BUTOK J1FO/ICTBA TTOCTIIOBHO MPU3BOIUTH /10 HOBUX (hOpM MOIIMpEHHs iHpopMarlii, HalOIbII MOMYISPHUMH 3
SKHX € TeJeKOMYHIKaliiHi Mepexi. BUKOpPHCTaHHS LMX MEpeX Yy PI3HUX Taly3sX HisUIBHOCTI JIIOJICBKOTO
CYCMLUJIBCTBA MPUPOIHO MPHUBAOIIIOE PI3ZHOTO POIY 3JIOUHHIIIB.

Buxonsgun 3 1poro MoKHa BUAUIMTH HACTYIHI acleKTH NPHBAOIMBOCTI TENEKOMYHIKALIHHUX MEpex s
KiOepTepopu3My:

- OLIBLIICTH CEpBEPIB MEPEXK J03BOJSIIOTH KOPUCTYyBayaM MPaOBATH BiIHOCHO KOH(]IIEHIIIIHO 1 aHOHIMHO;

- iICHye MOJIMBICTh BHKOPUCTaHHS CIIEIiajJbHUX POOOTIB Uil 3HW)KEHHS Yacy BUTpaT Ha TEPOPUCTUUHY
ISUTBHICTE,

- KiOep3JI0UMHM CKJIaTHO BiJICTE)KUTH 1 310paTh JOKa3H;

- MEHIIIUH PU3KK MOPIBHIHO 13 3BUYAHHUMU BUIAMH 3JI0YMHIB 1 OLJIBIII BUCOKA €(DEKTUBHICTD;

- MOXXJIUBICTB 3/1IHCHIOBATH KiOEP3JI0YMHH Yepe3 KOPAOHU KpaiH i KOHTHHEHTIB;

- He NoTPiOHO (PiI3MYHOT PUCYTHOCTI.

OmxKe, po3mIs] CTaHy 1 PO3BUTKY iH(MOPMAIHUX TEXHOJOriH Ta KiOepTepopu3My I03BOJISE MPOTHO3YBATH
MaiiOyrae. OgpHielo 3 HaWOUIBII HeOE3MEeYHUX 3arpo3 Oe3lMeKd € Bce OUTbII  [IMPOKE BUKOPHUCTAHHS
KibepTepopucTaMi MOXKIMBOCTEH BIJKPUTHX TEIEKOMYHIKAIITHUX MEpEeX Ha CBITOBY I'POMAJICHKICTh 1 KOOPJUHALIT
CBOET JIiSUTHHOCTI.

IcHye 3HauHe YuCIO mMpoOJieM y MPOTHAil 37T0YMHHOCTI. OCTOPOHB Bifl YHCIIa TEXHIYHHX, IMPABOBHUX Ta
(iHAHCOBMX AaCIEKTIB, IO BH3HAYAIOTH 3aXUCT 1H(GOPMAIIMHOIO MPOCTOPY Ta IHGPACTPYKTYPH, CTOITh pi3HA
KIUJIBKICTh HEBPETYJIbOBAHUX €JIEMEHTIB MK KOMEPIIMHHMHU CTPYKTYpaMH Ta AEPKaBHUMH OpraHi3allisMH IIOA0
TOrO, sIKi KOMIOHEHTH 1H(opManiifHOro NpocTopy Ta iHGPacTpyKTypH BUMAraroTh 3aXHUCTY 1 METO/IU i CTOCOBHO
KiOepTepOopHCTiB.

Y poboti chopMyaboBaHI 1 TPUBEACHI HETaTHBHI HACTIAKH, 10 SKUX IPU3BOAUTH CYINEPEWIHUBICT 1
HEPO3BUHCHICTh MPABOBOTO PETYJIIOBAHHS CYCHUIBHUX BITHOCHH B iH(OpMAITHOMY MPOCTOPi; MPOMO3HIIi 1010
BJOCKOHaJIeHHs! (hopMyBaHHs iH(popMaLiitHOl iHppacTpyKTypu YKpaiHH 3 METOIO MiATPUMKH NHUTaHb HalllOHAJIBHOI
0e3IeKH; CIPOrHO30BaHi TeHACHIIT PO3BUTKY 3aC00IB 3aXUCTY BiJl KiOepTepOopH3MY.

KHUBEPTEPPOPU3M U UHOOPMAIIMOHHASA BE3OITACHOCTD

Baaoumup Xopowxo, Muxaun Illlenecm
Hayuonanvnwiii Asuayuonnwviii Ynusepcumem

Pa3BuTHe denoBeyeCcTBa IOCIEIOBATEIBHO MPHBOAUT K HOBBIM (DOPMaM paclpoCTpaHeHHs HH(POPMAIIHH,
Haubosiee MOMYISAPHBIMA M3 KOTOPBIX SIBJSIOTCS TEICKOMMYHHKAIMOHHBIE CETH. VICMONB30BaHUE 3THX CETEH B
Pa3MUYHBIX OTPACISIX JEITEIBHOCTH YEeNIOBEYECKOro OOIEeCTBA ECTECTBEHHO MPHBIEKAET pPa3MYHOTO pona
MPECTYITHUKOB.

Hcxomst U3 3TOro MOXKHO BBIIENUTD CIIEAYIOIINE ACIIEKTHI IPUBIIEKATETBHOCTH TEICKOMMYHHKAIMOHHBIX CEeTEH
JUTS KuOepTeppopr3Ma:

- GONBIIMHCTBO CEPBEPOB CETEH MO3BOJAIOT MOJB30BATEISIM PabOTATh OTHOCHTENHHO KOHGHICHIIMAIBHO U
AHOHHUMHO;

- CYIIECTBYET BO3MOKHOCTb HCIIOJNB30BAHUS CIIEIUAIBHBIX POOOTOB [UIA CHIDKCHHS BPEMEHM 3aTparT Ha
TEPPOPUCTHUECKYIO EITENHLHOCTD;

- KHOEPTIPECTYIUICHHS CIIOXKHO OTCIEIUTh U COOPaTh OKA3aTeNbCTBA;

- MEHBIIHI PUCK B CPABHEHHWHU ¢ OOBIYHBIMH BUAAMU MPECTYIIEHHH U Ooiiee BHICOKast 3(PEKTHBHOCTD,

- BO3MOYKHOCTb COBEPINATH KHOEPIIPECTYILICHUS Yepe3 TPaHMIlBl CTPaH ¥ KOHTHHEHTOB;

- He TpeOyeTcs (PU3UUECKOro MPUCYTCTBUSL.

CrenoBaTebHO, pacCMaTpeHHe COCTOSHHUS W Pa3BUTHSA WH(POPMAIMOHHBIX TEXHOJOIMH W KHOEpTeppopH3Ma
MO3BOJIACTCS] TIPOrHO3UPOBaTh Oymymiee. OnHON U3 HanboJee OMACHBIX Yrpo3 GEe30MacHOCTH SBIAETCS Bce Ooinee
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IIMPOKOE HCIONIb30BAaHHE KUOEPTEPPOPUCTAMU BO3MOXKHOCTEH OTKPBITBIX TEICKOMMYHUKAITMOHHBIX CeTel Ha
MHUPOBYIO O0IIECTBEHHOCTh U KOOPIMHAIIUU CBOCH JCITEIBHOCTH.

CyIecTByeT 3HAYMTENIFHOE YHCIO MPOOJIEM B IPOTHUBOJACHCTBHU MPECTYIMHOCTH. B CTOpoHe oOT 4wmcia
TEXHUYECKHX, MPABOBBIX M (DHHAHCOBBIX ACIIEKTOB, OMPENCILIIONIUX 3aIlUTy WH(POPMAIIMOHHOI'O MPOCTPAHCTBA U
HHPPACTPYKTYPhI, CTOUT PAa3JIUYHOC KOJUYCCTBO HEYPETYIUPOBAHHBIX JJIEMEHTOB MEXKIY KOMMEPUYCCKUMU
CTPYKTYpPaMU M TOCYIAapPCTBEHHBIMHM OpPTaHU3AIMSIMUA OTHOCHUTEIBHO TOI'0, KaKHEe KOMITOHCHTHI MH(OPMAIIMOHHOTO
MPOCTPaHCTBA U HHOPACTPYKTYPHI TPEOYIOT 3aIIUTHI K METOJbI ICHCTBUH 110 OTHOIICHUIO K KHOEpTEppOpHCTaM.

B pabore copmyupoBaHbI ¥ IPUBEICHBI HETATUBHBIC TOCICACTBUS K KOTOPHIM MPUBOAKT IPOTUBOPEUUBOCTD U
HEPa3BUTOCTh IIPABOBOI'O PErYJIMPOBAaHUS OOMICCTBEHHBIX OTHOIICHUH B WH(OPMAIMOHHOM IPOCTPAHCTBE;
MIPEUIOKEHHS TI0 COBEPIICHCTBOBAHUIO (HOPMHPOBAHUSA WH(POPMAIMOHHOW HHPPACTPYKTYPHl YKPaWHBI C IEIBIO
MOJIZICP>KaHUsI BOMPOCOB HAIMOHAIBHOM 0€30MacHOCTH; CIIPOrHO3UPOBAHBI TCHICHIIMU PAa3BUTHS CPEICTB 3aIIUTHI
0T KubepTeppopu3Ma.

CYBERTERRORISM AND INFORMATION SECURITY
Viadimir Khoroshko, Michael Shelest
National Aviation University

Development of mankind consistently leads to new forms of information dissemination, the most popular of
which are telecommunications networks. The use of these networks in different fields of activity of human society
naturally attracts different kinds of criminals.

From this we can identify the following aspects of telecommunications networks for the attractiveness of
cyberterrorism:

- Most servers networks allow users to respect confidential and anonymous;

- There is the possibility of using special robots to reduce the time cost of terrorist activity;

- Cybercrime is difficult to track and collect evidence;

- Less risk in comparison to conventional forms of crime and higher efficiency;

- The ability to commit cybercrimes across borders and continents;

- Does not require a physical presence.

Therefore, considering the status and development of information technology and cyber-terrorism is allowed to
predict the future. One of the most dangerous security threats is the increasing use of cyber-terrorists opportunities
open telecommunication networks on the world community and coordinate their activities.

There is a significant number of problems in combating crime. In the mapping of the number of technical, legal
and financial aspects that determine the protection of information space and infrastructure, there is also a different
number of outstanding elements between businesses and government organizations on what components of the
information space and infrastructure require protection methods and actions in relation to cyber-terrorists.

In work and given the negative consequences which leads contradictory and inadequate legal regulation of social
relations in the information space, proposals for improvement of information infrastructure of Ukraine in order to
maintain national security, development trends predicted protection against cyberterrorism.
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CTBOPEHHSA CUCTEMHU TEXHIYHOI'O 3AXUCTY IHOOPMAIII

3 BUKOPUCTAHHAM MATPUIl HEBE3IIEYUHUX ®AKTOPIB, LI10
XAPAKTEPU3YIOTb TEXHIYHI KAHAJIU BUTOKY

Cepein /loeons, Anopiu Hikipin, Iean Yemeepikoe
Kuiscoxuu Hayionanonuu ynieepcumem imeni Tapaca Lllesuenka

Crartbsti: 8 cmop., 10 0xcepen.

3a0e3medeHHs 3axucTy iH(OpMAIli COpSIMOBYETHCS 30KpeMa Ha Te, MO0 He NOMYCTHTH 30MTKIB Bill yTpatu
KoH(GiaeHiiHOI iHdopMarii. Yci mKiumBi i MOXYTh OyTH 3/iHCHEHI TiJIbKH 32 HAasSBHOCTI OyIb-SIKUX CITaOKHX
Micitb  (ypasnmBocteil). [l omHOro 00’€kTy MOke OyTH JOEKUIbKa MOKIUBUX TEXHIYHMX KaHAJIIB BHTOKY
iH(opMarrii. 3araJpbHUM KPUTEPIEM JUIs YCIX THUITB KaHAIIB € PIBCHb 3arpo3d 3aCTOCYBaHHS TEXHIYHUX 3acO0iB
PpO3BiAKH. 3axucT iH(pOpMAIIl He iCHYe caM 1o co0i, y BiIpHBI BiJ JItouHU. BiH 3a0e3neuyeThest IS JIFOJUHA 1 HUM
KE OLIHIOETHCA. TOMY, MOHATTS TEXHIYHOI'O 3aXMCTy iHpopMalii Mae He Juile o0’ €KTHBHY, ane i cy0 €KTHBHY
CTOpPOHY, OCKIJIbKH OIIiHKa HOro piBHS MPOBOJUTHCS JIIOAWHOI. [Ipu nboMy omiHka piBHs 3axucTy iHpopmanii (P3I)
3aBkau BigHocHa. CrpoOM Oe3mocepeHhO HANATH 1M OIHIN YHCEIbHE 3HAYCHHSA Y OULIBIIOCTI BHITAAKIB
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Oe3MepCreKTUBHI B IUIaHI MOJANBINOI iHTepIpeTallii pe3yapTari. Lle mpu3BoguTh 10 ci1adKoi (GpopMaizoBaHOCTI
3aBJIaHH OI[IHKM TEXHIYHOI 3aXHIIEHOCTI iH(popMallii i 0 He0OXiJHOCTI OrepyBaHHs JIHIBICTHIHUMH 3MiHHUMU 1,
SIK HACJIZIOK, JI0 3aCTOCYBaHHS amapary HediTKOi Joriku. JIyisi BUpIlIEHHS 3aBJaHb, IOB’S3aHUX 3 MOEITIOBAHHIM
HewiTKo (opMaii3oBaHMX TMpOLECIB, IX NPOrHO3YBAHHSAM 1 IATPUMKOIO YXBaJIGHHS pIMIEHb YacTo
BUKOPHCTOBYIOTBCS HEYITKM KOTHITMBHI Mozeni. ITpm moOymoBi HewiTkoi korHituBHoi mozeni (HKM) o6’ext
JIOCITI/DKEHHST TIPEJCTABIISIOTh Yy BUIIAAL 3HAKOBOTO Opi€HTOBaHOTrO rpada, M0 Ja€ MOXJIMBICTH (opmaizaii
YHCEITHbHO HE3MIPHUX YNHHUKIB, BAKOPHCTAHHSI HETIOBHOI, HEYITKOI 1 HaBiTh cyrepewnBoi iHpopmMariii.

Pimrennst takoi 3ama4i HeoOXigHO NMPOBOAWTH 3 ypaxyBaHHsM iH(opmamii, ska HUPKYIIOe Ha 00’€KTi Ta i
CHIBBI/IHOIIEHHS 3 THUIIOM TEXHIYHOrO KaHaiy. [lyii OoTpuMaHHS MHOXXMHM HeOe3nedHuX (pakTopiB Ha OCHOBI
OTpUMaHMX Tabmun {X;}ue HEOOXimHO chOpMyBaTH aJITOPUTM OLIHKM 3aXMILEHOCTi. AJTOPUTM SBISE COOOO
CYKYITHICTh TIOCTITOBHUX “TECTOBHX i M0N0 00’ €KTa:

- 30ip iH(opMarii mpo 00’eKT 3aXUCTy, BHOIp KPUTEPIiB, O XapaKTEpPU3YIOTh CTAaH PI3HUX TEXHIYHHX KaHAIIB
BUTOKY iH(oOpMaIii, BH3HAYeHHS IX NPUHHATHOrO piBHSA (MOXIMBO y BUINIAAI IHTEPBAIBHHX OILIHOK a0o0
JIHTBICTUYHUX TEPMiHIB);

- Mo0y0Ba KOTHITHBHOI MOJIENI Y BUIJISIAI 3HAKOBOTO OPIEHTOBAHOrO rpada 3 HaKJIaJeHOI CHCTEMOIO CTOCYHKIB
repeBary THITY;

- obuncnenns BariB DimdepHa Ha micTaBi MOAM(IKOBAHOTO METOY HECTPOTO PaHKYBaHHSI;

- aHaJIi3 piBHS 3aXHCTY iH(pOpMAILi.

Sxmio P31 He 3HaXOAMTHCA B MPUHHATHOMY Jiana3oHi 3HAYEHb, TO POOJIATHCS 3MIHH y CKJIAJI KOHIICITIB, SKi
NpUIMaloTh y4acTh B MOOY/JOBI KOTHITUBHOI MOJIENI, Y CKJIaJi 3B’SI3KIB MK KOHIIETITAMH, 3MIHIOIOTBCS 1X Baru 3a
JIOTIOMOT'OI0 BBEJICHHSI 3aXUCHHMX 3axoiB. Lli 3MiHM BiANOBIAalOTH Pi3HUM cTparerisM nodynoBu cucremu T3I:
3MEHILICHHS PU3HKIB, YXUICHHS BiJl pU3HKIB, IPUUHSTTS PH3HKIB.

Takum yrHOM, TIporiec cTBopeHHs cucteMu 131 Mae Ha yBa3i pillIeHHs IBOX B3a€MO3B’S3aHHX 3aBJ/IaHb: MIPSIMOTO
(aHami3 cTraHy CHCTEMH) 1 3BOPOTHOI'O 3aBJIaHHs YIIPABIIIHHA (sl HA CHCTEMY).

[Ipu piwenHi mepmioi 3ajavi BUMAaraeTbCss BH3HAYMTH 3HAYCHHS KPUTEPIiB npocouyBaHHs iH(opmamii K; i
IHTEerpaJIbHOr0 Kputepito K Npu 3aJaHuX 3HAYSHHSX YCiX KOHILENTIB, IO BIUIMBAIOTh Ha HUX. SIKIIO OTpUMaHi
3HAYEHHsI 3HAXOMAATHCS I103a Jiala30HOM NPUHHATHOCTI, TO NMPH PilIEHHI 3BOPOTHOI 3a/1a4i HEOOXiJHO migiopaTu
Taxi Aii Z; i L, o ynpasisioTh, sKi 3a0e31euaTb NOBEPHEHHS [IIIbOBUX KPUTEPIIB y O€3MeUHHIA Aiana3oH.

Skmio icHye He eqMHUN HaOip HEOOXITHUX YIPABIAIOYMX Jil, TO HA I[OMY €Talll MOXE BHHUKHYTU 3aBJaHHS
OIITHMIi3allii, 1110 MOJIsirac B 3HAXO/DKEHHI Takol KoMOiHawii Zi 1 L, sika 3a0e3redye MakCUMaNbHY JIil0 Ha HeraTUBHI
YHHHHUKH TIPH 3aJIaHuX 200 MiHIMaJIIFHUX BUTpaTax Ha peaizallifo crocodiB i 3aco0iB 3aXHUCTYy.

CO3JAHUE CUCTEMbI TEXHUYECKOM 3AIIIUTHI
NHOOPMALIUU C UCITOJIB3OBAHUEM MATPHUILl OTACHBIX
DAKTOPOB, KOTOPBIE XAPAKTEPU3YIOT TEXHUYECKHUE
KAHAJIBI YTEYKH

Cepezei /loeons, Anopeit Huxkupun, Hean Yemeepukoe
Kuesckuii Hayuonanonoi ynusepcumem umenu Tapaca Lllesuenxo

Ob6ecrieueHue 3anmThl HHGOPMAIMKA HANPABISACTCSA, B YAaCTHOCTH, Ha TO, YTOOBI HE JOMYCTHTH YOBITKOB OT
morepu KoH(puIAeHIIMANbHOW WH(pOpManuu. Bce BpemHble JCHCTBUS MOTYT OBITh OCYIIECTBICHBI TOJNBKO IIPU
HAJIMYMK JIIOOBIX CIaObix MecT (ys3BUMOcCTed). [l omHOro oOBEKTa MOXKET OBITh HECKOIBKO BO3MOXKHBIX
TEXHUYECKUX KaHajoB yreuku uHpopmarmu (TKYUW). OOumiM kpurepueM mjis BCEX THIIOB KaHAJIOB SIBIIICTCS
YPOBEHBb yTpO3bl MPUMEHEHHS TEXHUYEeCKUX cpenctB pa3senku (TCP). 3ammra uHGoOpMauy He CyIIECTBYET cama
o cebe, B oTphiBe OT 4enoBeka. OHa oOecrieunBaeTcs Uil YeJOBeKa W UM ke oleHuBaercs. [loaToMy moHsTHE
TEXHUYECKOM 3alUThl HHPOPMAIMH HMMEET HE TOJNBKO OOBEKTHBHYIO, HO U CYOBEKTHBHYIO CTOPOHY, HMOCKOJBKY
OIICHKA €ro YpOBHS MPOBOJWTCSA YEIOBEKOM. [IpHM 3TOM OIICHKAa YPOBHS 3alUIIEHHOCTH WH(pOpPMAIMU BCETAa
OTHOCUTENIbHA. [1OMBITKH HEMOCPEICTBEHHO MPHUAATh ATON OIICHKE YHCICHHOE 3HAYCHHE B OOJBINIMHCTBE CIydacs
OCCIIepCIICKTHBHBI B IUIaHE JaJbHEHICH WMHTEpIpETald  Pe3yJabTaTOB. OJTO MNPHUBOAUT K  cIa0oi
(hopMaTN30BaHHOCTH 3aJaHUS OICHKM TEXHHUYCCKOW 3alUIIEHHOCTH HHPOPMAIMH M K HEOOXOTUMOCTH. ITO
MPUBOIUT K cj1a0o0i (hOpMaIM30BAaHHOCTH 3aJadydl OIICHKA TEXHWYCCKON 3allUIIEHHOCTH WH(POPMAIMd U K
HEOOXOIUMOCTH OICPUPOBAHMS JIMHTBUCTHYCCKUMH TIEPEMEHHBIMH M, KaK CJIEICTBHE, K MPUMCHECHUIO almapara
HEYCTKOW JIOTHKH. [ pelieHWs 3adaHuil, CBSI3aHHBIX C MOJCIMPOBAHUEM HEUYETKO (HOpMaTH3UPOBAHHBIX
MPOIIECCOB, HMX MPOTHO3MPOBAHUEM U TIOMICPKKOW MPUHATHSA PEHICHUH, 4YacTO WCIHONb3YIOTCA HEUYETKUE

ISSN 2074-9481 79
Ilpasose, nopmamusne ma memponoziune 3abe3neuenns cucmemu axucmy ingopmayii 6 Yrpaini, 1 (27) eun., 2014 p.



KOTHUTHBHBIE Mozenu. [Ipu moctpoenun Hewerkoi korHuTuBHOW Monmenn (HKM) oObekr wuccriemoBaHus
TIPE/ICTABIISIIOT B BUJIE 3HAKOBOTO OPUEHTHPOBAHHOTO rpada, KOTOPbIH JaeT BO3MOXKHOCTH (popMaTi3aiyy YHCICHHO
HEU3MEepUMBbIX (PaKTOPOB, UCIOJIL30BAHUSI HETTOJIHOM, HEYETKOW U JJa)Ke TPOTUBOPEUHNBON MH(DOPMALIUH.

Pemenne takoii 3a1aun HEOOXOIUMO TIPOBOJIUTH C YYETOM WH(OpPMAIH, KOTOpasi HUPKYJIUPYET HAa OOBEKTE U ee
COOTHONIEHHE C THIIOM TEXHUYECKOro KaHaja. JIjsi mosydeHWss MHOXECTBAa ONAcHBIX (PaKTOpPOB HA OCHOBE
MOJYYCHHBIX TaOMuIl {Xj}yp HEOOXOMUMO CHOPMHPOBATH AJITOPUTM OICHKH 3aIUIICHHOCTH. AJITOPHUTM SIBIISCT
c000¥i COBOKYITHOCTh TOCIICJIOBATEIIBHBIX "TeCTOBBIX" IEHCTBUI OTHOCHUTEIBHO 00BEKTA!

- coop mHpopmarmu 00 00BEKTEe 3aIIUTHI, BEIOOpPE KPHUTEPUEB, KOTOPHIE XapaKTEPH3YIOT COCTOSHHE Pa3HBIX
TKVYU, onpeneneHne UX NpUEeMIEMOro ypoBHsS (BO3MOXKHO B BHJIE WHTEPBAIBHBIX OIEHOK WIIM JIMHTBUCTUYECKHUX
CPOKOB);

- TIOCTPOEHHE KOTHUTUBHON MOJENU B BHUJIE 3HAKOBOI'O OPHEHTUPOBAHHOTO Tpada ¢ HaloKEHHOW CHCTEMOM
OTHOIIECHUH IPEUMYIIIECTBA THIIA;

- BEIUHUCIIeHne BecoB DumibepHa Ha OCHOBaHHU MOAU(DHUIIUPOBAHHOTO METO/Ia HECTPOT'O PAHKHPOBAHUS;

- aHanM3 ypoBHs 3anuThl HHpopMarwu (Y3N).

Ecnn Y3U He HaxomuTcst B IpUEMIIEMOM JAMaNa3oHe 3HAYCHUH, TO JIENAIOTCs N3MEHEHHS B COCTaBe KOHIICITOB,
KOTOpblE TPUHUMAIOT Y4acTHE B IOCTPOCHHM KOTHUTUBHOM MOJENH, B COCTaBE CBs3EH MEXAy KOHIETITAMH,
W3MEHSIIOTCS UX BECHI C TIOMOIIBIO BBEICHHS 3alUTHBIX CPEICTB. DT M3MEHEHHUS! OTBEUYAIOT Pa3sHBIM CTPATETHsIM
noctpoenusi cuctembl T3U: yMeHbIIeHHE PUCKOB, YKIIOHEHHSI OT PUCKOB, IIPHHSTHS PHCKOB.

Takum oOpazoM, mporiecc co3nanusi cucteMbl T3M MMeeT B Buay pelIeHHE NBYX B3aMMOCBSI3aHHBIX 3a/IaHUH :
NpsIMOTO (aHAJIM3 COCTOSIHUSI CUCTEMBI) U 00PAaTHOTO 3aIaHusl YIIpaBJieHUs (IEHCTBUS HA CUCTEMY).

[lpu pemeHnn mnepBol 3ajaun TpeOyeTcsl ONPEACIWTh 3HAYEHHE KpPUTEpUEeB YyTeukd uHpopMmaummu K; u
WHTErpajbHOrO0 KpHuTepuss K IIpU 3aJaHHBIX 3HAYEHUSIX BCEX KOHIIENTOB, KOTOpHIE BJIMSIOT Ha HHX. Ecmu
TIOJTyYeHHbIC 3HAYEHHsI HaXOSTCS BHE JAMANa30Ha MPUEMIIEMOCTH, TO TIPH PEllIeHHH 00paTHOW 3a/lauu HE0OX0TMMO
noxpo0paTh Takue AEHUCTBUS Z; W L, YTO YIPaBIsIOT, Kakue oOecredaT BO3BpAllleHWE IIEJIEBBIX KPUTEPHEB B
0e30MacHbIi AUana3oH.

Ecnu cymectByer He eMHCTBEHHBIH HA0Op HEOOXOMMMBIX YIPABISIOIIUX JCHCTBHUMA, TO HA 3TOM JTare MOXET
BO3HHMKHYTh 33/IaHH€ ONTHMU3AIMU, KOTOpas 3aK/II0YaeTcs B HAaXOXKIEHWW TaKol KomMOuHamu Z; u L, KoTopas
obecrieunBaeT MakCUMaJIbHOE JIEHCTBIE HA HEraTHBHBIE (DAKTOPHI MPH 3aaHHBIX WM MUHAMAIIBHBIX pacxoiax Ha
peanu3anuio cnoco00B U CPEICTB 3aIIUTHI.

CREATION OF TECHNICAL DEFENCE INFORMATION SYSTEM
WITH THE DANGEROUS FACTORS MATRICES USAGE THAT
CHARACTERIZE TECHNICAL LOSS CHANNELS

Serhij Dovbnia, Andrii Nicirin, Ivan Chetverikov
Kyiv National university of the name of Taras Shevchenko

Providing of defence of information in particular heads for that, to shut out losses from the loss of confidential
information. All harmful actions can be carried out only at presence of any weak points. For one object there can be a
few possible technical channels of source of information. A general criterion for all types of channels is a level of
threat of application of technical equipments of secret service. Defence of information does not exist in itself, in
tearing away from a man. He is provided for a man and estimated them. Volume, concept of technical defence of
information has not only objective but also subjective side, as an estimation of his level is conducted by a man. Thus
estimation of level of security Attempts directly to give this estimation a numeral value in most cases having no
prospects in the plan of further interpretation of results. It results in weak formalization of task of estimation of
technical security of information and to the Heo6xomumoctu operating by linguistic variables and, as a result, to
application of vehicle of fuzzy logic. For the decision of the tasks, related to the design of the unclearly formalized
processes, their prognostication and support of making decision, HeuiTku is often used verbal - logical models. At the
construction of unclear verbal - logical model a research object is presented as the sign oriented count, that gives an
opportunity formalizations numeral of immeasurable factors, uses of incomplete, unclear and even contradictory
information.

The decision of such task must be conducted taking into account information that circulates on an object and her
correlation with the type of technical channel. For the receipt of great number of dangerous factors on the basis of
got tables of dangerous factors {Xj} must be formed algorithm of estimation of security. An algorithm shows a soba
totality of successive "test" actions in relation to an object:
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it is collection of information about the object of defence, choice of criteria that characterize the state of different
TCSI, determination of them acceptable level (maybe as interval estimations or linguistic terms);

it is a construction of verbal - logical model as the sign oriented count with the imposed system of relations of
advantage as;

it is a calculation of scales of Fichberna on the basis of the modified method unstrict ranging;

it is an analysis of level of defence of information (LDI).

If LDI is not in the acceptable range of values, then changes in composition concepts, that take part in the
construction of verbal - logical model, are done, in composition connections between concepts, their scales change
by means of introduction These changes answer different strategies of construction of the system TDI : reduction of
risks, avoiding risks, acceptance of risks.

Thus, process of creation of the system technical defence of information means decision of two associate tasks :
direct (analysis of the state of the system) and reverse task of management (operating is on the system).

At the decision of the first task it is required to define the value of criteria of loss of information of Ki and
integral criterion of K at the set values of all concepts that influence on them. If the got values are out of range of
acceptability, then at the decision of reverse task it is necessary to pick up such actions of Zi and L, that manage,
what will provide the return of having a special purpose criteria in a safe range.

If there is a not only set of necessary managers of actions, then on this stage there can be a task to optimization
that consists in being of such combination of Zi and L, that provides the maximal operating on negative factors at the
set or minimum charges on realization of methods and facilities of defence.

YK 621.372
OLITHIOBAHHS UMOBIPHOCTI NIPABUJIBHOI'O
PO3MI3HABAHHS IHOOPMAIIIL TPU TPUMMAHHI TIOBIYHUX
EJJEKTPOMATHITHUX BUITPOMIHIOBAHD ITI/T YAC
HAPAJIEJIBHOTI'O IIEPEJJABAHHA CUT'HAJIIB

Muxaiino Ilpoxogves, Bacunv Cmeuenxo
HI[L] «TE3IC» HTYY KIII

Crarts 4 cmop., 4 0xcepen

Y 3acobax OOYHMCIIOBAaJbHOI TEXHIKM YacTO 3aCTOCOBYETHCS IapajenbHa IepeAaya CUTHANIB 110
OararonpoBigHuM JiHisM. [Ipy IbOMY B HaBKONMIIHIHM MPOCTIp BUIPOMIHIOEThCS CyMapHHH CHI'HAJ, PIBEHb SIKOTO
TIPOITOPLIMHUH KITBKOCTI TepeJaHuX CHI'HAJIB BHCOKOTO PiBHS. 3a PIBHEM I[bOTO CyMapHOTO CHI'HATy HEMOXKIIHBO
OJTHO3HAYHO BU3HAYMTH, B SKUX JIHISIX MEpeJaBaBcsi CUTHAJI BUCOKOT'O PiBHS, a B SIKMX - CHTHAJI HU3bKOTO PIBHA. Y
TOYII NPUHAOMY piBEHb HPUHHATOrO CUTHAILY CYMIpHUH 3 PIBHEM HaBKOJHIIHBOTO IIyMY, TOMY Ha HMOBIpHICTh
MPaBUIILHOTO PO3Mi3HABAHHS BIUIMBAE IIe ¥ IIyM. Y HaWNPOCTINIOMY BHIAJKy 1€ CyMa KOPHCHOTO CUTHAIY Ta
aJIMTHBHOI 3aBa/I Y BUTJISII CTAI[IOHAPHOTO TayCCOBOI'0O MIYMY 3 HOPMaJIbHHM 3aKOHOM PO3IOALTY aMILTITY/IH.

VY crarTi JOCHIKYEThCSl 3aJIEKHICTh MMOBIPHOCTI NMPaBHJIBHOIO TpHiMaHHS OiTa iHpOpMAIi 3aJe)XKHO Bif
KUTBKOCTI JIIHIH 1 BITHOCHHU CHTHAI/IITYM Ha BXOJi ONTHMAaJIbHOTO MPUIMAaILHOTrO MpUCTpoto. HaBeneHo pe3ynbraTtu
aHaNi3y B MPUIYIIEHHI, 10 PiBHI BUIPOMIHEHOI'O CHTHATY KOXKHOI JIiHIT 0araTompoBigHOro KaOear OXHAKOBI, 1
OLIIHEHO BIUIMB BiIMiHHOCTI CUTHAJIIB B OKPEMHX JIHIsIX.

[NokazaHo, 110 ITPYU MaJOMY BiJHOIIEHHI CUTHAII/IIYM WMOBIPHICTh NMPAaBWIBHOTO NpHiiMaHHs OiTa iHpopMmariii
NpU  TapaienbHiil nepenadi HaOMMKaeTbcss 10 WMOBIPHOCTI TOCHIAOBHOI mepenadi. Y [bOMY BHIAJKY
HEO/IHO3HAYHICTh BU3HAUEHHS] HOMEpa JIiHIT 3 CHI'HAJIOM BHCOKOT'O PiBHS KOMIIEHCYETHCS 301IBLIEHHAM CEpeIHbOl
€Heprii CyMapHOr0 CHTHAJIy B IMOPIBHSAHHI 3 CHEPTi€l0 CUTHATY ONHIEl MOCTIMOBHOI JiHII. Y Mipy 30iIbIICHHS
BiTHOCHHHM CHTI'HAJ/IIYM WMOBIPHICTh NpaBHJIBHOIO INpuiioMy iHQopmalii npu mnapanensHoMy ii TepenaBaHHI
301TIBINYETHCS MOBUIBHIIIC, HIXK y MOCHTIIOBHIA Tepeaayi 1 3HAYCHHs Ii€l AMOBIPHOCTI 3aBXKIW MEHIIEC OJUHUIII.
TakuM YMHOM, NapaliellbHa Ieperaya CHTHAJIB XapaKTepH3YeThCs IEBHUM pIBHEM 3axHIIeHOCTi. ['paHndHe
3HAYEHHs WMOBIPHOCTI MPaBUIILHOIO NPUHOMY MNpHW MapajenbHill Hepenadi CUTHaJiB 3HAXOMUTHCS B 3BOPOTHIHN
3aJIeKHOCTI BiJl UMCIIa NepeaBabHUX JTiHIH.
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OLHEHKA BEPOATHOCTHU ITPABUJIBHOI'O PACITOSHABAHUA
NHOOPMALIUU TPU TPUEME IOBOYHOI'O U3JIYUEHUSA OT
HAPAJUIEJBHO INIEPEJABAEMbIX CUT'HAJIOB

Muxauno Ilpoxogves, Bacunuit Cmeuenko
HI[I] «TE3UC» HTYY KIIU

B cpeactBax BBIYMCIUTENHHOM TEXHMKH YAacTO TMPUMEHSETCS MapajuleNbHash Tiepefada CHUTHAJOB 10
MHOTOMNPOBOJIHBIM JIUHUAM. [Ipu 3TOM B OKpy’Karoliee MPOCTPAHCTBO H3JIY4aeTCsi CyMMAapHBIM CUTHAJ, YPOBEHBb
KOTOpPOTO TMPOIMOPIIMOHANIEH KOJIMYECTBY TIepeJaBaeMbIX CHUTHAJIOB BBICOKOIO YypoBHA. I[lo ypoBHIO 3TOro
CYMMapHOT0 CHUTHaja HEBO3MOXHO OJHO3HAYHO OMPEAENNTh, B KAKUX JUHHSIX IEpelaBalicsi CUTHAJI BBICOKOTO
YPOBHS, a B KaKWX — CHUTHAJ] HHU3KOrO0 YypoBHA. B Touke mpuema ypoBEeHb MPUHHMAEMOrO CHUTHAJIa OOBIYHO
COM3MEPHUM C YPOBHEM OKPY’KAIOIIETO IIyMa, TTOATOMY Ha BEPOSITHOCTh MPABUIIHBHOTO PACIIO3HABAHUSI BIIUSET €IIE U
myM. B mpocteiiiem ciaydae 3TO cymMMa IOJNE3HOTO CHTHajla M aJIUTHBHOM INOMEXH B BHJAE CTALlMOHAPHOIO
rayccosa IiiymMa ¢ HOpMaJbHBIM 3aKOHOM PACIIPENEICHUs aMILTUTY/IbL.

B craThe uccieayercs 3aBUCUMOCTh BEPOSITHOCTH IPABUIIBHOTO MpHeMa Outa MH(GOpMAaIUK B 3aBUCHMOCTH OT
KOJIMYECTBA JIMHUN W OTHOIICHWS CHTHAJ/IIYM Ha BXOIE ONTHMAJIBLHOI'O MPUEMHOro ycTpoiictsa. IlpuBencHBI
pe3ynbTaThl aHaju3a B MPEANONIOKEHUH, YTO YPOBHH H3JIYYEHHOTO CHUTHAIA KAXKIOW JIMHUU MHOTOIMPOBOJHOIO
Ka0eJls OJJMHAKOBBI, U OIICHEHO BJIMSHUE OTIMYHS CHI'HAJIOB B OTICIBHBIX JTHHHUAX.

[Toka3zaHo, YTO IPU MajOM OTHOIICHUU CHUTHAJ/IIYM BEPOATHOCTh NMPABUIBHOrO MpUeMa OuTa HHGOPMAITUK s
napajyiebHON Tepefavyn IMpUOKaeTcss K BEpPOSTHOCTH IIOCIENOBATENbHON Iepemaud. B aToM  ciydae
HEOJHO3HAYHOCTh OTpe/eNieHHs] HOMepa JIMHUUA C CUTHAJIOM BBICOKOTO YPOBHS KOMIIEHCUPYETCS YBEIHMUYEHHUEM
CcpeIqHel SHepruu CyMMAapHOIO CUTHajia 10 CPaBHEHHUIO C YHEpruel CUrHaja OIHOM mocienoBaTenbHoN nuHuM. I1o
Mepe YBEIMYCHHS OTHOIICHUS CHTHAJ/IIIYM BEPOSATHOCTHh MPAaBHIBHOIO NpHeMa WH(OpMAIUK MpU HapalIeTbHON
nepefaye yBEIWYMBAETCS MeIUIeHHee, YeM Yy IOCeOBAaTeIbHOM M 3HAa4YeHUE 3TOM BEPOSTHOCTH BCErJa MEHbIIe
emuHANBl. TakuM o0Opa3om, mapajienbHas Ieperadya CUTHAJIOB XapaKTEPH3YETCsl OIpEIEICHHBIM ypOBHEM
3amuieHHocty. [IpenensHoe 3HaUeHHEe BEpOATHOCTH MPABMWIIBHOIO MpHEMa MpH NapajiebHOl nepefaye CUrHaIOB
HAXOMUTCS B 00paTHON 3aBUCUMOCTH OT YHCJIA TIEPENAOIINX JIMHUM.

EVALUATION PROBABILITY OF RECOGNITION INFORMATION
RECEPTION SPURIOUS EMISSIONS FROM THE PARALLEL

TRANSMIT SIGNALS
Mikhail Prokofiev, Basil Stechenko
Research Centre "TESIS" NTUU " KPI "

In computing machinery is often used parallel transmission of information signals on multiwire lines. In the
surrounding space is emitted total signal whose level is proportional to the number of transmitted signal of high
level. According to the level of the total signal can not determine if any lines in the transmitted signal is high level,
and in which - a low level signal . At the point of receiving the received signal level is usually commensurate with
the level of ambient noise, so the probability of correct recognition and affects more noise. In the simplest case, the
programming signal and additive noise in the form of a stationary Gaussian noise with a normal law of distribution
of the amplitude.

The paper investigates the dependence of the probability of correctly receiving bits of information depending on
the number of lines and the signal/noise ratio at the input of the optimal receiver. Results of the analysis on the
assumption that the transmitted signal levels of each line are the same multi-wire cable, and evaluated the impact of
differences in individual signal lines.

It is shown that at low signal/noise ratio probability of correct reception of bits of information in parallel
transmission probability is close to the serial transmission. In this case, the ambiguity of the definition of the line
room with high-level signal is compensated by the increase in the average total energy of the signal compared to the
signal energy of one serial line. With increasing parameter signal / noise ratio probability of correct reception of
information in parallel to its transmission increases slower than the sequential transmission and the value of this
probability is always less than unity. Thus, the parallel transmission of signals characterized by a certain level of

82 ISSN 2074-9481
Ilpasose, nopmamusne ma memponoziune 3abe3neuents cucmemu axucmy ingopmayii 6 Yrpaini, sun. 1 (27), 2014 p



protection. The limit value for the probability of correct reception of the parallel transmission signals is inversely
proportional to the number of transmission lines.

YK 621.373
MOPIBHAJIBbHUM AHAJII3 NOBIYHOT'O
EJIEKTPOMATHITHOI'O BUITPOMIHIOBAHHSA SSD TA HDD
HAKOIINYYBAYIB

Mukona Pomaniokos
I'VMBC Vkpainu 6 Odecwvkiti obnacmi

Crartst: 6 cmop., 7 0xcepen.

3 MOsBOI0 HAa CyYacHMX DUHKAaX TBEpAOTIIMX HakomuuyBaudiB SSD (solid-state drive) mpu anamizi MeTomiB
00po0OKH iH(pOpMAIIii, IO MICTHTh JEPKaBHY TAEMHUITIO, BUHUKAE MOTpeba MPOBECTH JOCHTIHKCHHS Ta MOPIBHUIBHY
XapaKTEPUCTHKY BHMIPIOBAHHS ITOOIYHOTO EJIEKTPOMArHiTHOIO BHIIPOMIHIOBaHHA Ta HaBomiB Big HDD
HAKOMUYYBaYiB Ta TBEPAOTUINX aHAJIOTIB, III0 MOXHA 3pOOHUTH 3a AoroMoror komiuiekcy AKOP-2T1K.

udposuii 6ararodyHKIIIOHANBHHUN MTONTYKOBO-BUMipIOBAIFHUN KOMILUIEKC PEasli3oBaHO Ha OCHOBI BHSBIICHHS
panioBunpominioBanb. AKOP-2I1K sBisie coboro aHamizaTop CHEKTpY Ta BHCOKOUYTIIMBUH CEJICKTUBHHN
BUMIpPIOBAIGHUI TIpHiiMad A yactotHoro miamazony Bim 10 I'm mo 3000 MI'm. 3rigHo 3 ekcruryaTaliifHOIO
JIOKYMEHTAIIi€10 KOMIUIEKC 3a0e3Ieuye:

— BUMIpIOBaHHS Hampyrd, cTBoptoBaHoi I[IEMBH Bixg pi3HEX nDpUCTPOIB HHU3BKOCTPYMOBOI TEXHIKH
(nepconanbaux EOM, oprrexHiku, anapaTypH 3B's3KY);

— BUMIpIOBaHHs HanpyxkeHocti enektpuuHoro (E) i marnitHoro (H) mons (mpu migKiIrOYeHHI BUMIPIOBAIBHHX
aHTEH);

— BUMIPIOBaHHS CTpyMY (TIPH IiAKIFOYCHHI BUMIPIOBAJILHOIO CTPYMO3HIMAayYa).

[IpoBonsiuM BUMIPIOBAaHHS EJIEKTPUYHOI CKIIAJOBOI ITOJS 13 3aCTOCYBaHHSIM METOAY IPUMYCOBOI aKTHUBIi3allii,
SIKMHF TIONIATA€ B aKTHBIi3allii KaHAITy €TaJOHHUM CHI'HAJIOM, ITPOBEJICHO IOPIBHUIBHY XapaKTePHUCTUKY BUMIPIOBAHHS
MOOIYHUX EIEKTPOMArHITHUX BUIPOMiHIOBaHb BiJf SSD Ta HDD HakonuuyBadiB Ta OTpPUMAHO HACTYITHI pe3yabTaTH:

* IIBWJAKICTh YHTaHHs-3anucy SSD HakonudyBadiB B JEKiJbKa pa3iB MEpEeBHIIYE IIBUAKICTh YUTAHHS-3AMUCY
HDD;

» HDD nakonuuyBadi B pexuMi poOOTH CITOKHBAIOTh Maike B 2 pa3u Ouiblie eneprii Hix SSD;

* ynapocrilikicte SSD HakonuuyBadiB nepeBuulye ynapoctiiikicte HDD B 23 pa3u B pexxumi pobotu ta B 4
pa3u B pexxumi 30epiraHss iHpopmariii;

* BIJCYTHICTH OYIOb-SKOTO LIYMY MiX 4Yac poOOTH TBEPOTLINX HAKONMMYYBadiB IOSCHIOETHCS BiJCYTHICTIO
PYXOMHUX YacTHH KOHCTPYKIIi (Ha BiaMiny Bin HDD);

* (¢iznuni po3Mmipu Ta Bara HDD 3HayHO NepeBHIYIOTh TBEPIOTLINI aHAIIOT;

* Oijblle 3HAYSHHS TAKTOBOI YaCTOTU Ta 3HMKEHHS TPUBAJIOCTI iMIysbey SSD CBIIYHMTH PO JOCUTH LIBHIKHUIMA
0OMiH JaHUMH HAaKOINYyBaya;

* OTpuUMaHHs IHQOPMATUBHHUX YACTOT mijJ 4ac BuMiptoBaHHs HDD cBiguuTh mpo peasibHy 3arpo3y BUTOKY
inpopmarnii kanaiom [IEMBH;

* Ha CHOTOJHINIHINA JEHb BapTICTh TBEPAOTUIMX HAKONM4YyBadiB mopiBHsHO 3 HDD 3amumaerbcs TOCHTH
BHCOKOIO.

CPABHUMTEJBHBIN AHAJIN3 TIOBOYHOI'O
SJIEKTPOMATHUTHOI'O U3JIYUEHUSA SSD U HDD
HAKOIIUTEJIEN

Huxkonaii Pomanioxoe
I'VMBJ] Ykpaunwt 6 Odecckou obracmu

C mosiBIeHMEM Ha COBPEMEHHBIX PBIHKAX TBEPAOTEIbHBIX Hakomutened SSD ( solid-state drive ) mpu aHamuse
METOI0B 00pabOTKH MH(OPMAIMHU, COAEPIKAIIEH TOCYIapCTBEHHYIO TaiiHy, BOSHHKAET HEOOXOIUMOCTH MPOBECTH
HCCIIEOBAHMSA U CPAaBHUTENBHYIO XapaKTEPUCTUKY M3MEPEHHH MOOOYHOro 3JIEKTPOMATHUTHOIO H3JIYYEHHS U
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HaBogok oT HDD Hakonurtened U TBEpAOTENBHBIX AHAJIOTOB, YTO MOXKHO CHelaTh C IOMOIIBI0 KOMILIEKCA
AKOP- 2I1K.

Hudpopoii MHOroGhyHKIIMOHATIBHBIN MOUCKOBO-U3MEPHUTEIIFHBIA KOMIUIEKC PEalr30BaH Ha OCHOBE BBISBJICHUS
paguonsnyderuii. AKOP-2TIK mpencrapiser co0oi aHaIHU3aTOP CIEKTPa M BHICOKOUYBCTBUTEIBHBIA CEICKTHBHBIN
U3MEPUTENBHBI TPUEeMHUK JUIsi 4YacToTHoro muamazoHa ot 10 I'm mo 3000 MIm. B coorBercTBUU C
9KCIUTYaTaI[MOHHOMN TOKYMEHTAINEH KOMIUIEKC 00eCIIeUnBaET:

- U3MepeHue HampsbkeHus, co3gaBaemoro IIOMHMH oT pa3nuyHbIX YCTPONCTB HHU3KOTOKOBOM TEXHUKU
(mepcoHambHBIX DBM, OPITEeXHHUKH, alapaTyphbl CBS3H);

- U3MepeHne HanpspkeHHOCTH AtekTpudeckoro (E) u marautHoro (H) momst (pu MOJKITFOUEHUH U3MEPHUTEIBHBIX
AHTCHH),

- M3MEPEHHUE TOKa (IIPH MOAKITIOYECHUN U3MEPUTEIHLHOIO TOKOChEMHHKA).

IIpoBenensl W3MEpPEHUs DIEKTPUUECKONW COCTABISIOMIEH TMOJIA MO METOAY NPUHYIUTEILHOW aKTUBU3AIIMH.
[IpuBencHa cpaBHHUTENbHAS XapaKTEPUCTHKA U3MEPCHUS TOOOYHBIX IEKTPOMArHUTHBIX m3nydeHuid ot SSD u HDD
HaKONUTeNeH U MOTYYEeHbI CIICTYIOIINE PE3YIbTATHI :

* CKOPOCTh UTeHusA-3amucu SSD HakonmuTenel B HECKOJIBKO Pa3 MPEBhINIAeT CKOPOCTh uTeHus-3anucu HDD;

»  HDD HakomuTenu B pexXuMe pabOThI IOTPEOISIOT ITOUTH B 2 pa3a 0oJbiie 3Heprun, 4eM SSD ;

* ymaponpouHocth SSD HakonuTesnel npesbimaer yaaponpouHocts HDD B 23 paza B pexxume paboThl U B 4
pasa B peKUME XpaHCHHUS HHPOPMAIIUH ;

* OTCYTCTBHE KaKOIr0-JIMOO ITyMa BO BpeMs paOOTHI TBEPAOTEIbHBIX HAKOMUTENICH OOBSICHACTCS OTCYTCTBHEM
MTOJIBYDKHBIX YacTel KOHCTpYKIwH (B omimdue ot HDD);

* (¢usngeckue pasmepsl 1 Bec HDD 3HAUUTENBHO MPEBBINIACT TBEPAOTCIBHBIN aHAJIOT;

e Oonpllice 3HAYCHHEC B JAHHBIX TAKTOBOM 4YacTOTBI W CHIDKCHUE JUIUTEIBHOCTH uUMIylbca SSD
CBUJICTENILCTBYET O JOCTATOYHO OBICTPOM OOMEHE JaHHBIMU HAKOIUTEIIS,

* TOJy4YeHHE WH(POPMATUBHBIX YacTOT Ipu m3MepeHnd HDD CBUAETENBCTBYET O pEaJbHOW YIrpo3e YTEUKU
nHpopmanmu o kanamy [I9MUH;

* Ha CEroJHsINIHUNA JI€Hb CTOUMOCTh TBEPJOTEIbHBIX HAKOMMUTEJEH OCTaeTCsl JOCTATOYHO BBICOKOM IO
cpaBHeHuto ¢ HDD.

COMPARATIVE ANALYSIS BY ELECTROMAGNETIC

RADIATION AND HDD SSD DRIVES

Nikolay Romanyukov
The main thing Management Ministry of Internal Affairs of Ukraine in Odessa region

With the advent of modern markets SSD (solid-state drive) and analyzing methods of processing information
containing state secrets, there is a need to conduct a study and comparative description of the measurement side
electromagnetic radiation and leads from HDD drives and solid-state analogues that can be done with complex
AKOR-2PK.

Digital multi-function search- measuring system implemented by identifying radio emission . AKOR - 2PK is a
spectrum analyzer and measurement receiver is highly selective for the frequency range from 10 Hz to 3000 MHz.
According to a set of operational documentation provides:

- measure the voltage generated by different devices PEMVN low current technology ( personal computers ,
office equipment, communications equipment );

- measurement of the electric (E) and magnetic ( H) fields ( for connecting the measuring antenna );

- measurement of current ( for connecting the measuring current collector ).

Through measuring the electric field component using the method of forced activation , which is the activation of
the channel reference signal conducted comparative description of the measurement of electromagnetic radiation
from the side SSD and HDD storage and obtained the following results:

» read-write speed of SSD drives several times the speed read-write HDD;

* HDD drives in operation consumes almost 2 times more energy than the SSD;

» shockproof SSD drives HDD shockproof than 23 times when working 4 times using storage media;

» the absence of any noise during the SSD due to the lack of moving parts design, in contrast to the HDD;

» physical size and weight significantly higher than HDD solid state analog;

» very significant advantage in the data and reduce the clock frequency pulse width SSD show a fast exchange
of data storage;

» receive informative frequencies while measuring HDD constitutes a real threat of information leakage channel
PEMVN;
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» today cost solid state drive is quite high compared to HDD.

YK 681.350
AJI'OPUTM AHAJII3Y ®IBUYHUX IMTPOLECIB
TA JIATHOCTUYHA MOJEJIb TPAH3UCTOPA
B KVIIIOYOBOMY PEXUMI

Muxona /Kepoes, Bacunv Ky3aexoe
BITI VT

Crartst: 6 cmop., 4 oxcepena.

dopmanpHuil oruc 00’ exTy miarHoctyBanHs (O/]), M0 1ae MOXKIIUBICTh PO3PAXYHKY JIaTHOCTUYHOTO IMapaMeTpy
O/l Ha erami NPOCKTYBAaHHS, HA3MBAETHCS TIarHOCTUUHOIO Moneiuiro. Iluppomi OM0KH, sIKi CKIaNAlOTh OCHOBY
panioenextponHoi TexHiku (PET) cucrem 3axucry iHdopmarnii, BiHECEHO MO Kareropii CKIaIHUX CUCTEM, SIKi
MIPE/ICTABIISIOTHCS. OCHOBHUMH TPYIIaMU JIIarHOCTUYHHUX MOJIEIel: Oe3nepepBHi, TUCKPETHI, Ti0puaHi, creliaibHi.

3a BUOaMHU TpEICTaBICHHS B3a€MO3B’s3KiB Mk craHoM OJl, Horo ejgeMeHTaMH 1 mapaMeTpaMu BHXIiIHHX
CHTHAJIB METOAM CHHTE3y MOJeNeil MOAUIAIOThCS Ha aHaJ iTW4HI, TrpadoaHaliTH4HI, (YHKIiIOHAIBHO-JIOTIYHI 1
iH(pOpMaIiiHi.

MaremartuuHi i iHpOpMaliiitHi MoeNi BUKOPUCTOBYIOTHCS TOJIOBHUM YHHOM IIPU IIPOEKTYBaHHI 3aCO0IB 1 CUCTEM
TEXHIYHOTO JIarHOCTYBaHHS CKJIQJIHUX 00’ €KTiB. BUX0nsI4u 3 pO3IIISTHYTOrO Ta BpaXOBYIOYH OCOOIMBOCTI OOy 10BH
panioenextponHoro komnoHeHty (PEK) mudposoro 6moky PET ans BusHaueHHst #oro texHiunoro crany (TC)
3aIpOIIOHOBAHO BUKOPUCTOBYBATH MaTeMaTUIHY MOJIEIb.

udpori 610ku PET ckmagarorscs 3 HamiBrpoBigHukoBux PEK, oCHOBOIO SIKMX € akTHBHI eneMeHTH. Tomy
PO3TIISTHYTa MOJIENb TPAH3HUCTOPA, IO MPAIIOE B KIIIOYOBOMY PEKUMI.

Jlst BU3HAUEHHS MIarHOCTUYHUX IMapaMeTpiB TpaH3UCTOpa, HOoro miarHocTudHy Mmogens (JIM) pospobieHo 3
ypaxyBaHHSIM TPOIECIB, IO B HHOMY BinOyBaroThes. [laHi mpolecu MOXYTh OyTH NpoOaHaIi30BaHi 3a JIONOMOTOI0
MoJieied, SIKI BPaxoBYIOTH eneKTpodizumyHi Ta (i3UKO-XiMi4HI BJIACTUBOCTI TPaH3UCTOpA 3AJIEKHO Bif Yacy
HaNpamoBaHHsA. 3HaHHS IIMX BJIIACTHBOCTEW JTO3BOJISIE BUKOPHCTOBYBAaTH OE3KOHTAaKTHMUH IHAYKIIWHUHA METOJ IS
niarHoctyBaHHs Ta nporHo3yBanHs TC mu¢ppoBux OJ0KIB.

Js nmobynoBu [IM TpaH3UCTOpa B aKTUBHOMY peXuMi poOOTH BHKOpUCTAaHO KiacuuHi mozerni Ebepca-Moia,
Brrogoiis-Crapkcea, JIiHBisUIa Ta po3po0IIEHO BiIIOBIIHHUIA allTOPUTM.

AHaJi3 nporeciB B TPaH3UCTOPI MPOBEAECHO IPH HACTYITHHUX IPHITYIICHHSX:

® THI TPAaH3UCTOPA N-p-h;

B 001acTi 6a3u CTBOPEHO MOJIE IO IMPUCKOPIOE;

JoMilky B 0a3i B310BXk Bici X (Bick, IEpIEHANKY/ISIpHA IIEpEX0/IaM) pPO3IOIiIeHI 32 eKCIOHEHTHUM 3aKOHOM;
KOJIEKTOPHHI TepPeXiJl XapaKTepu3yeThest U y31HHIM MEXaHi3MOM NEPEHOCY HOCITB;

eMITepHHI TTepexi]] BBAKAETHCS PI3KUM, a KOJIEKTOPHUH TIaBHUM;

MOJIEJIb TPAH3UCTOPa B AKTUBHOMY PEXHMMi OJJHOBHMIipHA.

Po3risiHyTO /Bi CKIIaZI0Bi OMHOBUMIPHOT MOJIEN TPAH3UCTOPA B AKTUBHOMY PEXKHMi:

a) crarjioHapHa CKJIaJI0Ba;

0) CKJ1a10Ba, IO OMKCYE MPOLIEC CTAPiHHS.

Anroput™ Hajae 3Mory Bu3Ha4uTH JIM TpaH3uCTOpa B KIIOUOBOMY PEXKHMI pOOOTH Yy BUIJISIII 3alIeKHOCTEH

crpymy [ Bin Horo enekTpuko-(hi3mdHuX Ta Bi3UKO-XiMIYHHX MapaMeTpis.

B xio4oBOMy pexuMi KOJNEKTOPHUHA Ta eMITEpHHH Mepexoad 3MillleHi B MpsMoMy Hampsmky. [Ipu imkexiii
HOCITB B 0a3y IX Ha UIMIIKOBa KOHIIEHTpAllis BUKIUKAE 30uIbIeHHs] 6a3zoBoro cTpymy. [lagiHHS Hampyru Ha omopi
0a3u, 110 CTBOPEHE 3a PaxyYHOK MNPOTiKaHHA CTpyMy 0a3W, MPUBOIAMTH O INEPEpO3MOALTY T'YCTUHH CTPyMY IO
MTOBEPXHI MEPEXOy.

AHaJi3 nporeciB NpoBeeHO HACTYITHUM YHHOM:

- OTpUMaHO JBOBUMIpHY (DYHKIIIIO pO3MOILTY KOHIIEHTpAIl HOCIiB B 0as3i;

- BU3HAYEHO I'YCTUHH CTPYMIB;

- IPOBEJICHO TIEPEXiJI 0 CTPYMY HACHUEHOTO TPAH3UCTOPA.
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AJI'OPUTM AHAJIN3A OPUINYECKHUX IMTPOLHECOB U
JAUATHOCTHUYECKASA MOJAEJIb TPAH3UCTOPA B KIIIOYEBOM
PEKUME

Huxonaut 7Kepoees, Bacunuii Ky3aexoe
BUTUTYT

dopmanbHOe onmcanue oObekTa quarHoctupoBanus (O/l), maroriee BOZMOXHOCTH pacuera AUArHOCTHYECKOTO
mapamerpa OJl Ha 3Tame NPOCKTHPOBAHHUS, HA3BIBACTCA JUATHOCTHYSCKOW Momenblo. I[ludpoBsie 010Ky,
SIBIISIFOIIIMECS] OCHOBOM panuodnekTpoHHoi TexHuku (PET) cucrem 3ammrsl MH(GOpPMAIUKM, OTHECEHBI B KATETOPUIO
CJIOXHBIX CHCTEM, KOTOPBIE B CBOIO OYEpEeb MPECTABIISIOTCS OCHOBHBIMH IPYIAMH AUATHOCTUYECKUX MOZEIEH:
HeIpepbIBHBIE, IUCKPETHBIE, THOPUIHBIE, CIIeIHaIbHBIE.

[To Bumamu mpezcraBiieHns: B3aUMOCBs3el Mexay cocrosiHueM O], ero aeMeHTaMu 1 napamMeTpaMi BBIXOJHBIX
CHTHAJIOB METOIbl CHHTE3a MOJIENICH pa3feNsioTcs Ha aHaJIuTHYecKue, rpadoaHaUTHYecKue, (YHKIMOHAIBHO -
JIOTUYECKHE U MH(POPMAIMOHHBIE.

Maremaruueckre 1 HHPOPMAIMOHHBIE MOJIENTH MCIIONIB3YIOTCS TIIABHBIM 00pa30M IPH NPOESKTUPOBAHUH CPE/ICTB
U CHCTEM TEXHHYECKOrO JWArHOCTHPOBAHHUS CIIOXHBIX OOBEKTOB. VICXOms M3 pPacCMOTPEHHOIO0 W C YYETOM
ocobeHHocTel nocTpoeHus: paauodiekTpoHHoro kommonenta (PEK) mudposoro 6noka PET st onpenenenus ero
texHm4yeckoro coctostuus (TC) mpeayokeHo HCIoNIb30BaTh MATEMATHIECKYIO MOJIEIb.

udpossie 6moku PET cocrosr u3 nomynpoBogHukoBbix PEK, 0CHOBO# KOTOPBIX €CTh aKTHBHBIE DJIEMEHTHI.
[TosToMy paccmaTpuBaeTcsi MOJIENb TPAH3UCTOPA PAOOTAIONIETO B KIIFOUEBOM PEKHIME.

Jlns onpeneneHusl TUAarHOCTUUECKHX MapaMeTpoB, pa3padoTaHa MUarHOCTHYECKas MoJelb TpaH3ucropa (M)
YUYHUTBIBAIOIIAS MPOTEKAIONIME B HEM MPOLECCHL. DTHU TPOLECCHI MOTYT OBITh HPOAaHATU3UPOBAHBI C ITOMOIIBIO
MoOJIeJIeH, YIUTHIBAIONINX dIEKTPOPHU3NIECKUe U (PU3UKO-XUMHUYECKHE OCOOEHHOCTH TPAH3UCTOpa B 3aBUCUMOCTH OT
BpeMEHH HapaOOTKU. 3HaHHWE ITUX OCOOCHHOCTEH MO3BOJISIET MCIOJIb30BATh OECKOHTAKTHBIN WHIYKIMOHHBIA METO]
JUTSL AMarHOCTUPOBaHUs U nporuo3upoBanust TC nudpoBbIx OIOKOB.

s moctpoenust [IM TpaH3uCTOpa B aKTUBHOM pEXKUME pabOThl MCIIONB30BaHBI Kilaccuueckue Mojenu Ebepca-
Morna, Brrodoiis-Criapkca, JInHBMIIIAa M pa3paboTaH COOTBETCTBYIOLIHUIA allTOPUTM.

AHanu3 MpoIeccoB B TPaH3UCTOPE MPOBEIEH NPH CIEAYIOMINX JOMYIEHUSX:

® THI TPAaH3UCTOPA N-p-h;

e B o0nacTu 0a3bl CO3JAHO YCKOPSIOLIEE IOJIE;

e mpuMecH B 6aze BIOIb ocu X (OCh, MEPIECHANKY/SIpHAS TIEPEX0AaM) paclpeiesieHbl 0 SKCIOHEHI[HAaIbHOMY
3aKOHY;

® KOJJIGKTOPHBIH Mepexof Xxapakrepusyercs A y3nOHHBIM MEXaHU3MOM IIEPEHOCY HOCHUTEINEH;

® OMUTTEpHBII MEPEX0J] CUNTACTCS PE3KHUM, & KOJUIEKTOPHBIH IIaBHBIM;

® MOJIeNIb TPAH3HUCTOPA B AKTHBHOM PEXHUME OJJHOMEPHA.

PaccMoTpeHb! 1Be cOCTaBIISIONINE OAHOMEPHOW MOJIENIN TPAH3UCTOPa B AKTHBHOM PEXUME:

a) CTalMOHapHasl COCTABIISIONIAS;

0) cocTaBIISIIOIIAs, OMMUCHIBAIONIASI TIPOLIECC CTAPEHUSI.

AJNTOpUTM JaeT BO3SMOXKHOCTB onpeaenuTh IM TpaH3ucTopa B KIIIOYEBOM PEXUME POOOTHI B BHIE 3aBUCHMOCTEH

TOKa IK OT €ro 3J'IeKTpO(l)I/ISI/I‘IECKI/IX u (l)I/ISI/IKO-XI/IMI/I‘IeCKI/IX nmapaMeTpoOB.

B Ki04eBOM pexuMe KOJUIEKTOPHBIA M SMHUTTEPHBIA MEpeXOIbl CMEIICHBl B MPSAMOM HampaBieHud. [Ipu
HHXKEKI[MH HOocHTenedl B 0a3y WX H3NHUIMHAS KOHIIEHTPAIMs BbI3bIBACT yBeNHYeHHe 0a30BOro Toka. I[lameHue
HAMpPSHKEHUSI HA COMPOTHBICHHH 0a3bl, BBHI3BAHHOE MPOTEKAHHWEM TOKa 0a3bl, MPUBOAUTH K TeEpepaclpeneCHHIO
IUIOTHOCTH TOKA I10 TOBEPXHOCTH MEPEXO0Aa.

AHany3 IpoLECCOB POBEICH CIEIYIONNUM 00pa3oM:

- IOJTy4eHa AByXMepHas QYHKIHS paclpeeeHus KOHIICHTPAK HOCHTENeH B 6ase;

- OIIpezeNeHa ITIOTHOCTD TOKa,;

- OCYIIIECTBIICH IIEPEXOA K TOKY HACBHIIIEHHOI'O TPAH3UCTOPA.
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ANALYSIS ALGORITHM PHYSICS PROCESS AND

DIAGNOSTIC TRANSISTOR MODEL IN KEYING MODE
Nikolai Zherdev, Vasily Kuzavkov
VITI GUT

Formal description diagnosis (DD), which gives the possibility to calculate the diagnostic parameter DD at the
design stage, called the diagnostic model. Digital blocks, which are the basis of radioelectronic technology (RET),
categorized as complex systems, which in turn represent the main groups of diagnostic models : continuous, discrete,
hybrid, special.

By species representing relationships between the state of DD, its elements and parameters of the output signals
of the synthesis methods are divided into analytical models, Graphic analytical, functional - and logical information.

Mathematical and information models are mainly used in the design of tools and systems for technical
diagnostics of complex objects. From a consideration and taking into account peculiarities of constructing electronic
component (CEC) digital PET unit to determine whether it is proposed to use the TC mathematical model.

Digital RET blocks consist of semiconductor rivers, the basis of which there are active elements. Therefore, a
model of the transistor operates in key mode.

To determine the diagnostic parameters, developed diagnostic transistor model (TM) takes into account the
processes taking place in it. These processes can be analyzed using models that take into account electrical and
physico - chemical characteristics of the transistor according to the time of use. Knowledge of these characteristics
enables contactless inductive method for diagnosing and predicting TS digital blocks.

To construct DM transistor in active mode of operation used classical models Ebersa Mola, Byufoyya -Sparks ,
Linville and developed appropriate algorithm.

Analysis of the processes carried out in the transistor with the following assumptions:

* type of transistor n-p-n;

« in the field of database created by the accelerating field;

* impurities in the base along the axis X ( axis perpendicular transitions ) is exponentially distributed,;

* collector junction characterized by the diffusion mechanism of transport vehicles;

* emitter junction is considered to be sharp and smooth manifold,

» model of the transistor in the active mode is one-dimensional .

We consider two -dimensional model of the components of a transistor in the active mode:

a) stationary component;

b) component, describing the aging process.

Algorithm makes it possible to determine the DM transistor in key mode robots as dependencies of its current
electricity - physical and physical - chemical parameters.

In key mode collector and emitter junction is shifted forward. Injection of carriers into the base of their excessive
concentration causes an increase in the base current. The voltage drop across the base resistance caused by the flow
of base current drive to the redistribution of current density at the junction surface.

Analysis of the processes carried out as follows:

- received a two-dimensional distribution function of the carrier concentration in the database;

- determined the current density;

- the transition to the saturation current of the transistor.

YK 681.3.067
JOCIIITKEHHS CTATUCTUYHOI BE3INIEKN METOAY
ABTEHTU®IKALIT CTOPIH B3AEMO/II HA OCHOBI
PEKYPEHTHHX HOCJIII[OBHOCTEfI
FOpiu Apemuyk
Binnuyvkiu nayionanvnu mexuivHui yHigepcumem
Crarts: 9 cmp., 12 dxcepen.

IcHyroun Ha choroaHi Metonu aBTeHTUdIKali cTopiH B3aemoii diara-1llamipa, Deiire-Diata-11lamipa, [innoy-
Kyickyorepa, IlIHoppa Ta iHmn 6a3yloThcs Ha orneparii MiIHECeHHI 10 CTeleHs, SKa BHUMarae BUKOHAHHS JIOCHUTh
CKJIaJIHUX OOYHCIIEHb, IO BIUIMBAE HA IIBUJIKICTH POOOTH METOIY NpH HOro NPaKTUYHIN peainizamii, OKpiM TOro
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aKTyaJIbHUM 3aJIMIIA€ThCS TMIJBUIIEHHS CTIHKOCTI cxeM aBTeHTU(]ikamii. B 3B’s3ky 3 MM meBHHH iHTepec
BHKJIIUKAIOTh METONM aBTEHTHU(IKAII CTOpPIH B3a€MOMii, MO 0a3ylOThCSI HA MAaTEMATHYHOMY amapaTi PeKypEeHTHUX
Uy Tta V) —mocnigoBHOCTeH, ski 3a06€3MeuyroTh CHPOLIeHHs oburcnenb. Cepesl IUX METOMiB OCOONUBUIH iHTepec

BUKJIMKAa€ MeToJ aBTeHTH(iKallii Ha OCHOBI MaTeMaTHYHOroO amapaTy V), —TIOCIiJOBHOCTEH, KM, MOPiBHSIHO 3
IHIIMMK MeTofaMH, IO 0a3yroThcs Ha pekypeHTHHX Uy Ta V) —THOCHiZoOBHOCTSX, 3abe3medye ITiIBHUILEHHS
CTIMKOCTI 32 paxyHOK BBEJCHHS B CXeMY aBTEHTH(]IiKalii J0JaTKOBOIO CEaHCOBOI'0 Kio4ya 3 OOKYy NpeTeHIeHTa.
[TpoBeneHo MOCHiHKEHHSI CTATUCTUYHOI O€31eKH METOAY aBTeHTU(IKAIlT CTOpIH B3a€EMOJIIT HA OCHOBI PEKYPEHTHHX
V, —TocnifgoBHOCTeHN Ta 37ilicHeHO Horo mopiBHAHHS 3 BimomumMu Meronamu lllnoppa, ®iarta-Illamipa ta ®eiire-
diara-1llamipa. [ns mocnmipkeHHs cTaTUCTUYHOI Oe3meku BukopucraHo maker NIST STS, sxuii Ha cboromsi €
OHMM 3 KpalllMX MaKeTiB IS CTaTUCTUYHOTO TECTYBaHHS KPHUNTOrpaiyHMX CXeM Ta MpoToKoiiB. TecTyBaHHsS
MIPOBOJIMIIOCH ISl PI3HHUX JIOBXKHH KIIIOYiB, a came 512, 768 Ta 1024 OitiB. PesynpraT aHanmizy nokasanw, 1o B
IIJIOMYy METOJ] Ha OCHOBI V), —TIOCIIiJOBHOCTEH Mae cTabiTbHO BUCOKI MOKAa3HHUKH, XapaKTePU3YIOUH HOro 3 KpaIoro
0OKy IIOM0 cTaTHCTUYHOI Oe3neku. OcCOONMBO 1ie CTOCYIOTBCS MalIMX AOBXKHH KJIIOUiB, 1[0, B IIEPUIYy Yepry,
pEKOMEHIye HOro 3acTOCYBaHHsS B CHCTeMax aBTEHTU(IKalii, IS SKUX BUKOPUCTAHHS BEJIUKUX KIIOYIB HE €
BaXJTUBHM.

HCCJEJOBAHUE CTATUCTUYECKOM BE3OITACHOCTH
METOJIA AYTEHTU®UKAILIMU CTOPOH B3AUMO/JEVCBTUA

HA OCHOBE PEKYPPEHTHbIX HOCJIEI[OBATEJIBHOCTEPI
FOpuii Apemuyk
Bunnuyxuu nayuonanvusiii mexnuueckuu yHugepcumem

CyllecTByIOIMEe Ha CErOMHS METOIbI ayTeHTH(HKAauu cTOpoH B3ammonekcTBus Puata-lllamupa, Deiire-
Owuara-Illamupa, 'mumoy-Kyuckyorepa, IllHoppa u apyrue 0aswpyroTCs Ha OIEpaldd BO3BEICHHS B CTCICHBD,
KOTOpasi TpeOyeT BBHIMOJHEHHS TOCTATOYHO CIIOKHBIX BBIYUCIICHUN, YTO BJIMAET Ha CKOPOCTh paOOTHI METOAA MPHU
€ro MPaKTHYECKOH pean3aluy, KPOMe TOro aKTyaabHBIM OCTAETCS TOBBIIICHUE CTOMKOCTU CXEM ayTCHTU(GUKAIUH.
B cBs3u ¢ 3THM oOmNpenenEéHHBIM HMHTEPEC BBI3BIBAIOT METOABI AyTEHTU(GUKAIMM CTOPOH B3aWMOJICHCTBUS,
Oasupyrolecs Ha MaTeMaTHUECKOM ammapare peKyppeHTHIXx Uy u  V, —TocienoBaTelbHOCTEH, KOTOpHIE
00eCIIeYNBAIOT YIPOIICHHE BhIUUCICHHH. Cpeid 3TUX METOIOB OCOOBIN HHTEPEC BHI3BIBACT METO/ AyTeHTU(UKAITUU
Ha OCHOBE MaTeEMaTHYECKOro anmnapara V), —II0c/Ie0BaTENLHOCTEN, KOTOPBIH, 10 CPaBHEHMIO C APYTUMHU METOJAMH,

68,31/IpyIOIJ_[I/IMI/ICH Ha PCKYPPCHTHBIX Uk u Vk —I10CJIC1OBATCIIbHOCTAX, o0ecreurBaeT MOBLIIEHUE CTOMKOCTH 3a

cuéT BBEJCHHSA B CXEMY ayTeHTH(UKAIUM TOMOJHUTEIHHOIO CEAHCOBOrO KJII0Ya CO CTOPOHBI TMPETEHICHTA.
IIpoBeneHo MCCIeqOBAaHHE CTATHCTHYECKOW GE30MAaCHOCTH METOoNa ayTeHTU(UKAIIMH CTOPOH B3aWMOICHCTBHS Ha
OCHOBE PEKYPPEHTHBIX V) —IIOCIIEe/IOBATEIbHOCTEl M OCYIIECTBICHO €ro CpaBHEHHE C HM3BECTHBIMU METOHaMU

Hlnoppa, ®wuata-lllamupa u @eiire-Ouara-lllamupa. [l wuccnenoBaHus CTATHCTHYECKOH O€30MACHOCTH
ucnonb3oBano maker NIST STS, xoTopblit Ha cerofHs sIBISIETCS OJHUM U3 JYUIIUX MMAaKeTOB ISl CTATUCTHYECKOTO
TECTHPOBAHUS KPUNTOrPaGUICCKUX CXEM U MPOTOKOJIOB. TecTHpoBaHUE MPOBOIMIOCH IS Pa3HBIX JJIUH KITFOUCH, a
uMeHHo 512, 768 u 1024 Our. Pe3ynbTaThl aHamu3a MOKa3aldd, 4YTO B LEJIOM METOJ Ha OCHOBE V) —

IOCJIEIOBATEIBHOCTEH HMeeT CTaOMIILHO BBICOKHE IMOoKa3aTeiiki, XapaKTCpU3yromume €ro C nqueﬁ CTOpPOHBLI B
OTHOIIIEHUH CTATUCTHUUECKOI O0e30macHocTH. OCOOEHHO 3TO KacaeTcsl MaJIbIX JJIAH KJ'IIO‘ICfI, 4TO, B IICPBYIO OYECPEIb,
PEKOMEHAYCT €TI0 NMPUMEHCHUC B CUCTEMAX ayl“eHTI/I(l)I/IKaHI/II/I, JJIL KOTOPBIX HMCIOJIB30BAHUC OOJBIINX KITIOUEH He
SABJIACTCA Ba>XHBIM.

RESEARCH A STATISTICAL SECURITY OF METHOD OF
AUTHENTICATION THE PARTIES INTERACTION BASED ON
RECURRENT SEQUENCES

Turii laremchuk
Vinnytsia national technical university

Existing methods of authentication of the parties interact, in particular Fiat-Shamir, Feige-Fiat-Shamir, Guillou-
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Quisquater, Schnorr and others are based on exponentiation operation which requires performing complex
calculations that affect the speed of the method in its practical implementation also remains relevant increase in the
durability of authentication schemes. Therefore, a certain interest is the methods of authentication the parties
interaction, based on the mathematical apparatus of recurrent Uy and V sequences that allow for simplification of

the calculations. Among these methods of particular interest is the authentication method based on the mathematical
apparatus V; sequences, which, compared to other methods based on recurrent Uj and V; sequences, provides

increased resistance due by introducing of the additional session key to the authentication scheme on the part of the
applicant. The research are conducted for statistical security of the method of authentication the parties interaction
based on recurrent V, sequences and made his comparison with well-known Schnorr, Fiat-Shamir and Feige-Fiat-

Shamir methods. To investigate the statistical package used security NIST STS, which today is one of the best
packages for statistical testing of cryptographic schemes and protocols. Testing was conducted for different key
lengths, namely 512, 768 and 1024 bits. Results of analysis showed that the overall method based on V, sequences

has consistently high scores, characterizing his best side on the statistical security. This is especially concerning for
small lengths of keys that, first and foremost, recommends its use in authentication systems, which use large keys is
not important.

YK 004.056
AHAJII3 MIZDKHAPOJHOI'O JOCBIAY IIOAO BUSHAYEHH
KIIOYOBUX CUCTEM IHOOPMALINHOI IHOPACTPYKTYPHU

HOpii Bacunvee
HeporcHII Cneyss 'si3xy
Crartst: 5 cmop., 3 oxcepena.

VY KOXHOMY CYCHUIBCTBI MOKJIHUBO BHAUTUTH CEKTOPH, CHCTEMH a00 MEpEXi, BiJl SKHX YKHUTTEBO 3aJICIKUThH
CYCHUJIBCTBO 1 TOpYyHIeHHS (YHKIIOHYBaHHS SKHX MOXE NPHBECTH 0 KOJAlCy Ha 3arajlbHOAEP)KaBHOMY,
perioHagbHOMY a00 MicleBOMY piBHI. KOMITIEKC ITUX CEKTOpiB, CUCTEM ab0 MEpEXk IOodYaad HA3MBAaTH KITFOUYOBUMHU
200 KpUTUYHUMU cucTeMaMH iHpopMauiiHoi iHdpacTpykTypu (nani - KCII).

Bararo nepxaB, a TakoXX TEPOPUCTHYHUX Ta KPUMIHAJIBHUX CTPYKTYp IHTEHCHBHO BIOCKOHAJIOIOTH METOAM i
CrocoOM BHKOpPHUCTaHHS iH(GOpPMAaLiHUX TEXHOJIOTIH Ta 3aco0iB Uil JECTPYKTUBHHUX iHQOpMAIfHUX BIUIMBIB Ha
iH(dopMalliiiHi pecypcd iHGOPMAIHO-TEICKOMYHIKAIIHUX CHCTEM 1 MEPEeX ICpKaBHUX Ta HEICPKaBHHUX
opraHizamiii. Take 3acrocyBaHHsA iH(GOpPMAIIITHAUX TEXHOJOrIH Ta 3aco0iB Hajgae iM BIACTHBOCTI TaK 3BaHOL
iH(dopMarriitnoi 30poi. JIJi1 HaHeCeHHs 3HAYHOTrO 30MTKY 1HTEepecaM JIeprKaBH 1 CYCIIIbCTBA iH(opMariiiHa 30pos
MOXe OyTH 3aCTOCOBaHa i B MUPHHUH 4ac, OCOOJMBO TEPOPUCTUYHHMH oOpraHizamismu. [Ipu 1pomy mopyuieHHs
¢ynxionyBanns KCII Moxke nmpu3BecTH 1O PO3BUTKY Ha/JI3BHYaWHHUX CUTYallil, OB SI3aHMUX 13 3arHOEILII0 JIIOJICH,
€KOJIOTIYHUMH KaTacTpoaM¥, HAHECEHHsM BeNWKOi MatepianbHOi, (iHAHCOBOi, €KOHOMIYHOI ImKomu abo
BEJIMKOMACIITA0OHUMH TTOPYIICHHIMH JKUTTEIISUIFHOCTI MICT Ta HAaCEJEHUX MYHKTIB 1 T. M. Y IUX YMOBax Ba)XJIUBY
POJIb Biirpae neprkaBHE PEryIIOBAHHS MisUIBHOCTI 00 3a0e3nedeHHs Oe3neku inpopmairii B KCII.

AHAJIN3 MEXKXAYHAPOAHOI'O OIIBITA ITO ONPEAEJEHHUIO
KJIOYEBBIX CUCTEM MH®OPMAIIMOHHON
NHOPACTPYKTYPbI

HOpuii Bacunves
TocHUU Cneucesizu

B kaxxioM 0011ecTBe MOYKHO BBIJIETIUTh CEKTOPA, CHCTEMBI MM CETH, OT KOTOPBIX )KU3HEHHO 3aBHCHT OOILECTBO
W HapymeHue (QYHKIMOHMPOBAHMS KOTOPBIX MOXKET IIPUBECTH K KOJUIAlICy Ha OOIIEroCyAapCTBEHHOM,
pPEruoHaIbHOM U MECTHOM YPOBHSIX. KOMILIEKC 3THX CEKTOPOB, CUCTEM WM CETeH CTalu Ha3bIBaTh KIFOUEBBIMU WIIN
KPUTHUECKHMHU CHCTeMaMd WH(OPMAaUUOHHOW wuHOpacTpykTypbl (nmamee - KCHM). Muorue 3apyOexHbIe
rOCyIapCTBa, a TaKKe TEPPOPUCTHUECKUE U KPUMHHAIBHbBIE CTPYKTYPHl MHTEHCUBHO COBEPLICHCTBYIOT METOIBI U
CHOCOOBI MCHOJNB30BaHUS MH(MOPMALMOHHBIX TEXHOJOTMH W CPEINCTB Uil AECTPYKTHBHBIX HH()OPMAIMOHHBIX
BO3/ICHCTBUI Ha WH()OPMALMOHHBIE pECYpChl HMH(POPMAIIOHHO-TEJICKOMMYHHUKAIIMOHHBIX CHCTEM M  ceTei
TOCYIapCTBEHHBIX W HETOCYIAapCTBEHHBIX OpraHu3aimi. Takoe NpuMeHeHHne HH(GOPMALUOHHBIX TEXHOJOTHH M
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CPEICTB IMpHUIAeT MM CBOWCTBA TaK HA3bIBAEMOro HH()OPMAIMOHHOTO OpYXHs. [l HaHECEHUsS 3HAYUTEIHHOTO
yiepba MHTEpecaM TOCyAapcTBa M 00miecTBa MHGOPMAIIMOHHOE OpPY)XKHE MOXET OBbITh NMPUMEHEHO W B MHPHOE
BpeMsl, 0COOEHHO TEPPOPUCTUUCCKUMHU opraHu3anusamu. [Ipu stoMm Hapymienus ¢pynkimonuporanus KCUN moxet
MIPUBECTH K PA3BUTHIO YPE3BBIUANHBIX CHUTYallUi, CBSI3aHHBIX C THOEIBIO JIIOCH, DKOJOTMYECKUMH KaTtacTpodamu,
HAHECEHHEM OOJBIIIOr0 MAaTEPUANBHOr0, (PHHAHCOBOTO, 3KOHOMUYECKOTO yiepba WM KPYITHOMACITaAOHBIMU
HapyUICHUSIMH KU3HENEATEILHOCTH TOPOJIOB U HACETIEHHBIX MYHKTOB U T.N. B 3TUX YCIOBUSX BaXKHYIO POJIb UTPAET
rOCYIapCTBEHHOE PETYIHMPOBAHUE NEATSILHOCTH 10 o0ecreueHuto Oe3onacHocTy napopmarmu B KCUU.

ANALYSIS OF INTERNATIONAL EXPERIENCE TO IDENTIFY
KEY SYSTEMS OF INFORMATION INFRASTRUCTURE

Turii Vasyliev
SRI for STIP

In every society can be identified sector, system or network on which life depends on society and the malfunction
of which may lead to a collapse at the national, regional and local levels. The complex of these sectors, systems or
networks began calling key or critical systems of infrastructure information (hereinafter - KSII). Many foreign
countries, as well as terrorist and criminal organizations intensively improve their methods and how to use
information technology and information for the destructive impacts on information resources of information
technology systems and networks of governmental and nongovernmental organizations. Such use of information
technology and gives them the properties of so-called information warfare. Significant damage to the interests of the
state and society, information weapons may be used in peacetime, especially terrorist organizations. At the same
malfunctions KSII can lead to emergencies involving loss of life, environmental disasters, causing great material,
financial, economic damage or large-scale violations of the life of cities and towns, etc. In these circumstances, an
important role is played by state regulation of information security in the KSII.

V]IK 621.396 .
OCOBJIMBOCTI HPOEKTYBAHHS PAIIIOHAJIBHOI
CTPYKTYPHU HU®PPOBUX MEPEXK 3B’SI3KY

Jmumpo Mozunesuu, Muxona @omin
BITI VT

Crartst: 7 emop., 10 0xcepen.

B ocraHHI pokM 3pocia KUIBKICTh CHCTEMHHUX PO3pOOOK, MeTa SIKMX IOJSra€ y BHU3HAY€HHI pallioHaJbHOI
(onTUMaNbHOT) CTPYKTYpPH Mepexi 3B’s3Ky. 3’siBHJIACS HEOOXIMHICTh Yy HAJaro[HKCHHI KOMILICKCY TEXHIYHHX
3aco0iB, anroputMiB (YHKIIOHYBaHHS, NPOrPaMHOrO 3a0e3leueHHsT MepeX 3B’SI3Ky Ha BHCOKOMY HayKOBO-
TexHIYHOMY piBHi. J[OCBiJ mMoOKa3ye, IO BUpIMIEHHS WX CKJIAIHUX 3aqad 3a JOIMOMOTOI0 iHTYIlii abo IUIIXoM
MIPOBEACHHS MPOCTUX PO3PaxyHKIB MOTPIOHOTo pe3yabraTy He nae. IIpu TakoMy Miaxofi Ha 3aBeplIajbHOMY eTami
MIPOEKTYBAHHS, SIK IIPABHJIO, BUTPAYAETHCS OaraTo 3aco0iB 1 4acy Ha IepepoOKy, TOOMPAIIOBAHHS, HATArOKEHHS Ta
MIPOBEACHHS 1HIIMX 3aiBHX orepaiiil. ¥ 3B’s3Ky 3 IIMM NOCTa€ MUTAHHS NPO PO3pOOKY MAaTEMAaTUYHOrO arapary,
aJITOPUTMIB, TPOTrpaM JIIsl TPOBEJICHHSI HEOOXIHUX pPO3pPaxyHKIB 1 MPOEKTYBAaHHS MEPEX 3B’S3Ky 3a JIONOMOTOI0
[TEOM. MoiuBi HacTymHi BapiaHTH TpPU NPOEKTYBaHHI MEPEX 3B’S3Ky — 3a JIONOMOTOI0 AHANITHYHUX YU
iMiTaniiHUX Mozeneil. Mepexa 3B 513Ky BIIHOCUTBHCS IO KJIaCy CKJIAJHUX TEXHIYHHX CHUCTEM, TOMY iM IpHTaMaHHi
BCl 0COOJMBOCTI 1 TpPYIOHOIII TEOPETHYHHX JOCHIPKEHb TaKOro Kiacy cucTeM. Mepexka 3B’S3Ky €
OararonapaMeTpUYHOI0 CHCTEMOI0. BaKKiCTh NMOCTAHOBKM Ta BUPINICHHS 33/1a4i PalliOHaJbHOTO (ONTHMAaJIbHOIO)
MIPOEKTYBAaHHS MEPEeXi OOYMOBHIM PO3pOOKY HU3KM MaTeMaTHYHHX MOZENeH, KOXKHa 3 SKUX JO3BOJISE BHPIIIUTH
SIKy-HeOyIb KOHKPETHY 3a1a4y ONTUMi3allii 32 00paHHM KpUTepieM.

Tomy mix yac MpakTHYHOTO 3aCTOCYBAaHHS 3aJadi ONTHMi3allii CTPYKTYpH (TOIMOJIOrii) BiTHOCATHCS A0 MiAKIacy
TAKUX EKCTpEMaJlbHUX TNOIIYKOBHX 3aliad, Ui SKUX He JOKAa3aHO ICHYBaHHS METONIB TOMIYKY pillleHb, II0
3a0e3MeUyI0Th OTPUMAHHS ONTHUMYMY 3a 4ac, OOMEXKEHHH MOTIHOMOM Bin po3mipHOcTi N 3amad. Bimemn Toro,
OTpUMaHHS X04a O OJJHOTO TaKOro METONMy sl OyAb-sAKOi 3ajadi i3 JAaHOTO MiJKIAacy O3HA4ajo OM MOXKJIHMBICTh
OTPUMaHHS ONTUMYMY Oy/Ib-sIKiH 3a/1a4i 13 TaHOTO IMiKIIAcy 3a mojiHoMiaidbpHui (Bix N) gac.
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OCOBEHHOCTU MPOEKTUPOBAHUS PAIIMOHAJIBHOM
CTPYKTYPBI IIU®POBBIX CETEH CBS3U

Jmumpuit Mozuneeuu, Huxonaii @omun
BUTUTYT

B nocneanue rozpl BO3pOCIo KOJIUYECTBO CHCTEMHBIX pa3padOToK, IIe1h KOTOPBIX 3aKII0YAETCsl B ONpPEeIeHUN
palMOHAIBHOM (ONTHMANBHOM) CTPYKTYPHI CeTH cBsi3u. llosBuiach HEOOXOOMMOCTh B HaJla)KUBAHUHM KOMILIEKCA
TEXHHYECKHUX CPEJICTB, aJrOPUTMOB (YHKIMOHHPOBAHHMS, IMPOrPaMMHOTO OOECIICUEHHsI CETeH CBSI3HM Ha BBICOKOM
HAy4YHO - TEXHUYECKOM YpoBHe. OIBIT MOKa3bIBaeT, YTO PEIIEHUE 3TUX CIOXKHBIX 3a7a4 C IIOMOIIbI0 HHTYHIMN WIN
ITyTeM NpOBEIEHHUs IPOCTHIX PACUETOB HYXHOIO pe3ynbTara He AaeT. [Ipu TakoM moaxoze Ha 3aBepIIAIONIEM 3Tame
MIPOEKTUPOBAHMS, KaK IIPaBUIJIO, TPATUTCS MHOTO CPEICTB W BPEMEHH Ha MepepadoTKy, A0paboTKy, HACTPOWKY U
MIPOBEICHHUE IPYTUX JIMIIHUX ONepaluid. B cBs3u ¢ 3THM BCTaeT BOIPOC O pa3paboTKe MaTeMaTHUecKOro ammapara,
aJITOPUTMOB, NIPOIpaMM JUIs TPOBEACHHS HEOOXOAMMBIX PAcyeTOB W NPOEKTHPOBAHMS CETEH CBS3U C IOMOIIBIO
OBM. Bo3MOXHBI cleayromue BapHaHThl IPU MPOEKTHPOBAHUU CETEH CBSA3U — C MOMOUIbI0 AHAIUTHYECKUX HIU
MMUTAIUOHHBIX Mojiesiel. CeTh CBSI3U OTHOCHUTCA K KJIAacCy CIOXKHBIX TEXHUYECKMX CHUCTEM, MO3TOMY MM IPUCYILTU
BCE OCOOCHHOCTH M TPYAHOCTH TEOPETHUECKHX HCCIENOBaHMH Takoro kiacca cucteM. CeTb CBS3HM SIBISIETCS
MHOronapaMeTpudeckoi cucreMoil. CIo)KHOCTh TIOCTAHOBKM M PEIICHHs 3a/la4d PaliOHAIBHOTO (ONTUMAaIBLHOIO)
MIPOEKTUPOBAHKS CETH OOYCIOBWIIM pa3palbOTKy IIENOro psija MaTeMaTHYeCKuX Mofesed, Kakaas M3 KOTOPBIX
TIO3BOJISIET PEIIUTD KaKyI0-TM00 YaCTHYIO 33/]auy ONTUMH3AIUH 10 BHIOPAHHOMY KPUTEPHIO.

[TosToMy BO Bpems MPaKTHYECKOrO NPUMEHEHHsS 3a/la4d ONTUMH3ALUH CTPYKTYPHI (TOIOJIOTMH) OTHOCSTCSI K
MOJKJIACCY TaKUX SKCTPEMaJIbHBIX MOMCKOBBIX 3a7ad, AJs KOTOPHIX HE TOKAa3aHO CYIIECTBOBAHUE METOJOB IOMCKA
pelIeHu, 00ecIeYUBAIONIUX MTOJyIEeHHE ONITHMYMa 3a BPEMsl, OTpaHUYEHHOE MTOJIMHOMOM OT pa3mepHocTH N 3aj1ad.
Bonee Toro, moxydeHue XoTs Obl OHOIO TAKOTO METoja /ISt JF000H 3a7a4M M3 JTAHHOTO IOJKIacca 03Hadaslo Obl
BO3MOXKHOCTb MOJIYYEHHUS] ONTUMYMa JTF000H 3a/1auu U3 JJAHHOTO MOJIKIIacca 3a MoiMrHoMHuanbHoe (0T N) Bpems.

DESIGN FEATURES RATIONAL STRUCTURE OF DIGITAL

COMMUNICATION NETWORKS
Dmitro Mogilevich, Mykola Fomin
MITI SUT

In recent years an increasing number of system development, the aim of which is to determine the rational
(optimal) network structure. Now you need to establish a set of technical means, functioning algorithms, software
networks based on high scientific - technical level. Experience shows that the solution to these challenges through
intuition or by simple calculation does not give the desired result. With this approach, the final design stage usually
spent a lot of money and time for processing, handling, setting and carrying out other unnecessary operations. In this
regard, the question arises about the development of the mathematical apparatus, algorithms, programs for the
necessary calculations using a computer for analysis and design of communication networks. The following options
for the design of communication networks - using analytical or simulation models. The communication network is a
class of complex technical systems , so it has all the features and difficulties of theoretical studies of this class of
systems . Communication network is a multi-parameter system. Complexity of formulating and solving the problem
of rational (optimal) network design led to the development of a number of mathematical models, each of which
allows you to solve any particular problem of optimization of the selected criteria.

Therefore, during the practical application of the optimization problem of structure (topology) belong to a
subclass of such extreme search tasks that do not prove the existence of methods to search for solutions that provide
optimum receive in time bounded by a polynomial in N-dimensional problems. Moreover, obtaining at least one such
method for any problem of this subclass would mean the possibility of obtaining the optimum any problem of this
subclass in polynomial (as N) time.
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YK 621.396.4
HEKOTOPBIE PE3YJIbTATbI HATYPHBIX UCCJIEJJOBAHUH
MAKETA TIPUEMHOI'O MOAYJISI CTAHIIMA TPOITIOC®EPHOM
CBs131 HOBOI'O TIOKOJIEHUA

Anopei /lemaw, Auopeii Illanamapuyk, Cepzeii Ycenko, Anekceu FOoun, Cepzeii Maszop*
TocHUU Cneycessu, *UCC3U HTYY «KIII»

Crarts: 6 cmop., 3 dxcepena.

Cpenu Bcex BHIIOB CBSI3U TporocdepHas CBS3b SBISETCS OJHOW M3 HauOoiee CIOXKHOM Ui TEXHUYECKOH
peanuzanuu. OTa  CIOKHOCTH  OOyCIIOBJIEHa TPHUPONOH  pacmpocTpaHeHHs pPaguoBOIH, KOTOpas
XapaKTepu3yeTcsi CBOMMH CIydalHBIMH IapaMeTpaM M 3HAYUTENbHBIMH JHEPTeTUYECKUMHU MOTEpsIMU Ha
Tpacce paclpoCTpaHEeHHUS.

OIHMM U3 OCHOBHBIX MapaMETPOB, OINPEACISIONINM YHEPTeTHIECKYI0 3(()EKTHBHOCTh CUTHAJA, SBISIETCS
MHHHMAJIbHOE BO3MOYXKHOE OTHOLICHHE YHEPrHH CHTHANA K CIIEKTPAIbHOM MIOTHOCTH MOIIHOCTH uryma (h°) mpu
3aJJaHHOM BepOsATHOCTH OMOKHU. [IpoBeeHHbBIE JabOpaTOpHBIE HCCIEI0BaHMs TOKA3aJIH, YTO MUHUMU3AIHS /i
BO3MOXKHA TIPU HCIOJB30BAHMHM COCTABHBIX MHOI'OMO3ZMIIMOHHBIX MIyMONoaoOHbIX curHanoB (CMIIILIIC) u ux
JIByXCTyHeH4aToll o0paborke. B mepBoii cTyneHn NMpou3BOAUTCS KOT'epeHTHas oOpaboOTKa CUTHaja B IEJIOM Ha
paauovacToTe ¢ mocienyromnel ero 00padorkoii mo anroputMy Butepou ¢ nepemexxenuem. CiieyeT OTMETHTD, YTO
pacueThl PaTUOIUHAHN TPOIOCHEPHOI CBA3M C UCIOIB30BaHUEM IITyMOnoo0HbIX curHaioB (IITIC) wiu CMIIIIITIC
B JIUTEPAType OTCYTCTBYIOT.

HatypHsble uccnenoBanus NpoBOJWINCH C LEIBIO:

- onpeneneHus 3GGEKTUBHOCTH MPEITI0KEHHOTO Crocoda 00pabOTKM CHUTHAjda W MOATBEPIKICHHS PE3YJIbTaTOB
712a00paTOPHBIX UCCIIEI0BAaHHM, POBEICHHBIX B KaHAJIE C TOCTOSIHHBIMH MTapaMeTpamH;

- IPOBEPKH BO3MOXKHOCTH HCIIOJIb30BaHUS MOJEMOB CIYTHHKOBOH CBsI3M, pabOTalOIUX CO CBEPTOYHBIM
KOJIMPOBaHHEM TI0 aroputMy ButepOu c mepemexeHueM, KaKk COCTAaBHOM 4acTH MOJeMa CTaHIMU TPorochepHOi
CBSI3U HOBOT'O TIOKOJICHUSI;

- OJTydeHHs Pe3yIbTATOB M3MEPEHHH 4, HEOOXOMMMBIX IS pacyeTa PaaHONMHHH TPOHOCHEpHOH CBA3M MpH
ucnonb3oBanur CMITIIIIC u muanmu3arwu 6a3sr HITIC.

ITo pe3ynbTaTam HccieaoBaHUM CAeTaHbl BBIBOJIBI O TOM, YTO:

- MIOJTydEeHHbIE SKCTIEPHMEHTANBHBIM ITYTEM Pe3y/IbTaThl XOPOIIO COBMANAIOT C PACYCTHBIMH 3HAYCHUAMH h’, 4TO
B CBOIO OYepelb MOATBEPKIAET BO3ZMOXKHOCTh HCIIOJIb30BAaHHMS COBPEMEHHBIX MOJIEMOB CITyTHUKOBOW CBSI3U Kak
COCTaBHOM YacTH JyIsi 00pabOTKM CUTHAJIOB B CTAHIHUAX TPOHOC(EPHOMH CBSI3M HOBOTO TIOKOJICHUS;

- IpeAIoKeHHbIH crtocod 0opaboTku CMIIIIIIC naet nonoKuTeNnbHbIH 3P QEKT.

AESIKI PE3YJIbTATH HATYPHHUX TOCIIKEHb MAKETY
HNPUNUMAJIBHOI'O MOAYJIIO CTAHLII TPOITIOC®EPHOI'O

3B’S3KY HOBOI'O TIOKOJITHHA
Anopinu /lemaw, Anopinu Ilanamapuyk, Cepein Ycenxo, Onexcii F0oin, Cepzeit Mazop*
HepocHII Cneyss’azky, *IC331 HTYVY «KIIl»

Cepen ycix BHIB 3B 53Ky TponochepHUI 3B'I130K € OJHUM 3 HAHOLIBII CKIAJIHUX JUIs TeXHIYHOI pearnizarii. 11
CKJIJHICTh OOyMOBJIEHA MPUPOJOI0 MOMIMPEHHS pPaliOXBWb, sIKa XapaKTEPU3YETHCS CBOIMH BHIAJIKOBHMH
rapameTpamMH Ta 3HaYHHUMU €HEPreTHYHUMH BTPaTaMH Ha TPAacCi MOIIUPEHHSL.

OpHUM i3 OCHOBHHX MapaMeTpiB, sIKMH BU3HAYa€ €HEPreTHYHY €EeKTUBHICTh CUTHAIY, € MiHIMAIILHO MOXITUBE
BiIHOIIGHHS EHEprii CHUrHamy 10 CIEKTPaNbHOI MIIBHOCTI MoTyXHOCTI mymy (A°) mpu 3amamiii iimMoBipHOCTI
moxuOku. IIpoBeneHi gabOpaTOPHI JOCHTIHKCHHS ITOKA3ajid, M0 MiHiMi3alis /° MOXJIMBAa TpPU BUKOPHCTaHHI
ckiazoBux Oaratomo3unidHux mymonoAiOHux curnani (CBIIIIIIC) ta ix aBoxcrymeHeBoi oOpoOi. B mepimiit
CTYNEHI 3/iHCHIOETBCSI KOrepeHTHa oOpoOKa CHUTHAIY B IIJIOMY Ha PaJioOXBWIII 3 HACTYITHOIO HOro oOpoOKoo 3a
agroputMoM Bitep6i 3 mepemexxyBaHHAM. HeoOXimHO BIAMITHUTH, IO PO3PAaxXyHKH pajdioiiHii TpormochepHOro
3B’s3KY 3 BUKOpHCTaHHsIM Hrymorofionux curainis (ILTIC) yu CBITHITIC B niTepatypi BigcyTHi.

HarypHi qociikeHHs IpOBOAMINCH 3 METO0:

- BU3HAUeHHS €(QEeKTUBHOCTI 3alpOIOHOBAHOTO Croco0y OOpOOKHM CHUTHANY Ta IIATBEP/DKEHHS pe3yNbTaTiB
71200paTOPHUX BUIPOOYBaHb, SIKi OYJIM ITPOBECHI B KaHAI 3 TIOCTIHHUMHY MTapaMeTpamMu;
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- IEpEBIPKA MOJMIJIMBOCTI BUKOPHCTAHHS MOJIEMIB CYIyTHHKOBOT'O 3B’SI3KY, SIKi MHpAIfOIOTh 31 3TOPTKOBHM
KOJIyBaHHSM 3a alropuTMoM Bitep6i 3 mepeMexyBaHHSM SIK CKJIAZ0BOI YaCTHHH MOJIEMY CTaHMii TporocepHoro
3B’513KYy HOBOI'O TIOKOJTiHHSI;

- OTPHMAHHS Pe3yNbTaTiB BUMIpIOBaHb /i’, HEOOXiTHUX JUIS PO3PAXyHKY PagioNiHii TpormocdepHoro 38’s3Ky MpH
BukopuctanHi CBITIIIIC Ta minimizamii 6a3u IITIC.

3a pe3ysbpTaTaMu IOCHTIKCHBb 3p00JICHI BUCHOBKH PO T€, II10:

- OTPHMAHHI eKCTIePUMEHTANLHIM ILUTIXOM PEe3y/IbTaTH 100pe 30iraloThes 3 PO3PaXyHKOBHMH 3HAYCHHSAME /1,
IO B CBOIO Yepry MiATBEP/KYE MOXJIHMBICTH BHUKOPHCTaHHS CYYaCHHUX MOJIEMIB CYIyTHHKOBOTO 3B’SI3KY SIK
CKJIJIOBOI YaCTHHH JJ1s1 OOpOOKM CUTHAIIIB B CTaHIil Tporoc(epHOro 3B’ 13Ky HOBOT'O MOKOJIIHHS;

- 3arporioHoBanui crioci6 00pooku CBITIITIC nae mo3uTHBHUIA eeKT.

SOME INFORMATION ABOUT FIELD RESEARCH STATION
RECEIVER MODULE LAYOUT TROPOSPHERIC

COMMUNICATION OF NEW GENERATION
Andriy Demash, Andriy Palamarchuk, Sergiy Usenko, Oleksii Yudin, Sergiy Mazor*
SRI for STIP, *ISCDI NTUU «KPI»

Among all types of communications, tropospheric communication is one of the most difficult for the technical
realization. This complexity is due to the nature of radio wave propagation, which is characterized by its random
parameters and significant energy losses in the propagation path.

One of the main parameters determining the energy efficiency of the signal is the minimum possible ratio of
signal energy to noise power spectral density (h2) for a given probability of error. The laboratory studies have shown
that minimizing h2 possible using composite multiposition noise-like signals (CMNLS) and their two-stage
processing. In the first stage of the coherent signal processing is performed on the radio frequency as a whole with its
subsequent processing Viterbi interleaved. It should be noted that the calculation of tropospheric radio connection
with the use of noise-like signals (NLS) or CMNLS in the literature.

Field investigations were carried out in order to:

- Determine the effectiveness of the proposed signal processing method and confirm the results of laboratory
studies conducted in a channel with constant parameters;

- Test the feasibility of using satellite communications modems working Convolutional Codes Viterbi interleaved
as part of modem tropospheric communication station of the new generation;

- Obtain measurements h2, needed to calculate the tropospheric radio communications using CMNLS and
minimize database NLS.

According to the research conclusions that:

- Obtained by experimental results agree well with the calculated values of h2, which in turn confirms the
possibility of using modern modems satellite communications as an integral part , for processing signals in
tropospheric communication stations of the new generation;

- The proposed method for processing CMNLS a positive effect.

YK 004.056.5
CTPYKTYPA MOAEJ/IN UHTEJUIEKTY AJIBHBIX
IJEKTPOSHEPI'ETHYECKUX CUCTEM, YUUTBIBAIOLIAA
HEOBXOINMOCTD OBECIIEYEHUSA UX
KUBEPBE3OIMTACHOCTHA

Anexceii FOoun, I'ennaouit Jleonenxo, Cepzeni I'onuap
T'ocHUU Cneycesszu

Crarts: 9 cmop., 8 dxcepen.

B crathe paccMaTpuBaeTcs o0Ias CTPYKTypa MHTEIUICKTYaIbHBIX AJICKTPOIHEPTEeTUICCKUX CUCTEM Ha MpUMEpe
Mojiesiel mpeiokeHHbIX HalmoHalbHBIM HHCTUTYTOM cTaHaapToB U TexHonoruid CIIA u YkpauHCKUM LIEHTPOM
SKOHOMHMYECKUX M TOJIUTUYECKUX HCclaenoBaHnii umeHn Ausekcanapa PaszymkoBa. Taxke paccMmarpuBaroTcs
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BOIPOCHI BO3MOXKHOCTH peaM3allii dTaJOHHBIX Mojieiell Ha Oa3e AeicTByrolIel 00beANHEHHONW YHEPrOCUCTEMBI
YkpauHsl.

[IpemtokeHo B3ATh 3a 0a30By0 CTpykTypy mozenu NIST, xoropas cocroutr uz 49 o0bekToB. Kak 0OBEKTHI
Npe/jaraeTcs paccMaTpuBaTh TPYMIBI  YCTPOWCTB, CHUCTEMBI, MpOLECCH, OpraHM3alMd M YUPEKICHUS,
notpedureneld. CXxeMaTHYHO TPEICTABICHO B3aUMOJCHCTBUE MEXIy OOBEKTaMHU IocpeAcTBoM 137 jormueckux
uHTepdeiicoB MHGOPMANMOHHOIO OOMeHa. YKa3zaHHbIe WHTep(eHch CrpynnupoBaHbl Ho 22 KkarteropusiM. B
MaTepHaax U3JI0KEHO KPaTKOe ONHCAHHE OOBEKTOB HHTEIIEKTYaJIbHBIX JIEKTPOIHEPTETUIECKUX CHCTEM.

[To pe3ynpraraM omucaHusi CTPYKTYPhl MOJAENU HWHTEUIEKTYaJIbHBIX JIEKTPOIHEPIeTUUECKUX CHCTEM CJIeJIaHb
CJIEIYIOLIHUE BBIBOJIBI

1. OmucanHas CTPYKTypa MOIENU Oa3upyeTcss Ha OOIMUX W JOMCHHO-OPHUCHTHUPOBAHHBIX TPEOOBAHHSAX II0
CHIDKEHUIO PHCKOB M OOECIIEYEHHI0 COBMECTHMOCTH pEHICHHH B pPAa3JIMYHBIX 3JeMEHTaX HHQPACTPYKTYphl MU
MO3BOJISIET CO3/aBaTh CIIOXKHBIE CHUCTEMBI C (YHKIUSMHU TPEAYNPEXKACHHs, BBIIBICHHS, pPEarupoBaHHs U
BOCCTAHOBJICHHUSL.

2. Mcnonp30BaHue TaKUX MOHATHH KakK “HOMeH”, “00BbeKT JoMeHa”, “IoruuecKuil mHTepdeiic” mo3BoAoT Ooee
YETKO MPOBECTH JACKOMIIO3HIIUIO YHEPrOCHCTEMBI M OMUCaTh TpeOoBaHUs K obecrieueHHI0 KuOepOe3onacHoCTH ee
COCTaBJSIIOIIMX B KPUTEPUSX, HOPMATUBHO 3aKPEIUIEHHBIX B YKpaWHe, a WMEHHO ‘“‘KOH(UIECHIMAILHOCTH,
“HeIoCTHOCTH, “NOCTYITHOCTU M “HaOII0AaeMOCTH” .

3. JIOCTOMHCTBOM TIPEAJIOKEHHOH CTPYKTYpHI SIBISIETCS TO, YTO OHa TI03BOJSIET BBIACIUTH OOBEKTHI
AJIEKTPOIHEPTeTUIECKON CHCTEMBI, K KOTOPBIM HPENbSIBISIOTCS TOBBIIICHHbIE TPEOOBAaHUS 10 TEM WM HHBIM
KPUTEPHSIM.

4. lpencraBneHHas CTPYKTypa BIIOJHE pealiu3yeMa MOCPEACTBOM TpaHC(OpPMAIMK CYIIECTBYIOIIUX AJIEMEHTOB
00bEAMHEHHON HEPTeTHYECKOH CUCTEMBI Y KpauHEbI.

CTPYKTYPA MOAEJII IHTEJEKTYAJIBHUX
EJIEKTPOEHEPI'ETUYHUX CUCTEM, SAKA BPAXOBYC€
HEOBXIJIHICTH 3ABE3IEYEHHSI IX KIBEPBE3IEKH

Onexcii FQ0in, I'ennaoiii Jleonenko, Cepeiin I'onuap
HepocHII Cney3ss’azky

B crarti po3risgaeThes 3aranbHa CTPYKTYpa IHTENEKTYalbHUX €JIEKTPOSHEPreTUYHHX CHUCTEM Ha IpUKIai
MoJiesieH, 3anpornoHoBannx HamioHanbHUM iHCTUTYTOM cTaHAapTiB i TexHomoriid CIIA ta YkpalHCBKUM LEHTPOM
€KOHOMIYHUX 1 MONITUYHHX JOcCHipkeHb iMeHi Omekcanngpa PasymkoBa. Takoxk po3IisimaloTbCsl IMTUTAHHS
MOXITUBOCTI pealtizallii eTaJOHHUX Moyelneli Ha 0a3i ito4oi 00’ e1HaHOl eHeprocucTeMu YKpaiHH.

3anpornoHoBaHoO B3ITH 3a 0a30By cTpykTypy Momeni NIST, ska ckimamaetbes 3 49 00’extiB. Sk 00’€xTH
TIPOITOHYETHCS PO3TIISIIATH TPYIH IIPUCTPOIB, CUCTEMH, MIPOLIECH, OpraHi3alii Ta 3aKkjaay, clokuBadiB. CXeMaTHaHO
HaBeJeHa B3aeMOfis MiK 00’ekramu d4epe3 137 noriynmx iHTepdeiiciB iHdopmauiiiHoro oOMiHy. 3a3HaveHi
iHTepdeiicn 3rpymoBaHi 3a 22 KaTeropisMu. B MaTepianax BHKIQJACHHA CKOPOYCHHUU OHHUC 00 €KTIB
IHTEJIEKTYaIbHUX €JIEKTPOSHEPTETUYHIX CUCTEM.

3a pe3ynbTaTaMu OMKCY CTPYKTYPU MOJEII IHTCICKTYAIbHUX CICKTPOCHEPTETHYHUX CUCTEM 3POOJICHI HACTYITHI
BHCHOBKH

1. Onucana cTpykrypa Mojeni Oa3yeTbcsi Ha 3arajbHUX Ta JOMEHHO-OPIEHTOBAaHHMX BHUMOTax [0 3HIDKEHHS
PH3HKIB 1 3a0€31Ie4eHHs] CYMICHOCTI pillleHb B Pi3HHUX €lIeMeHTaX iHPPacTpyKTypH Ta JO3BOJISIE YTBOPIOBATH CKIIAIHI
cucTeMH 3 (DYHKIISIMU TTOTIEpEKEHHsI, BUSBIICHHS, pearyBaHHs Ta BiJHOBJICHHSI.

2. BukopucTtanHs Takux MOHATH SK “7IOMeH”, “00’€KT IOMeHY’, “NOriYHWi iHTepdelc” M03BOJSE UiTKIIIE
MIPOBECTU JACKOMIIO3HIIII0 EHEPTOCHCTEMH Ta 3POOUTH OIKMC BUMOT MO0 3a0e3IeUeHHS KidepOe3nekH ii CKIaoBUX B
KpUTEpisiX, HOPMATHBHO 3aKpIIUICHUX Ha YKpaiHi, a came: “KOH(DIAEHIIAHOCTI”, “IiTiCHOCTI”, “mTOCTYMHOCTI” i
“criocTepexeHoCTI”.

3. [lepeBaroro 3ampoNOHOBAHOI CTPYKTYPU € TE, IO BOHA JO3BOJISIE BHIUIUTH O0’€KTH €IEKTPOCHEPTeTUYHOT
CHCTEMH, JIO SIKUX BHCYBAIOTHCS ITiJIBUIICHI BAMOTH 332 THMH Y{ 1HIIMMHU KPUTEPISIMHU.

4. HaBenena cTpykTypa NpHAaTHa IO peaiizalii muIIxoM TpaHchopMarlli iCHYIOUHMX CJIEMEHTIB 00’ €THaHOl
€HEepPreTHYHOI CUCTEMH Y KpaiHU.
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STRUCTURE OF THE MODEL OF INTELLIGENCE POWER
INDUSTRY SYSTEMS CONSIDERING NECESSITY TO
SAFEGUARD THEIR CYBERSECURITY

Oleksii Yudin, Gennadii Leonenko, Sergii Gonchar
SRI for STIP

The article deals with the general structure of intelligent electricity systems on the example models proposed by
the National Institute of Standards and Technology and the Ukrainian Centre for Economic and Political Studies
named Alexander Razumkov. Also addresses the feasibility of reference models based on the existing unified energy
system of Ukraine.

Asked to take over the base, NIST model structure which consists of 49 objects. As objects proposed to consider
a group of devices, systems, processes, organizations and institutions, consumers. Schematic representation of the
interaction between objects by 137 logical interfaces for information exchange. These interfaces are grouped into 22
categories. The materials set forth a brief description of the objects of intellectual power systems.

According to the results describe the structure model of intelligent electricity systems to the following
conclusions:

1. Described structure of the model is based on general and domain-specific requirements to reduce risks and
ensure the compatibility of solutions in various infrastructure elements and allows you to create complex systems
with functions of prevention, detection, response and recovery.

2. The use of such concepts as "domain", "domain object", "logical interface" allow to spend more clearly
describe the decomposition of the power system and cyber security requirements of its components in the regulatory
criteria set forth in Ukraine, namely "confidentiality", "integrity", "accessibility" and "observability".

3. The advantage of the proposed structure is that it allows you to select objects of electric power systems to
which the increased requirements on certain criteria.

4. The framework presented is quite realistic by transforming existing elements united energy system of Ukraine.

YK 621.396.67
O YHKUIA YCIHIIIHOCTI 3AXUCTY
EJIEKTPOHHOI AITAPATYPH BIJI 30BHIIIHIX ®AKTOPIB

bopuc Yeapos, IOpiii 3invkoecokuii
Hayionanonuu mexuiunui ynieepcumem Yxpainu “KIII™

Crartst: 8 emop., 12 0xcepen

AxTyanpHa 3aJjada CTBOPEHHS! CydaCHHMX KOHCTPYKLiHM paaioenektpoHHux amapatiB (PEA) — po3poOka meroniB
MPOEKTYBaHHS, 3aCHOBAaHMX HA BHKOPUCTAHHI MaTEMAaTWYHOIrO arapaTy Teopii HWMOBIpHOCTI, IO AaBaio O
MOXIIUBICTh TIPOTHO3YBaTH MEXKI PO3CIIOBaHHS (YHKIIIOHAJIBHUX XapaKTepUCTUK peanbHoro PEA, oTpuManux B
pe3ynbTaTi IpPOEKTYBaHHSI.

PanioenextpoHHa amaparypa 3aBKIU MPAIO€ Iia €0 Pi3HUX 30BHIIIHIX BIUIMBIB - €JIEKTPOMArHITHHX,
MeXaHIYHHX, TEIUIOBHX, SKi MOXYTh IMOPYIINTH HOPMaJbHe 1i (PyHKLIIOHYBaHHS a0o mpu3BecTH 10 BigmoB. Cepen
TaKUX BIUTUBIB MOXYTh OYTH 1 HABMHCHI (BXKUTiI KOHKYPYIOUOIO CTOPOHOIO), 3 MeTOlo BuBecTH PEA 3 nany.

CTBOpEHHsI TaKMX CKJIQJHUX TEXHIYHUX 00'exTiB, sikuMu € PEA, HeMOXiIMBO 0€3 BHUKOPHCTaHHS CHCTEM
aBToMaTu30BaHoro npoektysanHs (CAIIP), mo npeacTaBisiFoTh COO0I0 KOMILICKC B3a€MOJIT MPOAYKTIB BiIIOBITHUX
komi'totrepaux mnporpam. Koxkna CAIIP mae BnacHi 00'€eKTHO-opi€eHTOBaHI 0a3u JaHMX 1 4acTo B3aEMOJI€ 3
30BHIIIHIMU iH(pOpMaIiifHIMU MacuBamH. Tomy nipu cTBopeHHi komiuiekciB CAIIP HeoOximHO MaTh y iX ckiazi
TaKOX 1 CHCTEMH 3aXHUCTy iH(opMaIrii.

Critixicts ¢yHkuionyBanus PEA B ymoBax 30BHIIIHIX BIUIMBIB MOXKHA OI[HWUTH 32 JOIIOMOrOI (YHKINI
YCHIIIHOCTI 3aXKCTY, IO BPaX0OBYe IMOBIPHICHY NIPHPOAY BCiX (hi3WYHUX MPOIIECIB, B TOMY YHCII 1 (DYHKIIOHATBHHUX
XapaKTEePUCTHK, 1 BIVIMBAIOYMX YNHHUKIB, SIKa 3aIPOIIOHOBAHA TAKO0:

Y. (07)

st
Jion

ne Y, — HOMiHaTbHE 3HAueHHA (YHKIIOHANBHOI XapakTepucTuku Y; Yy, — momyctume ii 3Hauenns; Q% —
3HAueHHs 30BHIIHBOrO (axTopa; 8Y*, — JDOMyCcK HA BiIXWIEHHS XapaKTEPUCTHKH Y BiJ HOMiHANBHOTO 3HAYEHHS;

D} = (1+87))s
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BEpXHil iHIeKC "s¢" MO3HAYAE CTOXACTHYHOCTD BCiX (DI3MYHUX BEITUUMH Ta MPOIICCIB.

Ha ocHoBi piBHsHB Jlarpamka Apyroro poay, 3amHMCaHMX 3 YpPaxyBaHHSM CTOXaCTHYHHX XapaKTEPHCTHK
(GI3UYHUX BEJIMYHMH, OTPHUMAHO BHpa3d Uil (YHKIIOHATBHUX XapaKTEPUCTHK, IO ONHCYIOTh €JIEKTPOMArHITHI,
MexaHiuHi i Teriosi nponecu B PEA.

O YHKIHUA YCIIEIHTHOCTHU 3AHINTbBI
SJIEKTPOHHOM ATIMAPATYPBI OT BHEILIHUX ®AKTOPOB

bopuc Yeapoe, IOpuii 3unvkoseckuii
Hayuonanvnwviii mexnuueckuii ynueepcumem Yxkpaunor “KIIH”

AxTyanpHas 3a7ia4a CO3JJaHUsI COBPEMEHHBIX KOHCTPYKIMH paJinodIeKTpOHHBIX armaparoB (POA) — paspaborka
METO/IOB MPOEKTUPOBAHMS, OCHOBAaHHBIX Ha WCIOIb30BAHUM MAaTEMAaTHYECKOro amlmapara TEOpUH BEPOATHOCTH, YTO
JlaBayio OBl BO3MOXKHOCTB ITPOTHO3UPOBATH MPAHMIIBI PACCESHUS (PYHKIIMOHAIBHBIX XapaKTEePUCTHK pealibHOro POA,
MOJYYEHHBIX B PE3yJIbTaTe MPOESKTUPOBAHMUS.

PanuosnexTpoHHas anaparypa Bceria NOABEP)KEHA Pa3lIMYHBIM BHEIIHUM BO3AEHCTBUAM — 3JEKTPOMArHUTHBIM,
MEXaHUYECKHM, TEIJIOBBIM, KOTOpbIE MOTYT HApYIIMTh HOpMajbHOe €€ (YHKIMOHUPOBAHWE WM IIPUBECTH K
orkazaMm. Cpenu TakuxX BO3/ICHCTBUI MOT'YT OBITh U IpEIHaMEpEHHbIE (MIPEANPHUHSThIE KOHKYPUPYIOIIEH CTOPOHO),
C LIEJIBIO BbIBeCTH POA 13 cTpost.

Co3/1aHe TaKuX CIOKHBIX TEXHHYECKUX OOBEKTOB, KAKMMH SBISIFOTCS POA, HEBO3MOXKHO 0€3 HMCIOJIb30BaHUS
cucTeM aBToMaTH3upoBaHHoOro mpoektupoBanust (CAIIP), mpencraBisitommx coOoW KOMIUIEKC B3aUMOJEHCT-
BYIOLIMX KOMIBIOTEpHbIX mporpamM. Kaxnmas CAIIP umeer coOcTBeHHBIE OOBEKTHO-OPHEHTUPOBAHHBIE Oa3bl
JAHHBIX W YacTO B3aUMOJEHCTBYET C BHEIIHMMH HH(pOPMAaIMOHHBIMH MaccuBaMu. [loaTomMy mpu co3naHuu
komiuiekcoB CAITP HE0OX0MMO UMETh B X COCTaBE TAKXKE U CUCTEMBI 3aIUTHI HH()OPMALIUH.

YcroitunBocTh (hyHKIMOHUPOBaHUST POA B B yCIOBHSIX BHEHIHHX BO3ACHCTBUH MOXHO OLEHHUTH C IOMOIIbIO
(YHKIIMM YCHENTHOCTH 3allWThl, YYUTHIBAIONICH BEPOSTHOCTHYIO NPHPOAY BCeX (DM3UUECKHX MPOIECCOB, B TOM
qucie U (yHKIMOHAIBHBIX XapaKTePUCTHK, U BO3JEUCTBYIOIIUX (haKTOPOB, KOTOpasi MPEeIoKeHa TaKOM:

Yo, (0%)

st
aon

rae Y, — HOMUHAIbHOE 3HaYeHue (QyHKIMOHANBLHON XapakTepuctuku Y; Yy, — nomyctumoe ee 3Hauenue; Q" —
3HayeHue BHelHero (dakropa; OY, — JIOMyCK Ha OTKIOHEHHE XapaKTEPUCTHKHM Y OT HOMHHAJIBHOTO 3HAYEHUS;
BEPXHUI HHJIIEKC “s” 0003HaAYaET CTOXaCTUYHOCTh BCEX (PM3MYECKUX BEUUUH U ITPOILIECCOB.

Ha ocHoBe ypaBHenuii Jlarpamka BTOpPOro poja, 3allUCAHHBIX C YYE€TOM CTOXaCTHYECKHX XapaKTePUCTHUK
(U3MYECKUX  BEIWYMH, T[IOJTYYEHBI BBIPAKEHUS Uil  (DYHKIMOHAJIBHBIX  XapaKTEPHCTHK, OMUCHIBAIOUINX
3JIeKTpOMarHUTHbIE, MEXaHUUECKHE U TEIUIOBBIE Ipolecch B POA.

GRS (1+87)).

SUCCESSION PROTECTION FUNCTION OF ELECTRONIC

EQUIPMENT FROM EXTERNAL FACTORS
Borys Uvarov, Yurij Zincovsky
National Technical University of Ukraine “KPI”

The current task of creating up-to-date radioelectronic devices constructions (the RED) is development of design
methods based on a usage of the probability theory mathematical algorithms, which would make it possible to predict
the boundary scattering functional characteristics of real RED achieved as a result design.

Radioelectronic devices always are a subject of external influences - electromagnetic, mechanical, thermal, which
can disrupt the normal functionality or lead to failures. Some of these impacts may be intentional (made by an
enemies or competitors) with the purpose of destroying the functionality of RED.

The creation of such complex technical objects, what are the RED, is impossible without usage of computer-
aided design (the CAD), including complex interacting software. Each has its own CAD object-oriented databases
and often interacts with external information arrays. Therefore, when creating the CAD systems it is necessary to
have in their composition an information security systems.

Stable functionality of the RED with external influences can be estimated using the success protection function,
taking into account the probabilistic nature of all physical processes, including the functional characteristics and
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influencing factors, which is offered as follows:

Yo (27)
s
Jon
which Y*,,, - nominal value of the Y functional characteristics; Y*y,, - its allowed value; Q" - external factors
importance; 8Y",, - tolerance deviation Y characteristics of the nominal value; superscript “s” means the stochastic
nature of all physical values and processes. On the second kind Lagrange equations basis, recorded considering
physical quantities stochastic characteristics, were obtained the expressions for the functional characteristics

describing electromagnetic, mechanical and thermal processes in the RED.

oY = (1+87)).
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