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YK 004.056:519.7
METO/J BUSHAYEHHS YACY HA CTBOPEHHA
IHHOBAIIUHOI'O ITITAITPUEMCTBA SAK ®AKTOPY

IH®OPMALIIHOI BE3NEKH
Jinia Hikigpoposa, IOpiiu Apemuyk, Anamoniin Illusan
Binnuyvruii nayionanenuti mexniunuii yHigepcumem

Crartst: 4 cmop, 9 dxcepen.

[HHOBaIIiiHE MIANPUEMCTBO yTBOPIOETHCS, K IMPABUIIO, B PE3YIbTATI KOJEKTHBHOI AisibHOCTI. ToMy HasBHICTH
IIMPOKOTo iH(pOpManifHO-KOMYHIKaTUBHOTO IPOCTOPY IIPH HOro CTBOPEHHI € 000B’s13K0BOI0 yMOBOI0. KoMyHiKartis
MIX JIFOJIbBMHU, OCOOJIMBO KOJIM HEOOXIHO MPUIHATH PIilIEHHS MpO iX JOIYCK 0 HOY Xay, TPUBA€E JOCUTH JOBro. B
CTaTTi 3aIPOIIOHOBAHO HOBUH METOJ BU3HAYCHHS Yacy Ha CTBOPEHHSI IHHOBALIHOTO ITiJIIPHUEMCTBA, SIKHI BPaXOBYE
HEOOXiTHICTh CTBOPEHHS KOMaHIM JUIS CYIIPOBOAY IHHOBAILii, IO JO3BONWIO 3B’s3aTH BIANOBIAHMI bac i3
creruiYHIMH  BJIIACTHUBOCTSMH KOMYHIKAIii JIOACH [UIS CIWIBHOI MisThbHOCTI. KiNBKICTH KOMYHIKAaHTIB IS
IHBECTOpa MOJIENIOETHCSI MOHOTOHHO 3pPOCTAlOYOI0 BHITYKJIOIO BHM3 (yHKIi€0. BpaxoBaHo, mo B iHHOBaLiiHY
KOMaHAy BXOJAWTH JIMIIE YacTHHA KOMYHIKaHTIB. BpaxoBaHo, 1m0 e(eKTHBHICTb AisIBHOCTI 1HHOBAIIHHOTO
MATPUEMCTBA Ma€ MaKCHMYM HpH JesKili KUIBKOCTI HpaliBHUKIB. BuBeneHo gopMynu st po3paxyHKy Yacy Ha
CTBOPEHHSI IHHOBALIHHOTO MiJIPUEMCTBA 3aJICKHO BiJl HEOOXIAHOI KUIBKOCTI MpaliBHUKIB Ta €(EeKTHBHOCTI
KoMyHikaii. [IokasaHo, 110 NPUIYIIEHHS METOAY BiJINOBiAAIOTh CTATUCTHYHHUM JIAaHUM 1 CydacHHM pe3yibTaTraM y
chepli EKOHOMIKM Ta TMOBEHIHKM JoAWHH. OOroBopeHO OCOOJMBOCTI BHUKOPHCTaHHS 4Yacy Ha CTBOPEHHS
IHHOBaLIIHHOTO MiIIPHUEMCTBA B 3a/1adax iH(opmaniitHoi Oe3rnexu.

METO/J ONPEAEJIEHUA BPEMEHU HA CO3IAHUE
WHHOBAIIMOHHOTI'O HPEJIPUSITUS KAK ®AKTOPA
NHOPOPMAINMOHHOU BE3OITACHOCTH

Junus Huxugopoea, IOpuii Apemuyk, Anamonuit Illuan
Bunnuyxuil HayuoHanbHvlll mexXHUYecKull yHugepcumem

WMHHOBaMOHHOE MPEANPUSITHE CO3JAETCA, KaK MPAaBUIIO, B PE3yabTaTe KOUIEKTUBHOU JedarensHocTU. IloaTomMy
HaJIM4Ue OOIIMPHOrO HMH(POPMALMOHHO-KOMMYHUKATHBHOI'O IIPOCTPAHCTBA IPH €0 CO3JaHWUM  SIBIISICTCS
o0s3aTenbHBIM  ycroBueM. KOoMMyHHMKanust MEX[Iy JIIOABMH, OCOOCHHO B Cilydae, KOria HEoOXOAWMO IIPHHATH
pemienre 00 MX JOMycKe K HOY Xay, TpeOyeT AOCTaTOuHO OOJBIIOro BpeMeHH. B craThe mpeioxkeH HOBBIH METO
OIpeJIeIeHUs] BPEeMEHH Ha CO3JaHHEe HWHHOBALMOHHOTO MPEANPUATHSA, KOTOPBI YYUTHIBAET HEOOXOIMMOCTH
CO3/1aHUsI KOMaH[Ibl UL CONPOBOXKICHUS HHHOBAllMM, YTO IIO3BOJIMJIO CBS3aTh COOTBETCTBYIOLIEE BpPEMS CO
cnenupuIecKkuMi 0COOCHHOCTSIMM KOMMYHHUKAIMHU JIIOACH C LENbI0 MX COBMECTHOH JesresnbHOCTH. KommuecTBo
KOMMYHHUKAHTOB /ISl HHBECTOPA MOJICIIUPYETCS MOHOTOHHO BO3pACTalOIICH BBIMYKIIONH BHU3 (QyHKIMEH. YUTeHO,
YTO B HWHHOBAllMOHHYIO KOMAHIY BXOAWT TOJNBKO YacTh KOMMYHHKAHTOB. Y4YTeHO, 4TO 3(ddexTuBHOCTH
JIeATeIbHOCTH MHHOBAIIMOHHOT'O TPEINPHUITHS MMEET MaKCHMyM IpH OMNpENETICHHOM KOJIMYECTBE PabOTHHKOB.
BeiBeneno Qopmynbl A pacuera BpeMEHM Ha CO3JaHWE WHHOBALMOHHOTO IIPEANPHUATHS B 3aBHCHMOCTH OT
HEOOXOANMOro KOJIMYECTBa PAOOTHHKOB M A(P(PEKTUBHOCTH KOMMYHHKAIMH. IloKazaHO, YTO MpPEATIONOXKEHUS
METOJla COOTBETCTBYIOT CTaTHCTHYECKMM JaHHBIM W COBPEMEHHBIM pe3yJbTaTaM B 00JacTH SKOHOMHKH U
noBeieHUsT denoBeka. OOCyKaeHbI OCOOEHHOCTH WCIIOJIB30BAHMS BPEMEHHM Ha CO3/1aHHE HHHOBAIL[MOHHOTO
TIPEATIPUATHS B 331a9aX HHHOPMALIMOHHON 0€3011acHOCTH.
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METHOD FOR TIME DETERMINATION AT CREATION OF
INNOVATIVE ENTERPRISES AS A FACTOR OF INFORMATION

SECURITY

Liliya Nikiforova, lurii laremchuk, Anatoliy Shiyan
Vinnitsia national technical university

The innovative enterprise is usually created as a result of collective action. Therefore, the presence of extensive
information and communication space in its creation is a prerequisite. Communication between people, especially in
the case where it is necessary to make a decision about their admission to the know-how, requires a sufficiently long
time. In this paper we propose a new method for determination the time for creation an innovative enterprise, which
takes into account both the need to create a team to accompany innovation and allowing to associate the appropriate
time with the specific features of communication people for their joint activities. The number of communicants for
the investor is modeled monotonically increasing convex function. It is taken into account that in an innovative team
includes only part of the communicants. It is taken into account that the effectiveness of the innovative enterprise has
a maximum at a certain number of employees. The formulas for calculating the time to create an innovative
enterprise, which are dependent on the required number of employees and the effectiveness of communication, are
obtained. It is shown that the assumptions of the method correspond to the statistical data and recent results in the
field of economics and human behavior. The characteristic features of the use of time at creation of innovative
enterprise in the problems of information security are discussed.

Literatura: 1. Andreyev V.1, Kozyura V.D., Skachek L.M., Xoroshko V.O. Strategiya upravlinnya informacijnoyu
bezpekoyu. — K. : DUIKT, 2007. — 277 s. 2. Shy 'van A.A. Metody " ta texnologiyi zaxy ‘stu lyudy ‘ny " vid negaty vnogo
informacijno-psy xologichnogo vply vu // Informacijna bezpeka. — 2013. — Ne3(11). — C.98-104. 3. lllyashenko S.M.
Innovacijny j menedzhment. — Sumy’ : VITD — Universy tets ka kny'ga, 2010. — 334 c. 4. Brehm S. Lundin N.
University—industry linkages and absorptive capacity: an empirical analysis of China’s manufacturing industry //
Economics of Innovation and New Technology. —2012. — V. 21, N. 8. — P. 837-852. 5. Shiyan A.A., Nikiforova L.O.
Why Do Inefficient Innovation Institutions Exist in Russia and Ukraine? Mechanisms for Correcting Them, //
Innovation & Organizational Behavior eJournal. — 2012. — V. 1, Issue 40.— 31 p. Available at SSRN:
http://ssrn.com/abstract=1981199. 6. Acemoglu D. Introduction to Modern Economic Growth. — Princeton :
Princeton University Press, 2009. — 1072 p. 7. Jackson M. Social and Economic Networks. — Princeton : Princeton
University Press, 2010. — 520 p. 8. Mas-Collel A., Whinston M. D., Green J. R. Microeconomic Theory. — Oxford :
Oxford University Press, 1995. — 977 p. 9. Shiyan A. A. Technologies for HR-Managers: Typology for Person’s
Economic Behavior, Applications and Mechanism Design / A. A. Shiyan // Labor: Personnel Economics eJournal. —
2011. - V.3, N70. — 373 p. Available at SSRN.: http://ssrn.com/abstract=1827706. — 373 p.

YK 53.087.4:534.2
PO3POBKA MATEMATHUYHOI MOJIEJII BUSIBJIEHHA
TOHAJIBHOI'O CUTHAJIY B YMOBAX JOMIHYIOYHUX
HEPEIIKO/

Muxaiino /lieiziniox, IOpiii Cmonapuyk*, Onexcanop @appaxos
Hepocasna ycmanosa «lncmumym 2eoximii HasxkonuwHvbo2o cepedosuwya HAH Yxpainuy,
*CesacmononbCcoKull HAYiOHATbHUL YHIGepcUumem a0epHoi enepeii ma npomucio8ocmi

Crartst: 7 cmop., 5 0xcepen.

Po3B’s30K 3amadi BHIUICHHS KOPHCHOIO CHTHATY Ha T JOMIHYIOYHX IIEPEIIKOJ B TEICKOMYHIKAI[IMHUX Ta
cucTeMax pajiojoKamii 3/iHCHIOEThCA SK ONTHUMi3amiifHe 3aBIaHHs, MIO IIABHIILYE BIpOTIAHICTH iX IPABUIIBHOTO
BUSIBJICHHS, Ta MiHIMI3y€e BipOTifHICT XMOHOI TPUBOTH. Y psiji NPUKIIAJHUX 3aBJaHb, TAKUX SK IOMIYK JIIOACH, sKi
3a3HaJIM JIMXO 3a JIONOMOTOI0 aBapiiiHuX OYiB, BHSBJICHHS MapKepiB IIeJIeHraniii Ipy BHKOPUCTAHHI CaMOHAaBiJHOT
30poi, (ikcamii saepHOro MaTepially, 3aMacKOBAaHOTO MiJ TPHPOXHUHA (OH, onTuMi3amis PpoOOTH CUCTEM
€KOJIOTIYHOI'0 MOHITOPHMHTY, HEOOX1THO BHIUISTH TOHAJIBHUI CHTHAJ B yMOBaxX MEpelIKo, 110 6araropa3oBo Horo
MIepEeBUIIYIOTh. MareMaTHuHUi ONHC JOMIHYI0o4oro ()OHy € CHCTEMOIO JIBOX 1 OUIBIIOrO YHCia BUIIAAKOBHX
BEJIMYMH, SIKI IOBHICTIO BU3HAYAIOTHCS TOYaTKOBUMH MOMEHTaMH TEPLIOro 1 APYroro MopsiiKy, a TAKOXK 3MiMIaHUM
(xopensuiitnnM) MoMeHTOM. OCKIJIBKM yCi BHIIQJIKOBI MapamMeTpH, IO BU3HAYaIOTh (OH, HE KOPEIIOIOTHCS, TO BCi
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KOpEJLALiiHI MaTpuIli JOpiBHIOBATHMYTh KOHCTaHTaM. I[Ipu TOsBI HW3BKOIHTEHCHBHOI'O TOHAJIBHOTO JpKEpera
3HAUYEHHA KOPEJALIMHOI MaTpwIili ICTOTHO pOCTE, NMPUYOMY Mipa IOrO 3POCTaHHS OyAe IpOINOopIiifHa YHCITY
BUKOHAHUX BUMIipIOBaHb.

MaremMaTH4HOI0 MOJICJUTIO BUSIBJICHHS TOHAJIBHOIO CHUTHAJIY B yMOBax JOMIHYIOUMX IE€PEIIKOJ € MpOoLec
BY3bKOCMYTOBOT'O CTPOOYBAaHHSI CMYI'M BUMIpiB, OOUMCICHHS B KOXHIH CMY31 KOpEINSIiHHOI MaTpHIli 110 CIMEHCTBY
peaiizamiii, MOAAIBLIOTO ITOPIBHSIHHS PO3PAaXOBaHOI MATPHI[l 3 HOPMATHBHOIO 1 YXBaJICHHS PIIICHHS HASBHOCTI
JoKepeIa BUPOMiHIOBAHHS TP 3HAYHIH PO301XKHOCTI MaTpPHUIIb.

PA3PABOTKA MATEMATHUYCEKOM MOJIEJIA BBISIBJIEHUS
TOHAJIBHOI'O CUT'HAJIA B YCJIOBUAX JOMUHHUPYIOIUX
HHOMEX

Muxaun /[lueuszuniox, IOpuit Cmonapuyk*, Anexcandp @appaxoe
Tocyoapcmeennoe yupeoicoenue «Mucmumym eeoxumuu oxpyxcarowetl cpeovl HAH Yipaunsiy,
*Cesacmononvckuii yHugepcumem s0epHoll NPOMbLULIEHHOCIU U SHEP2eMUKU

Pemenne 3aJa4u BBIACIICHUA IIOJIC3HOI'O CMI'HAaJIa Ha (bOHe JOMUHHPYIOHIUX IMOMEX B TCICKOMM YHUKAIITMUOHHBIX 1
PAaAUOIOKAIIMOHHBIX CHCTEMAX OCYIICCTBIIICTCA KaK OITHMH3AallMOHHAA 3aja4dad, IIOBbIINIAIOIIAsA BCPOATHOCTH
MPaBUJIBHOT'O O6Hapy)KGHI/IH 1 MUHUMH3HDPYIoIada BEPOATHOCTD JIOXKHOM TPEBOT'U. B pAAC NPUKITAAHBIX 3a/ia4, TAKUX
KaK IIOUCK J'IIOZ[CfI, MOTCPHCBIINX 6CHCTBI/I€, C IOMOIIBIO aBaprIHLIX 6y€B, BBISIBJICHUC TICJICHIAIUOHHBIX MAapKEPOB
npu HUCIOJIB30BAHUN CAMOHABOAALICTOCA OpYXKUA, (bl/chaHI/II/I AACPHOIoO Marcpurajia, 3aMaCKHPOBAHHOI'O I10J
€CTECTBCHHBIN (bOH, OITUMM3al WA pa6OTLI CUCTECM JKOJIOTHMYCCKOr0 MOHUTOpHUHIA H606XO,HI/IMO BBIICIIATH
TOHAJILHBIN CHTHAII B YCJIOBUSX MHOI'OKPATHO MPEBBIIAIOIIUX ITOMEX. MareMaTudecKoe OIKCaHNe JAOMUHHPYIOLICTO
(bOHa SIBIISICTCS CHUCTEMOM JABYX H OoJIbIIIEro 4muciaa CHy‘IaﬁHBIX BCJIMYMH, KOTOPBIC IMOJHOCTBIO OHPCACIAIOTCA
Ha4YaJIbHbIMU MOMCHTAaMH IICPBOI'O0 W BTOPOro IIOpAJAKaA, a TaKKE CMCIIAHHBIM (KOppeJ'IHIII/IOHHI)IM) MOMCHTOM.
HOCKOJIBKy BCC CHy‘laﬁHBIe napamMeTpsbl, OIMPCACIIAIOIINC (bOH, HC KOPPCIUPYIOTCA, TO BCC KOPPCIALNOHHBLIC
MaTpullbl 6y,HyT PpaBHbI KOHCTAHTaM. HpI/I IOABJICHHHM HHU3KOMHTCHCHUBHOI'O TOHAJIBHOI'O HWCTOYHHMKA 3HAYCHHC
KOppeJIHIIHOHHOﬁ MaTpulbl CYHICCTBCHHO PACTCT, MPUYEM CTCIICHb 3TOr0 pocCTa 6y,HGT nponopuroHajbHa YUCITY
BBITIOJTHCHHBIX HBMCPGHHﬁ.

MareMaTyecKkomn MOZCJIbIO BBISIBJICHUA TOHAJIBHOI'O CUTHaJId B YCIIOBUAX JOMUHUPYIOIUX ITOMEX €CTh IPOLECC
Y3KOIOJIOCHOT'O CTpO6I/IpOBaHI/IH I10JIOCBI I/ISMepCHHﬁ, BBIYHCJICHHUSA B Ka)K,HOﬁ II0JI0CE KOppeJ'IHIIPIOHHOﬁ MaTpulbl 1O
CeMCﬁCTBy peanmaulxlﬁ, MOCJICAYOUICI0 CPpaBHCHUSA BBIYMCIICHHOM MaTpulbl € HOpMaTHBHOﬁ W MPUHATHUA PCILICHUA
HaJIN4YW UCTOYHHKA U3JTYYCHUS ITPU 3HAYUTCIIBHOM PACXOXKICHUHU MATPUILL.

DEVELOPMENT OF MATHEMATICAL MODEL OF DETECTION

TONE UNDER DOMINANT INTERFERENCE
Mikhail Diviziniuk, Yurij Stolerchuk*, Oleksandr Farrakhov
State Institution «Institute of Environmental Geochemistry of the NAS of Ukrainey,
*Sevaltopol National University of Nuclear Energy and Industryi

The solution of the task of signal allocation at the prevailing background noise in telecommunication and radar
systems is carried out as an optimization problem, which increases the probability of correct detection and minimizes
the probability of false alarm. In some application tasks such as finding people who have experienced a disaster
using emergency buoys, markers identify angular position measurement using homing weapons, nuclear material
fixation disguised as natural background optimization of environmental monitoring systems, it is necessary to
allocate a tone around the obstacles that exceeds the mentioned in many times. The mathematical description of the
dominant background is a system of two and a greater number of random variables that are completely determined
by the initial moments of the first and second order and mixed (correlation) point. As far as all random parameters
determining the background is not correlated, the correlation matrix equals to a constant. When the source of low
tone values of the correlation matrix has been growing, and the degree of this increase is proportional to the number
of performed measurements.

Mathematical model of detection tone in terms of the dominant noise gating is the process of narrowband
measurements, calculate each band correlation matrix for the family implementations, further comparison of the
calculated matrix and regulatory decision presence of radiation sources with significant differences
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YK 004.321.3:621.327.8 . .
CHUHTE3 ONITUMAJILHOI TOIOJOT'Ti MEPEJKI IEPEJAUI
JTAHMX

Bonooumup Xopowko, IOnia Xoxnauoea, Onena Cxkopodozamvko, Murxona Tumuenxo
Hayionanvnuii agiayitinuii ynieepcumem

Crartsti: 9 cmop., 13 0xcepen.

AKTyaJpHOIO Ipo0IeMoro iH(popMaTH3anii Aep>KaBHUX CTPYKTYP € BUPILICHHS 3a1a4i iHopmaniiiHoi 6e3rexu ta
HE3aJISKHOCTI iH(POpMAIIHIX TEXHOJIOTIH BiJl 3aKOPIOHHHX ITOCTavalIbHUKIB. MepexaM BiacTUBI 0COOIMBI BUMOTH
0 (GYHKIIOHYBaHHS, a TakoX OOMeXeHHS 3 OOpoOKM Ta meperadi JaHWX, IO YacTKOBO BHM3HAYAIOTHCS
HOPMAaTHBHUMH Ta KEPiBHUMH JOKyMeHTamMH. Ha jkamb, OUIBIIICTH 3 LMX BHMOI' JIOCHTh Ba)XKKO, a YacoM 1
HEMOJJINBO, BUKOHATH Ha IPAKTHIII.

Sk yactkoBi XapaktepucTuku iH(opmaniiinnx notokiB (II1), mepemannx aOoHeHTaM Mepexi, MOXYTb OyTH
BUKopHcTaHi QyHKOii posmominy iHTepBamiB Mixk MoMmeHTamu BUHUKHeHHs II1, Tpuamocti II1 3 neramizamiero 3a
KaTeropisiMi TEpPMIiHOBOCTI 1 KOH(ineHIiitHOCTI, yMOBHHX HMoOBipHOCTEH nosiBu 11 meBHOI KaTeropii TepMiHOBOCTI
tomo. Ha erami pimeHHs 3a7adi CHHTE3y ONTHMAIbHHUX TOMOJIOTIYHUX CTPYKTYP MEpPEX CHEHialbHOro 3B'SA3KY
(CCC) BUKOPHCTOBYETHCS €KCIIOHEHIIaIbHA (DYHKI[iSI PO3IOALTY iHTEpBaliB MiXk MOMeHTaMu nosiu BII y motori,
nepeJaHoMy MIX 3aJaHOI0 Maporo a0oHeHTiB, i moBxuH II1 3 iX mapaMerpamu, Ha MiACTaBi SKUX MOXYTh OyTH
BH3HAYEHI pE3yJbTyIOUa IHTEHCHBHICTH IIOTOKY 1 MapameTp pO3MOALTY X JOBXHH 1 3aJaHa MaTpHLs TSKiH.
PoszramryBanns abonentiB CCC 3amaerbest y BUMIANL Marpuii MoxudikoBaHux Bigcraneil. Ilpm cuHTe3i
TOIOJIOTIYHOI CTPYKTYpH MeEpeXi BUMOTH JI0 ITOKAa3HHUKIB sikocTi mporueciB pocraBku BII y MCC 3amatotscs y
BUTJISIIII CYKYITHOCTI IMOBIpHICHO-4aCOBHX XapaKTEPUCTHUK.

3abe3neueHHss BUKOHAHHS BUMOT Ipu (ikcoBaHii TomosoriuHii crpykrypi MCC i B ymoBax 0e3BiIMOBHOL
poboTH BCIX i1 eeMEeHTIB 3/iIICHIOEThCS 32 PaxyHOK BHOOPY BiAIOBIIHOI MIBHIKOZII armapaTypy BY3JiB KOMYyTaiii
(BK) 1 miniii 3B'si3ky (JI3) Mepexi 3 ypaxyBaHHSAM BHUKOPHUCTAHHMX 3TiHO 3 peKoMeHAamisMu MiKHapomaHOi
opraHizamii 31 craHgapTH3anii METOMIB IIABHIIEHHS JOCTOBIPHOCTI Iepeiadi, JAepKaBHUX CTaHIAPTIB 1
HOPMAaTHBHUX JIOKYMEHTIB, SIKI XapaKTepH3YIOTh IpoliecH, 1o crorBopioioTh II1 npu nepenadi no MCC, pexnmu
KOMyTallii Ta anroputMu ooMiny ingopmanieto B MCC.

Sk BUXiJHI 1aHI BUKOPHUCTOBYIOTHCS ITApaMETPH, yCepeIHeHl 3a KaTeropisiMi TEPMiHOBOCTI, IIIO TIPH3BOAUTH /10
ICTOTHOTO 3HIKEHHSI MaTeMaTW4YHUX TPYAHOLIB B omuci mporeciB ¢yHkiioHyBanHs MCC 1 mpakTH4HO He
MI03HAYAETHCS HA pe3yNIbTaTax pillleHHs 3a7adi CHHTE3Y.

CknazgHicTs 3aBmaHHA BuOopy omntuManbHOI Tomnosorii MCC BH3HAYa€ThCs CHUHTE30M  ONTHMAIBHHUX
TOIOJIOTTYHHUX CTPYKTYpP a0OHEHTCHKHX Ta MariCTpaJbHUX YAaCTHH MEPEXi, BUKII0YAE MOXKJIMBICTH 11 BUPIIIEHHS Ha
OCHOBI €IMHOI MOJIEI MEpexi, B sIKii Ha 0a3i CKJIaJHUX MaTeMaTHYHHUX 3aJIC)KHOCTEH OIHMCYEThCS B3a€MO3B'SI30K
BCIX PO3IISTHYTHX IapaMeTpiB 1 3MIHHMX Mepexi. ToMmy 3amporroHOBaHa METO/MKA BUPIMICHHS IOCTABJIEHOTO
3aBJaHHs Tepeadadae KOMOIHAII0 aHATITHIHAX METOIIB, METOMIB IMITAalliIHHOrO MOJCITIOBAHHS 1 BKIIFOYAaE B ceOe
BHOIp MicIlb po3TallyBaHHS perioHambHUX By3:1iB KomyTauii (PBK); cuHTEe3y TONMONOriYHNX CTPYKTYp a0OHEHTCHKOT
gactiHd MCC, T00TO aO0HEHTChKHNX Mepex (AM); CHHTE3y TOIOJIOTIYHOI CTPYKTYpH MarictpaibHoi Mepexi (MM)
MCC.

IIpn cunTe3i ontumanbHOI cTpykTypn MM cimiji MiHIMI3yBaTH BHTpaTH Ha ii mMOOyJOBY, IO JOCSATAETHCS
YCYHEHHSIM B CTPYKTypi MM HaamMImIKOBUX 3B'SI3KiB; HEOOXiTHO TaKO)X BPaxOBYBATH, IO MOPYIIECHHS 3B'SI3HOCTI
MM nopymrye ¢ynkuionyBanas MCC B nioMmy sk eaumHoi cucremu. Jlist 3a0e3nedeHHs] BHCOKOI CTPYKTYpHOI
HagiitHOCTI MM BUSBISETBCS MOCTAaTHIM MaTH Mik Oymb-skoro maporo PBK He MeHIe qBOX HE3aNeXHUX MUIAXIB
nepenaui II1. Takum grHOM, cTpykTypa MM XapakTepu3yeThCsl BiICYTHICTIO BUCSYMX BEPLIMH, TOOTO IOCATAETHCS
BBEICHHSIM JI0 i CKJIaJly AYT IIOBHOTO Tpada.

[MprHIMIM moOy0BH HAHKOPOTHIOT 3B'sI3yI040i MEpeKi Taki: BCSKa 130Ib0BaHa BEPIIMHA MEPEXi 3'€HYETHCS 3
HaOJIMDKYMM  CyCiIOM; BCSIKMH 130JIbOBaHMH ()parMeHT 3'€IHYeTbCS 3 HAHONMKYMM HAHKOPOTIIOIO TLIKOIO.
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PeanizoBany num MeTonoM TomosoriyHy ctpykrypy MCC MoXXHa pO3IIISAaTH SIK IeSKy MTOYaTKOBY MEPEXY, SIKY B
MOAATBIIOMY HEOOXITHO YIOCKOHAINTH.

ITpoBeneni mocmipKeHHs MOKa3ald, IO iCHY€e BIUIMB YWCJIa TPAH3UTHHUX AISTHOK MK aOOHEHTaMM Mepexi Ha
MIPOITYCKHI CHPOMOXHOCTI a0OHEHTCHhKOI Mepexi. IIpudoMy me ayke BajIIMBO NPH BHPIMIEHHI 3a7adi CHHTE3Y
OIITHUMAJIBHOI TOTIOJIOTIYHOI CTPYKTYpH Mepexi. Bru3HaueHO MOKa3HUKH SKOCTI Y BUIVISI CyKYITHOCTI HMOBIpHOCHO-
YacOBUX XapaKTEPHUCTHK HI0A0 TpadikiB. AHami3 pe3ysnbTaTiB II0Ka3aB, L0 iCHye 00JIacTh 3HA4YEeHb IapaMeTpiB
MepeaHnX MOTOKIB iH(GOPMAIIMHUX TAKETiB i BHMOT JO IOKa3HUKIB SKOCTI MPOIECIB iX JOCTABKH, IS SIKOL
BH3HAYEHHS IPOIYCKHOI 371aTHOCTI a0OHEHTCHKOI MepeXi He0OX1THO MPOBOANTH 3 YpaxyBaHHIM YHCIIa TPAH3UTHUX
JIUISTHOK MK BY3JIaMH MEPEXi BiATIOBITHO 0 OTPHMAHHUX BHPa3iB.

CUHTE3 OIITUMAJILHOM TONOJOI'U CETHU
HEPEJAYU JAHHBIX

Baaoumup Xopowixo, FOnua Xoxnauéea, Enena Cxopodocamovxo, Hukonait Tumuenko
HayuonanvHulii asuayuonHulii yHugepcumem

AKTyanpHOH TpoOsieMOo WH(pOpPMAaTH3alMK TOCYIAPCTBEHHBIX CTPYKTYp SBJSIETCS peElIeHHE 3aJadd
nH(popManOHHOH 0€301MacHOCTH 1 HE3aBUCUMOCTH MH()OPMAIIMOHHBIX TEXHOJIOTHH OT 3apyOeKHBIX ITOCTaBIIHUKOB.
CeTtsiM CBOWCTBEHHBI 0cOObIe TpeOOBaHMS K (DyHKIIMOHUPOBAHMIO, & TAK)KE OTPaHWYEHHS 110 00paboTKe u mepenade
JIAHHBIX, YaCTUYHO ONPEACISIONUECs] HOPMAaTUBHBIMM M PYKOBOIAIIMMHU jAokyMeHTamu. K coxkaneHuo,
OOJBIIMHCTBO M3 3THX TPEOOBaHMI BeCbMa TPY/IHO, a ITOPO M HEBO3MOXHO BHITIOJIHUTH Ha MPAKTHKE.

B kauecTBe 4acTHYHBIX XapaKTepHUCTHK HH(opMannoHHbIX morokoB (MII), mepemaBaeMpIx aOOHEHTaM ceTw,
MOTYT OBITH HCHOJNB30BaHbl (DYHKIUHM DPACHpEACICHUS WHTEPBAJOB MEXIy MOMEHTaMHM BO3HHMKHOBeHHs MWII,
qumtensHocTr WIT ¢ neranmzanueil o KateropusM CpOYHOCTH W KOH(PHICHIIMAIBHOCTH, YCJIOBHBIC BEPOSATHOCTH
nossnenusa MII onpeneneHHOM KaTeropuu CpOYHOCTH M T. I. Ha aTame pelreHus 3ajadd CUHTE3a ONTUMAaJIbHBIX
TOIOJIOTUYECKUX CTPYKTyp cereid crenuanbHol cBsisu (CCC) wucnonb3yercst SKCIOHEHIMaNbHas (QyHKIMH
pacnpeneeHusl HHTEPBAIOB MexkAy MoMeHTamu nosasieHus MII B moToke, nepenraBaeMoM MeXIy 3aJaHHOM mapoi
aboneHtoB, u auuH MII ¢ ux mapaMerpamu, Ha OCHOBAaHMHM KOTOPBIX MOTYT OBITH OIPEAEIEHBI PE3yIbTHPYIOIAs
MHTEHCUBHOCTb IMOTOKAa W IapaMeTp paclpeneeHus UX AJUH M 3aJaHa MaTpulla TAroTeHuid. Pacmonoxenue
abonentoB CCC 3asmaercst B BHAE MaTpHIbl MOIU(DHUIIMPOBAHHBIX paccTosiHui. [IpM cuHTE3e TOHOIOrHYecKoi
CTPYKTYpbl ceTH TpeOOBaHMs K IOKaszarensiM KadectBa mporeccoB pocraBku WII B CCC 3apmaioTcs B BHIE
COBOKYITHOCTH BEPOSITHOCTHO-BPEMEHHBIX XapaKTEPUCTHK.

ObecrieueHne BBINMOIHEHH TpeOOBaHMH npu (UKCHpoBaHHOW Tomnonoruueckoii crpykrype CCC u B ycrnoBusx
0e30TKa3HON pabOTHI BCEX €€ AIIEMEHTOB OCYIIECTBIISCTCS 32 CYET BBHIOOpPA COOTBETCTBYIOILETO OBICTPOICHCTBHSA
anmapatypsl y31oB kommyrauuu (YK) m ymamii cBszu (JIC) cetw ¢ y4eToM HCIONB3YEeMBIX B COOTBETCTBHHU C
pexoMeHAanusaMl MeXIyHapOIHOW OpraHu3alud O CTaHJApTU3alUM METOAOB IOBBINIEHUS JIOCTOBEPHOCTH
nepefay, roCyJapCTBEHHBIX CTAHJAPTOB U HOPMATUBHBIX JOKYMEHTOB, KOTOPBIE XapaKTEPHU3YIOT IPOLIECCHI,
nckaxarorure UI1 npu nepenaue no CCC, pexxnMbl KOMMYTAIMU B aJITOPUTMBI 0OMeHa nHdopmanuei B CCC.

B kauecTBe MCXOAHBIX JAHHBIX HCIOIB3YIOTCA IMapaMeTpbl, YCPEIHEHHBIE 10 KAaTErOpUsM CPOYHOCTH, UTO
MIPUBOAMT K CYIIECTBEHHOMY CHI)KEHHIO MaTEMaTHIECKUX TPYAHOCTEH B ONMMCAHHUHM ITPOLECCOB (hYHKIIMOHUPOBAHUS
CCC u npakTH4YeCKH HE CKa3bIBA€TCs HA pe3yibTaTaxX PEeICHHsS 3aja4l CUHTE3A.

CnoxHocTh 3amaud  BbIOOpa ontuMmanbHOW Tomonornn CCC  ompenensercss CHHTE30M — ONTHMAJIbHBIX
TOIOJIOTNYECKUX CTPYKTYp aDOHEHTCKMX M MAaruCTpajbHBIX YacTed CeTH, MCKIII0UaeT BO3MOXKHOCTh €€ PeIICHHs Ha
OCHOBE EIMHOM MOJEIM CeTH, B KOTOPOH Ha 0a3e CIIOKHBIX MaTeMaTHYeCKHX 3aBHCHMOCTEH OIHMCHIBACTCS
B3aMMOCBSI3b BCEX PACCMATPUBAEMBIX IapaMETPOB M IEPEMEHHbIX ceTH. [lo3ToMy mpennoxeHHas MeETOAMKA
pelIeHus] TIOCTaBICHHOM 3aJa4M MpeArosaraeT KOMOMHAIIMIO aHATUTHYECKUX METOI0B, METOJI0B MMHUTAI[HOHHOTO
MOJICTTMPOBAHMS ¥ BKIIFOUAET B ce0st BEIOOP MECT PACIIONIOKEHUs PETHOHAIBHBIX y3110B KomMyTtaimu (PYK); cunresa
TOIOJIOTNYECKUX CTPYKTyp aboneHtckoi yactn CCC, T. e. aboneHtckux cereil (AC); cHHTE3a TOINOJIOrMYECKON
cTpyKTypbl Marucrpansaoit cetn (MC) CCC.

IIpu cunTe3e onTuManbHOM cTpykTypsl MC crnegyeT MHUHMMHU3HPOBATh 3aTparhl Ha mnocrpoeHue MC, uto
JIOCTHTaeTCs YCTpaHeHHeM B cTpykType MC H30BITOUHBIX CBsi3€il; HEOOXOIMMO TaK)KE YUUTBHIBATh, YTO HapyIICHHE
cesizHocT MC Hapymaer ¢ynkiuonupoBanne CCC B 1enoM Kak equHON cucteMmbl. s oOecniedeHus! BEICOKOM
cTpykTypHOi HajgexHocth MC okasbIBaeTcsi JOCTaTOYHBIM MMETh Mexay Jto0oi mapoii PYK He MeHee nByx
He3aBUCUMBIX myteil mepemaun WII. Takum obpazom, ctpykrypa MC xapakTepu3yercs OTCYTCTBHEM BHUCSUHX
BEpIIHH, TO €CTh JOCTUIAETCsl BBEIICHUEM B €€ COCTaB YT MOJHOro rpada.
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IIpyHIMNBI OCTPOEHMS KpaT4daWIeld CBS3BIBAIOINEH CETH TaKOBBI: BCSKAas M30JIMPOBAHHAS BEPIIMHA CETU
coeIMHSIETCsl ¢ OIIMKANIINM COCceIoM; BCIKHUI M30JIMPOBAHHBIN ()parMEHT COEAMHSIETCS C ONMKANIINM KpaTdanien
BETBBIO. Pealn30BaHHyI0 3THM METOIOM Tornojorndeckyto crpykrypy CCC MOXKHO paccMaTpUBaTh KaK HEKOTOPYIO
HaYaJIBHYIO CeTh, KOTOPYIO B JaJbHEHIIIEM HEOOXOIMMO YCOBEPIICHCTBOBATD.

IIpoBeneHHBIE HCCIENOBAaHUS MOKA3AJIM, YTO CYHIECTBYET BIIMSHUE YHCJIA TPAH3UTHBIX YYaCTKOB MEXIY
a0OHEHTaMH CEeTH Ha MPOITYCKHBIE CIIOCOOHOCTH aOOHEHTCKOH ceTH. IIpimueM 3TO O4eHb Ba)KHO INPHU PEIICHUU
3aladd CHUHTE3a ONTHUMAJIbHOH TOIOIOIMYECKOW CTPYKTyphbl ceTu. OnpeneneHbl NOKa3aTedd KadyecTBa B BHJE
COBOKYITHOCTH BEPOSITHOCTHO-BPEMEHHBIX XapaKTEPUCTHK OTHOCHTENBHO Tpa(uKoB. AHaIIN3 pe3ysbTaToB MOKa3all,
YTO CyHIeCTBYeT 00JIacTh 3HAaUEHUI TapaMeTPOB MepelaBacMbIX TOTOKOB HH()OPMAIIMOHHBIX ITAaKETOB M TPeOOBaHMI
K IIOKa3aTeJsiM KadyecTBa IIPOLECCOB MX JOCTaBKH, JUISI KOTOPBIX OIPEACICHHE IPOIMYCKHOH CIOCOOHOCTH
a0OHEHTCKOM CeTH HEOOXOAMMO IPOBOJMTH C YYETOM YHWCIa TPAH3UTHBIX YYAaCTKOB MEXIy Y3JaMH CETH B
COOTBETCTBUM C IOITYYEHHBIMU BBIPAKEHUSIMH.

THE OPTIMAL TOPOLOGY DATA NETWORK
Viadimir Khoroshko, Julia Hohlachova, Elena Skorobohatko, Nikolai Timchenko
National aviation university

Urgency of the problem of developing government structures is to solve the problem of information security and
information technology independence from foreign suppliers. Network special requirements inherent in the
operation, as well as restrictions on the processing and transfer of data, in part determined by regulations and
policies. Unfortunately, most of these requirements is difficult, and sometimes impossible to perform in practice.

As partial information flow characteristics (IF) transferred subscribers can be used distribution functions intervals
since the emergence of IF, IF duration of detail by Category urgency and confidentiality conditional probability of a
certain category of IF urgency so on. At the stage of solving the problem of optimal synthesis Topological special
communication networks (SCN) uses exponential distribution function intervals since the advent OP in this thread
sent between a given pair of subscribers and the lengths of their IF parameters for which can be determined by the
intensity of the resulting flow and parameter distribution of lengths and set attraction matrix. Location subscribers
CAS is set in a matrix of modified distances. In the synthesis of topological structure of the network performance
requirements of the quality of the delivery of IF in MCC set as a set of probabilistic and temporal characteristics.

Ensuring compliance with a fixed topological structure of SCN and conditions uptime of all its elements is
performed by selecting the appropriate equipment performance switching units (SU) and lines (LS) based network
used in accordance with the recommendations of the International Organization for Standardization methods improve
the reliability of transmission, national standards and regulations that characterize the processes that distort IF
transmission at SCN mode switching algorithms and information exchange in SCN.

As input data used parameters, averaged by category of urgency, which leads to a significant reduction of
mathematical difficulties in describing the functioning of SCN and has virtually no effect on the results of solving the
problem of synthesis.

The complexity of the task of selecting the optimal topology SCN determined the optimal topological structures
of main parts of the user and the network eliminates the possibility of its solution based on a single model of a
network that based on complex mathematical relationships described the relationship of the considered network
parameters and variables. Therefore, the proposed method of solving this problem involves a combination of
analytical methods by simulation and includes a range of locations regional switching units (RSU); Topological
subscription synthesis of SCN, that subscriber networks (SN); synthesis of topological structure of the backbone
network (BN) SCN.

At the optimal structure BN should minimize the cost of its construction, achieved in eliminating redundant
structure BN relations; and be aware that abuse connectivity BN disrupt the SCN as a whole as a single system. To
ensure high structural reliability BN is sufficient to have between any pair RSU least two independent IF
transmission. Thus, the structure is characterized by the absence of BN hanging vertices is achieved by introducing
its constituent arcs complete graph.

Principles shortest connecting networks include every vertex isolated network connects to the closest neighbor;
all isolated fragment connects to the nearest shortest branch. Marketed by this method SCN topological structure can
be regarded as some of the original network, which should be improved in the future.

Studies have shown that there is influence of the number of transit sites between network subscribers for carrying
capacities subscriber network. And this is very important in solving the problem of the optimal topological structure
of the network. Indexes quality as a set of probabilistic and temporal characteristics on traffic. Analysis of the results
showed that there is a region of parameter values transmitted packets flow of information and requirements for the
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quality of the performance of delivery for which the determination subscriber network bandwidth should be carried
out taking into account the number of transit sites between network nodes according to the expressions.
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YJIK 004.056.53(045)
KOPTEKHA MOJIEJIb ®OPMYBAHHS HABOPY BA3OBHUX
KOMIIOHEHT J1Jis1 BUSIBJIEHHSA KIBEPATAK

Anna Kopuenko
Hayionanvnuii agiayitinuii ynieepcumem
Crarts: 8 cmop, 8 dxcepen.

HecankmionoBani aii Ha pecypcu iHQOpMAIifHUX CHCTEM BIUIMBAIOTH 1 HA CEpeNOBUINE iX OTOYCHHS,
MIOPOIKYIOUM B HROMY II€BHI aHOMatii. Take cepenoBulne HaiyacTime ckiiagHopopMai3oBaHe, HEYITKO BU3HAYCHE
i Jms BUpIIICHHS 3aBIaHb BUSABJICHHS KiOeparak, IO ITOPOTWIM aHOMAaNii B IOMY CEpEHOBHINI, HEOOXimHi
BiJIMOBiIHI 3ac0O0H, SIKi JAIOTh MOXJIMBICTh BHSIBUTH BTOPTHEHHS 32 HHM3KOIO IEBHHMX XapaKTepHHX o3HaK. OauH 3
IiAXO/1iB 1O BUPIIICHHS TaKOTro POy 3a]au IPyHTYEThCS HA BUKOPUCTAHHI BIINOBIAHUX MOJEJIEH, METO/IB 1 CHCTEM
BUSIBJICHHSI BTOPTHEHB, SIKI 0a3yIOThCSl HAa HEWITKMX MHOXXMHAX, OPIEHTOBAaHMX Ha 00pOOKY CIabKO CTPYKTYpOBaHHX
JIAHUX 3 METOI0 BCTAHOBJIICHHS (AaKTiB HECAHKIIIOHOBAHOI'O JOCTYIy A0 pecypciB iH(OPMAIIHAX CHCTEM,
HaNpHKIIaJ, Yepe3 KOMIT'TOTepHI Mepexi. BUXoasun 3 nboro, CTBOpPEHHS! MOJEINEH, 10 T03BOJISIOTH (hopMaii3yBaTu
TIpoliec BUSIBJICHHS KibepaTak MUIIXOM KOHTPOIIO MIOTOYHOTO CTaHy MapaMeTpiB CepeOBHIA OTOYEHHS B HEUITKHX
YMOBaxX, € aKTyaJbHOIO HAyKOBOIO 3amadeto. JlocuTh edeKTHBHMMM 3aco0aMM, IO BHKOPHUCTOBYIOTHCS IS
BUpILICHHS TaKWX 3aB/aHb, € 0a30Ba MOJEIb ITapaMeTpiB, YHiBepcalbHa MOJAENb E€TAIOHIB, MOJEIbh EBPHUCTUUYHHUX
MpaBWJI, METOJA BHUSBJICHHS aHOMAIil, HU3KH BiNIMOBITHUX CHCTEM Ta IHINI po3poOKd. 3a3Ha4yeHi MOCIiIKCHHS
MOKa3adu e(EeKTUBHICTh BIiMOBIIHOTO 3aCTOCYBaHHS MAaTEMAaTHYHOTO anapaTy HEYITKMX MHOXHH, a Horo
BUKOPHCTaHHS Ui (opMaizamii Mmiaxoxy 0 BHABJICHHS KiOepaTak J03BOJINTH YIOCKOHAINUTH MPOLEC PO3POOKH
BIJIMIOBIIHMX CHUCTEM BHSBIEHHA BTOprHeHb. CIiJ 3a3HaYWTH, W0 y TEPETiueHMX Ta IHIINX JDKepenax He
¢dopmaizoBanuil miaxin 10 GopmMyBaHHS HEOOXiTHOI HU3KM KOMITOHEHT, III0 BUKOPUCTOBYIOTHCS JJISI KOHTPOJIO B
HEYITKMX yYMOBaX CTaHy IapaMeTpiB CepelOBHUINA OTOUYCHHS B 3aJlaHMii MOMEHT 4acy, 3a JIOIOMOTOI0 SKOI MOXKHA
BUSIBUTH aHOMAJILHUH CTaH, IMOPO/PKEHUH BIUIMBOM BiJAINOBITHOrO Kiacy KiOeparak. 3 METOI0 KOMIIEHCAIil 1[bOTro
HEJIOJTIKY MPOMOHYEThCS MaTeMaTHYHa MOJeIb (POPMYBaHHs BEJIMYMH, OCHOBY SIKOi € KOPTEX, IO CKIAJA€Thes 3
ineHTHdiKaTopa KibepaTaky, ITiIMHOXHH MOMJIMBUX NApaMeTpiB i JIHIBICTUYHHUX E€TAIOHIB, a TAKOX MiAMHOXXHUH
MIOTOYHUX 3HAYCHb HEUITKUX MapaMeTpiB i AETEKUiHMX MpaBWiI. 3allpolOHOBaHA KOPTEXKHA MOJIENb 3a PaXyHOK

(bopmaizanii npouecy CTBOPEHHs M -MipHHX IIiJICEPEJIOBUIL, A TAKOX AaTAKylOUUX, €TaJOHHMX, MOTOYHHX Ta
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JICTEKIIMHUX CEePEIOBHIL, NO3BOJSIE CPOPMYBaTH Habip OKpPEMHX KOPTEXiB, IO BiJI0OpaKaloTh MpOLEC BUSIBICHHS
aHOMAJILHOTO CTaHy B /1 -MIpHOMY TI'€T€pOI€HHOMY ITapaMETPUYHOMY CEpEelOBHIII, IMOPOPKECHOrO BiJIIOBITHUM
aTaKylOYMM CEpelOBHIIEM B 3aJaHWM YacOBHH INMPOMIKOK. JUIi NMpakTHYHOTO BHKOPWCTAHHS 3alpONOHOBaHOI
KOPTEXHOI MOJIENi MPH BJIOCKOHAJIECHHI CHCTEM BHUSBJICHHS BTOPTHEHb HEOOXIJHO CTBOPHUTH BiJIOBIAHY MOJEIb
JICTEKIIMHUX TpaBwi. JIsI KOHTPOJIO 32 CTAaHOM aHOMAaJbHOCTI 3arajbHOr0 TE€TepOreHHOTO IapaMeTPUYHOTO
cepeIOBHUINA ITPOTSTOM YCiX YaCOBHMX IPOMIXKKIB CIIi/T pO3pOOHTH BiATIOBIJHY MOHITOPHHIOBY MOJIENIb KibepaTak.

KOPTEKHAA MOJIEJIb ®OPMUPOBAHUSA HABOPA
BA30OBbIX KOMITIOHEHT JIUISA BBISIBJIEHUSA KUBEPATAK

Anna Kopuenko
Hayuonanvnulii asuayuonnulii yHugepcumem

HecankunonnpoBaHHble BO3/IEHCTBUS HA pecypchl MH()OPMAIIMOHHBIX CHCTEM OKAa3bIBAIOT BIMSHHE U HA CPERy
X OKPYKEHHMs, MOpOXJas B HEH OIpeieieHHble aHOMAJIMM. Takas cpefa yalle BCero CIoKHO(OopMaau3yema,
HEYETKO OIpe/elieHHasl W Ul peIIeHHs 3aJad BBIIBICHHS KHOeparak, MMOpPOAMBIINX aHOMAaJWHd B 3TOW cpele,
HEOOXOANMBI COOTBETCTBYIOIINE CPEICTBA, KOTOpPHIE MAIOT BO3MOXKHOCTH OOHAPYXHTH BTOpPXKEHHE IO HAaOOpPy
OIpeJICTIeHHBIX XapaKTepHBIX NMpHU3HAKoB. OIMH U3 MOIXOMOB K PEIICHHIO TAKOro Poja 3aj]ad OCHOBBIBACTCS Ha
WCIIOJIb30BAaHMN COOTBETCTBYIOIIMX MOJIENEH, METOIOB M CUCTEM OOHapyXXEHHUsI BTOP)KEHHH, KOTOpble 0a3upyloTcs
Ha HEYETKHX MHOXXECTBAaX, OPHEHTHPOBAHHBIX Ha 00pabOTKy CIabOCTPyKTYpHUPOBAHHBIX JAHHBIX C IEJIbI0
YCTaHOBIICHHS (PAKTOB HECAHKIIMOHWPOBAHHOTO JIOCTYIA K pecypcaM MH(POPMAIMOHHBIX CHCTEM, HallpuMep, 4epes3
KOMITBIOTEpHBIE ceTu. Mcxonst U3 3Toro, co3maHue MojeneH, MO3BOJSIONMX (OpPMaN30BaTh MPOLECC BBISBICHUS
KnOepaTak ITyTeM KOHTPOJIS TEKYIIEro COCTOSHHS IapaMeTpOB CpelIbl OKPY)KEHHsSI B HEYETKHX YCIOBHUSX €CTh
aKTyaJIbHOM Hay4yHOW 3anmadei. JloctaTouyHO 3(QeKTHBHBIMU CpEICTBAMH, WCIIONB3YEMBIMH [UIS PEIICHHS TaKHX
3aj1a4, SBJISIOTCSA 0a30Basi MOZENb ITapaMeTpPOB, YHUBEPCAIbHAS MO 3TAJOHOB, MOJIEIb ABPUCTUUECKHUX IPaBHII,
METO/I BBISIBJIICHUS aHOMaJIMH, HAOOp COOTBETCTBYIOIIMX CHCTEM M Jpyrue pa3paboTKu. YKa3aHHBIC HCCIICIOBAHUS
noka3ain 3G PeKTHBHOCTH COOTBETCTBYIOMIETO ITPUMEHEHHSI MATEMaTHIECKOr'0 arlnapara HeYeTKUX MHOXKECTB, a €ro
WCIIONIB30BaHME Uil (hOpMaM3aluy ITOAX0/a K BBIABICHHIO KHOEpaTak MO3BOJHMT YCOBEPILEHCTBOBATH IIPOIIECC
pa3paboTKN COOTBETCTBYIOIMX CHCTEM OOHapy:KeHHs! BTOpxKeHUH. CiieyeT OTMEeTUTbh, YTO B YKa3aHHBIX M APYTHX
HCTOYHMKAX He (OPMAIM30BaH IMOAXO0J K (POPMUPOBAHUIO HEOOXOAMMOro Habopa KOMIOHEHT, MCIIONb3YEeMOTro IS
KOHTpOJISI B HEUETKHUX YCIOBHSIX COCTOSHHUSI NapaMeTpPOB CpEAbl OKPY)KEHUS B 3aJaHHBII MOMEHT BPEMEHU,
IIOCPEICTBOM KOTOPOI'O MOYKHO BBIIBUTh QHOMAJIbHOE COCTOSIHUE, MMOPOKICHHOE BO3EHCTBHEM COOTBETCTBYIOLIETO
kimacca kuOeparak. C 1Ie1pl0 KOMIIGHCAIlMM JTOTO HENOCTaTKa Mpemiaraercs MaTeMaTHdecKas MOJelb
(opMUpOBaHUS BEIMYMH, OCHOBY KOTOPOH COCTaBJSIET KOPTEX, COCTOSIIMKA M3 MAEHTH(HKATOpa KHOepaTakw,
MOJMHOXKECTB BO3MOXKHBIX I1apaMETPOB U JIMHIBUCTUYECKHUX 3TAJOHOB, a TAKXKE MOAMHOXKECTB TEKYILUX 3HAYEHUI
HEYETKHX IapaMeTpoB M JETEKIMOHHBIX IpaBwi. I[IpeiiokeHHass KOPTEXHas MOAENb 3a cUeT (hopMan3aluu

mnmpormecca Co3JaHust mi -MCPHBIX MOACPCHA, a4 TAKIKC ATAKYIOIMINUX, 3TAJTOHHBIX, TCKYIINX W ACTCKTUPYIOMINUX CPCH,

IIO3BOJISACT C(bOpMI/IpOBaTI) Ha60p YaCTHBIX KOpTC)I(Cﬁ, OTO6pa)KaIOHII/IX MMponecC BbIABJICHUA AHOMAJIBHOI'O
COCTOSIHUA B M -MepHOﬁ reTeporeHHoﬁ HapaMeTpI/I‘IGCKOﬁ cpeac, MmopoKACHHOIO COOTBGTCTBYIOHIeﬁ aTaKyIOHIeﬁ
Cpe,HOﬁ B BaﬂaHHHﬁ BpeMeHHOﬁ MMPOMCIKYTOK. I[J'Iﬂ MPAKTUICCKOIr'0 HCIIOJIb30BAHUSA npezmoxceHHoﬁ KOpTe)I(HOﬁ
MozAeCIn IpHU COBCPIICHCTBOBAHUHN CHUCTEM 06Hapy>1<eH1/I;1 BTOp)KeHI/Iﬁ HCO6XOHI/IMO CO31aTb COOTBCTCTBYIOLIYIO
MoACIb ACTCKIIMOHHBIX  IIpaBUJIL. I[J'Iﬂ KOHTPOJIA 3a COCTOSAHUEM aHOMAJIbHOCTHU O6IHeﬁ FC’TepOFGHHOﬁ
HapaMeTpI/I"IeCKI/Iﬁ CpCabl Ha MPOTSHKCHUN BCEX BPEMCHHBIX IIPOMEIKYTKOB CIICAYCT pa3pa60TaT}, COOTBCTCTBYIOIIYIO
MOHHUTOPHUHI'OBYIO MOACIIb KI/I6epaTaK.

THE TUPEL MODEL OF BASIC COMPONENTS'
SET FORMATION FOR CYBER ATTACKS

Anna Korchenko
National aviation university

The unauthorized access on information systems resourses can also have an effect on the environment of its
surroundings, causing the certain anomalies. This environment is not often clearly defined, and to detect the cyber
attacks that have created the anomalies in this environment, there is a need for appropriate tools that make possible to
detect intrusion by a set of specific features. The approach to solving this task is based on the use of corresponding
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models, methods and intrusion detection systems based on fuzzy sets focused on processing of semistructured data
with a purpose to establish the facts of unauthorized access to information systems resources, for example, through
computer networks. On this basis, the creation of models allowing to formalize a process of cyber attacks detection
by monitoring the current status of parameters in Fuzzy environment conditions is an actual scientific challenge.
Quite effective means used to address these challenges are: the basic model of parameters, the universal model of
standards, model of heuristic rules, anomaly detection method, a set of the relevant systems and other development.
The specified studies have shown the effectiveness of appropriate use of mathematical apparatus of fuzzy sets, and
it's use to formalize an approach for cyber attacks detection, will improve the development of intrusion detection
systems. It should be mentioned that in specified and other sources there is no approach formalization to build up the
necessary data set component used to control in Fuzzy environment the condition of environment parameters at any
given time, by which you can detect an abnormal condition caused by the effects of the relevant class of cyber-
attacks. In order to compensate for this lack there is given a mathematical model of the formation of values, which is
based on a tuple, consisting of cyber attacks identifier, subsets of the possible parameters and linguistic standards, as
well as subsets of the current values of fuzzy parameters and detection rules. The proposed tuple model of a set of

basic components, which through the formalization of the process of creating a 77, -dimensional podsred, as well as

attacking, reference, current and detecting environments, allows to create a set of private tuples that display the
identification of abnormal state in 2 -dimensional heterogeneous parametric environment generated by the
corresponding attacking environment within the specified time period. For the practical use of the proposed tuple
model, while improving intrusion detection systems, it is necessary to create a proper model of detection rules. To
control the state of anomaly heterogeneous parametric environment during all time periods it should be developed an
appropriate monitoring model of cyber attacks.

Literatura: 1. Korchenko A. A. Model' evristicheskikh pravil na logiko-lingvisticheskikh svyazkakh dlya
obnaruzheniya anomaliy v komp 'vuternykh sistemakh / A. A. Korchenko // Zakhist informatsii. — 2012. — Ne 4 (57). —
S. 112-118. 2. Stasyuk A. I. Bazovaya model’ parametrov dlya postroyeniya sistem vyyavieniya atak / A. I. Stasyuk, A.
A. Korchenko // Zakhist informatsii. — 2012. — Ne 2 (55). — S. 47-51. 3. Modeli etalonov lingvisticheskikh
peremennykh dlya sistem vyyavleniya atak / M. G. Lutskiy, A. A. Korchenko, A. V. Gavrilenko, A. A Okhrimenko //
Zakhist informatsii. — 2012. — Ne 2 (55). — S. 71-78. 4. Stasyuk A. 1. Metod vyyavleniya anomaliy porozhdennykh
kiberatakami v komp'yuternykh setyakh / A. 1. Stasyuk, A. A. Korchenko // Zakhist informatsii. — 2012. — Ne4 (57). —
S. 129-134. 5. Korchenko A. A. Sistema vyyavleniya anomal'nogo sostoyaniya v komp'yuternykh setyakh /
A. A. Korchenko // Bezpeka informatsii. — 2012. — Ne 2 (18). — S. 80-84. 6. Korchenko A. A. Sistema formirovaniya
nechetkikh etalonov setevykh parametrov / A.A. Korchenko // Zakhist informatsii. — 2013. — T.15, Ne3. — S. 240-246.
7. Korchenko A. A. Sistema formirovaniya evristicheskikh pravil dlya otsenivaniya setevoy aktivnosti /
A. A. Korchenko // Zakhist informatsii. — 2013. — Ne4. T.15. — S. 353-359. 8. Korchenko A. G. Postroyeniye sistem
zashchity informatsii na nechetkikh mnozhestvakh [Tekst]: Teoriya i prakticheskiye resheniya / A. G. Korchenko. —
K. : MK-Press, 2006. — 320 s.

VJIK 004.056
OIIHKA E@OEKTUBHOCTI BAINYMJIEHHSI MOBHOI'O
CUT'HAJY

Onekcanop Apxunos, Kamepuna besumanna
HTYY «KIII»

Crartst: 5§ cmop., 7 0xacepen

Cepen poOiT, sIKi BUCBITIIOIOTH aKTHBHI METOIM 3aXHCTy MOBHOI iH(pOpMamii — MacKyBaHHS MOBHOT'O CHTHAITY
MIEPENIKO0I0, — OCOOJNHMBE Micle 3aiMaloTh METOIM, B SKHX BHUKOPHCTOBYETHCS TaK 3BaHA «MOBOITOAIOHA»
nepenikona (MIIIT), mio 3a0e3nedye BUCOKY e(heKTHBHICTH 3aXHCTY B MIOEAHAHHI 3 JOCTaTHIM piBHEM KOM(OPTHOCTI
CTOpiH, IO OepyTh y4acTh y MOBHIM KOMYHIKarii. Y HU3I ITyOJNiKaIllif, MO CTOCYIOTHCS HaHpPi3HOMaHITHIIIHX
acrekTiB 3acrocyBaHHs MIIII, po3risiiaroThest METOM IX reHeparii, CllocoOM 3acTOCYBaHHS «MOBOIIOAIOHHX) 3aBajl
Y KOHKpPETHHX (THUIOBHX) YMOBAaX, OIIIHIOKOTHCS PIBHI IEPEHIKOJ, IO TapaHTYIOTh HAMIHHHUN 3aXHCT MOBHOTO
curHaiy i T. 1. L{i BizomMocTi oTpumaHi B X0Ji IPOBEAEHHS cepiii OKPEMHUX JIOCIIIKEeHb, BUKOHYBAHHX, SK IIPaBHJIO,
IHIMBiyaIbHO, 11032 PaMKaMH SKOi-HEOY/Ib 3arajbHOI CHCTEMHOI METOJOJIOTIi, TOMY Pe3yIbTaTH, 110 HAaBOAATHCS, B
LIOMY HOCSTH (pparMeHTapHHH, ypHBYACTHH XapakTep, 3aJIMIIAI0YM He3'SICOBAaHUMHU psii NMUTaHb, 30KpeMa: 9u
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MOXHa jgatu 3aranbHe Bu3HaueHHss MIIII, sk ominioBatu edextuBHICTH 3actocyBaHHs MIII, skuit mMexaHi3M
peamizanii 3axucHoi aii MITII.

JleTabHUIA pO3IIISA UX IIUTAaHb TO3BOJISIE KOHCTAHTYBATH HACTYITHE.

3acTocoByBaHMI HHHI MiAXiJ A0 BU3HAYEHHS MOHATTS «MOBOIOMIOHMX)» IEpPEIIKo/ia — B OCHOBHOMY OITHCOBO-
TEXHOJIOTIYHUM, IO CIHpaeThess Ha (Qikcalilo crocody ¢opmyBanHs Ta 3actocyBanHi MIIII B KkoxHOMY
KOHKPETHOMY BHIQ/IKY.

s ouiHroBaHHs edexTrBHOCTI 3actocyBaHHs MIIIT MOXXHa BHKOPHCTOBYBATH apTHUKYIISILINHHI BUIIPOOYBaHHS.
3a3Bu4ai iX pe3yabTaTH MPEACTaBIAIOTHCS TOKa3HUKAMU CTPYKTYPHOT'O (CHHTAaKCHYHOT'0) XapakTepy, o (iKCyloTh
YHCIIO HENPaBUIBHO HPUHHATHX EJIEMEHTIB IPH OJHOPA30BOMY BiJTBOPEHHI TECTOBOI'O 3aBJaHHS (HANpHKIAL,
YUTAHHS CJIiB 3 apTUKYISAIMHNAX TAaOJHIb), IO LHIIKOM NPUHHATHO B 3a7adax akycTHku. OmHaK Uil 3a7ad 3aXUCTyY
iHpopmamii OCHOBHMH TOKa3HMK 3axXHIIEHOCTI MOBHOI'O TIOBIJIOMJICHHS Mae€ BigoOpaxkaTh piBeHb Horo
CEeMaHTUYHOI'O CHPUHHATTS ayIuTOpoM (IPUHMaTH IPH LOMY JI0 YBaru MOXJIMBICTh 6araTopa3oBOro BiITBOPEHHS
3aIlMCaHOTO IIOBIIOMJICHHS, MOXKJIMBICTH HOrO IONEpPEJHBbOI IIYMOOYHCTKH), IO TATHE TPHHIMIIOBI 3MiHU
IIPOLIETYPH OLIHIOBAHHS CTYIEHS OJIM3BbKOCTI TIepeaHoi Ta CHPUHHATOI ayauropoM iHdopmaii.

Hapemrri, 3a3Bnyaii mpormoHoBaHne mosicHeHHs8 MexaHismy aii MIIIT Tinebku BIJIMBOM MacKyBaHHS MOBHOTO
CHTHAJTY TIEPELIKOI00, 0 IPUBOAUTD JI0 3arpyOJICHNS PiBHS CIIPUHHSTTS 010JI0T1YHOT MOBONPUIIMAIBHOI CHCTEMH,
Mae OyTH JOTIOBHEHE €()eKTOM «YIEBHEHOTO» NMPHHOMY ayJUTOPOM IEPEKpPYUEHHUX ayaioo0pa3s, IO yTBOPIOIOTHCS
BHacyitok BiumBy MIIIT mpu BigHOCHO HU3BKOMY (Y 3iCTABIEHHI 3 MOBHMM IOBioMiIeHHsM) piBHI MITIL

OLHEHKA DOPEKTUBHOCTU 3AINIYMJIEHUSA PEYUEBOI'O
CHUT'HAJIA

Anexcanop Apxunoe, Examepuna be3vimannan
HTYVY «KIIH»

Cpenu paboT, OCBEIIAIOIINX aKTUBHBIC METO/IBI 3AIIUTHI PEYEBOH HHPOPMAIINU — MACKUPOBKH PEUEBOr0 CUTHAIA
ITOMEXO0i, — 0c000€ MECTO 3aHIMAOT METOJIbI, B KOTOPBIX HCIONB3YETCS TaK Ha3bIBacMas «PeUeroio0Has moMexa
(PTIIT), obecnieunBatomiast BRICOKYIO 3(h(hEeKTUBHOCTE 3aIIHUTHI B COUYCTAHUH C JIOCTATOYHBIM YPOBHEM KOM(POPTHOCTH
CTOPOH, YYacCTBYIOIIMX B PEUCBOH KOMMYHHKANWU. Bo MHOXECTBE MyOJMKAIMM, KacalOIIMXCS CaMBIX Pa3HBIX
acniektoB npumMeHeHus PIIII, paccMaTpuBaroTCs METONBI WX TEHEPAIUH, CIIOCOOBI MPUMEHEHHS «PEUeroOOHBIX»
IIOMEX B KOHKPETHHIX (THIIOBBIX) YCIOBHUSX, OICHUBAIOTCS YPOBHU IIOMEX, TapaHTHPYIOIIME HAACKHYIO 3allUTy
peYeBOro CuMrHajla M T.M. DTU CBEICHMSA IONY4YEHbl B XOJI€ IMPOBEIEHUSI CEPUM OTAEIBHBIX CaMOCTOSITENbHBIX
WCCIICIOBAHUM, BEHIMONHACMBIX, KaK INPAaBWIO, HWHIWBHAyalbHO, BHE pPAMOK KaKOH-THOO OOIeH CHCTEeMHOM
METOAOJIOTHH, TIO3TOMY IIPUBOAMMBIC PE3yIbTAThI B IIEJIOM HOCAT (hparMCHTAPHBIA, OTPBIBOYHBINA XapakTep,
OCTaBJIssl HEBBIICHCHHBIMHU PSiJI BOIIPOCOB, B YaCTHOCTU: MOXKHO JTH aTh oOtee onpenenenue PIITI, xak oneHUBaTh
a¢dextrBHOCTH TprMeHeHus PIIT, kakoB MeXaHU3M peanu3anuu 3amutHoro aeicreust PIIIL

JleTanbHOE paccCMOTPEHHUE 3TUX BOIIPOCOB MO3BOJISIET KOHCTAHTUPOBATH CIIEAYIOIIEE.

[IprMeHseMbIil HBIHE TTOIXOM K OMPEACICHUI0 MOHATHS «PEUEIofo0Has» MoMeXa — B OCHOBHOM OIHUCATEIBHO-
TEXHOJIOTUYCCKUH, ommparomuiics Ha (ukcamuio crmocoda GopmupoBanns u mnpuMeHerus PIIIT B kaxaom
KOHKPETHOM CIIy4ae.

st onenuBanus >¢dextuBHOCTH TpuMeHeHuss PIIII MOXHO HCIIONB30BaTh apTUKYISAIUOHHBIC HWCIIBITAHUS.
OOBIMHO WX pPE3YyNbTaThl MPEACTABISAIOTCS IMOKA3aTeNIIMH  CTPYKTYPHOrOo (CHHTAKCHYECKOT0) Xapakrepa,
(UKCHPYIOMUMY YUCIO HEMPABIIIBHO IPHHSATHIX 3JCMEHTOB IPH OJHOKPATHOM BOCIHPOHM3BEICHHUH TECTOBOTO
3amanus (HampuMep, YTCHUS CIIOB W3 apTHUKYJISIIMOHHBIX TAaOJWI), YTO BIOJNHE MPHEMIIEMO B 3aavyaX aKyCTHKH.
OpnHako ans 3amav 3aliuThl WHPOPMAIIMK OCHOBHOHM IOKAa3aTelh 3aIIHIICHHOCTH PEYEBOTO COOOIICHHUS JODKEH
OTpakaTh YPOBEHb €T'0 CEMAHTUICCKOTO BOCIIPHUATHS ayAUTOPOM (TIPUHIMATE IIPH 3TOM BO BHUMaHHE BO3MOXXHOCTh
MHOT'OKPaTHOTO BOCTIPOH3BEIICHUS 3aIIMCAHHOTO COOOIIEHUS, BO3MOXKHOCTh €r0 MPeIBapUTEIHHON IITYMOOYHCTKH),
YTO BJICUCT MPUHIUITHATHHEIC H3MCHEHUE TIPOIICTyPHI OIICHUBAHUS CTETICHN OJIM30CTU TEPENaHHON U BOCTIPHUHATOMN
ayIUTOpOM HH(OPMAIIHH.

Haxonen, oOpruHO mpemnaraeMoe oObsicHeHUEe MexaHu3Ma neiictBus PIIII Tompko BIMSHHEM MAaCKHPOBKH
pEYCBOr0 CHTHAJIa ITOMEXOH, MPUBOIAIICH K 3arpyOJICHHIO YPOBHS BOCIIPHSTHS OHMOIOTMYCCKON peUEHpUEMHOMN
CHCTEMBI, TOJDKHO OBITH IOIOTHEHO 3(PQPEKTOM «YBEPEHHOIO» IMpHEMa ayIUTOPOM HCKaKEHHBIX ayanoo0pa3os,
obpaszyrommxcs BcnencTBue Bo3aericTBus PIII mpu OTHOCHTENBFHO HU3KOM (B COIOCTABICHHH C PEYEBBIM
coobmmennem) yposue PIIIIL.
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EVALUATION OF EFFECTIVENESS NOISY SPEECH SIGNAL
Alexander Arkhipov, Katerina Bezymyannaya
NTUU “KPI”

Among the many works covering the active methods for protecting speech information — masking speech
impediment — occupy a special place methods, which use the so-called "speech-like" interference (SLI), which
provides high performance protection in combination with a sufficient level of comfort of the parties involved in
speech communication. In a variety of publications relating to a variety of aspects of the application of SAR, deals
with methods for their generation, methods of using the "speech-like" interference in specific (standard) conditions,
interference levels are evaluated to ensure protection of the speech signal, etc. This information is obtained in the
course of a series of separate independent research carried out, as a rule, individually, outside the framework of any
general system methodology, so given the results in general are fragmentary, sketchy, leaving a number of
outstanding issues, in particular: is it possible to give a general SLI definition of how to evaluate the effectiveness of
the SAR, what is the mechanism of protective action of SLI implementation.

Detailed consideration of these issues allows approve following.

Now applied approach to the definition of "speech-like" interference — mostly descriptive and Technology, based
on the fixation method of forming and applying SLI in each case.

For the evaluation of the effectiveness of the SLI can be used articulation test. They are usually the results are
indicators of structural (syntactic) character, fixing the number of incorrectly received elements at play once the test
task (for example, reading the words of the articulation tables), which is quite acceptable in the problems of
acoustics. However, problems of information security protection key indicator of verbal communication should
reflect the level of semantic perception of the audience (taking into account the possibility of multiple play a
recorded message, the possibility of pre-noise reduction), which implies a fundamental change in the estimation
procedure and the proximity of the transmitted information perceived by the auditor.

Finally, the usual explanation of how the proposed SLI only the influence of masking speech impediment,
leading to desensitization level of perception of biological speech recived system must be supplemented by the effect
of "confident" reception auditor distorted audio images formed as a result of exposure to SLI at a relatively low (in
comparison with a voice message) SLI level.

Literatura: 1. http.//www.confident.org.ua/index.php/stati-po-teme/198-zashchita-rechevoj-informatsii.html.
2. Zheleznyak V. K., Makarov Yu. K., Khorev A. A. Nekotoryye metodicheskiye podkhody k otsenke effektivnosti
zashchity  rechevoy  informatsii //  Spetsial'naya  tekhnika. - 2000. - MNe 4-— S 39-45.

3. http://www.bnti.ru/showart.asp?aid=867&Ivi=04.03.01. 4. Khorev A. A., Makarov Yu. K.. Metody zashchity
rechevoy informatsii i otsenki ikh effektivnosti // Zashchita informatsii. Konfident. — 2001. — No 4. — S. 22-33.
5. Radzishevskiy A. Yu. Osnovy analogovogo i tsifrovogo zvuka. — M.: Izdatel'skiy dom «Vil'vams», 2006 — 288s.
6. Kovalgin Yu. A., Vologdin E. I. Tsifrovoye kodirovaniye zvukovykh signalov. — SPb.: KORONA-print, 2004. — 240
s. 7. Arkhipov A. YE., Arkhipova YE. A. Analiz i modelirovaniye rezul'tatov artikulyatsionnykh ispytaniy // Pravove,
normativne ta metrologichne zabezpechennya sistemi zakhistu informatsii v Ukraini. Kiiv — 2010r, vipusk 1(25).- s.
21-27.

VJIK 002:651.928(083.73)
AJITOPUTM ACIiIMETPPI‘IHOFO HNDOPYBAHH/SI,
3JACHOBAHUU HA EJIIIITUYHUX KPUBUX

Anamonin Kouyoincokuii, Bonooumup Cunsaecvkuii, Onexcandp lllamanoe
Inemumym kibepuemuxu imeni B. M. I'nywxosa HAH Ykpainu

Crarts: 7 cmop, 1 0xcepeno.

Hapasi B Ykpainu six ICTY icHye ycboro oauH KpurrorpadiuHuid aaroputM BiacHoOi po3pooOku. Lle anroputm
enekTpoHHoro mudposoro miamucy JACTY 4145-2002 «Iadopmauiitai texuomnorii. Kpunrorpadiuamii 3axucr
iHpopmanii. Ludposuii mignmuc, mo rpyHTyeThCs Ha eNINTHIHAX KpuBUX. DOpMyBaHHS Ta IEpEBIpSHH». ABTOpaMHU
LILOTO AITOPUTMY € BueHi [HeruTyTy KibepHeruku imeni B. M. I'mymkoBa HAH Ykpainn.

Haromicts cywacHi iHdopmamiiiHi TeXHOJOrii YacTo BHUMAararoTb CTBOPEHHS CTPYKTYp THILy HH(POBHX
KOHBEPTIB.
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Ha neii gac He icHye HOPMAaTHUBHO 3aTBEPKEHOI'0 AJITOPUTMY aCUMETPUYHOI0 IIM(PYBAHHS BIACHOI PO3POOKH,
ane kpunrorpadiune neperpoperns, pu3HaueHe B JJCTY 4145-2002 mae MOXKIHBICTH PO3POOUTH TAKHA aJITOPHUTM,
III0 MaTUME BHCOKY CTIHKICTb 1 JOCTAaTHIO IIBUAKOAII0. Takuii anropuT™ po3pobiIeHo i caMe BiH BUKOPHCTOBYETHCS
SIK CKJIa/IoBa yacTHHA Iu(poBoro koHBepTy. CTIHKICTh HBOTO alropuTMy nepesepinye crilikicts anroputmy ACTY
I'OCT 28147:2009 i Tomy BiH 3a0e3nedye afekBaTHy KpunTorpadiday CTIHKICTh IH(POBOro KOHBEPTY B LILIOMY.
et anropuT™ NpoOMIIOB MIMPOKY anpodalifo B IPUKIAJIHUX PO3pOOKax i Ma€ MO3UTUBHI BiTyKH.

B naniii po0OoTi 3ampornOHOBAHO AITOPUTM AaCHMETPUYHOrO MIM(PYBAHHS NaHHWX, IO IPYHTYETbCS Ha
KpurnTorpadiyHOMy IepeTBOpEHHI, BH3HAYCHOMY HaliOHAIBHMM craHzaptoM Ykpaiam JICTY 4145-2002
«Indopmaniitni texHomorii. Kpumnrorpadiuamii 3axucr iHopmamii. [ndpoBuii miamue, mo IpyHTyeTbCcs  Ha
emnTnaHux KpuBux. PopmyBanHs Ta mepeBipsaHHs» [1]. Ilefl anroputM npu3HAYEHO JUIS HAIPABICHOTO
muppyBaHHs HEBEIMKUX 32 OOCSITOM MaHUX, TOJOBHMM UHHOM, KIIIOYiB Ta IHIIMX TAaeMHUX [apaMeTpiB
KpuITorpadiyHuX MepeTBOpeHb B CHCTEMax pO3IMOAUTY KIF0UOBOi iH(popMalii B HE3aXHMIIEHWX KaHajaX 3B’s3KY,
cHcTeMax YIPaBJIiHHS JOCTYIIOM JI0 KJIFOUOBHX JJAHHUX Ta PO3IOALTY TOBHOBAYKEHb KOPUCTYBAYiB B TAKMX CHCTEMAaX.

AJI'OPUTM ACUMMETPUYHOI'O HIUPPOBAHUA,
OCHOBAHHBIA HA SJVIMITTUYECKUX KPUBbBIX

Anamonui Kouyounckuii, Bhaoumup Cunsaeckuit, Anexcanop Lllamanoe
Hnemumym xubepnemuxu umenu B. M. I'nywuxoea HAH Ykpaunut

Ha cerogusimamii nens B Ykpanne B kadecrBe JJCTVY cymecTByeT Bcero ofuH KpUITOrpadHIECKUi ajaropuTM
cOOCTBeHHOH pa3paboTKu. DTO anropuT™ 3ekTpoHHoH nnudposoit noamucn ACTY 4145-2002 «MHbOpMaioHHbIE
texHonoru. Kpunrorpapuueckas 3amura uHbopManmu. LluppoBas moAmMCh, KOTOpass OCHOBBIBACTCS Ha
JIUIUNTHYECKUX KpUBbIX. DopMupoBaHKE U MPOBEPKa». ABTOpaMU ITOr0 adrOpUTMa SIBJIAIOTCS ydeHble MHCTUTYTA
knbepuernkn uMmeHn B. M. I'mymkxoBa HAH VYkpaunsl. CoBpemeHHbIE HH(OPMAIMOHHBIE TEXHOJIOI'MH YacTO
TpeOYIOT CO3laHMsl CTPYKTYp THIIA IHM(POBBIX KOHBEPTOB. Ha 1aHHBII MOMEHT HE CYIIECTBYET HOPMATHBHO
YTBEPXKIEHHOTO aITOpUTMa aCUMMETpUYHOro MmudpoBaHus COOCTBEHHOH pa3pabOTKH, HO KpHIITOrpaduyecKoe
npeodpazoBanue, onpeneneHHoe B JACTY 4145-2002 naeT BO3MOXKHOCTH pa3padoTaTh TAaKOH alTOPUTM, KOTOPBIH
OyIer MMeTh BBICOKYIO CTOMKOCTh M JIOCTaTOYHOE ObIcTponeicTBHE. Takoi anropuTM pa3paboTaH M MMEHHO OH
UCTIONB3YeTCsT B KAUeCTBE COCTaBHOM YacTH IU(poBOro KoHBepTa. CTOHKOCTH 3TOrO aJTOPUTMAa HPEBOCXOAUT
croiikocts anroputma JACTY T'OCT 28147:2009 m moromy OH oOecrieunBaeT aJeKBaTHYIO KpUITOrpaduuecKyro
CTOMKOCTh LM(POBOr0 KOHBEPTA B LEIOM. JTOT aJTOPUTM INPOIIE] LIMPOKYI0 ampoOanuio B IPHUKIATHBIX
pa3paboTKax W MMeEeT MIO3UTHUBHBIE OT3BIBEL. B manHON paboTe IMpeuIokeH alrOpUTM aCHMMETPUYHOTO MK (ppOoBaHMs
JIaHHBIX, KOTOPBIH OCHOBBIBACTCSI Ha KpHIITOrpadguieckoM npeoOpa3oBaHWM, OIPEACICHHBIM HAalMOHAIBHBIM
cranmaproM Ykpamnsl JICTY 4145-2002 «Wudopmammonnasie TtexHomornu. Kpunrorpadudeckass 3amura
nHpopmannu. IludpoBas moamuch, KOTOpas OCHOBBIBACTCS HA OJUIMNTHYECKHX KpHUBBIX. (POpMHUpOBaHHE U
MIPOBEpKa». DTOT alTOPUTM MpEAHA3HAueH JUIs HalpaBJIEHHOro Mmu(poBaHusS HEOONBIIMX IO O0O0BEMY JaHHBIX,
TJIaBHBIM 00pa3oM, KIIIOYEH M JPYTHX CEKPETHBIX ITapaMeTpoB KPHUITOrpadpuyecKuX MpeoOpa3oBaHUi B CHCTEMax
pacripesieneHus KIIo4eBod MH(OpMalyuy B HE3aNWIIEHHBIX KaHalaX CBS3M, CHCTEMax YNpPAaBJIECHHS IOCTYIIOM K
KIIIOYEBBIM JaHHBIM U PACHPEAEICHUIO IOTHOMOYMN OIb30BATENEN B TAKUX CUCTEMAX.

ALGORITHM OF ASYMMETRIC ENCRYPTION BASED ON

ELLIPTIC CURVES

Anatoly Kochubinsky, Viadimir Sinyavskiy, Alexander Shatalov
V. M. Glushkov Institute of Cybernetics of theNational Academy of Sciences of Ukraine

Nowadays in Ukraine there is the only home-made cryptographic algorithm adopted as a Ukrainian national
standard. This is an algorithm of electronic digital signature defined in DSTU 4145-2002 «Information technology.
Cryptographic techniques. Digital signatures based on elliptic curves. Generation and verification». The authors of
this algorithm are scientists of the V. M. Glushkov Institute of Cybernetics of the National Academy of Sciences of
Ukraine. Modern information technologies require creation of structures like digital envelopes. Up to date there is
no officially adopted home-made algorithm of asymmetric encryption. However the cryptographic
transformation defined in the DSTU 4145-2002 makes it possible to develop such an algorithm. This
algorithm has a high strength and sufficient performance and fits seamlessly into the PKI developed for
digital signature algorithm. The strength of this algorithm exceeds the strength of symmetric encryption algorithm

104 ISSN 2074-9481
Ilpasose, nopmamusne ma memponoziune 3abesnewens cucmemu 3axucmy ingpopmayii @ Yrpaini, eun. 2 (28), 2014 p



DSTU GOST 28147:2009 and thus it provides an adequate cryptographic wrapping of data encryption key within a
digital envelope. This algorithm has passed a wide approbation and has positive reviews. This algorithm is intended
for public key encryption of small data blocks, mainly, keys and other secret parameters of cryptographic
transformations in key distribution systems, key management and shared access systems.

Literatura: 1. DSTU 4145-2002 «Informatsiyni tekhnologii. Kriptografichniy zakhist informatsii. Tsifroviy pidpis,
shcho truntuet'sya na yeliptichnikh krivikh. Formuvannya ta pereviryannya»// K.: Derzhstandart Ukraini, 2003.
94 s.

YAK 621.391:519.2:519.7
MNOBYJIOBA BEPXHIX OLIIHOK CEPEJHIX IMOBIPHOCTEH
HIJIOYUCEJBbHUX JU®EPEHIIAJIB KOMIIO3UIIIT
MOAYJBHOTI'O KIIIOYOBOI'O CYMATOPA, BJIOKA
MIICTAHOBKU TA JIHIHHOI'O OITIEPATOPA,
IO MA€ BJIOKOBY CTPYKTYPY

JTroomuna Kosanvuyk, Hamania Kyuunceka, *Bikmop be3oimnuii
IC331 HTYY “KII”, *@TI HTYY “KIII”

Crarttst: 6 cmop, 5 dxcepen.

Jnst moOyn0BY OLIHOK CTIMKOCTI GJIOKOBOTO alNropuTMy IN(pyBaHHS 0 PI3HUIIEBOIO KPUNTOAHANI3y Ta HOro
pi3HOMaHITHMX Momudikamif, SK NpaBUIO, HEOOXIJAHO OMIHUTH 3BEPXY CEPEIHI0O IMOBIPHICTH pPayHIOBOTO
mudepenniany. Paynnosi ¢yHkmii Oinpmocti cydacHux OiokoBux anroputMiB mudpysanss (AES, TOCT 28147,
"KannHa') MICTATh KOMITO3HUINIO KIIFOYOBOTO CymMaTopa, OJIOKa IiJICTAHOBOK 1 omeparopa, JHIHHOTO HaJl ImojeM F-
abo JesKuM Horo po3mmpeHHsIM. ToMy 3a/1ava OI[iHFOBaHHS CTIHKOCTi OJIOKOBUX MH(piB abo 3BOMUTHCS A0 3aaadi
moOyIOBH BEpXHIX OIIHOK CEpeAHiX IMOBIpHOCTEH TaKMX KOMIIO3MILiH, abo mictuthk ii. B mpencrasneniit po6orti
BIIEpIIE OTPHMAHO BEPXHI OIIHKK CEpeAHiX IMOBIpHOCTEH MiIOYMCENbHUX AudepeHianiB BigoOpaxeHb, SKi €
KOMITO3MLIISIMH KJTFOYOBOT'O CymMaTopa, OJIOKa ITiICTAaHOBKH Ta JIHIHHOTO orepaTopa, 10 Mae OJIOKOBY CTPYKTYpY, a
TAaKOXX BH3HAUCHO IapaMeTpH s-OJIOKIB, BiJ| SKMX 3aJIeKaTh JaHI OMIHKH, Ta YMOBH, IO 3a0€3MEUylOTh SKOMOTa
MEHII 3HAYEHHS LMX OI[iHOK. Takok HaBelEHO CTATUCTWUYHI PO3MOAUIM IJIs BKa3aHUX mapamerpiB. Otpumani
pe3yibTaTd JIO3BOJISIIOTH AHAII3YBAaTH PI3HHULEBI BIACTUBOCTI PAYHIOBUX (YHKIIH OJIOKOBOTO airopuTMy
mupyBaHHs, a, OTXKE, 1 BChOTO ANTOPUTMY.

IMMOCTPOEHUE BEPXHUX OLIEHOK CPEJTHUX
BEPOSITHOCTEHN HEJOUYNCJIEHHBIX JTUPDPEPEHIINAJIOB
KOMIIO3UIIUU MOJAYJBbHOI'O KJJIOUEBOI'O CYMMATOPA,
BJIOKA IOJCTAHOBKHU U IUHEMHOI'O OITEPATOPA C
BJIOYHOM CTPYKTYPOU

JTrwomuna Kosanvuyk, Hamanusa Kyuunckas, *Bukmop bezoemmnutii
HUCC3U HTYY “KIIN”, *@TU HTYY “KIIH”

st IOCTpOEHMS OLEHOK CTOMKOCTH OJIOUHOTrO airopuTMa MH(pPOBaHUS K Pa3HOCTHOMY KPHUNTOAHAIN3Y M
Pa3IMYHBIM €r0 MOAM(HUKALIMIM, KaK IPaBHIO, HEOOXOAUMO OLIEHUTH CBEPXY CPEAHIOI0 BEPOSTHOCTH PAayHIOBOTO
muddepennmana. PaynnoBble GyHKIMK OONBIIMHCTBA COBPEMEHHBIX OJIOUHBIX anropuTMoB mudpoBanus (AES,
I'OCT 28147, "Kanuna") cozmepaT KOMITO3HMLMIO KIIIOYEBOTO cymMMaropa, OJoKa ITOJICTaHOBKHM W OIepaTopa,
JIMHEHHOr0 HaJl 1MoJieM F> WM HEKOTOpBIM ero paciuupeHueM. [103ToMy 3a1ava OIEHUBAHUS CTOWKOCTH OJIOYHBIX
muppoB WIM CBOAUTCS K 3ajiade MOCTPOCHHSI BEPXHUX OIEHOK CPEIHHUX BEPOSTHOCTEH TAKMX KOMIIO3UIMH, WIN
colepKUT e€ Kak Tmoj3agady. B mpencraBieHHOM pabore BIEpBBIE MNONYYEHBI BEPXHHE OLEHKH CPEIHHUX
BEPOATHOCTEH LEIOYNCICHHBIX u((depeHnanoB oToOpakeH!d, KOTOPbIC SBISIOTCS KOMITO3HIUSIMH KIIFOYEBOTO
cymmaropa, 0JI0Ka MOACTaHOBKH M JITHEHHOTO OIlepaTopa ¢ OJIOYHOW CTPYKTYPOH, a TakKe OIpeeNICHbI TapaMeTphl
$-OJIOKOB, OT KOTOPBIX 3aBUCAT JIaHHBIE OIEHKH, U YCJIOBHS, 00ECIIEUHBAIOIINE KAK MOXKHO MEHBIIINE 3HAYEHHS dTHX
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napamMeTpoOB. HOJIy‘IGHHBIe PE3YJIbTAThl IMO3BOJIAIOT AHAJIU3UPOBATH PA3HOCTHLIC CBOIICTBA PayHOOBBIX (byHKlII/Iﬁ
0J104HOrO ajiropurMa mH(prBaHHH, a, CJICA0BATCIBbHO, U BCCI'O AJITOPUTMA.

THE UPPER BOUNDS OF THE INTEGER DIFFERENTIALS
AVERAGE PROBABILITIES FOR COMPOSITION OF THE
MODULAR KEY ADDER, SUBSTITUTION BLOCKS AND THE

BLOCK-STRUCTURED LINEAR OPERATOR
Lyudmila Kovalchuk, Nataliia Kuchynska, * Viktor Bezditnyi
ISCIS of NNUU “KPI”, *IPhT of NTUU “KPI”

To estimate a block cipher resistance to the differential cryptanalysis and its various modifications, as a rule, it is
necessary to obtain the upper bounds of the round differential average probability. Round functions of most of the
modern block encryption algorithms (e.g. AES, GOST 28147, "Kalina") contain the composition of the key adder,
substitution blocks, and the operator, which is linear over F> or some its extension. Therefore, the problem of
obtaining upper bounds for block ciphers resistance is reduced to the problem of constructing upper bounds for the
average probability of such compositions, or consists it as a subtask. In this work, the upper bounds are obtained for
the integer differentials average probability of maps which are compositions of the key adder, substitution blocks,
and the block-structured linear operator. The parameters of s-blocks, on which these bounds are depended, are
defined and conditions, to ensure the least possible values of these parameters, are given. Obtained results allow us to
analyze the differential properties of the round function of block encryption algorithm and therefore the differential
properties of the whole block encryption algorithm.

Literatura: 1. Koval'chuk L. Obobshchyonyye markovskiye shifry: otsenka prakticheskoy stoykosti k metodu
differentsial'nogo kriptoanaliza // Trudy Pyatoy Obshcherossiyskoy nauchnoy Konferentsii “Matematika i
bezopasnost' informatsionnykh tekhnologiy” — (MaBIT-06), 25-27 oktyabrya 2006. — S. 595-599. 2. Koval'chuk L.
Postroyeniye verkhnikh otsenok srednikh veroyatnostey tselochislennykh differentsialov kompozitsii klyuchevogo
summatora, bloka podstanovki i operatora sdviga. //«Kibernetika i sistemnyy analizy — 2010, — Ne6, C. 89 — 96. 3.
Koval'chuk L., Kuchinskaya N. Postroyeniye verkhnikh otsenok srednikh veroyatnostey tselochislennykh
differentsialov raundovykh funktsiy blochnykh shifrov opredelennoy struktury. //«Kibernetika i sistemnyy analizy —
2012, — Ne5, C. 71 — 81. 4. Kuchinskaya N. V. Postroyeniye verkhnikh otsenok srednikh veroyatnostey
tselochislennykh differentsialov kompozitsii klyuchevogo summatora, bloka podstanovki i proizvol'nogo operatora
tsiklicheskogo sdviga. // Zbirnik naukovikh prats' «Spetsial'ni telekomunikatsiyni sistemi ta zakhist informatsii» —
2013, — Nel (23), C. 18 — 24. 5. Kuchinskaya N. V., Skrypnik L. V. Postroyeniye verkhnikh otsenok srednikh
veroyatnostey tselochislennykh differentsialov dlya raundovykh funktsiy opredelennoy struktury // Zbirnik naukovikh
prats’ «Spetsial'ni telekomunikatsiyni sistemi ta zakhist informatsiiy — 2013, — Ne2 (24), C. 26 — 32.

YK 681.3.06:519.248.681
JOCIIKEHHSA KYBIYHUX ATAK 3 MAJIMMU CTEINEHAMUA
MAKCTEPMIB

Jwomuna 3aeaoceka, Bimaniii Cepzienko
DT HTYVY «KIIl»

Crarts: 7 cmop., 6 0xcepen

Ky0iuHi aTaku — OOMH 3 HOBHX IEPCIIEKTUBHUX METOAIB KPUIITOAHAJII3Y, SIKUM HUHI YCIIIITHO 3aCTOCOBYETHCS /10
PI3HUX THMIB Cy4aCHUX KPHUIITOCHCTEM, TAKHX SIK IIOTOKOBI 1 OJIOKOBI cHcTeMH IN(PYBaHHA Ta XeHI-(QYHKIII].

KyOiuni arakum € pisHOBHAOM anreOpaiuHuX aTak, Je KOKeH OIT BHXiAHOI IOCHiIOBHOCTI MHGPY
IHTEpPIIPETYETHCS SIK 3HAYEHHS AesIKOi OyieBoi (yHKIIT (TToiHOMY) f, IO 3aJISKNTH Bij OITIB CEKPETHOTO KIIOYa Ta
JIeIKAX BIAKPUTUX 3MIHHHX (OITiB BIIKPUTOrO TEKCTY, BEKTOpa iHimiamizamii Tomo). Kio4oBuMy HOHATTAMH ISt
KyOI4HOi aTaky € IOHSATTS MaKCTEpMy Ta CyNepIioiliHoMy. MakcrepM — Taka MiJJMHOXWHA MHOXWHH BiJJKPUTHX
3MIHHHX (DYHKIIT f; 10 TPOCYMYBaBIIM BUXOH JaHOi (DYHKIIT IO BCIX 3HAYEHHSIX 3MIHHHX, SIKi BXOJSTh Y MakCTepM
(mo nBilikoBOMYy KyOy), MOXXHa OTpPHUMAaTH JIIHIHHUN TOJIHOM BiJ CEeKpeTHHX 3MiHHuX. Llelf moimiHOM B Takomy
BUNAJKy HAa3WBAETHCS cynepriodiHoMoM. Ha 3akimouHii crafii ataku po3B’sI3yeThCsl CUCTEMa JIHIHHUX piBHSHB,
OTpPUMaHMX Ha OCHOBI 3HAWJEHMX Ha IIONEpenHiM cranii JiHIHHO He3aleXHUX cyneproiiHoMmiB. IlpaBi wacTuHM
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PIBHSIHB CHCTEMH OTPHMYIOThCS SIK CyMa BHXOHNIB (YHKIIi 3a BciMa 3HAUEHHSMH 3MIHHHMX, IO BXOASATH Yy
BiJIMIOBITHII MaKCTEPM.

ITepebip MmakcrepmiB (KyOiB) [UIst IEpEBIPKH BiIOBIIHUX CYIEPIIOIIHOMIB Ha JIHIMHICTD € TPUBAJIOIO ONEPALi€I0
1 ToMy morpeOye eQeKTHBHHX MiAXomiB mus ii 3amilicHeHHA. OIOHUM 13 TakMX MiIXOMIB € OOMEXEHHS CTEHCHS
MaKCTepMiB, IO OepyThCcs 10 po3risany. Take oOMeKeHHS MOXHA POOWTH SK 3HHM3Y, TaK 1 3BEPXY, JKEPEIOM
00MeXeHb MOXKE BUCTYIIATH IIPOCTO YSBJIEHHS PO MOXKJIMBUH cTeninb QyHKii, 0 onucye BUXix mudpy, adbo, npu
OUTBII CTPOrOMY MiAXOJi, 3HAXO/PKCHHS CTCICHS HETiHIHHOI (YHKII 3a TOMOMOrOI BiIIOBIiTHUX TECTIB, SKi,
OJIHAK, € OCHTH CKJIQJHUMHU 1 BaXKUMH Jis1 pearnizamii. ToMy BHKOpPHCTaHHS MaKCTEPMiB HEBEIIMKOI'O CTETICHS
3HAYHO MiABHIIMIO O edekTuBHiCTH aTakd. [Ipore mpH mpOMy IOCTaE NMHTaHHS HMOBIPHOCTI ycHiXy, TOOTO
HMOBIPHOCTI 3HAHTH HEOOXiAHY KUTBbKICTh JTIHIHHO HE3aJICKHUX CYIIEPIIOTIHOMIB.

VY po0OoTi pO3IisIIAaEThCS MUTAHHS 3aCTOCOBHOCTI KyOIYHHMX aTak 3a yMOBM BHKOPHCTaHHS JIMIIE MakKCTEpMiB
MAJIOrO CTETEHs 1, SIK MEINi KPOK Y IIbOMY HarpsiMi, — JIMIIIE MaKCTEpMIB IIEPIIOTo CTENeHs. BBOAWTHCS MOHSATTS
cpuATIuBOi PYHKIT — QYHKIIIT, O sIKOi MOXIIMBE YCIIITHE 3aCTOCYBaHHS KyOiYHOI aTakd 3 MaKCTEpPMaMH TiTbKU
TIepIIOro CTeneHs. B pe3ynbraTi 1ociikeHb OTpUMaHo0 MaTeMaTHYHAN BUpa3 ISl KUTBKOCTI CHPUSTIIMBHX (yHKIIH
3aJIeKHO BiJl KUTBKOCTI BITKPUTHX 1 CEKPETHUX 3MiHHMX. Po3paxoBaHi 3a muMu (opMyinaMu 3Ha4CHHs MEpEBipEeHO
LIJISIXOM TIOPIBHSHHS 13 pe3yJbTaTaMH Oe3[OoCepeHhOro KOMIT IOTEPHOTO Iepedopy Uil HEBEIMKHX 3HAa4YeHb
KUIBKOCTI apryMeHTiB (pyHKIT /-

Takox po3paxoBaHi IMOBIPHOCTI ycCIiXy KyOidyHOi aTaky 3 MakKCTepMaMH IIEpIIOrO CTEHEHS ISl Pi3HUX
KOMOIHaIil KiJIbKOCTEH BIAKPUTHX 1 CeKpeTHHX 3MiHHMX. IIpm mpomy Bci OyneBi (yHKLIT 3 3aaHOI0 KiJbKICTIO
apryMeHTIB BBaKAIOTHCS PIBHOMMOBIPHUMH, III0 € TIPUPOAHUM IIPHITYIIEHHSAM 3 OISy Ha CKIagHICTh (QYHKIIH, sIKi
OIMMCYIOTH KpHNTOrpadidHi cCHCTeMH. 3BICHO, 32 YMOBH BHKOPHCTaHHS MAaKCTEPMIB MaJIUX CTENCEHIB IMOBIpHICTBH
YCIIIIHOI aTaK| € J{yXKe MaJIOl0 33 peajbHNUX 3HaYEeHb KIJIBKOCTI BIIKPUTHX Ta CEKPETHHUX 3MiHHMX. [Ipore, 3Hat0un
BEJIMYMHY Ili€i IMOBIpHOCTI, MOXXHa OLIHUTH MaKCUMaJbHHH CTEHiHb MAaKCTEPMiB, 110 3abe3nedye MPUHHATHUIN
PiBEHb IMOBIpHOCTI yCHiXy KyOiuHOI aTaku.

[Nomanpmmii PO3BUTOK MOCITIDKEHb MOMIIMBUMA Yy PI3HHMX HampsIMKax, ITOB’SI3aHHUX SIK i3 PO3TIBIOM OiIbIINX
CTEIeHIB MAKCTEPMIB, TaK i y3araJbHEHHSIM IOHSTTS CYNepIIoiiHOMa (HAIPHKIa, MOMIYK CYIEpIONTiHOMIB JPYroro
crenens). Ciix 3a3HaYNTH, 10 PO3IIISAYBaHA 3a7ada TaKOX MPEACTaBIIsIE CAaMOCTIHHUN 1HTEpEC 3 TOUYKH 30py Teopii
OyneBuxX (DYHKIIH Ta KOMOIHATOPHKH.

NCCIIEJOBAHUE KYBUYECKHUX ATAK C MAJIBIMHA
CTENNIEHAMU MAKCTEPMOB

Jwomuna 3aeaockan, Bumanuit Cepeuenko
OTU HTYVY «KIIH»

KyOnueckue ataku — OIMH U3 HOBBIX NEPCIIEKTUBHBIX METOAOB KPUITTOAHAIN3a, HBIHE YCIEITHO IPUMEHSIEMbIH K
pasHBIM THIIaM COBPEMEHHBIX KPHUIITOCHCTEM, TaKUM KaK ITOTOYHbIE M OJIOYHBIE CHCTEMbI MIM(POBAHUS M XEII-
GbyHKIMN.

KyOnueckne artaku SIBIAIOTCS pPa3HOBUAHOCTBHIO —alreOpanyeckMx arak, TIZe KaXIblii OWT BBIXOIHOM
MIOCIIEIOBATENIFHOCTH MH(ppa MHTEPIPETUPYETCS KaK 3HA4YeHHE HEKOTOpod OyneBol ¢yHkumm (mommHoma) f,
KOTOpPBI 3aBUCUT OT OMTOB CEKPETHOTO KJII0Ya M HEKOTOPBIX OTKPBHITHIX MEPEeMEHHBIX (OMTOB OTKPHITOrO TEKCTa,
BEKTOpa MHUIMAIM3ALUH U T. 11.). KITIOYeBBIMU MOHATHAME JUIS KyOMYECKOM aTaky SBJISIOTCS IIOHATHSI MAaKCTEpMa U
CyINepoJIMHOMa. MakCTepM — Takoe ITOJMHOKECTBO MHOKECTBA OTKPBITHIX NEpeMEeHHBIX ¢yHKIMKA f, 49TO
MIPOCYMMHPOBAB BBIXO/bl JaHHON ()YHKIHMH 10 BCEM 3HAYCHUSM IIEPEMEHHBIX, KOTOPHIE BXOIAT B MakcTepM (10
JIBOMYHOMY «KYOy»), MOXKHO IOJYYUTD JIMHEHHBIN IOJMHOM OT CEKPETHBIX NEPEeMEHHBIX. DTOT HOJINHOM B TaKOM
cilydae Ha3bpIBaeTCsl CYNEpHOJIMHOMOM. Ha 3aKiIIouMTeNbHOM CTauy aTakd peliaercs CHUCTeMa JIMHEHHBIX
YpaBHEHHH, ITOJTy4YEHHBIX Ha OCHOBE HAal/ICHHBIX Ha MPEIBIAYIICH CTauy JINHEHHO HE3aBUCHMBIX CYIEPIIOIMHOMOB.
[IpaBbie YyacTH ypaBHEHUH CHCTEMBI MOJYy4aIOTCS KaK CyMMa BBIXOOB (DYHKIHH IO BCEM 3HAYCHHSM NMEPEMEHHBIX,
KOTOpBIE BXOAST B COOTBETCTBYIOLIHI MaKCTEPM.

ITepebop mMakcTepMoB (KyOOB) JUIsl POBEPKH COOTBETCTBYIOIIMX CYIIEPIIOIMHOMOB Ha JIMHEHHOCTH SIBIISIETCS
JUIATENBHON onepanyei u nocemy Tpedyer 3(h(heKTHBHBIX MOIX0M0B ISl €€ BhIMoHEeHHs. OJIMH U3 TaKuX MOAXO00B
— OrpaHMYCHHE CTENEHH PacCMAaTPHBAEMbBIX MaKCTEpPMOB. Takoe OrpaHWYEHHE MOXKHO JIeIaTh KaK CHHU3Y, TaK U
CBEpXY, UCTOYHMKOM OrPaHWYEHHH MOXKET BBICTYIIATh HMPOCTO NPEJCTABICHHE O BO3MOXHOW CTENEHH (QYHKIHH,
oIMChIBaromel BbIXo mmdpa, 11bo, pu Goee CTPOroM MOAXOE, HaXOXKJICHHE CTEIICHN HENMHEWHOH (QyHKIUH C
TIOMOIIBIO COOTBETCTBYIOIMX TECTOB, KOTOPBIE, O/THAKO, SIBIISTIOTCS OYEHb CIOKHBIMH M TPYAHBIMH B peajn3alliH.
[TosToMy WcIONB30BaHME MAaKCTEPMOB HEOOJNBIION CTEIICHW 3HAYMTEIBHO IMOBBICHIIO OBl 3((EKTUBHOCTH ATAKH.
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OnHaKO NPH 3TOM BO3HHKAET BONPOC BEPOSTHOCTH YCIIEXa, TO €CTh BEPOSTHOCTH HAUTH HEOOXOAMMOE KOJUYECTBO
JIMHEHHO HE3aBUCUMBIX CYIEPIIOINHOMOB.

B paborte paccMaTpuBaeTcs BOMPOC MPUMEHUMOCTH KyOHMUYECKHX aTak IPH YCIOBHU HCIIOJIb30BAHHUS TONBKO
MaKCTEePMOB MAJIOW CTEIIEHH W, KaK IIEPBBIH IIAr B 3TOM HANpaBICHHH, — TOJIBKO MaKCTEPMOB IMEPBOW CTEIICHU.
BBoauTcs moHsATHE ONArONpUATHOW (QYHKUMH — (QYHKUUH, K KOTOPOH BO3MOXXHO YCIICIIHOE IPHMCHCHHUE
KyOMYecKOl aTrakd C MakcTepMaMd TOJNBKO IIepBOM CTemeHH. B  pesynbTraTe HCCIEIOBaHHH MONYYECHO
MaTEMaTHYECKOE BBIPAXKCHHE ISl KOJINYECTBA ONaronpusITHBIX QYHKIHMI B 3aBUCUMOCTH OT KOJMYECTBA OTKPBITHIX
U CEKPETHBIX IEepPEMEHHBIX. PaccuuraHHble MO STUM (OpMYyJIaM 3HAYCHHS MPOBEPEHBI IyTEM CPABHEHHS C
pe3yabTaTaMH HEOCPEACTBEHHOIO KOMITBIOTEPHOro mepedopa Aiisi HeOOMbIINX 3HAYCHHH KOMMYECTBa apryMEHTOB
¢byuximy f,

Taxoke OBUTH PaCCYMTAHBI BEPOATHOCTH yCIeXa KyOMIeCKOl aTaku ¢ MaKCTepMaMHU [IEPBOM CTEICHH ISl Pa3HbIX
KOMOWHAIIMA KOJIMYECTB OTKPBITBIX M CEKPETHBIX IMepeMeHHbIX. [Ipu 3ToM Bce OyneBbl (YHKUUH C 3aJaHHBIM
KOJIMYECTBOM apryMEHTOB CUHMTAINCH PABHOBEPOSTHBIMH, YTO SIBJISCTCS SCTECTBEHHBIM JIOMYLICHUEM, YYHTBIBAs
CIIO)KHOCTh (DYHKLU, OIHCHIBAIOIINX KPUNTOrpadHyecKhe CHCTeMbl. Pazymeercs, NpW YCIOBHU HCIOJIB30BAHUS
MaKCTEPMOB MAJIbIX CTEIICHEH BEPOATHOCTh YCICHIHOW aTaKd OYEHb Mayia MU pealbHbIX 3HAYCHHUSX KONHYECTBA
OTKPBITBIX M CEKPETHBIX MepeMeHHbIX. OHAKO, 3Hast BEIMYMHY 3TON BEPOSITHOCTH, MOKHO OLICHUTh MaKCHMAIbHYIO
CTEIEeHbh MaKCTEPMOB, 00ECIICUHBAIOIIYIO IPHEMIIEMBIH YPOBEHBb BEPOSTHOCTH yCIiexa KYOMYeCKOH aTaKu.

JanbHeiiliee pa3BUTHE HCCICIOBAHUIA BO3MOXKHO B Pa3HBIX HAlpaBJICHHAX, CBA3aHHBIX KaK C PaCCMOTPEHUEM
OOJBLIMX CTeMeHell MaKCcTepMOB, TaK W ¢ OOOOIICHWEM IOHATHS CYNEpHOJMHOMAa (HAalmpumep, IOHMCK
CYIEPIIONIMHOMOB BTOpOH cTeneHn). CleayeT OTMETHTh, 4YTO paccMaTpuBaeMas 3alada TakKe IPeACTaBIseT
CaMOCTOSTENIHBIN HHTEPEC C TOUKH 3PEHHS TCOPUH OYICBBIX QYHKIUA M KOMOWHATOPHKH.

RESEARCH OF CUBE ATTACKS WITH LOW DEGREE

MAXTERMS
Lyudmyla Zavadska, Vitaliy Sergienko
NTUU «KPI», PTI

Cube attack is one of new promising cryptanalysis methods, which is now successfully applied to various types
of modern cryptosystems, such as stream, block ciphers and hash functions.

Cube attack is a kind of algebraic attack, where every bit of the cipher output sequence is interpreted as a value of
some Boolean function (polynomial) f, that depends on bits of secret key and some public variables (bits of

plaintext or initialization vector etc.). Key notions for the Cube attack are notion of maxterm and superpoly.
Maxterm is such subset of the function f public variables set, that sum of f output values over all possible values

of variables that belong to maxterm (over a binary “cube”) can result in a linear polynomial of secret variables. This
polynomial in such case is called superpoly. On the final stage of the attack, system of linear equations is solved.
This system is based on the linearly independent superpolies acquired on the previous attack stage. Right parts of
equations can be calculated by summing function output values over all variables presented in a corresponding
maxterm.

Maxterm (cube) search for the linearity checking of corresponding superpolies is a time-consuming operation, so
it requires effective implementation approach. One of such approaches is a degree limitation of maxterms under
consideration. This limitation can be both upper and lower. As a limitation source, possible function degree
assumption can be used. Alternatively, in more strict approach, function degree can be acquired using some
appropriate tests, which are, however, more complex and hard to implement. Therefore, usage of low degree
maxterms can significantly increase attack effectiveness. However, in such case a question of attack success rate can
be raised, i.e. the probability of getting required quantity of linearly independent superpolies.

In this paper, we consider question of Cube attack applicability using only low degree maxterms and, as a first
step, only maxterms of degree 1. We introduce a notion of auspicious function — function, to which Cube attack can
be applied successfully, using maxterms of degree 1 only. As a result of our research, we acquired a mathematical
expression (formula) for the number of auspicious functions. It depends on the number of public and secret variables
of the function. Values calculated using this formula were verified by comparison with the results of direct computer
exhaustive search for some small numbers of arguments of function f .

Additionally, success rates for the Cube attack with maxterms of degree 1 were calculated for various
combinations of numbers of public and secret variables. Here all Boolean functions with specified numbers of
arguments were considered equally probable, which is a natural assumption, taking into account complexity of
functions representing real cryptographic systems. Of course, given that we used only low degree maxterms, attack
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success rate is very low for real numbers of public and secret variables. However, knowing this probability, one can
evaluate maximal degree of maxterms that provides acceptable Cube attack success rate.

Further development of our research is possible in lots of directions, related to consideration of bigger maxterm
degrees, as well as to generalization of the superpoly notion (e.g. search of quadratic superpolies). It should be noted
that studied problem is also of independent interest from the Boolean functions theory and combinatorics point of
view.

Literatura: 1. Dinur 1. Cube attacks on tweakable black box polynomials / Dinur 1., Shamir A. — Cryptology ePrint
Archive, 2008/385. [Online] Available at: http://eprint.iacr.org/2008/385.pdf. 2. Dinur 1. Cube attacks on tweakable
black box polynomials / Dinur I, Shamir A. // EUROCRYPT, vol. 5479 of Lecture Notes in Computer Science —
Springer, 2009. — P. 278-299. 3. Dinur I. Side Channel Cube Attacks on Block Ciphers / Dinur I, Shamir A. —
Cryptology ePrint Archive, 2009/127. [Online] Available at: http.//eprint.iacr.org/2009/127.pdf. 4. Aumasson J-P.
Cube Testers and Key Recovery Attacks on Reduced Round MD6 and Trivium / Aumasson J-P., Meier W., Dinur I,
Shamir A. // Fast Software Encryption 2009, LNCS, vol 5665 — Springer, 2009. — P. 1-22. 5. Dinur I. Cube Attacks
and Cube-attack-like Cryptanalysis on the Round-reduced Keccak Sponge Function / Dinur I, Morawiecki P.,
Pieprzyk J., Srebrny M., Straus M. — Cryptology ePrint Archive, 2014/736. [Online] Available at:
http://eprint.iacr.org/2014/736.pdf. 6. Meier W. Cube Testers and Key Recovery in Symmetric Cryptography / Meier
W. — 2009. [Online] Available at: http://indocrypt09.inria.fr/slides _cube_ind09.pdf.

YAK 002:651.928(083.73)
AJI'OPUTM BCTAHOBJIEHHS CIIIVIBHOI'O CEKPETHOI'O
3HAYEHHS, IO IPYHTYETHCA HA EJINTUYHUX KPUBUX

Anamonin Kouyoincokuii, Bonooumup Cunsaecvkuii, Onexcandp lllamanoe
Inemumym kibepuemuxu imeni B. M. I'nywxosa HAH Ykpainu

Crarts: 8 cmop, 50xcepen.

KondineHniiHicTs moBinoMieHHs 3a0e3nedyeTbesi MHU(PYBaHHAM ITOBIIOMIICHHS 3a JIOIMOMOIOI0 AJITOPUTMY
mmpyBaHHs JaHuX. [Ipy BemukoMy po3Mipi JOKYMEHTa TakMM alrOpUTMOM MOXKE OYTH TUIBKM alrOpHTM
CHUMETPUYHOro IM(pyBaHHs. BHKOpHCTaHHS CHMETPUYHOTrO AITOPUTMY IIM(PYBAaHHS OB SA3aHO 3 HEOOXIJHICTIO
BUpILICHHS ITPOOJIEMH PO3IOAUTY CeKpPEeTHHX KIo4iB mudpyBaHHs. OIHUM 3 MOXJIMBUX PIlICHb € BUKOPHCTAHHS
ITOPUTMY aCUMETPUYHOr0 MHU(PYBaHHS, IKUM IH(PYETHCS pa30BUi KITI0OY CUMETPUYHOTO MH(PYBaHHS, OTHAK B
crcTeMax Iepenadi JaHuX B peaJbHOMY 4Yaci MOTpiOHe iHIIe pilleHHs, SKe JTO03BOJUTH HMIBHAKO 3’ €IHATHCS 3 OyIb
SKUM aOOHEHTOM, BCTAHOBHTH CIIJIbHUH CEKpEeTHMH KII0OY Ta 3a IIEBHUM pO3KJIAAOM abo y pasi morpedn
chopMyBaTH HOBHI CIJIBHMH KIIIOY  Ta IEPEeHTH Ha BHUKOPHMCTAHHS HOBOrO CHUIbHOrO kKimowa. Ilig dwac
BCTAHOBJICHHS CIIIJIBHOTO CEKPETHOTO KIfodya OOOB’SI3KOBO IIOBMHHA 3a0e3leuyBaTHCsS aBTEHTHYHICTh CTOPIH
iHpopManiifHOro oOMiHy. AJTOPUTMH LBOTO THITy € HEOOXIJHOIO CKJIQJIOBOIO YAaCTHHOIO OCHOBHHMX Ha Iieil uac
METO/IiB 3aXuCTy Tpadiky B Mepexi IntepHer, a came mporokoiniB SSL/TSL Ta IPSec.

Haii6inpie mommpeHHst K aJrOpuT™M BCTAHOBJICHHS CIIIJIBHOI'O CEKPETHOTO 3HAYEHHS MAroTh alrOpPUTMH, IO
6azyrotecst Ha anroput™i [lidbdi-Xemnmana. B cBoeMy cranmapTHOMy BHIVISALI Led anroputM He 3abesnedye
aBTeHTH(IKaIl CTOPIH 1 TOMY HE MOXE NMPOTHUCTOSITH 3ac00aM KPHUITOAHANi3y, [0 BUKOPHCTOBYIOTh MOXKJIMBICTh
MOPYIICHHS aBTEHTUYHOCTi. AJITOPUTM BCT@HOBJICHHS CIUIBHOTO CEKPETHOTO 3HAYEHHS Ma€ TaKOX I'apaHTyBaTH
CTIMKICTh OOYHMCIEHOIO CHUIBHOTO CEKPETHOrO 3HAYEHHS, HE MEHIIY 3a CTiHKICTh CHMETPUYHOIO AITOPUTMY
¢ pyBaHHs JaHUX. PeabHO 116 MOXKIIMBO TUIBKU 32 YMOBH 3aCTOCYBaHHSI KPHIITOTpa)iYHNX MIEPETBOPEHb Y TPYIIi
TOYOK HAJEKHO OOpaHMX ENNTHYHUX KPUBHX. 3 MPAKTHYHOI TOYKH 30py BaKIMBO YHI(iKyBaTH OOYMCITIOBaIbHI
3ac00H, 110 BUKOPUCTOBYIOTHCS JUIS pealtizalil KpunrTorpadivHuX NepeTBOPEHb Pi3HOTO THUITY.

B pob6oTi TpONOHYETHCS aNTrOPUTM BCTAHOBJICHHS CIUIBHOTO CEKPETHOrO 3HAYEHHS 3 BHUKOPHCTaHHIM
KpHITorpaiyHoro IepeTBOpeHHs, BU3HAYCHOro HaIioHadbHUM craHzaptoM Ykpainn JCTY 4145-2002
«Indopmariitni Texuomnorii. Kpunrorpadiunuii 3axuct ingopmarii. Lndposuii mianvc, 3acCHOBaHNA Ha €TINTHIHAX
KkpuBHX. POpMyBaHHS 1 TepeBipsSHHS» Ta KpunTorpadiyHMX cTaHIapTiB, IO Mil0Th B YKpaini. Lle#t anroputm
3a0e3reuye aBTEHTUYHICTh CTOPiH iHpOpMALifHOro 0OMiHY.

ANTOpUTM IIPU3HAYCHO [UIsi OOYMCIICHHS B PEXXHMI PETFHOTO Yacy JBOMa yYaCHUKaMH iH(popMaliifHoro ooMiny
CHUIBHOTO CEKPETHOTO 3HAUCHHS, PO3MIp SIKOrO BH3HAYAETHCS (DYHKIIIE€IO TellyBaHHS, IO BUKOPHCTOBYEThCA. Lle
CEKpEeTHE 3HAYCHHsI BUKOPUCTOBYETHCS VIS iHIIialli3anil aropuTMy CUMETPUYHOTO Mn(pyBaHHs ajle HEe BU3HAYAE
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fioro croci0 imimiamizamii Ta croci® mudpyBaHHS NOTOKY AaHUX. AJTOPUTM BCTAHOBJICHHS CITIJIBHOTO CEKPETHOTO
3HA4YEHHS MO)KHA BUKOPHCTOBYBATH ISl 3aXUCTY TAaHUX B iHQOpMALiHHIX CUCTEMaX 3arajbHOr0 MPH3HAYCHHS.

AJII'OPUTM YCTAHOBJIEHHA OBHIEI'O CEKPETHOT'O
S3HAYEHHUS, OCHOBAHHBIN HA JIVIMIITUHYECKUX KPUBBIX

Anamonun Kouyounckuii, Bhaoumup Cunseckuit, Anexcanop Illlamanoe
Hnemumym xubepnemuxu umenu B. M. I'nywuxoea HAH Ykpaunut

KondunennnansHoCTh cooOmmieHust obecrieunBaercss MH(POBAHUEM COOOIIEHHS C ITOMOLIBIO alrOpHUTMa
mm¢poBanus AaHHBIX. [Ipu OonbIIoM pasmepe OKyMEHTa TaKuM alrOPUTMOM MOXET OBITh TOJBKO alrOpUTM
CUMMETpPUYHOro IuGpoBaHui. VICmonp30BaHME CHMMETPHUYHOIO ajropuTMa MIH(GPOBAHUS CBS3aHO C
HEOOXOANMOCTBIO PEHICHUs POOIEMBI pacIipe/ieNieHHs] CeKPEeTHHIX Kirodeld mmgppoBanus. OIHAM U3 BO3MOXKHBIX
pELICHU ecTh WCHOJIB30BAHUE AJITOPUTMA aCHMMETPUYHOTrO MM(pPOBAaHUA, KOTOPHIM HIM(PYETCs] Pa3OBBIH KITIOY
CUMMETPHYHOTO INMU(QPOBAaHUI, OIHAKO B CHCTEMax IepeJadd MaHHBIX B pPEAbHOM BPEMEHH HYXHO IpYyroe
pelieHre, KOTOPOe MO3BOJIUT OBICTPO COSIMHUTHCS C JIIOOBIM a00OHEHTOM, YCTaHOBUTH OOIIMI CEKPETHBIN KITIOY U 110
OIpEeJICIIEHHOMY paclUCaHUI0 WM B CIydae HEOOXOAMMOCTH c(hOPMHPOBATH HOBBIM OOIIMHA KIIOY W NEperTH Ha
WCIIONIb30BAaHNE HOBOT'O OOIIETro Kirtoua. Bo Bpemst yCTaHOBJIEHHS OOLIETO CEKPETHOTO KIIIo4a 00s3aTeIbHO J0JDKHA
obecreunBaTbCsl MOMIMHHOCTh CTOPOH HMH(OPMAnMOHHOTO OOMEHa. AJTOPUTMBI 3TOrO THIIA  SIBIISIOTCS
HEoOXO0ANMOI COCTaBHOM YacThbI0 OCHOBHBIX Ha 3TO BpeMs METO/10B 3auuThl Tpaddurka B cern MHTEpHET, 2 IMEHHO
nporokosoB Ssl/tsl u Ipsec.

Hawnbosnpmiee pactipocTpaneHne Kak ajlroOpiuT™M YCTaHOBJICHHUS OOIIET0 CEKPETHOI'O 3HAUCHHUSI UMEIOT ajlTOPUTMBI,
KoTopble Oasupyrorcst Ha anroput™me Juddu-Xemmmana. B cBoeM craHZapTHOM BHJIE STOT AITOPUTM HE
obecrieunBaeT ayTeHTU(HUKAIUN CTOPOH M MOTOMY HE MOXKET MPOTHUBOCTOSITH CPEICTBAM KPHUIITOAHAIN3a, KOTOPHIE
UCTIONIB3YIOT BO3MOXKHOCTh HapyIIEHHs ITOMJIMHHOCTH. AJITOPUTM YCTaHOBJICHHUS OOIIEr0 CEKPETHOI'O 3HAYCHUS
JIOJDKEH TaK)Ke TapaHTHPOBATh CTOMKOCTH BBIYHMCICHHOIO OOIIETO0 CEKPETHOI'O 3HAUCHHUs, HE MEHbIIE CTOMKOCTH
CUMMETPHYHOTO alropuTMa MH(POBAHUS NAHHBIX. PeaqbHO 3TO BO3ZMOXKHO TOJBKO IPH YCIOBHH NPHUMEHEHUS
KpHITorpadguaeckux npeodpa3oBaHuii B TPYIIE TOYEK JOKHBIM 00pa3oM BBIOPAHHBIX JUTUNTHYECKUX KPUBBIX. C
MIPAKTHYECKOM TOUKM 3PEHUSI BAXXHO YHH(QUIMPOBATh BBIYMCIHTENBHBIE CPEICTBA, KOTOPBIC HCIIONB3YIOTCS IS
peanuzanuy KpunTorpaduueckux 1peodpa3oBaHuil pa3HOTo THIIA.

B pabore mpemmaraercsi ajropuTM YCTAHOBJICHHMS OOIIEr0 CEKPETHOrO 3HAYCHUS C HCIIOJIb30BAHHEM
KpurTorpaguieckoro npeodpasoBaHus, ONMPEICICHHOI0 HalMOHAIBHBIM cTaHmapToM Ykpaunsl JICTY 4145-2002
«Madopmanonnsie TexHonoruu. Kpunrorpadgudeckas 3anmra nadopmanun. Lndposas noanncs, ocHOBaHHAs Ha
IUIMNTHIECKUX KpUBBIX. POPMHUPOBAHNE U IPOBEPKa», U KPUNTOrpahUUECKUX CTAaHIAPTOB, KOTOPHIE IEHCTBYIOT B
VYkpauHe. DTOT aJropuT™ oOecTieunBaeT IMOUIMHHOCTH CTOPOH HH(OPMAI[HIOHHOTO OOMEHa.

AnropuT™M INpeAHa3HA4e€H JUI1  BBIYHMCICHUS B PEXKHME pEATbHOrO BPEMEHUM JBYMS Yy4aCTHHKAMHU
nHpopMannoHHOro oOMeHa OOLIETr0 CEKPETHOro 3HAYEHUs, pa3Mep KOTOPOro OIPEAEIIeTCS HCIIOIb3yeMOi
(GyHKIMEH XempoBaHus. JTO CEKPETHOE 3HAUCHNE HCIIONB3YETCs sl HHULINAIM3aluK aJITOPUTMA CHUMMETPUIHOTO
mHppoOBaHUST HO HE OIPEAEIIET ero Crocod MHUNMATU3AIMU U croco0 mudpoBaHMs MOTOKA AaHHBIX. AJITOPUTM
YCTaHOBIJICHHSI OOIIEro CEKPETHOI'0 3HAYEHHs] MOXKHO HMCIOJIB30BaTh JUIS 3alUTHl JAHHBIX B HWH(OPMAIMOHHBIX
crcTeMax o0IIero Ha3HaYeHUsL.

ALGORITHM OF ESTABLISHMENT OF GENERAL SECRET

VALUE, BASED ON ELLIPTIC CURVES

Anatoly Kochubinsky, Vladimir Sinyavskiy , Alexander Shatalov
V. M. Glushkov Institute of Cybernetics of the National Academy of Sciences of Ukraine

To ensure confidentiality a document is usually encrypted by a symmetric key encryption algorithm. The use of a
symmetric key encryption algorithm makes it necessary to distribute the used common encryption/decryption key. A
possible decision is to use an asymmetric encryption algorithm to hide a session symmetric encryption key.
However in many cases another decision is more appropriate consisting in the establishment of a shared secret key as
needed by performing a set of cryptographic operations in a dialogue. A secure establishment of a shared secret key
requires a mutual authentication of communicating parties. Algorithms of this type are basic components of network
security tools including Internet protocols Ssl/tsl and Ipsec.
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Most shared key establishment algorithms are based on the Diffie-Hellmann algorithm. In its original design this
algorithm does not provide the authentication of parties and thus is vulnerable to cryptanalytic attacks using the
violation of authenticity. The shared key establishment algorithm should also guarantee the strength exceeding that
of the symmetric encryption algorithm in use. A natural approach is to design such an algorithm on cryptographic
transformations in the group of points of the properly chosen elliptic curves.

The presented algorithm of shared secret key establishment is based on the cryptographic transformation defined
in the national standard of Ukraine DSTU 4145-2002 «Information technology. Cryptographic techniques. Digital
signatures based on elliptic curves. Generation and verification», and cryptographic standards which operate in
Ukraine. This algorithm provides the mutual authenticity of information exchange parties and fits smoothly within
the framework of the PKI developed for DSTU 4145 digital signature.

The algorithm is intended for a real time computation of a shared secret key by two parties of information
exchange the size of which is determined the hash function in use. The computed secret key is used to initialize an
algorithm of symmetric encryption.

Literatura: 1. L. Law, A. Menezes, M. Qu, J. Solinas and S. Vanstone. An efficient protocol for authenticated key
agreement. //Technical report CORR 98-05, University of Waterloo,1998. 2. DSTU 4145-2002 «Informatsiyni
tekhnologii. Kriptografichniy zakhist informatsii. Tsifroviy pidpis, shcho rruntuet'sya na yeliptichnikh krivikh.
Formuvannya ta pereviryannya»// K.: Derzhstandart Ukraini, 2003. 94 s. 3. Blake 1., Seroussi G., Smart N. Elliptic
Curves in Cryptography. Cambridge University Press, 1999. [1 p.204. 4. U. Maurer and S. Wolf, The Diffie-Hellman
protocol, //Designs, Codes and Cryptography, 19 (2000), 147-171. 5. A.Muzereau, N.P.Smart, F.Vercauteren. The
Equivalence between the DHP and DLP for Elliptic Curves Used in Practical Applications. //LMS J. Comput. Math.
7 (2004), p.- 50-72.

YAK 621.391:519.2:519.7 .
HOPIBHAHHA OIIEPAIIIM MOAYJIBHOI'O TA
HOKOMIIOHEHTHOI'O JOJABAHHA I BITHIMAHHSA HA

MHOXHHI N-MIPHUX BEKTOPIB HA/{l ITPOCTUM
CKIHYEHHUM ITOJIEM

JTrwomuna Kosanvuyk, Hamania Jlucenko*, Cepeiii Kpacnikoe*
IC331 HTYY «KIIly, */lepacH/I Cneyss’sazky

Crarts: 8 cmop., 10 0xcepen.

Y pobori oOTpuMaHO pe3yJabTaTH, SKi XapaKTepH3yIOTb IMOBIpHOCTI 30iry pe3ynbTariB — oOnepamii
MTOKOMITOHEHTHOT'O Ta MOIYJIBHOTO JONABaHHS (BiAHIMAHHS) Ha MHOXWHI #-MIpHHX BEKTOPIB HaJ MPOCTUM
CKiHUeHHMM royieM. Iloka3zaHo, 0 iIMOBIpHICTE 30iry pe3ysbTariB omeparii MOAYJIFHOIO Ta MOKOMIIOHEHTHOTO
JofaBaHHs (BiAHIMAHHS) TMM MEHIIA, YUM OULTBIIOI0 € JOBXKMHA BEKTOpiB. BoHA mpsiMye 1m0 HyJs 3 3pOCTaHHSAM
JIOBKMHH BEKTOpiB. TOMy BHKOpHCTaHHS JUIs OOIpYHTYBaHHS CTiliKOCTi Takoi Moaudikamii 610koBoro mmopy, B
SIKIH MOZAYJIbHE ToJaBaHHs (BiJHIMAHHS) 3aMiHIOETHCSI Ha TIOKOMITOHEHTHE, € HEKOPEKTHHM.

CPABHEHMUE OIEPAIIMA MOJYJBHOI'O U
HOKOMIIOHEHTHOI'O CJIO’KEHUSA U BBIYUTAHUA
HA MHOXECTBE N-MEPHbBIX BEKTOPOB HA/I IPOCTBIM
KOHEYHbBIM ITOJIEM

JTrwomuna Kosanvuyk, Hamanusn Jlucenko*, Cepzeit Kpacnuxkog*
HUCC3U HTYY «KIIH», *['ocHUHU Cneycssnzu

B pa60Te MOJYUYCHBI PE3YJIbTAThl, XAPAKTCPUZUPYIOINUEC BCPOATHOCTH COBIAACHUA PE3YJIbLTATOB onepaunﬁ
MMOKOMIIOHCHTHOI'0O W MOZAYJBbHOI'O CJIOXKCHUSA (BLI‘II/ITaHI/IH) Ha MHOXKCECTBC 7n-MCPHUX BCKTOPOB HaJl HNPOCTHIM
KOHCYHBIM ITIOJIEM. HOKa3aHO, YTO BCPOATHOCTL COBIIAACHUA PC3YJIbTATOB onepaunﬁ IIOKOMIIOHCHTHOI'O Ta
MOAYJIBHOT'O CIIOKCHUA (BI)I‘II/ITaHI/IH) TEM MCHbLILIC, YCM JJIMHHECC BCKTOPA. Ona CTPCMUTCS K HYJIIO ITPU BO3pAaCTaHUN
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JJIMHBI BEKTOPOB. HOSTOMy HCIIOJIB30BAHUC AJIA 000CHOBAaHUS CTOHKOCTH TaKOM MO,HI/I(I)I/IKaIII/II/I 0J104HOrO mnq)pa, B
KOTOpOﬁ MOAYJIBbHOC CIIOKCHUC (BI)I‘II/ITaHI/IG) 3aMCHACTCA HAa MIOKOMITOHCHTHOC, SABJISICTCA HCKOPPCKTHBIM.

THE COMPARISON OF THE COMPONENT-WISE AND MODULAR
ADDITION (SUBTRACTION) OF N-DIMENSIONAL VECTOR

SPACE OVER A PRIME FINITE FIELD
Kovalchuk Ludmila, Lysenko Natalija*, Krasnikov Sergej*
ISCDI NTUU «KPI», *SRI for STIP

The results are obtained that characterize the results coincidence probability of the component-wise and modular
addition (subtraction) of N-dimensional vector space over a prime finite field. It is shown that the results coincidence
probability of the component-wise and modular addition (subtraction) decreases when the space dimension increaces.
This probability tends to zero when the length of vectors increaces. So it’s incorrect to use for security estimation
such modification of block cipher, where modular addition (subtraction) is replaced by the component-wise.

Literatura: 1. Shennon K. Teoriya svyazi v sekretnykh sistemakh //Raboty po teorii informatsii i kibernetike. — M.:
Izdatel'stvo inostrannoy literatury, 1963. — S. 333-402. 2. Gorchinskiy Yu. N. O gomomorfizmakh mnogoosnovnykh
universal'nykh algebr vsvyazi s kriptograficheskimi primeneniyami // Trudy po diskretnoy matematike. T. 1. — M.:
TVP, 1997. —s. 67— 84. 3. O. V. Shemyakina. O peremeshivayushchikh svoystvakh operatsiy v konechnom pole. //
Trudy Vos'moy Obshcherossiyskoy nauchnoy Konferentsii «Matematika i bezopasnost' informatsionnykh
tekhnologiy» — (MaBIT-09), 30 oktyabrya — 2 noyabrya 2009. 4. L. V. Koval'chuk, O. A. Sirenko. Analiz
peremeshivayushchikh svoystv operatsiy modul'nogo i pobitovogo slozheniya, opredelennykh na odnom nositele. //
Kibernetika i sistemnyy analiz. — 2011. — Ne 5. — s. 83 — 97. 5. L. V. Koval'chuk, O. A. Sirenko. Analiz
peremeshivayushchikh svoystv operatsiy v konechnom kol'tse. // Sbornik tezisov KhlV Mezhdunarodnoy nauchno-
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Gorbenko I. D., Bondarenko M.F. ta in. Perspektivniy blokoviy shifr “Mukhomor” — osnovni polozhennya ta
spetsifikatsiya // Prikladna radioyelektronika. — 2007. — t.6. No2. — 5. 147 — 157. 9. Gorbenko 1. D., Tots'kiy O. S.,
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YAK 502.3:502.36
PO3POBKA OAMUHUYHOI'O EJIEMEHTY (IIOCTY) [JIsA
BUMIPIOBAHHSA IIOKA3ZHUKIB ATMOC®EPHOI'O TIOBITPSA

Muxaiino /lieizinok, Banepia Kosau
Y «Incmumym 2eoximii Hagkoruwnboeo cepedosuwia HAH Yipainuy, m. Kuis

Crarts: § cmop., 7 0xcepen.

CucremMa MOHITOPHHTY — II¢ BUMIpIOBaJIbHA CHCTeMa a0 chcTeMa IepeTBOpeHHs iHdopMalii npo GhaxTHIHuR
CTaH HaBKOJIHMIIIHBOTO IIPUPOIHOTO CEpesIOBUINA B BHJ i B GOPMY, SIKi JO3BOJISIOTH ii TOCHTH IIBHIKO NEPEAABATH 1
00pobmsaTr. OnTuMizamii FOrO MPOIECY CHIPHUSIE€ BIPOBAPKCHHIO 3aC00iB MUGPOBOI OOYHCITIOBALHOI TEXHIKH.
IcHyroui Ha chOrOAHIIIHIM 1eHh BUMipIOBaJIbHI pajianiiiHi MPUCTPOI B CBOIN OCHOBI € aHAJTOTOBHMH BHMipIOBaYaMu
(maTumkamu). TpaHCITIOBATH aHAIOTOBUI CHTHAJ Ha BEJIMKI BiJICTaHI JOCUTH CKIIaJHA 3amada. Bona oOymoBIieHa, 3
OHOro OOKY, BIUIMBOM O€311iui Iepemko/] Ha KaHal TPaHCHAMii AaHuX. 3 iHIIOro — oOpoOKa aHaJIOTOBUX CHTHAJIIB
BHMarae J0CUTh Ta0apUTHOTO 1 TOPOroro ycTaTkyBaHHs. BupiniyroTs 1110 3a1a4y Tak 3BaHi riOpuaHi mepeTBoproBadi
iHpOopMarii.

B cyvacHux riOpuaHuX cHcTeMax, HE3aJIeKHO Bif iX NpHU3HAYEHHS, BEJMKOTO ITOUIMPEHHS HaOyIH aHaJoro-
udposi kanamu. [t mpaBUIILHOI OpraHizalii Mporecy aHajJoro-udpoBoro nNepeTBOpEeHHs MPUHIMIIOBE 3HAYCHHS
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Ma€ IHTaHHS TPO Te, 3a SKUX YMOB BHXOAATH KOAM aHAIOro-IM(POBOrO IEpPEeTBOPIOBaYa, SIKi, B CBOIO 4YEpry,
MOXYTh BBa)KAaTHCS €KBIBAJICHTHUMH BXiTHOMY aHAJIOTOBOMY CHTHAIY.

OCHOBHUM 3aBJaHHS CHCTEMH DaJiOCKOJIOTIYHOIO MOHITOPUHTY € KOHTPOJb 33 PajialliiiHOI0 Ta E€KOJIOTiYHOI0
CHUTYAL€IO0.

Tomy, BHXOmSYM 3 IOTO, B CTATTi ONKCAHO, IO OAWHWYHHUK €JIEeMEHT (aBTOMATH30BAHWH IIOCT) ITOBHHEH
3abe3neunTH 30ip (BUMipIOBaHHS) MEPBUHHOI iH(GOpMALi PO CTaH HABKOJIUIIHHOTO HMPHUPOJAHOTO CEPEHOBHINA: B
TIOBITPi, B IPYHTax Ta HOro MoBepxHi, B MiI3eMHUX Boaax. [lepenaya nepBUHHKX JaHUX BiAOYBA€THCS HA TOJIOBHUH
(ba3oBmit) mocr, ae Ha OCHOBI oTpuMaHOi mepBHHHOI iH(opMmamii GopMmyeTbes oOLiHKA pamialiiiHOi 00CTaHOBKH,
aHaJII3yeTHCS TOTOYHA €KOJIOTIYHA CUTYaIlisl Ta IPOTHO3YETHCS IMHAMIKa ii PO3BUTKY Ta MOMKIJIMBUX HaciikiB. Kpim
LIBOT0, TTOCT IOBHHEH 3a0e3nedyBaTy Oe3mepepBHUI padialiiHii KOHTPOIb, a HA TOJOBHOMY (OCHOBHOMY) IOCTI
MIOBMHHA peaJi30ByBaTHCS CHCTeMa 0a3 JaHMX NpO BCi HEOOXiAHI €IEeMEHTH HaBKOJIWIIHBOTO MPUPOIHOTO
cepenoBuma. [loct Takox Mae 3abe3rnedyBaTH NepioAMYHHMN Bigdip mpod s IX HOAAIBLIOrO JIAOOPAaTOPHOTO
aHamizy.

PASPABOTKA EJUHUYHOI'O 9JIEMEHTA (IIOCTA) 115
N3MEPEHMUS ITOKASATEJIEU ATMOC®EPHOI'O BO3JTYXA

Muxaun /[lueuszuniox, Banepus Kosau
I'Y «lncmumym ceoxumuu oxpyoicaiouseti cpeovt HAH Yxpaunviy, 2. Kues

CucreMa MOHHWTOpPHHTa — 3TO HW3MEpHUTENbHAas CHCTEeMa WM CHCTeMa NpeoOpa3oBaHMs HH(POPMALUH O
(haKTHIECKOM COCTOSIHHM OKPY)Kalollel MpUpoaHOH cpeabl B BUI U B ()OPMY, KOTOPBIE MO3BOJISIOT €€ JOCTaTOYHO
ObIcTpo mepenasats U 00padaTeBaTh. ONTHMH3ALUK 3TOTO MIPOIIECCa CIOCOOCTBYET BHEAPEHHE CPEICTB HU(PPOBOM
BBIYUCIIUTEIBHON TeXHUKH. CyIIecTBYIOINE Ha CETOJHANIHNAN JICHb H3MEPUTEIIbHBIC palialliOHHBIE YCTPOHCTBA B
CBOCH OCHOBE SIBJISIOTCS AHAJIOTOBBIMH H3MEPUTEISIMH (JaTd4uKaMu). TpaHCIUpOBAaTh AHAJIOTOBBI CHUTHAJ Ha
OoNbIINE PACCTOSHUS JOCTATOYHO CIOXHAs 3amada. OHa oOyciioBiIeHa, C OJHOW CTOPOHBI, BIMSHUEM MHOXXECTBA
MIPEMSITCTBUN Ha KaHaJ TPaHCISAIMHU NaHHBIX. C npyroil — oOpaboTKa aHaJIOTOBBIX CHTHAJIOB TPEOYET OCTATOYHO
rabapuTHOrO ¥ JIOpOroCTOSIIEro oOopymoBaHus. Pemiaror 3Ty 3amady Tak Ha3blBaeMble THOpHIHBIC
npeoOpazoBaTeny nHGpopMannm.

B coBpeMeHHBIX THOPHIHBIX CHCTEMaX, He3aBUCUMO OT MX Ha3Ha4YeHUs, OOJbIIOe paclpocTpaHEHUE MOTYIHIN
aHayoro-1u(QpoBsle KaHaimbl. [yl MpaBWIIBHOM OpraHu3aliy Ipolecca aHaJoro-udpoBoro mnpeoOpa3oBaHug
MPUHOMINAIGHOE 3HAaUY€HWE MMEET BONPOC O TOM, IPH KaKHX YCIOBHSAX BBIXOAAT KOABI aHaNoro-nugposoro
peoOpa3oBaTesi, KOTOPHIE, B CBOIO OYePE/lb, MOTYT CUNTATHCS SKBUBAJICHTHHIMU BXOJHBIM aHAJIOTOBBIM CHTHAJIAM.

OCHOBHOW 3amadell CHCTEMBI PaJHO03KOJIOTHYECKOr0 MOHHUTOPHHIA SIBJISCTCS KOHTPOJNb 32 PaJMallMOHHOW M
JKOJIOTHUECKON CUTYalHEeN.

B crarbe ommcaHo, YTO EIMHWYHBIH 3J€MEHT (aBTOMATH3MPOBAHHBIM I10CT) IOJDKEH oOecneduTs cOop
(u3MepeHue) NepBUYHON MHPOPMAITNN O COCTOSIHUM OKpYXAroIled MPUPOJHON CpeNbl: B BO3IyX€e, B II0YBaX U €ro
MIOBEPXHOCTH, B TIOA3EMHBIX Boaax. [lepenaua mepBUYHBIX JaHHBIX IPOUCXOANT Ha TIaBHBIN (0a30BbIN) ITOCT, TAE Ha
OCHOBE IOJYYEHHOW NepBUYHON MH(pOpManmy (HOpMUPYETCS OIEHKA PaJHalliOHHOW OOCTaHOBKHM, aHAJIM3HPYETCS
TEKyIIasl SKOJIOTMYECKasi CUTyalusl ¥ IIPOTHO3UPYETCs TMHAMHUKA €€ Pa3BUTHS M BO3MOXKHBIX mociencTsuii. Kpome
9TOT0 MOCT JIOIDKEH 00EeCIIeUnBAaTh HEITPEPhIBHBINA PaHalliOHHONW KOHTPOIIb, a Ha TI1aBHOM (0a30BOM) ITOCTE JIOJKHA
pean30BBIBAaThCS CHCTEMa 0a3 JaHHBIX O BCEX HEOOXOIMMBIX 3JEMEHTaxX OKpYyKaromied npupomHoi cpexapl. [loct
TaKXe JO/DKEH 00eceunBaTh MepuogIecKuii 0T00p Mmpod st X AanbHEHIIero 1a00paTopHOro aHaIN3a.

DEVELOPMENT OF A SINGLE ELEMENT (STATION) FOR

MEASUREMENT OF ATMOSPHERIC AIR PARAMETERS
Mikhail Diviziniuk, Valeriia Kovach
SI “Institute of Environmental Geochemistry of the NAS of Ukraine”, Kiev

The monitoring system - a measuring system or system of information conversion about the actual state of the
environment in the form that allows its quick transfer and process. Optimization of the process facilitates the
introduction of digital computing. Existing radiation measuring devices by origin - analog meters (sensors). Cast
analog signal over long distances is quite a difficult task. It is due, on the one hand, the influence of many obstacles
on the broadcast channel data. On the other - processing of analog signals requires marker and expensive equipment.
Solves the problem so-called hybrid information converters.
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In modern hybrid systems, regardless of their purpose, large widely analog - digital channels. For proper
organization of analog - digital conversion of fundamental importance to the question of under what conditions the
codes go through analog - digital converter, which in turn may be considered equivalent to the input analog signal.

The main task of radiological monitoring system is to control the radiation and ecological situation.

Therefore, based on this, the article explains that a single element (automated satation) should provide constant
(measurement) of primary information about the environment: in the air, soil and its surface, in groundwater.
Transfer of raw data goes to the main (basic) station, where on the bases of received initial information emerging
radiation situation assessment, analyzes the current environmental situation and projected dynamics of its
development and the possible consequences. This post should provide continuous radiation monitoring, and at the
base station should be implemented database system on all the elements of the environment. Station should also
provide periodic sampling for subsequent laboratory analysis.

Literatura: 1. Kovalko, M. P. YEnergetichna bezpeka — skladova natsional'noi bezpeki Ukraini [Tekst] / M. P.
Kovalko, S. P. Denisyuk. — K. : UYEZ, 1997. — 197 5. 2. Dopovid' pro stan yadernoi ta radiatsiynoi bezpeki v Ukraini
u 2013 rotsi [YElektronniy resurs] / Rezhim dostupu: http://www.snrc.gov.ua. 3. The Ux Consulting Company
[Electronic resource] / Available at: http://www.uxc.com. 4. Lisichenko, G. V. Uranovi rudi Ukraini [Tekst] / G. V.
Lisichenko, Yu. P. Mel'nik ta in. — Kiiv: Naukova dumka, 2010. — 221 s. 5. Yaderne zakonodavstvo Ukraini: Zbirnik
normativno — pravovikh aktiv. V2 t. T. 1. [Tekst] / za red. Yu. S. Shamshuchenka; vid. 2-ge pererob. i dopov. — K.:
Vid. Dim «In Yureyn, 1999. — 648 s. 6. Ukrainian Centre for Economic & Political Studies Named after Olexander
Razumkov [Text] / Nuclear energy in the world and in Ukraine: state and prospects of development. — 2008. — Vol. 3.
—P. 60.

V]IK 531/534(075.8)
CTIUMKICTH PAI[IOEJIEKTPOHHOT AITAPATYPU 3AXUCTY
IH(I)OPMAI_[Ii IHOA0 JECTABUII3YIOUNX MEXAHIYHUX

BIIJIMBIB

HOpii 3invkoecvkuii, Bopuc Yeapoes
HTYY "KIIl”

Crarts: 9 cmop., 4 0xcepena.

VY Meromax IpOEKTyBaHHS BHMCOKOHAIIHHOI pazmioenekTpoHHOi amapatypu (PEA) 3axumcry indopmarnii MaoTh
OyTH BMKOpHCTaHI BCi MOXIIMBOCTI ITiJIBUIIEHHS MOKAa3HUKIB HAIIMHOCTI KOHCTPYKIIi paioeleKTpOHHNX 3ac0o0iB
(PE3) y ii cxmani.

Icrorauit BrumB Ha pobory PE3 maroTh 30BHimHI gectabinisyroui BIUMBH - BiOpamii i ygapu. st omiHku
MIpare3JaTHOCT] B X YMOBax He0oOXiJHO MepIl 3a BCe BU3HAYMTH BJIACHI YaCTOTH MEXaHIYHUX KOJIHMBAHb arapary.
[Tpn 36iry mmx 4acToT 3 4acTOTaMH 30BHIIIHIX BIUIMBIB BHHHMKAIOTh PE30HAHCHI SBHINA - aMIUTITYAHW KOJIMBAaHb
MOXYTh CTaTH HENPHUITYCTIMO BEJIMKHMH, TPU3BECTH 10 MMOPYIIEHHS LIJICHOCTI €JeMEHTIB KOHCTPYKIII i BiMOB
PEA.

Y mpomeci NpOEKTyBaHHS MOBEAIHKY pEalbHOI amapaTypd IIpH eKCIUTyaTalii Moke OyTH OLIHEHO
MOJICTTIOBAaHH;IM Ha ()I3MYHMX MOJENSIX, SKi IOBMHHI aJeKBaTHO HpexncTaBisaTH KoHcTpykuito PE3. Hactynmaum
KPOKOM IIPOCKTYBaHHs Ma€ OyTH po3poOKa MaTeMaTHYHUX MOJENIEH - CHCTeM An(epeHIiallbHUX PIBHSAHb, PIIICHHS]
SIKMX JIO3BOJINTH BU3HAYNTH NTapaMeTpH KOJMBAJIBHHX MPOLECIB Ipy i BiOpaliii i ynapis.

VY crarti onmcani ¢i3n4HI Ta MaTeMaTHYHI MOJAENI, IO MPEACTAaBISIOTH KOHCTPYKIIi JBO- i TPHOXMAaCOBHX
cucreM - ekBiBasieHTH OokiB PE3 3 BcTaHOBNIEHMMY B HUX IIAci 1 YapyHKaMH, Ha SIKMX KPIIUIATHCS (QYHKLIOHAIBHI
By3 (DB) i enementu enekrponHoi ctpykrypu (EEC).

OTpuMaHi pilIeHHS MOKa3yloTh, IO PALliOHAIFHAM BHOOPOM IHEpIIMHMX XapaKTepHCTHK OJIOKY, YapyHOK Ta
XapaKTEepUCTUK BiOPOI30IATOPIB MOXHA JOMOITHCS mpakTuyHo 1oBHoro 3axucry @®B i EEC Big il
JiecTablTi3yrounx MexaHiyHuX (haKTopis.

HaBeneno Takox pe3ynbTaTH ONTHMI3alii cucTeMH BiOpOi3OMALii [t TPUBUMIPHOI MOAENI PEabHOTrO OJOKY
PEA, mo BpaxoBye MOXIIMBICTb ITOSIBY JITHIMHUX 1 KPyTHUX KOJIMBAaHb BiJIHOCHO BCIX TPHOX OCEHl.
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YCTOUMYUBOCTD PAJIMODJIEKTPOHHOM AIMMAPATYPBI
AU THI THOOPMALIUN ITPU JECTABWIN3UPYLIIUX
MEXAHUYECKHUX BO3JEUCTBUAX

HOpuii 3unvkoeckuii, bopuc Yeapoe
HTYY «KIIH»

B MeTomax mpoeKTHpOBaHWS BBICOKOHAICKHOHM pajnodyIeKTpPOHHOH ammapaTypsl (PDA) 3amurel nHGOpMamm
JIOJDKHBI  OBITH  HMCIIOJIB30BaHbl BCE BO3MOMKHOCTH TIOBBIIICHMS TIOKa3aTeNedl HaJeXHOCTH KOHCTPYKIHMH
panuosnexkTpoHHsIX cpeznctB (POC) B ee cocTase.

CymecTtBenHoe BiusiHNE Ha paboTy POC oka3pIBalOT BHEIIHKE JIECTAOMIN3UPYIINE BO3ACHCTBUS — BUOpAn U
ynapsl. st oneHKH paboTOCIOCOOHOCTH B 3THX YCJIOBHSIX HEOOXOAMMO IIPEXIE BCEro ONpEeNeTUTh COOCTBEHHBIC
4acTOTHl MEXaHMYEeCKUX KojebaHuii anmapara. [Ipy coBmageHNn 3THX YacTOT C YacTOTAMH BHEIIHHX BO3AEHCTBUI
BO3HMKAIOT PE30HAHCHBIC SIBJICHUS — aMIUINTY/ABI KOJI€OaHWH MOTYT CTaTh HEAOILYCTUMO OOJIBIIMMH, IIPHUBECTH K
HapYyIIEHUIO LEIOCTHOCTU 3JIEMEHTOB KOHCTPYKIIMU U OTKa3aM POA.

B mporecce mpoekTUpoBaHUS TOBEACHHE PEaTbHOW anmapaTypbl MPH SKCIUTyaTallid MOXET OBITh OLIEHEHO
MOJICTIMPOBaHUEM Ha (M3MYECKHUX MOJENAX, KOTOpBIE IOJDKHBI aJIeKBaTHO IIPEACTaBISATh KOHCTpyKImio POC.
CrnenyromuM [IaroM IPOSKTUPOBAHWS [JOJDKHA OBITH pa3paboTKa MaTeMaTHUYECKHMX MOJeNeil — cucreM
muddepeHMaNBHBIX YpaBHEHUH, pellIeHNe KOTOPBIX MO3BOJIUT ONPENSIUTH ITapaMeTphl KojeOaTeIbHbIX MPOIECCOB
IIPY BO3AECHCTBUH BUOpanuii 1 yaapos.

B crarbe ommcaHpl ¢u3MUECKHE M MaTEMaTHYECKHE MOJENH, IPEJCTaBIIAIONINEG KOHCTPYKIMH [BYX- U
TPEXMACCOBBIX CHCTEM — SKBHBAJIEHTHI 010koB POC C yCTaHOBJIEHHBIMH B HMX IIACCH M SYEHKaMM, Ha KOTOPBIX
KpersiTes: GyHKIMOHANBHBIE Y3116l (DY) U 351eMEHTHI 31eKTPOHHOI cTpyKTYyphI (33C).

[NomyueHHble peneHus MOKa3bIBAIOT, YTO PAMOHAIBHBIM BEIOOPOM MHEPIIMOHHBIX XapaKTEePUCTHK OJI0Ka, sueeK
1 BHOPOU30JISITOPOB MOXKHO JOOUTHCS MPAKTHYECKU ITONHOH 3amuThl @Y 1 99C ot aeicTBus 1ecTabMIN3UpyIOIHX
MEXaHMYECKUX (PaKToOpOB.

[TpuBeneHsl Takke pPe3yNbTaThl ONTUMH3ANNN CHCTEMbl BUOPOHM3OIISILINN JUISI TPEXMEPHOH MOJAEIH pealbHOTO
6moka POA, yuurtsiBatomnieil BOSMOKHOCTD TOSIBJIICHHSI JIMHEHHBIX M KPYTWIBHBIX KOJEOaHWI OTHOCHTENBHO BCEX
TPEX OCeil.

STABILITY OF INFORMATION PROTECTION RADIO
EQUIPMENT AGAINST DESTABILIZING MECHANICAL EFFECTS

Juriy Zinkovsky, Boris Uvaroy
NTUU “KPI”

In the methods of designing highly reliable electronic equipment (REE) data protection should be used all the
possibilities of improving the reliability design of radio-electronic means (REM) in its composition.

Significant impact on the work of REE’s have external destabilizers impact - vibration and shock. To assess the
performance under these conditions, it is first necessary to determine the frequency of mechanical oscillation device.
The coincidence of these frequencies with the frequencies of external influences there are resonant phenomena -
amplitude oscillations may become unacceptably large, lead to the violation of the integrity of structural members
and failures REE.

In the process of designing the behavior of the actual equipment in operation can be estimated by modeling the
physical models should adequately represent the design of REM’s. The next step of the design should be the
development of mathematical models - differential equations, the solution of which will determine the parameters of
oscillatory processes when exposed to vibrations and shocks.

This article describes the physical and mathematical models representing the design of two- and trehmetrovyh
systems - equivalent blocks of the system from the installed chassis and the cells, which are attached to the functional
units (FU) and the elements of the electronic structure (EES).

The obtained solutions show that the rational choice of the inertial characteristics of the unit cells and the
characteristics of vibration isolators can achieve almost complete protection FU and EES from destabilizing
mechanical factors.

Given the results of the optimization of the vibration isolation system for three dimensional models of real unit
REA, taking into account the possibility of linear and torsional vibrations with respect to all three axes.
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YJIK 681.35
3ACTOCYBAHHS METOAIB ®OPCOBAHUX BUITPOBYBAHb
I OTPUMAHHA 3AJTEXKHOCTI JIATHOCTUYHOI'O
IMAPAMETPA BI/1l YACY HAIIPAIITFOBAHHSA IM®POBUX
PAJIOEJIEKTPOHHUX KOMIIOHEHTIB

Bacunv Ky3aexoe, €ezen Ped3rox
Biticokosuti incmumym menexomyHixayiu ma inghopmamuzayii' Jlepaicagroeo yHieepcumenmy
meneKoOMyHIKayiu

Crartst: § cmop., 12 0xcepen

[Tpn BuKOpHCTaHHI METOIB (POPCOBAHMX BHUIPOOYBAHB JJISI OTPUMAHHS 3aJICKHOCT] TIarHOCTHYHOTO MapamMeTpy
(AIT) Bix wacy HanpamtoBaHHs HU(POBUX pagioenekTpoHHNX KomroHeHTiB (PEK) B 6e3kOHTaKTHOMY IHAYKIIHHOMY
METO/Ii IiarHOCTYBaHHS ITOTPiOHO MaTW Ha yBasi, IIO ICHye MEBHA MeXka, 3a KO0 Ha0yBarOTh YMHHOCTI (haKTopH,
BIJICYTHI B peajbHHX YMOBax eKciuryatamii. Yepe3 BIIMB LuX (akTopiB AaHi, oTpuMaHi IpH (OpCOBAHUX
BUNPOOYBaHHAX, MOXKYTh BUSBUTHCS CHOTBOPEHHMH 200 ITOMHMIIKOBUMH.

3a HasgBHOCTI NPHUHIUIIOBOI Ta TEXHIYHOI MOXJIMBOCTI (opcyBaHHS TOoro abo iHIOro (akropa 30BHINIHIX
BIUIMBIB B OOOB'SI3KOBOMY TMOPSAAKY HOTPIOHO OIHWUTH HPUIYCTUMY MEXY Horo QopcyBaHHs, BCTaHOBJIEHY 3
ypaxyBaHHSIM 30€peKeHHS SKICHOT KapTHHU (Pi3UKO-XIMIYHUX IIPOIIECIB, 110 BU3HAYAIOTh HAKOMMYECHHS YIIKOKECHb
Ta HACTaHHS BIZIMOBH B YMOBAaX €KCIUTyaTallii.

AmnarnizoM MeTofiB (opcoBaHMX BHIPOOYBaHb Oyno BcraHoBieHO, mo aiast PEK mmdpoBnx OyokiB OIIIBHO
3acTOCOBYBaTH (popcoBaHM MeTox "3OUIBIICHHS PEXHMIB poOOTH BHPOOY', IO J03BOJISE BUSBUTH BiIIMOBH
iarerpanpanx cxeMm (IC), moB'sizanHi 3 (i3UKO-XIMIYHMMH TIpoLlECAaMH Ta KOHCTPYKTHBHO-TEXHOJIOTTYHUMH
(akTOpamMH, TaKUMH SK: TOMWIKH JiTorpadii, nedektu okucna, MeTanizanii, KOHTAKTIB; KOPOTKi 3aMHKaHHS a0o
0OpHMBH B MPOBIJHHX MIMHAX a TAKOXX MIXK IMOJIKPEMHIEM 1 METAJIOM 1 T. L.

AHaniz pexxumiB po6oTn nuppoBoro OIOKY paiioeNeKTPOHHOTO 030pOEHHS Ta EKCIUIyaTalliiHMX HapaMmeTpiB
PEK moka3aB TeXHIYHy MOXJIMBICTH BBEIECHHS B MOJENb BHNPOOyBaHb KoedilieHTa NPUCKOPEHHS MpH

- . - R - . . . - :
MIABUIICHOMY OMIYHOMY HABAHTAXXCHHI1 Kn Ta KOC(blHl€HTa MPUCKOPCHHA IPU IMABUIICHIA 4YaCTOT1 BX1JHOI'O

curnany K nf .
BBenenns B koMIUIeKCHI (hopcoBaHi BUNPOOYBaHHS JONATKOBUX (haKTOPiB, 0 AKTUBYIOTH, JTO3BOJIMIIO:
. . . 7 8 3
- oxomuTy Bech nepion 6e3sigmosroi podorn 7'(¢) = (10" —10%) . PEK 3a uac BunpoGysans £, =10°r;

R

.. . T U . . L
- 3HM3WTH 3HAY€HHs 4aCTMHHMX Koediuientis npuckopens (K, , K, K nf ,Kn ) Ta MiABUIIMTH BipOTiIHICTH

mporecy (opcoBaHMX BHUIPOOYBaHb, HAONHM3WBINM 1IEHTUYHICTH TporeciB, mo BigOyBarotees B PEK (dizuxo-
XIMIYHHX HPOLIECiB), 10 3BUYAIHNX YMOB €KCILTyaTallii.
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NPUMEHEHUE METOJIOB ®OPCUPOBAHHBIX UCITBITAHUH
JJIA ITIOJTYYHEHUA 3BABUCUMOCTHU ITUAT'HOCTUYECKOI'O
IHAPAMETPA OT BPEMEHU HAPABOTKHU IU®POBbIX
PAIUODJIEKTPOHHBIX KOMIIOHEHTOB

Bacunui Kyzaekos, Eecenuii Ped3tox
Boennvui uncmumym menexommyHukayuti u ungopmamusayuu I ocyoapcmeenno2o
VHUBepcumema menekoOMMyHUKayul

[Tpn ncnonb3oBaHMM METONO0B (HOPCUPOBAHHBIX HCIIBITAHWUHN JUISl ITOJNYYEHUsS] 3aBUCHMOCTH JAHAarHOCTHYECKOTO
napametpa (1) or Bpemenu HapaGOTKM IHGPOBBIX paanodeKTpoHHBIX KomrnoHeHToB (PEK) B GeckoHTakTHOM
WHIYKIMOHHOM METOZE JMAarHOCTUPOBAaHUS HYXXHO MMETh B BHJY, CYIIECTBOBAHHE ONPENEICHHOHN TI'paHMIIBI, 32
KOTOpO# NMpHOOpPETaroT CHiTy (pakTOpHI, OTCYTCTBYIOIINE B PEabHBIX YCIOBHSX SKCIUTyaTalluy. BeaeacTBue BIMSTHUS
9THX (PaKTOPOB AAHHBIEC, MOIYYEHHbIE NMPHU (HOPCHPOBAHHBIX HCHBITAHUIX, MOTYT OKa3aThCS HMCKKEHHBIMH HIIU
OLIMOOYHBIMH.

[Ipr HaMMuYMKM TPUHOWIIHAIBHON W TEXHHMYECKOH BO3MOXKHOCTH (DOPCHPOBAHMS TOTO WM HHOTO (axropa
BHEIIHMX BIHMSHUA B 0053aTENbHOM MOpSAAKE HEOOXOJUMO NPOBECTH OLEHKY MOIMYCTUMBIX TPaHUIl €ro
(hopcupoBaHUs, YCTAaHOBICHHYIO C YYETOM COXPAHEHMs KaueCTBEHHOW KapTHHBI (PU3MKO-XUMHUYECKUX ITPOILIECCOB,
OIPEICIIAIONINX HAKOIUICHNE ITOBPEXKICHUH 1 HACTYIUIEHHE OTKa3a B YCIIOBUSIX IKCILTyaTalluy.

Ananmu3 MeTofoB (OpCHPOBAHHBIX HCHBITAHWN IO3BONMI ycTaHOBHTH, 4To uis PEK 1m¢poBbix 610k0B
1IeNIeco00pa3Ho NMPHUMEHATh (OPCHPOBAHHBIM METO/A "YBEJIMUCHHE PEKUMOB pabOTHI M3Aenus’, YTO IT03BOJISIET
BBISIBUTH OTKAa3bl HMHTETPAIBHBIX CXEM CBS3aHHBIE C (U3MKO-XMMHUECKMMH NpOLIEcCaMd W KOHCTPYKTHBHO-
TEXHOJIOTMYECKUMHU (PAKTOpaMHM, TAKHUMH KaK: OIIMOKH JuTorpaduu, NedeKTsl OKHCIa, METAJUIN3aIi1, KOHTAKTOB,
KOpPOTKHE 3aMbIKaHHs WJIX OOPBIBBI B BEAYIIMX MIMHAX A TAKKE MEKAY IOIUKPEMHHEM M METAIJIOM U T. JI.

Ananmu3 pexuMoB paboTel IHppoBoro ONOKa PpajMOdIEKTPOHHOTO BOOPYXKEHWS W OKCINIyaTallMOHHBIX

napamMeTpoB PEK moxa3zanm Hanumdme TEXHHYSCKON BO3MOXKHOCTH BBCACHHA B MOJCIIb HUCIBITaHUI KOS(b(bI/IHI/IeHTa
R

YCKOpPCHUsA, CBA3AHHOI'O C MOBBIIICHHOM OMUYECKOMI Hany3KOI>i Ky ,

1 K03 PHUIMEHTa YCKOPEHUS, CBA3aHHOTO C

MOBBIICHHON YaCTOTOM BXOAHOI'O CUIrHaJjia K ; .

BBGHGHI/IG B KOMIIJICKCHBIC (bOpCI/IpOBaHHBIe HCIBbITAHUS  OOIMOJHUTCIBHBIX AKTUBHUPYIOHIUX (baKTOpOB
ITO3BOJIMIIO!

y 7 8 y 3
- OXBATHTH BeCh neprox OesorkasHoit padorst PEK 7'(¢) = (10" —10%), 3a Bpemst ucnbrranmii £, =107 ;
T R U
- CHU3HMTH 3HaueHue YacTHeIX Kod(dummenton yexoperms (K, K7, K ; K ') n nowicurs ocroseprocts
nporecca GOPCUPOBAHHBIX MCIBITAHUI, MPUOIM3UB UIEHTHYHOCTH MPOLECCOB, npoucxomsmmx B PEK (dusuko-
XMMHYECKUX MPOLECCOB), K OOBIMHBIM YCIIOBUSIM JKCILTyaTaIUN.

THE APPLICATION OF METHODS OF FORCED TESTING TO
OBTAIN THE DEPENDENCE OF DIAGNOSTIC PARAMETER OF

RUN TIMES OF DIGITAL RADIO ELECTRONIC COMPONENTS
Vasil Kuzctvkov, Evgen Redzuk
Military Institute Of Telecommunication And Informatization Of State Telecommunication
University

By using the methods of forced testing to obtain the dependence of DP of run times of digital radio electronic
components (REC) in non-contact induction method of diagnosing necessary to mean that there is a certain limit
beyond which become effective factors that absent in real operating conditions. Because of influence of these factors
data that was obtained by forced testing may be distorted or erroneous.

If there are principled and technical possibility of forcing one or another external influences compulsorily it is
necessary to assess the permissible limits of its forcing that established with a view to preserving the qualitative
picture of physical and chemical processes that determined the accumulation of damage and the onset of failure in
service.
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Analysis techniques augmented tests revealed that the rivers of digital blocks appropriate to apply the method of
forced "increase the product to function" that allows you to identify the failures of integrated circuits associated with
the physical and chemical processes and structural and technological factors, such as lithography errors, defects in
the oxide, metallization contacts, short circuit or open circuit in the leading tire and between polysilicon and metal,
and so on.

Analysis of the processes of the unit electronic equipment and operational parameters REC showed the presence

of technical possibility of introducing a model test acceleration factor associated with increased ohmic load K f and

acceleration factor associated with an increased frequency of the input signal K ; .

Introduction to complex forced testing additional activating factors allowed:
- cover the entire uptime REK T(¢) = (10" —10%), during the test ¢, = 107, ;

R

- reduce the value of the partial factors of acceleration (K 5 , K y LK ; K g ), and increase the reliability of the

process of forced testing, bringing identity processes in REC (physical and chemical processes) to the normal
conditions of use.

Literatura: 1. Vishnivs'kiy V. V., Kuzavkov V. V., Redzyuk €. V. Analiz metodiv forsovanikh viprobuvan' dlya
otrimannya zalezhnosti zmini diagnostichnogo parametra vid chasu napratsyuvannya napivprovidnikovikh REK //
Zbirnik naukovikh prats' Viys'kovogo institutu Kiivs'kogo natsional'nogo universitetu imeni Tarasa Shevchenka. —
K.: VIKNU, 2013. — Vip. Ne43. 2. Volkov A N. Rol’ uskorennykh ispytaniy v opredelenii nadezhnosti integral'nykh
skhem [Tekst] / A. N. Volkov // Molodoy uchenyy. — 2012. — Nel(0. — S. 41-52. 3. Strogonov A V. «Dolgovechnost'
integral'nykh skhem i proizvodstvennyye metody yeye prognozirovaniyay:
http://www.chipinfo.ru/literature/chipnews/200206/8.html. 4. Gorlov M. I, YEmel'vanov V. A., Stroganov A. V.
Gerontologiya kremniyevykh integral'nykh skhem. M: Nauka. 2004. 5. Stojadinovic N. D. Failure physics of
integrated circuits-a review // Microelectron. Reliab. 1983. Vol. 23. N4. P. 609-707. 6. Stojadinovic N. D., Ristic S.
D. Failure physics of integrated circuits and relationship to reliability // Phys. Stat. Sol. (a). 1983. Vol. 75. P. 11-47.
7. Wurnik F., Pelloth W. Zuver lassigkeit von integrierton schaltungenll nachrichtennische zeltschrift//1984.Vol.37.N
US.710-712,714-716. 8. ADI Reliability Handbook 2001. www.analoQ.com 9. Atmel corporation. Quality &
reliability handbook 2001-2002. Rev. 09/01// www.atmel.com 10. RD 11 0755-90. Mikroskhemy integral'nyye.
Metody uskorennykh ispytaniy na bezotkaznost' i dolgovechnost'. RNII «Elektronstandarty. 1990. 11. Vowles J. V. A
survey of reliability prediction procedures for microelectronics devices // IEEE Trans. Reliab. 1992. Vol. 41. N 1. P.
2-12. 12. Gorlov M. I, Korolev S. Yu., Kulakov A. V., Strogonov A. V. Raschet nadezhnosti integral'nykh skhem po
konstruktivno-tekhnologicheskim dannym. Voronezh: Izd-vo Voronezhskogo universiteta. 1996.

YJIK 004.62 )
CIIOCIb HII[BI/IIHEHHHUIHBI/II[KOI[II CUCTEMMU KOHTPOJIIO
JOCTYILY 3A PAUAYKHOIO OBOJIOHKOIO OKA

€ezenin Iloozopnuii, JIoooe Padosa, Bonooumup Temnikoe
Hayionanvnuii agiayitinuii ynieepcumem

Crartst: § cmop, 9 oxcepen.

OpHUMU 13 CKJIQIOBHX YaCTHH CHCTEM TEXHIYHOTO 3aXMCTy iH(popMallii Ha 00'ekTax iH(opManiiHOl qisUTEHOCTI €
aBTOMATH30BaHI CHCTEMH KOHTPOJIO JOCTYITy Ha IIi 00'€KTH, poOOTa SKMX 3aCHOBaHAa Ha CKaHyBaHHI, 0OpoOmi Ta
aHamizi OloMeTpHYHMX O3HaK JroAuHH. CHCTEMH KOHTPONIO [OCTYITy OYAYIOTBCS 32 THIIOBOIO CXEMOO
posmizHaBaHHS 00pa3iB, IO BKJIOYAaE B cebe MiJICHCTEMHM NOMNepeaHboi 0OpoOkn 300paxkeHb ab0 CHIHANIB,
napameTpu3anii, kinacudikamii Ta TpUHHATTS pilieHHs, a Takox 0a3u manux (bJl) 3apeecTpoBaHMX KOPHCTYBadiB.
[[IBuaKomis CcHCTEMH, IO € HAHBAKIUBIIIAM ITOKa3HUKOM €(GEKTHBHOCTI 1I POOOTH, iCTOTHO 3alle)KHUTh Bif
IIBUIKOI IMiAcHCTeMH Kiacuikarii, ska 3HAYHOI MipOI0 BU3HAYAEThCS YacoM B3aemomii 3 B/1 i, B mepmry gepry, —
TPUBAIICTIO TOIIYKY €TaJOHIB B HuX. Lle 00yMOBIIOE BHCOKY aKTyaJIbHICTh BUPILICHHS NMPOOJIEMH NPHCKOPEHHS
LIOT'O ITPOIIECY.

ABTOpamMHu 3a pe3ylbTaTaMH IPOBEJCHUX JOCTIUKEHb PO3POOJIEHO CIIOCiO MiBHIIEHHS MIBHAKOII CHCTEM
KOHTPOJIO JOCTYIY, 3aCHOBaHWI Ha MiHiMi3alii wacy momyky eranoHiB B BJI. ¥V crarti 3a3HaueHmii croci®
MIPE/ICTABICHUI JUId BUNAJKY PO3Mi3HABaHHS JIIOAWHA OlOMETpUYHUMH CHCTEMaMH, MOOYAOBaHMMH Ha OCHOBI
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CKaHyBaHHs, 00pOOKHM Ta aHaNi3y 300pakeHb paiyxHoi odononku oka (POO) moannu. Bubip POO obymoBnennit
THM, 10 PO3MI3HABAHHS 32 Ii€10 010METPUIHOIO O3HAKOIO € OJTHUM 3 HalOUJIbIIl TOYHUX.

MiHiMi3yBaTH TpPHUBAJICTh NOIIYKy eTasioHa B bBJl aBTOpaMm MNpONMOHYeThCS WIISIXOM KiacTepu3amii yciel
MHOXuHH eTanoHiB POO, mio 30epiratorbest B BJl, 3 momampmuM IpOBEICHHSAM TMOMIYKY TUTBKA B JESKiH
MiAMHOXKMHI €TaJoHIB (B OAHOMY 3 KiactepiB). Kiacrepum yTBOpIOIOTBCS 3a TakvuM HpaBWIOM: OO'€XT Oyrme
MIPUETHAHUN JI0 BXKE ICHYIOUOr0 KJIacTepy, SKII0, IPUHAKMHI, OJJH 3 Or0 €JIeMEHTIB 3HaXOAUTHCS Ha TOMY X PiBHI
oAiOHOCTI, 110 1 00'€KT, SIKMIA PeTeH/Iye Ha BKIIOUEHHS B el kiacTtep. s BU3HAUEeHHS BiZICTaHi MK KJlacTepaMu
3a pe3yJibTaTaMH EKCIIEPUMEHTAIBHUX IOCII/KEHb Oyna oOpaHa MeTpuKa «3a JAaJeKUM CYCiIOM», 3aCTOCYBaHHS
SIKOT JT03BOJISIE OTPUMATH O1IbII 30aJITaHCOBAHUI PO3ITOZIIT 00'€KTIB 1O KacTepax MOPIBHSHO 3 1HIIUMH ITiIX0JaMH.

HaBezeni B cTarTi pe3yabTaTé aHaji3y MOKa3aJH, 110 BUKOPUCTAHHS PO3POOIIEHOrO CIOCO0Y JO3BOJISIE ICTOTHO
CKOPOTHTH 4ac MOIIYKY BiIMOBIAHOIO €TAJIOHY B 0a3i JaHUX.

CHHOCOB NOBBINIEHU A BI)ICTPOI[EIZICTBI/IH CUCTEMBbI
KOHTPOJIA JOCTVYIIA 110 PAAYKHOU OBOJIOYKE I'VIA3A

Eezenuii Iloozopnuwuii, /Itoooew Pabosa, Bnaoumup Temnukoe
HayuonanvHulii asuayuonHulii ynueepcumem

OmHUMH W3 COCTAaBHBIX YacTe CHCTEM TEXHWUYECKOH 3aIluThl MHPOpMAIMu Ha OOBEKTaX HWH(OpMaIMOHHOH
JIEATEIIFHOCTH SIBJISIIOTCSI aBTOMATH3MPOBaHHBIE CHCTEMBI KOHTPOJS JIOCTYNa Ha 3TH OOBEKTHI, paboTa KOTOPBIX
OCHOBaHa Ha CKaHMPOBaHWH, 00pabOTKE M aHaIM3e OMOMETPHUYECKHX INPH3HAKOB desoBeka. CHCTEMBI KOHTPOIS
JIOCTya CTPOSITCS. IO THUIIOBOM CXEME paclio3HaBaHMs 00pa3oB, BKIIOYAIOMIEH B Ce0S  MOACHCTEMBI
MIPE/IBAPUTEIbHON 00pabOTKM HM300paKEHWH MM CUTHAJIOB, ITapaMETPHU3ALUM, KIACCU(PHUKALUA M HPUHITHSL
pemienus, a Ttakxke Oa3pl gaHHbIX (BJl) 3apermcTpupoBaHHBIX Monb30oBateneil. bwicTpoxelicTBue cucTembl,
SIBIISIIOIIIEECS] BYKHEHIINM ITOKazareseM 3G (GEKTUBHOCTH €€ padOTHI, CYIIECTBEHHO 3aBHUCHUT OT OBICTPOICHCTBHS
MIOAICUCTEMBI KJTacCH(UKANHU, KOTOPOE B 3HAYMTEIILHOM CTEIIEHH OIpeieNsieTcsi BpeMeHeM B3anmogaeiictsus ¢ bJ1 u,
B IIEPBYIO 0Y€PEab, — MPOIOIDKUTEIFHOCTHIO ITONCKA 3TAIOHOB B HUX. JTO 00YCIIOBIMBAET BHICOKYIO aKTYaIbHOCTh
pemieHust MpodIeMbl YCKOPEHHSI 3TOr0 TIpoliecca.

ABTOpaMH 110 pe3ynbTaTaM IIPOBEJICHHBIX HCCIEAOBaHMI pa3paboraH CIoco0 IMOBBIMICHUS OBICTPOACHCTBUS
cHCTeM KOHTPOJIS JIOCTYyTa, OCHOBAaHHbBIM HA MUHMMH3ALNK BPEMEHH ITorcKa 3TajnoHoB B B/I. B crarbe yka3aHHBIN
Croco0® TpencTaBiIeH Ul Ciydas paclio3HaBaHUs 4YeEIOBeKa OMOMETPHYECKHMH CHCTEMaMH, MOCTPOCHHBIMH Ha
OCHOBE CKaHHMpPOBaHUs, 0OpaOOTKH M aHaln3a M300pakeHni panyxHoi obonmouku riaza (POI') yenoeka. Beibop
POI" o0ycnoBieH TeM, YTO pacro3HaBaHHE 110 3TOMY OMOMETPHYECKOMY HPHU3HAKY SIBISETCS OJHUM W3 Hamboiee
TOYHBIX.

MUHUMH3HMPOBATH MPOJIOJDKUTENFHOCTD MTOMCKa 3TanioHa B bJl aBTopamu mpemiaraercst myTeM KilacTepH3annuu
Bcero MHOXecTBa 3tanoHoB POI, xpansmuxcst B BJl, ¢ mocienyromumM npoBeaeHNEM ITOUCKa TOJIBKO B HEKOTOPOM
TIOZAMHOXECTBE TAJOHOB (B OHOM M3 KjlacTepoB). Kitactepsl 00pa3yloTcsi 1o CleAyIomeMy IpaBuily: 0OBeKT Oyaer
MIPUCOETUHEH K yXK€ CYyIIECTBYIOIIEMY KJIacTepy, €Cliv, 110 KpaiHel Mepe, OIMH M3 €ro 3JIEMEHTOB HAaXOAWTCS Ha
TOM JK€ YPOBHE CXOJCTBA, YTO W OOBEKT, NPETCHIYIOMMI Ha BKIIOYEHHE B ATOT Kiacrep. [ns onpenenenuns
paccTOSHMS MEXy KJIacTepaMH IO Pe3yJIbTaTaM dKCIIEPUMEHTAIBHBIX UCCIEI0BaHMI ObUla BEIOpaHa METPHKa IO
JTAJIbHEMY COCEy», IPUMEHEHNE KOTOPOH MO3BOJISET MOMyIUTh Oosee cOaJaHCHpOBaHHOE pacpeielieHne 00BEKTOB
T10 KJIACTEPaM 10 CPaBHEHUIO C APYTUMH TTOAXOIAMHU.

[IpuBeneHHBIE B CTaThe PE3YNIBTAThI aHAIN3A I0Ka3aJId, YTO HCIONb30BaHNE Pa3pab0oTaHHOIO CIIoco0a MO3BOJISET
CYIIECTBEHHO COKPATHTh BPeMs IIOMCKa COOTBETCTBYIOILETO ITAJIOHA B 0a3€ TaHHBIX.

THE METHOD OF INCREASING A SPEED OF A CONTROL

SYSTEM OF ACCESS BY IRIS

Yevgeny Podgorny, Lyubov Ryabova, Volodymyr Temnikov
National aviation university

One of the components of technical information security systems on the objects of information activity are
automated access control systems for these objects, which are based on scanning, processing and analysis of
biometric human features. Access control systems are based on the template pattern recognition, including
subsystems of pretreatment of images or signals, parameterization, classification and decision making, and a
registered users databases. Speed of the system is an important indicator of its effectiveness, essentially depends on
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the speed of classification subsystem, which is largely determined by the time of interaction with the database and, in
the first place, the duration of the search standards in them. This causes the high relevance of solving the problem of
acceleration of this process.

The authors by results of the research developed a method for increasing the speed of access control systems
based on minimizing time of searching standards in the database. In this paper, the method is presented for the case
of human recognition by biometric systems based on scanning, image processing and analysis of the iris. Selection of
iris is caused by that this kind of recognition is one of the most accurate.

The authors propose to minimize the duration of the searching standard in the databases, by clustering the entire
set of standards iris stored in the database, followed by search only in a subset of standards (in one of the clusters).
Clusters are formed according to the rule: the object will be attached to an already existing cluster, if at least one of
its elements is at the same level of similarity as the subject, pretending to be included in this cluster. To determine
the distance between the clusters by results of experimental studies was chosen metric "for distant neighbors",
application which allows you to get a more balanced distribution of objects in clusters compared with other
approaches.

Presented in the paper the results of the analysis showed that the use of the developed method can significantly
reduce the search time of the corresponding standard in the database.

Literatura: 1. Vorona V. A., Tikhonov V. A. Sistemy kontrolya i upravieniya dostupom. — M.: Goryachaya liniya-
Telekom, 2010. — 272 s. 2. Gonchar V. K. Biometricheskiye sistemy i ikh primeneniye // Biznes i bezopasnost'. —
2002. — Ne 6. — S. 30-31. 3. Daugman J. How Iris Recognition Works // IEEE Trans. — 1993. — CSVT 14(1). — P.21-
30. 4. Hao F., Daugman J., Zielinski P. A Fast Search Algorithm for a Large Fuzzy Database // IEEE Trans.
Information Forensics and Security. — 1994. — Ne3(2). — P.203-212. 5. Berikov V.S., Lbov G.S. Sovremennyye
tendentsii v klasternom analize // Vserossiyskiy konkursnyy otbor obzorno-analiticheskikh statey po prioritetnomu
napravleniyu «Informatsionno-telekommunikatsionnyye sistemy», 2008. — 26 s. 6. Pavel'veva YE. A., Krylov A. S.
Algoritmy predobrabotki raduzhnoy obolochki glaza // Trudy konferentsii «GraphiCony». — M., 2008. — §.314. 7.
Pavel'yeva YE. A, Krylov A. S., Ushmayev O.S. Razvitiye informatsionnoy tekhnologii identifikatsii cheloveka po
raduzhnoy obolochke glaza na osnove preobrazovaniya Ermita // Sistemy vysokoy dostupnosti. — 2009. — Ne [. —
S8.36—42. 8. Faktornyy, diskriminantnyy i klasternyy analiz / Dzh.-O. Kim, Ch. U. M'yuller, U. R. Klekka, M. S.
Oldenderfer, R. K. Bleshfild; pod red. 1. S. YEnyukova. — M.: Finansy i statistika, 1989. — 215 s. 9. Baza dannykh
CASIA-IrisV3,; http://www.cbsr.ia.ac.cn / IrisDatabase. htm.
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