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Aunomayus: Ha ocHoBe 0030pa JHMTepaTypPHBIX HCTOYHHKOB M3JI0KeHbI HEKOTOPbIe TeXHHYeCKHe
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I O6pa3oBaTesibHBIC YCJIYITH B CHCTeMe JUCTAHIIHOHHOTO 00y4eHus!

CoBpeMeHHasi KOMIbIOTEPHAsI MPAKTHKa XapaKTepU3yeTcss HENpPEPbIBHBIM IIOSBJICHUEM HOBBIX TexHosoruit. C
UCIIOJIb30BaHMEM HOBBIX KOMMYHHMKATHBHBIX TEXHOJIOTHMH CTal0 BO3MOXKHBIM PacCUIMPHUTh 00JIAaCTb MPUMEHEHUS
MEPCOHAIBHBIX KOMITBIOTEPOB, 0COOCHHO B TJ100anbHON KoMIbloTepHOH ceti MHTepHeT. [Ipu 3TOM B pacniopsbkeHne
MOJIb30BATENs TIOCTYNaeT HoBeWInas WHGOPMAalMs O TEKYIIMX COOBITHAX W COBPEMEHHOM TEXHUKE, a TaKXke
BO3MOXKHOCTb HOJTyUSHHS KBATM(DUIIMPOBAHHOTO COBETA MPAKTUYECKH 10 BCEM IPOOIIeMaM COBPEMEHHOM KU3HH.

Bonporas yacte MHGOpMALMK HAay4HOW, 00pa30BaTEIBbHOM, CIENHAIBHOM, B IEPEAOBBIX TEXHOJIOTHAX, KaKUMH
aBisitoTess WWW-TeXHONOTUH, MOTYT HOCHUTH KOH(WICHIWANBHBIA XapakTep, a CIICIOBATCIbHO BO3HUKAIOT
BOIIPOCHI 3aLIUTHI M 0€30I1acHOCTH HH(OpMAIKK, IpeacTaBiIeHHoN B HTepHeT.

PasButre cpencts mH(oOpMaTH3AUMK W TUCTAHIMOHHOTO OOMICHMS 3a MOCICIHUE ACCSATHICTHS CYIIECTBEHHO
pacummpwio chepy MX NPOHHKHOBEHHS B pa3IMUHbIE CTOPOHBI MENarorH4eckKoi AesSTEIbHOCTH: OT CO3/aHHs
OTJCNBHBIX JJCKTPOHHBIX YYSOHMKOB 10 KOHCTPYHPOBAHHS CIIOXKHBIX BHPTYaIbHBIX Cpell OOIICHUS B IIpoLecce
oOy4enus. [lpu 3TOM  yBenmMuuBaeTCs  ayauTOpHs  OOydaeMbIX, TPEOYIOIIMX  Pa3IMYHYI  CTENeHb
KOH(QHUICHIINATFHOCTH HeoOXoauMor mM ydueOHOM wmH(opMmarnmu. Mcmomp3oBaHHEe Y4eOHBIX KypCOB B CHCTEME
JUCTaHIMOHHOTO O0y4YeHHs NPOU3BOAUTCS 4epe3 MPOrpaMMHYIO Cpely, 0OecleuMBaIONIyI0 BBINOJIHCHUE LEIO0To
Habopa (yHKUWI, OCHOBHBIMH M3 KOTODBIX SIBJISIFOTCS: 3aIllUTa OT HECAaHKIMOHUPOBAHHOTO JIOCTYIIA; aBTOPU3ALMs
JOCTyIIa; CTPYKTYpU3alMs IIOJb30BaTeNied 0 KAaTeropusM W HaleleHHe KaXIOoH KaTeropuu onpeleieHHBIMH
MOJTHOMOYMSIMHY; (DOPMUpPOBaHUE Karanora MH(OPMALMOHHBIX PECypcoB, HAaXOISIIMXCS B IaHHOH IPOrpaMMHOMN
cpene u ap. [1].

OO0pazoBarenbHble YCIyT'd B CUCTEME AWCTAHIIMOHHOTO OOYYEHMsI MOTYT OBITh OCHOBAaHBI Ha Pa3HON MOJIEIN
oOyuenwus. LlenecooOpa3HO BBIAETHTD ISATh MOJIENICH OpraHU3alué 00pa3oBaTeNbHOTO Mporecca [2]. 3a ocHOBaHUE
KJIaCCU(PUKAIMM MOJIEJICH TPHUHATO CpPEACTBO JOCTaBKM y4eOHBIX MaTepHalioB U TpeOyemblii ypOBEHb
3aNUINEHHOCTH HHpopManuu (Tad. 1).

OT1nrume Mozenel Ipyr OT Apyra 3aKIo4aeTcs B CIeIYIOIEM.

Keiic-TexHosorust xapaktepusyercs oO0sf3aTeNbHBIM IIOCEIleHHeM ydeOHoro ueHrpa. KoHTpommpyemas
caMocCTosATeNbHasl paboTa coCTaBIIsIeT OCHOBY y4eOHOTO Iporecca.

B xoppecnonsenTcKoM 00y4eHMM HHPOPMAIMOHHBI OOMEH OCYIIECTBISETCS 4Yepe3 TPaJAWUIMOHHYIO TOYTY.
Mopenb B 11€J10M OpHEHTUPOBaHa Ha CIy4au, Korja B MecTe 00y4YeHHsI CTyJIeHTa OTCYTCTBYET TeJICKOMMYHHUKAIIHH.
B ocHOBe naHHOW MOJIENH JIEKHUT MHTEPAKTUBHBIA MPOLIECC IIOCTOSIHHOrO 0OMEHa 0 MOYTEe WM KaKMM-TO APYTHM
CIocOOOM MeEXIy NpernojaBaTeleM M CTyJISHTOM YYeOHBIMH MaTepHalaMH, JOMAallHUMU 3aJaHusIMH U
pe3ysbTaTamH.

B pagnoresieBU3MOHHOH MoOAeJHM JUIS JIOCTaBKM K oOOydaromemycst y4eOHOW WH(pOpMaluu MOTYT
HCIIOJIB30BAThCSl TEJICBUICHUE, Paano, DPAIUOTPAHCISIIUOHHBIC TOPOJACKHE ceTH. [l JOCTaBKM MaTepHalioB,
MPENICTABICHHBIX B DJICKTPOHHOM BapHaHTE, BOZMOXKHO TaK)Ke UCIONB30BAHUE U PYTUX CUCTEM.

Mopeap cereBoro odydenusi Gasupyercs Ha HCIoib30BaHMH cetd VHrteprer. Ilpum sTomM odopmistorcs U
OTIPABJIAIOTCA B LEHTP HEOOXOAMMBIE JOKYMEHTBI, NIPEACTABICHHBIE B 3JIEKTPOHHOM Buje. [locne mpoxosxaeHus
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(opMabHBIX TpoleAyp 1O O(GOPMIICHHIO U OIUIaTe Kypca, OOyYaroImuiicss TMoiydaeT Mapoilb L
CaHKIMOHMPOBAHHOTO JOCTyna K ydeOHOH wmHpopManmu u dammnuio npemnonaBaTens Al HHAWBHIYaIbHBIX
KOHCYJIbTAllMH M Clladyd NPOMEXYTOYHBIX TECTOB. B3aMMOCBS3b CTyIEHTa € IpernogaBaTeleM OpraHH3yeTcs II0
3IIEKTPOHHOI! II0YTE, Telle- TN BUACOKOH(PEPEHIICBI3H WM NX KOMOWHALMN.

Tabsmna 1 — CpeacTBo I0CTaBKH Y4eOHBIX MAaTEPHAIOB U TPeOYEMbIi YPOBEHb 3aIIUIICHHOCTH

Monenu [TpenocraBiieHHBINH y4eOHBIN CpencTBa TUAaKTUIECKOTO YpoBeHb
00ydeHust MaTepHal B3aUMOACHCTBUS 3aLIMIIEHHOCTH
Y4ebHbIe mocoOus. Tenedon
Keiic TexHonorus [porpammer Ha CD-ROM nmm Daxe Huzkuit

JIPYTOM HOCHUTEJIe
YuebOHbIE TOCOOHSL.

OObiyHast (TpagMLUOHHAS

Koppecnonaenrckast | IIporpammer Ha CD-ROM unu nouta) Huzkuit
JPYroM HOCHUTEJE )
OOyuaromiye IporpaMMsl B
YHAIONC IPOrp N DJIeKTpOHHAs ITOYTa. .
PanuoreneBusznoHHas | 3IEKTPOHHOM BHIE (ITUPPOBOI Cpennmit
TenexondepeHms
aHaJIor).
Cerenas I'uneprexcr DJeKTpoHHAas 10YTa. Beicokuit
I'unepmenua TenexkoHdepeHnys
DJeKTpOHHAas 10YTa. .
MoOwunbHas OnexTpoHHas Gpopma P Hausrpicmmit
Tenexondepenums

B nocnenneit paccmatpuBaeMoll MoOjeNM OOydY€HHs CTYIEHT HCIOJIb3YeT MOOMJIbHBIA TEpPCOHATBHBIN
HOpTaTMBHbIﬁ KOMIIBIOTEP, B IaMATh KOTOPOT'O MOTYT 6I>ITI) 3alCaHbl 3JICKTPOHHBIC KYPCHI JJId OCJICA0BATCIBHOI'O
BO BpEMEHHM H3y4eHHs YyueOHoro martepuana. Ilo Mepe u3ydeHus y4eOHBIH MaTepuan OOHOBISIETCS IIyTEM
nepe3anucy C HACTOJBHBIX IEPCOHAIBHBIX KOMIBIOTEPOB Yy4YeOHBIX IIEHTPOB B MOOWIBHBIM MEepCOHAIBHBIN
KOMITBIOTEP Yepe3 MH(paKpacHyI0 WM KaOeabHYIO CBs3b. Haumbosee CloKHBIE M JOPOTHE M3 3THX KOMITBIOTEPOB
ABISIFOTCSL TIOJTHO(QYHKIIMOHAJIBHBIMU C BBIXO#OM B MHTepHer. B 3TOoM ciiyyae Mozenb IMpOBEACHUS Yy4eOHOTO
nporecca He OTJIMYAETCS OT CETEBOT0 METOAa 00yUeHHSI.

IT Cnioco0nb1 o0ecnieyennst 6€301aCHOCTH B Pa3IMYHbIX cepax

CBs13b II0JIB30BATENIS C 3J'I€KTpOHH01>i PIH(i)OpMaIIHGfI MOKET OBITh ,HOCTyHHOfI, 33.H11/IIII€HHOI>1 KJIFOYOM, ITapoJIeM U
KpI/IHTOFpa(l)I/I‘IGCKI/IMI/I METOAaMMU. MOFyT OBITH MCIOJIB30BaHbI TAKXKE BO3MOKHOCTH OINOCPEAOBAHHOTO Ha6J’IIOH€HI/I$I
3a XapaKTepoM pa6OTI)I IIOJIB30BAaTCIIA. PaCCMOTpI/IM BO3MO3KHBIE CIIOCOOBI 00ecIeueHusT O€30I1aCHOCTH I/IH(l)OpMaIII/II/I
C YUCTOM pasIndHbIX HOHL3OBaT€J’ICI71, MpeACTaBJIICHHBIC HA PUC. 1.

Crioco0bl obecrieuenust 6e30nacHoCT MH(GOPMAIMK B pa3iInuHbIX chepax

— v

3ammra KIr4oM 3amura naposiem YcraHoBka aTprOyTOB
VueOHoii Jlenosoi CepsepHoii Tekcra ITporpamMmHuoit | CkpbITHA
qacTH JOKYMCHTaA 000JI0YKH Tonbko I
‘ \\ YTCHUS.
IIepemnucka co bankoBckoi. [Iponecca ®parmenTa ApxuBHOrO
CTyZ€HTaMU Kommepueckoii. aJMUHUCTPU- WJIM 4aCTH
MenuiuHckon pOBaHUs JOKYMCHTa
A
- \ 4 r
OJITOTOBKA Kypcos
OJeKTpoHHAas IlepconanapHOrO YPCOB,
yueOmbIX TOPTOBIIA KEMHb}OTepa OTBETOB
KYpCOB CTYIEHTOB

Pucynok 1 — Crioco0n1 odecnieuenns 0ezonacHocT nHGopManuu
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3ammTa Kiaw4oM. UToOwl 3ammdpoBares M pacmmupoBaTh COOOIIECHHE ITOB30BATEII0 MOTPeOyeTcs KITFoU.
OO6br4Has mporenypa mudpoBanus TpeOyeT HAIMYHA Y OTIPABUTENS M y aJpecara OJAWHAKOBOTO KIII0Ya, OJTHAKO
HENb3s1 JOIYCTHTh, YTOOBI KIIOY MOI IIONACTh K UYy>KOMY IIOJIb30BaTeNio. be3omacHble METOIbl yNpaBICHUS
KIIOYaMH HMMEIOT BaXXHOE 3Ha4deHHE. Bce cucTeMbl MCNONB3YIOT B 3TOM Cilydae JBa KIIO4a — OTKPBITBIA U
CEKpPETHBIN, SBISIOIIMECS OYKBEHHO-UM(PPOBBIMU CTpOoKaMu. OTKPBITHII KIIHOY COOOMIAeTCsl BCEM, M Ka)IbId
MOJIB30BATENIb MOXKET MCIIOJIB30BaTh €ro Ul TOro, YTOOBI Mociathk 3amudpoBaHHoe cooduieHre. CeKpeTHbI KoY
coxpaHnsieTcss B 3aM(ppoBaHHOM (aiiie W 3alUIeH MapojeM ¢ HCojib3oBaHueM ceprudukaro [3]. Ceprudukar
OTKpBITBIX KIIIOYEH — 3TO CTPYKTypa JaHHBIX, COJEpXallas MMs I10JIb30BaTeNs, OTKPHITHIH KOMIOHEHT (MO,
3a/IciiCTBOBaHHEIN B pacueTax anroputMa RSA, HazBanHOTO B YecTh ero co3mareneidl Rivest, Shamir, Adelman)
9TOr0 TOJIB30BATENs M MM M3AaTelsi, KOTOPOE rapaHTHUPYET, YTO AAaHHBIH JOCTYMHBIH KOMIIOHEHT COOTBETCTBYET
JAaHHOMY T0JIb30BaTesto. [Ipy 3TOM IIMPOKO MCIONIB3YETCsl CAMMETPHYHASI KPUITOCHCTEMA, B KOTOPOM OTIIPABUTEINb
W TIONTydaTellb UMEIOT OO Kifod oOMeHa. B oTiimune 0T CHMMETPHYHBIX, B aCCHMMETPHYHBIX KPUITOCHCTEMAx
OTKPBITHIM SIBJISICTCS TOJIBKO KJIIOY MoJydatessi. B mpocTeiimem Buae cepTudukaToM sBisieTcs: TUPPOBOH JOKYMEHT,
KOTOPBII CBSI3BIBAET OTKPHITHIN KITFOU C OINPEAeNIeHHBIM ToIb30BaTeneM. [IpocTeimii criocod XpaHeHHsT CEKPETHBIX
KIro4el — 3To 3amm@poBaTh WX MapoJieM M 3alMcaTh Ha AMCK (Hampumep, ¢uionmnu-nuck). biaronmaps
KpHUITOrpauueckoMy anroputMy HecUMMeTpuuHOro RSA-mpeoOpa3oBaHusi, CTalo BO3MOXHBIM pa3JielieHUue
MIPUMEHSIEMBIX KIIIOUEH Ha OTKPBIThIE U KOH(PHUICHIMATbHBIE (JIUYHBIE).

3amuTa napoJiem. [Ipu Bxoze nonb3oBarens B CHCTEMY INporpamma login mpoBepsieT, 3aperucTpUpOBaH JI
MI0JIb30BATENb B CHCTEME M 3HAET JIM OH IPaBWJIBHBIM 1apoiib, 00pa3yeT HOBBII MPOIECC W 3alycKaeT TpeOyemylo
JUISL TaHHOTO TI0JIB30BATENsl NPOrpaMMy JIOCTYIa, IOCJIE pealn3alid KOTOPOIro Uil 3TOrO IPOIecca HAuYMHAIOT
JIeCTBOBAaTh OrpaHUYEHHS Ha JOCTYIIBI K (haiiam.

YcranoBka aTpulyToB. ATpHOYTHI ONPENEISAIOT HEKOTOPhIE CUCTEMHBIE CBONCTBa (aiiioB M katanoroB. OHK
MOTYT OBITh Ha3HAYECHBI 3IMUHUCTPATOPOM JUIA JTI000T0 ceTeBoro (aitna nim kataiora. Hanpumep, 9To6b! 3anucars
JaHHBIE B (hailyl, MoIb30BaTENb JOIDKEH 3HATh COOCTBEHHBIN MACHTH(UKATOP M MApoib IS IMOAKIIOYCHUS K CETH,
UMETh MPaBO 3alKMCH AaHHbIX B (aitn ((ain momkeH UMeTh aTpulyT, paspelaronuii 3amuch aaHHbix). Criemyer
OTMETUTbH, 4TO aTpHOYTH! (aiiaa M Kartanora MMEIOT Oojee BBICOKMI NPHOPHUTET, YEM IpaBa MOJIb30BaTEICH IO
OTHOIIEHHIO K 3TOMY (hailry.

3amura uHGOPMAIMKA TPH OOYYCHUH CTYICHTOB TPAXKIAHCKUAX Y4YCOHBIX 3aBCACHUU OTIMYACTCS OT 3allUThI
uHpopManuy npu 00y4eHHHM KypCaHTOB BOEHHBIX Yy4HJMII. Pa3HOOOpasHble KypChl, JaXe I'PaKAaHCKHX BY30B,
TaK)Ke MOTYT TPeOOBaTh Pa3IMYHYIO CTETICHb 3aIIUIIEHHOCTH UH(OpMaLny.

PaccMoTrpum rpynmbl nonb3oBateneil 1 TpeOoBaHMS K 3allMIIEHHOCTH MHpopManuu. Ha puc. 2 mpuBeneHs!
BO3MOJKHBIE YPOBHH 3aIIMIIEHHOCTH, PUCBOCHHBIC TEM WJIM HHBIM ITOJIb30BaTEISIM [4].

Kareropus monp3oBarenei 1 Tpedyemasi CTeNeHb 3alUIIEHHOCTH nHpOpManun

CTyJeHTHl, PabotHuku Ilenaroru, AJIMUHUCTPATOP CETH.
KypCaHTBHI, OuzHec 0aHKOBCKHE U PaboTHuKM cnienciry k0
IIKOJIEHUKH CTPYKTYD MEJIUIMHCKHE
paboTHHUKH
A 4 A 4 +
Huskas crenens Cpenusisi creneHb Beicokas creneHb HawuBsicmas crenens
3aLIUIIEHHOCTH 3aIIMIIEHHOCTH 3aIIMIIEHHOCTH 3aMIMIIEHHOCTH

Pucynok 2 — Crenens 3alIHIIEHHOCTH HH(PpOPMALUH 1JIs PA3JIMYHBIX KATErOpHii MoJib30BaTe el

VIMeroTcst HeCKOJIBKO YpOBHEH 3aIUTHI: HU3Kasl, CPeIHsIsl, BLICOKAS M HAUBBICIIAS.

Huskasi cremeHb 3alIMTHI XapaKTEPU3yeTCs] HAJIMYMEM IOACUCTEMBI y4yeTa COOBITHH, CBS3aHHBIX C
6€3011acCHOCTBI0 ¥ N30MPaTENbHBIM KOHTPOJIEM JIOCTYIIA.

Cpeanssi cTeneHb 3alUTHI XapaKTepU3yeTCsl NPUCYTCTBHEM CPEJICTBA CEKPETHOTO BXO/1a, 00ECIIEYHBAIOIIETO
WACHTH(HUKALNIO [TOJIH30BATENEH ITyTEeM BBOJA YHHKAIHLHOTO MMEHH M MapoJIs Iepe] TeM, Kak UM OyleT pa3perieH
JOCTyn K cucteme. M30upaTenbHBI KOHTpOJI, TpeOyeMbIi Ha 3TOM YPOBHE, IMO3BOJSET BIAJENbIly pecypca
OTIPEJICTINTh, KTO UMEET JOCTYII K PECYpPCy M UTO OH MOXKET JeTIaTh C HIM.

204 Ilpasose, HopmamusHe ma memponociune 3abe3neyents cucmemu saxucmy ingopmayii 6 Yrpaini, sun. 3, 2001 p.



Bobicokasi cTenmeHb 3alIUTHI C TIOMOIIBIO CPEACTB yueTa W HaOmogeHus (auditing) ZOMOIHHUTENHEHO K TEPBBIM
TPEM CTEEHSM 3allUThI, 00ECIIeYnBAET BO3MOXKHOCTh OOHAPYXKHUTh U 3a(MKCUPOBATH BasKHBIE COOBITHSI, CBI3aHHBIE
¢ 6E30MaCHOCTHIO WM YIAJIEHHEM CUCTEMHBIX PECYpPCOB.

HauBbiciiuii ypoBeHb 3a1IUTHI — CAMBII BBICOKHHA YPOBEHb 0€30IMaCHOCTH — Peai3yeT MaHIaTHBII KOHTPOJIb
noctyna. KaxaoMy ToOIb30BaTeNl0 MPUCBAUBAETCS PEUTHHT 3aIlUTHI M OH MOXET MOJy4yaTh AOCTYN K JaHHBIM
TOJIBKO B COOTBETCTBUU C ISTUM peﬁTHHFOM. Ha »stom YPOBHE€ TaKXC BO3MOYXHO BBLIITOJIHCHUC q)OpMaIll:HOFO,
MaTeMaTH4ecKy 000CHOBAHHOI'O JI0KA3aTeNIbCTBA COOTBETCTBHUSI CUCTEMbI TPEOOBAHUSIM O€30MaCHOCTH.

CoriacHO ONHCaHHBIM CTEMEHSM 3alIUTHl TP TPEXypPOBHEBOM CHUCTEME 3allUTHl JIAHHBIX apXHUTEKTYpy
B3aMMOCBSI3H JIOCTYIIA K JTAaHHBIM, (haiiiaM U KaTajoraM MO>KHO TIPEJICTaBUTh B BHJE, H300pa)KeHHOM Ha pHC. 3.

Ilomp3oBatens 1 ITonw3oBarens 2 Ilomp3oBaTens 3 VPOBHH 3alUTHI
AyterTuduramnms 1 AyterTudUKams 2 AyterTudukanms 3
1
[paga 1 [Ipasa 2 IpaBa 3 2
I % [
ATpHOYTBI JaHHBIX 3

!

Karanor nnu ¢aitn

PucyHnok 3 — ApxuTeKkTypa goctyna K ¢aiiiaM i KaTajaoram npu TPexXypoBHeBO# cucTeMe 3al[UThI

[TpaBa no oTHOUIEHUIO K (paiiily MIIM KaTaJIory ONPECIsIIoT, KaKKe OINepaliy M0JIb30BaTeb MOKET BHIIIOJIHUTD C
¢aiisoM WM KaTajJorom. AJMHUHHCTPATOP CETH MOXKET ISl Ka)XKJJ0T0 MOJIb30BaTelsl CETH ONPEISIUTh €ro Mpasa I1o
OTHOUICHHIO K JII000MY ceTeBoMy (ailiry mii Karasory.

Bce pecypesl nporpammuoro obecniedenus (I10) B AMCTaHIMOHHOM OOYYCHHH pa3elieHBl Ha JBE YaCTH:
OTKPBITYIO 1 3aKphITYR0. OTKpBITas yacth [10 noctynHa mr060My 1mosap30BaTelr0 MHTEpHET M COAEPKUT CIISAYIOIINe
OCHOBHBIC pa3Jelibl: paBmiIa MpUeMa ¢ YKa3aHHEM CHeLHalbHOCTeH, yPOBHEH MOATOTOBKH M YYEOHBIX IUIAHOB I10
KOKIOH CIeNUaJbHOCTH; CHHMCOK YYeOHBIX KypCOB M CTOMMOCTb OOYYeHHS II0 KaKAOMY M3 HHX;
JEMOHCTPAIMOHHYIO BEPCHIO OJHOTO Kypca; MHTEPAKTHBHYIO CTPaHHYKY OOpaTHOW CBSA3HW; NpaBHJa PErHCTPALHY;
THIIOBOM JIOTOBOP VIS TPOBEACHHUS PETHCTPALIMU B PeXUMe on-line.

3akpeITas 9acTh JOCTYIHA TOJIBKO 3aperMCTPUPOBAHHBIM IOJB30BATENAM TaHHOM cucTemsl. 1 kaxmoi
KaTeropuu IMoJIb30BaTesIel ONpesesieH U TOCTYIeH TOJbKO (PMKCHPOBaHHBIN Habop (yHKuuiA. Perucrpanuio HOBBIX
nosb3oBareneil OOBIYHO BBINIOJIHAET aJMHHUCTpaTOp cucTeMbl. [laponm Xxpanstcs B oraensHoM (aiiie B
3aKO/IMPOBaHHOM WM 3amudpoBaHHOM Buze. IIpu BXoje B CHCTEMY IOJIb30BaTEb IMOMYYaeT HEOTpPaHWMYCHHBIN
JOCTYI K CBOEMY KaTaJylory u (aiiiaM, copepskamMcsi B HeM. Bo3MoxeH 10ocTyn Ko BceM ApyruM daiinam, 0HaKo
OH MOJXXET OBITh OI'paHWYEH, E€CITH MOJIb30BaTENb HE UIMEET JOCTATOUHBIX MPUBHJIICTHA.

I Cnioco0b1 MOAK/II0OYEHHUS YAAJTEHHBIX M0JIb30BaTe el K I100aJbHBIM CeTAM

OCOOEHHOCTBIO JTUCTAHIIMOHHOTO OOYy4YeHHUs SIBISIETCS TO, YTO O0ydaeMble MOTYT HaXOJHUThCS JIajeKo OT
oOyuaromux ux mnpenogapareneil. Iy MHTEpaKTUBHOIO B3aMMOACUCTBHS IperojaBaTesel co CTylAeHTaMHU MOTYT
UCIIONIb30BaThCsl Kak MIHTEpHET, Tak u Tejae(OHHBIE JIMHUK CBS3U. BOJBIIYI0 ONACHOCTh HPEICTABISIOT COSANHEHNUS
noJyib30Barenel uepes MHTepHeT.

CyIIecTBYIOT pa3inyHble CIIOCOOBl TOAKIIOUCHMS YIAJCHHBIX Noib3oBareneil k MHTepHer. Yeiayrm 1o
MNOJKIIOUYEHUIO K CeTH MHTEpHET MpenoCTaBISIIOTCA CEPBHC-TPOBANEpaMH, MMEIOIIUMU KOMIIBIOTEPHYIO CETh,
KOTOpas MMOCTOSTHHO coeauHeHa ¢ MiurepHet. OcHOBHBIE METOBI focTyma B iHTepHeT npencTasieHs! Ha puc. 4 [5].
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OCHOBHBIE METOABI TocTymna B VIHTepHET

< T~ >

ITocTossunoe IP-coennuenue CeaHCOBO€E TOJKIIIOYEHNE TepMHUHAIBHBINA AOCTYII
v \4
Bblnenennas TuHus Tenedonnas

Tenedonnas auHUS

muang Dial-Up 1P

v

CepBucol aTEpHET

— Ny ——— 5 .

DNIeKTpOHHAS TepMHUHAIBHBINA AOCTYII Tlepenaua Hugopmanmon- Pacnpenenennas
noura K KOMIIBIOTEPY ¢aiinos HBIE CEPBUCHI NCuBbJ
TenexkoHpepeHIHs TELNET FTP WWW FTP WWW GOPHER
WAIS ARCHE

Pucynok 4 — OcHoBHbIe MeTObI J0cTyna B UHTEepHeT

1. OcobennocThio IocTOsTHHOTO Internet Protocol (IP) coennHenns yepes BBIACICHHYIO JIMHUIO ABJsETCSA padoTa
B JIOKAJIBHOM CEeTH, MOAKIIOYCHHOW K VIHTEpHET Mo BBHIIEIEHHON NTUHHH. B 3TOM ciydae OOWH M3 KOMITBIOTEPOB
JIOKAaJBbHOM CEeTH, Ha3bIBAEMBIA MapLIPyTH3aTOPOM, HMEET IIOCTOSHHOE COCAMHEHHE C MapIIpyTH3aTOPOM
MMOCTaBIIMKa W OOecreyrBaeT mepemady IMakeToB s pabouymx craHmuii nokampHoW cetu (IP-coegmuenme mo
KOMMYTHPYEMOH JIMHUN MPUMEHSETCSI B OCHOBHOM [UIS TIOAKITIOYCHHUS OJMHOYHBIX IEPCOHATBHBIX KOMITBIOTEPOB K
WuTepHery).

Ha puc. 5 npencrasnena cxema nepeaauu [P-nakeToB no BbIAEIEHHON JIMHUH.

JlokanpHas
I Hurepner
v
MapuipyTuzarop Ilepenaga MapuipyTuzarop ¢
¢ OC UNIC wnnu .| IP-makera mo ¢ OC UNIC wm o CeprIC'
Windows-NT | BBLEEneHHOl Windows-NT ”| mposaiinep
MOJIB30BATEIS JINHUU nposaiizepa

Pucynok 5 — Ilepegaya IP — nakera no BbljieJIeHHOW JIMHUM

2. B Merozie ceancoBoro nojkitodeHus no kommyTtupyemoii tnauK (Dial-Up IP) konbrorep nonb3oBaresns OyneT
nojKimoYeH Kk MHTepHeT Ha npoTsbkeHnu ceaHca TenedonHol cBsa3u. Ceanc [P-monkimroueHuns mo3BosisieT Morydyarhb
JOCTYI KO BCEM pecypcaM VHTepHET myTeM 3alycka Ha KOMIBIOTEpE IOJb30BaTENId COOTBETCTBYIOIIMX
TIPUKIIAHBIX TIPOTPAMM.

3. B Merone TepMHHAIBHOTO OCTYIA K YAAIEHHOMY KOMITbIOTEpY (On-line-TeXHOoJIoTHs) COeTMHEHHE OCYIIEeCT-
BIISIETCSI 110 TeNIe(OHHOM JIMHUH 1 HE TPeOyeT BBICOKOTO KadecTBa TeIe(OHHOHN JIMHUH, XapaKTEPUCTHK KOMIIBIOTEPa
U MozeMa aboHeHTa. Ilpu 3TOM mepenaercs TOJBKO TeKcToBas MHGpopManus. OCHOBHBIM OTPAaHHYCHHEM PEXHMa
yIaJeHHOro TepMHUHAJIA SABJISETCS TO, YTO IOJIb30BaTeNb (haKTHUECKH paboTaeT He Ha CBOEM, a Ha XOCT-KOMITBIOTepe
nposaiinepa. [Ipenocrapnsemsiii cepBuc — anekrponnas noura, TELNET, File Transfer protocol (FTP), pabora c
yHuBepcanbHbIM Web-kinuenToMm (Hanpumep lynx ).

4. Ycnyru osnektpoHHO# mnoutkl (off-line TexHomorus) mpemiararoTcs MHOTMMH TOCTaBIIMKAMH W MOTYT
MPEIOCTABIISATHCS KaK YaCTHOMY JIMILY JUISA TIOJIyYEHHUS MTOYTHI Ha JOMAIIHUI KOMIIBIOTEp, TaKk U (UpMe, B KOTOPOH
MOYKHO OpraHH30BaTh paboTy C IMOYTOH BCEX WIJIM HEKOTOPBIX IIOJIb30BaTelNlel JIOKaJbHOW cerH. [Ipm momormm
JJIEKTPOHHOH TIOYTHI MOXXHO TIOCBUIATh HE TOJBKO TEKCTOBBIE COOOIICHMS, HO U JBOWYHBIE (ailyibl
(ordopmMaTHpoOBaHHBIE TOKYMEHTHI TEKCTOBBIX W TaOJNMYHBIX MpoIeccopoB, (aimel ¢ rpadUIecKuMu
N300paKEHUSAMH, UCTIOIHIEMBIC ITPOTPAMMBI).
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IV XapakrepucTuka yrpo3 6e30nacHOCTH HH(pOPMaLUH NPH YIAJTEHHOM J0CTyIIe

Pa3zHooOpa3ue MEeToNOB J0CTyNa yAajleHHBIX HOJIb30BaTeNIe MPUBOIUT K YSI3BUMOCTH MH(OpMALUKU U TpedyeT
pa3HoOOpa3HBIX METOOB €¢ 3aliThl. HekoTopsle N3 METOJ0B OCTYIIa ONMCHIBAIOTCS Jajiee.

YnaneHHbIH A0CTYN MO TeJe()OHHOMY KAHAIY: YSI3BHM C IOMOIIBIO «OOEBBIX JUIEPOBY — MPOCTHIX MPOTPaMM,
UCTIOJNIB3YIOIINX MOJIEMbI C aBTO03BOHOM JIJIsl CKAHUPOBAHMS OJIOKOB TeIe()OHHBIX HOMEPOB M BBISBJICHUSI HOMEPOB
C MOAEMaMH; YacTO 3JIOYMBIIIJICHHUKH IPEACTAaBISIOTCA COTPYIHUKAMH OT/EIOB TEXHHYECKOW MOANEPIKKH IS
TOTO, YTOOBI Y3HATh y 3aKOHHBIX IOJIB30BATEINICH UX TIAPOJIH;

TELNET o0pr4H0 TpeOyeT oTmpaBKy WHGOpMANWH, NMpeIHA3HAYCHHOW IS BXOZAA TOJB30BaTENsl B CHCTEMY,
MMEHH U IIapoJIst 10 Tesie)OHHOMY KaHaTy B He3alM(pOBAaHHOM BHAE, yI3BUMOM C TOUKH 3pEHHs O€30I1aCHOCTH.

YnaneHHbli J0CTYN ¢ NOMOLIBIO MIEPEHOCHOT0 KOMIIbIOTepa. [Ipy 1cronp30BaHn KOMIBIOTEPA B a3POIOPTY, B
camoJieTe BO3MOXKHO MOATJISABIBAHUE 3JI0YMBILIICHHUKOB M3-3a IUIe4a, B PE3yJbTaTe Yero MOTYT OBITh PacKpBITHI
JnaHHble U napoiu. [Ipy HaxoxaeHun 0e3 MpUCMOTpa JaHHbIE, XPAHUMBIE Ha JTUCKE, YS3BUMbI K KOMMPOBAHUIO MIIN
HEaBTOPU30BaHHOMY yTeHHIO. [Ipn yTepe mepeHOCHOro KOMIbIOTEpa CIIyXKalle He cpa3y COOOIIAIT O Mporaxe,
YTO JieJIaeT BITOJIHE BO3MOKHBIM yJAJICHHBIN JTOCTYH 3JI0yMBIIIJICHHHUKA.

JjekTpoHHast Mo4uTa. OCHOBHBIMH ITPOTOKOIaMH B MIHTepHETE (HE CUMTasi YaCTHBIX IPOTOKOJIOB, IITI03YEMBIX,
WIN TyHHenIMpyeMmblx depe3 WHteprer) sBistores Simple Mail Transport Protocol (SMTP), Post Ofis Protocol
(POP), Internet Mail Acces Protocol (IMAP). Mcmons30BaHue 3JIEKTPOHHON MOYTH (e-mail) A oCyIIecTBICHUS
Ba)KHBIX JICJIOBBIX B3aWMOAEHCTBUI pacTeT ObICTPHIMU TEMIIaMH. DTOT BHJ CBSI3M MMEET CICAYIOIINE BHUIBI YTPO3:
aznpeca e-mail B IHTepHETE JE€TKO MOJIeNaTh; JIEKTPOHHBIE MChMa MOTYT OBITh JIETKO MOAN(HUINPOBAHBI, TAaK KaK
crangaptHoe SMTP—nucbMO He COJEpIKUT CPEICTB MPOBEPKH LENOCTHOCTH MepeaaBaeMoil MH(GOpPMAIMU; TEKCT
NHChbMa MOXET OBITh MPOYHMTAH HA KAXKJO0IH NPOMEXKYTOYHON CTaHIMHU; OOBIYHO HET TapaHTHi JOCTaBKH e-mail.

V ¥Yrpo3a 6e3onacHoctu ceppucam UHTepHer

Coenunenne ¢ VIHTepHET JiestaeT JOCTYIMHBIMU JJIsl BHYTPEHHUX I0JIb30BaTeNel pasHOOOpasHbIe CEPBUCHL, a JUIs

BHEIITHUX ITOJIb30BAaTENIEH — JOCTYI K OOJIBIIOMY KOJIMYECTBY NEPCOHAIBHBIX KOMITBIOTEPOB.

Hiwokxe mpuBenensl cepBuchl VIHTEpHET, IpeICTaBIAIONINE YTpo3y Oe3omacHocTH [6].

e R-xomangsl BSD Unix, Takme kak rsh, rlogin, rcp u apyrue, npenHasHa4eHHBIE AJISL BBIMOJHEHUS KOMaH]]
nonb3oBarens Unix-CHCTEM Ha YAAJICHHBIX CHUCTEMax. BOJBIIMHCTBO WX peanu3alil HE IMOJAEPKHBAIOT
ayTeHTHU()UKAIMK W MHA(POBAHUS U SIBISIFOTCS O4YEHb ONACHBIMU IPH UX MCHOIB30BaHUM depe3 VHTepHeT.

e [Iporoxon moutoBoro otaeneHuss POP sBisercs mMpOTOKOJIOM KIMEHT-CEpBEp I MOJYYCHUS DIEKTPOHHOM
mouThl ¢ cepBepa. POP ucnonp3yer Transmission Control Protocol (TCP) u momumepuBaeT OZHOpPA30BBIC
napoiu g ayreHTHdukaunu. POP He noanepxuBaer mmdpoBaHus, AOCTyNHbIE Uil YyTeHUs nucbma. OHU
MOTYT OBITh IIEpEXBaUCHEI.

e [Iporokon ureHus cereBbix HoBocTed NNTP ucnonssyer TCP u sBiseTcs HMpOTOKOJIOM C MHOTOITAaHOM
nepenaueii nHpopmanny, KOTOPHII TaKKe MPEJCTaBIISET Yrpo3y 0€30MacHOCTH.

e Finger u whois BeIMONHSIOT TOXoxue GyHKOWH. Finger wcmomb3yeTcs Uil TMONXy4YeHUS HHGOpMAIHU O
MOJTb30BaTeNsIX cucteMsl. Finger n whois ysi3BUMBI, JOJKHBI OBITH OTKJIIOYEHBI C TOMOIIBIO OpaHaMayspa.

e CereBas (aitmoBas cucrema Network file system (NFS) mo3Bomser co3maBaTh MHUCKOBBIC HAaKOIUTEIIH,
JIOCTYTIHBIE JUIs ToNb3oBaTeneld u cucreM B cetd. NFS mcmompsyer cinalbyro ¢gopMmy ayTeHTH(HUKAINH H
cunTaeTcs HeOE30MacHbIM NPU UCIIOJIB30BAHUM €r0 B HElOBEpeHHbIX ceTaX. NFS momxeH ObITh 3amperieH c
MOMOIIBI0 OpaHIMaydpa.

e Kusoe aynuo (real audio) mo3Boxser momydars onmppoBaHHbIi 3ByK 1o certsim TCP/IP. Kpome Hero Obun
paszpaboTaH eme psJ CEpBUCOB JJIS MCIOJB30BAHMS MYJIbTUMETUHHBIX Bo3MoxkHOocTed WWW. Cunraercs
HeOe30MacHbIM, TaK KaK HEIOCPEICTBEHHAs CBsI3b MOJIb30BaTeNel ocyecTriseTcs yepe3 MHrepHer.

e  BeO-cTpaHHIBI YacTO BKIIOYAIOT KOHQUICHIMAIbHYI0 HHpopMmanuio. Kak u e-mail, nanHble, noceuiaeMele BeO-
Opoy3epoM Ha BeO-cepBep, MPOXOAT Yepe3 OOJIBIIOE YHCIO MPOMEXYTOYHBIX KOMITBIOTEPOB U CETEH 10 TOro,
KaK JIOCTUTHYT CBOETO KOHEYHOro Ha3HaueHHs. JIroOas BakHast MH(OPMAIHS, TOCkIIaeMast C TIOMOIIBIO BBO/IA
JIAaHHBIX Ha BeO-CTpaHHIE, MOXKET OBITh ITEpEXBauCHa.

e SMTP — 3T0 mOYTOBBEIA TPOTOKON XOocT-xocT. SMTP-cepBep mpwHHMaeT MHCBMa OT IOPYTUX CUCTEM H
COXpaHAET MX B IIOYTOBBIX SIMKaxX Moib3oBareneil. COXpaHEHHBIE NHCbMa MOTYT OBITH IPOYUTAHBI
HECKOJIBKUMHU criocobamu. [lomp3oBaTeny MOTyT 3arpy3uTh CBOM NMHCHMA C IMOMOIIBIO MPOrPaMM — IOYTOBBIX
kiueHToB 1o npotokonam POP3 u IMAP. llupoko ucnosnb3yembiii SMTP-cepep sBisiercst Sendmail. Eciu
€ro He 3alIUTHTh, TO ATaKYIOUIMH CMOXKET HAHECTH BPE[| AJIIEKTPOHHBIM ITUCbMaM.

e IMAP-nporokon ureHus e-mail, ys3Bum.
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e MIME — mis MHOTOLENEBBIX pacmupennii aTepHeToBCKOM mouTel. OH mepeonpeaesser popMar coOOIIeHHA
e-mail ¥ TOo3BOJISIET OPraHM30BaTh: Iepenady TeKCTOB B KoaupoBke, oriamdHon oT US-ASCII; mepenmauy B
NHCbME HETeKCTOBOM HMH(pOpPMAanMM B pasMYHBIX (opMmarax; INepefady COOOIIEHHUsS, COCTOSIIEro u3
HECKONbKUX "acTel. [lonnepkuBaer Takue cpencTBa 6€30MacHOCTH, KaK U(POBbIEe NOAIUCH U MHU(POBAHHBIE
cooOenns. ObecrieynBaeT B3aUMO/ICHCTBIE PU FrapaHTUH 0E30MaCHOCTH 3JIEKTPOHHOMN MOYTHI.

VI Cnoco0bl 321U THI 3JIEeKTPOHHOM MOYTHI

HmeroTcst yrpo3sl, CBSI3aHHEBIE C 3JICKTPOHHOM ITOYTOM, TaK KaK OCHOBHBIE ITPOTOKOJIEI epenayn moutsl (SMTP,
POP3, IMAP4) 00bI1YHO HE OCYIIECTBISIIOT HAJICKHON ayTEHTH(PHUKAIUN. DTO TO3BOJISACT JITKO CO3JaTh MUChMa C
¢danpiuBeIME apecaMu. HU O/IMH U3 ONMUCAHHBIX MPOTOKOJIOB HE UCIOIb3YET KpUNTOrpaduio, KOTopas Moriia Obl
rapaHTHpPOBaTh KOH()UICHINAIBLHOCTD 3JICKTPOHHBIX ITUCEM.

Ha puc. 6 mpuBeaeHBI pa3InYHBIC CITOCOOBI 3alTUTHI SJICKTPOHHON TTOYTHI.

Croco0b! 3amuThl E-mail

/N

3ammra oT (HagbIIUBBIX 3armmra oT 3amura
aJipecoB nepexpara OpanaMay’3poM

PucyHok 6 — Crioco0bl 321U ThI 3JIEKTPOHHON MOYTHI

3amuTa oT GanbmuBLIX agpecoB. OT 3TOr0 MOXHO 3aIIUTHTHCS MTPUCOSANHEHUEM K IHChbMaM 3JIEKTPOHHBIX
nognuce ¢ momomnipio mudpoBanua. OTHUM W3 MOMYJSIPHBIX METOJOB SBISIETCS IIH(POBAHWE C OTKPHITHIM
kmodoM. OnHOHampaBieHHas X3UI-QYHKIHMS MHUCbMAa IMMQPYETCs, UCIONB3YsS CEKPETHBIH KI0Y MOJIb30BaTEls.
[Nomy4aTens UCHONB3yET OTKPHITHIA KIIFOY OTHPABHUTEIS IS paciIu(POBKH XAII-(PYHKIUK U CPABHUBAET €r0 C X3III-
(yHKIMEH Tocie TONy4eHHs COOOMIeHHsA. OJTO TapaHTHPYeT, 4YTO COOOIIeHHE Ha CaMOM Jeje€ HaIHMCaHO
OTIPABUTENIEM, U HE U3MEHEHO B ITyTH.

3ammTa o1 nmepexsaTta. OT nmepexBaTa MOXKHO 3aIIUTHTHCS C TOMOIIBIO MTH(PPOBAHUS COAEP)KUMOTO COOOIIICHHS
WIM KaHajla, [0 KOTOpoMy IiepefaeTcs cooOmieHue. Ecnm kaHan cBA3u 3amm@poBaH, TO CHUCTEMHBIC
AIMHUHUCTPATOPLI HA O6OI/IX €T0 KOHIIaX BCC-TaKU MOT'YT YUTATh UJIU USMCHATH COO61116HI/I}I. 3 MPEAJIOKECHHBIX CXEM
mudpoBanus camasi romyisipHas — PGP, ucnonbe3yromast JIHIEH3MPOBAaHHYIO BEPCHIO allrOpUTMa MIN(pPOBAHUS C
OTKpBITEIM KitrouoM RCA.

3amuTa 6panamaydpom. bpanamaysp sIBISIETCS TEXHUYECKUM CPEICTBOM 3aIUTHI, KOTOPOE MCHOIb3YETCs IS
YTIpaBJICHUS TOCTYIIOM K TIIOOAIBHBIM CETAM MEX/ly Ha/le)KHON M MCHEe HafeKHOU ceTssMi. OCHOBHAS €ro (QyHKIHS
3aKJIFOYacTCs B IICHTPAIM3aMH yIpaBieHus focTynoM. Ha prc. 7 npeacTaBiaeHsl pa3IndHbIe THIB OpaHIMay3pOB.

Turel OpanaMayspoB

A 4

111150361 ¢ BHIBT- [IpukinanHbie NUTIO3bI I'ubpuanbie wm
pauue nakeToB (mpokcu-cepsep) CIIO>KHBIE ILLTHO3BI
Nmeer HU3KYIO HNmeer cpenHioo Hmeer BBICOKYIO
CTETEHb 3aILUThI CTETEHb 3aILUThI CTETEHb 3aILUThI

Pucynok 7 — Tunsl 6panamayspos

BbpanaMayspsl ¢ ¢puIbTpanmel makeToB UCHOIB3YIOT MapIIpyTH3aTOPhI C TpaBUiIaMu (DIIBTPAIMU MTAKETOB IS
MIPEAOCTABICHNUS WM 3alpelieHusl AOCTylla Ha OCHOBE ajpeca OTIpaBHTEINs, ajgpeca IOydaTels M IOopTa.
Henocratku 3T0M 3aIUTHI 3aKIIOYAOTCS B CIEAYIOIIEM: apeca, TOPThI OTIIPABUTENS U MOIydaTeNs, COAepKaIIuecs
B 3arojoBke [P-makera, — ennHCTBeHHas! MH(OpMANUs Ui NMPHUHSATHS PELICHUS O 3alpeIlCHUH WIN pa3pelcHUN
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Jgoctyna tpaduka B ceTh, AOCTYMHAs MapuIpyTH3aTopy. Takue MakeThl He 3allUIIanT oT (anbcudukanun [P- u
DNS-aznpecoB u He MOIAEPKUBAIOT ayTEHTU(DHUKALIUH Ob30BATEIS.

[MpuknagHpie NUTIO3BI UCIOJB3YIOT MPOrpaMMbl (MHAuUe HA3bIBAIOTCS IMPOKCH-CEPBEPHI), 3allycKaeMble Ha
OpaHamayspe, KOTOpbIe NPHHUMAIOT 3alpochl H3BHE, AHAIM3UPYIOT MX M MepeJaroT Oe30MacHble 3ampochl
BHYTPEHHUM XOCTaM, KOTOpBIE IIPEACTABIAIOT COOTBETCTBYIOIME CEPBUCHI. [IpuKiaaHble LT3l MOTYT
obecrieunBath Takue QyHKIUH, KaK ayTeHTU(QHUKALMS [10Ib30BaTENel U IPOTOKOJIUPOBAHHE UX JEHCTBHH.

PasnuuHbie cXeMBbl UCIIOJIb30BaHMS OpaHIMaydpa B yIAICHHOM JIOCTYIIC IPEACTABICHbI HA pUcC. 8 1 9.

Epanamay3p

Mlap wpyT HSaTD—;i

Pucynok 8 — Cxema ucnosib30BaHusi 6paHaMay3pa B yAaJdeHHOM A0CTYyIe

LUyt Wi
MaplwpyTH3IaTop MK
Bpanamayzp

HuTeprer

T ercprpryeo nipsi
L aprupryrss arop
rTH B aEg payep

JIBC A

NBC B

Pucynok 9 — Kondurypanus yaajieHHOro 10cTyna mno KOMMYTHPYEeMbIM KAaHAJIaM ¢ HCII0JIb30BaHHEM
ABYX OpaHIMayIpoB

VII 3akiaouenue

Ha ocHoBanum npuBeneHHOH Kiaccu(HKalUK JIOCTyNa K TJI00aNbHOM CEeTH omnpejeneH TpedyeMblil ypoBEeHb
3alIMIIEHHOCTH MH(POPMAIIMHU JUIS PAa3IMYHBIX IPYI yJaJCHHBIX [0JIb30BaTeIeH.

Hcnonp3ys MexaHU3MBl aBTOpPHM3allMM JAOCTyHNa K JaHHBIM CETH MPH TPEXYPOBHEBOM 3alIUTEe MOXKHO
MIPEAOTBPATUTH JIOCTYI 3JI0YMBIIUIEHHHKOB. B 3TOM ciydae mpu ayTeHTH(UKAIUM HOATBEPXKIACTCS HE TOJBKO
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MOJUTMHHOCTH TTOJIE30BATEN MPH €ro TOAKIIOYCHHH K CETH, HO M IOJIMHHOCTH ITaKETOB, MEPEIaBaEMBIX MEXKITY
cepBepoM M paboueii cTaHIue.

Bonpmnyio onmacHOCTh MPeNCTaBIAIOT COeANHEHHS MTob30Bartenel no Marepuer. PasnooOpasue MeTomoB mocTyma
YAaJCHHBIX TOJIb30BaTeNIeil MPUBOINUT K YSA3BUMOCTH HH(OpMaIu u TpedyeT pa3HOOOpa3HBIX METOJOB 3aIUThHI —
TaKMX KaK 3aluTa oT (aJbIIMBBIX aJPECOB, 3alUTa OT IIEPEXBaTa, 3al[UTa OpaHIMayIPOM.

Jlumepamypa: 1. Tuxomupoe B. Il., Conoamxun B. HU., Jlobaues C. JI., Kosanvuyx O. I. JJucmanyuonuoe
o0OyueHue: K UpmMyanibHblM cpedam 3Hauutl (yacmo 1). — Jucmanyuonuoe obpaszosanue. — 1999. No 2. — C 8-15. 2.
Anopeeg A. A., Condamkun B. U. Jlucmanyuonnoe odoyuenue: cyupocms. mexronoausi. — M: uzoamenvcmeo MOCH.
—1999. — 196 c. 3. babywxun M., Heanenro C., Kopocmeneg B. Web-cepsep 6 deticmeuu — CI16: ITumep. — 1997. —
416 c. 4. Gasanov A. S., Melnyk 1. V. Problems of defence and security of information in distance learning systems /
Telematics and Life-Long Learning. Proceedings of the International Workshop. TLLL-2001. October 15-17, 2001,
Kyiv, Ukraine. — P. 57. 5. Kyxapenxo B. M., Kyopsasyesa C. Il., Konoc B. B., Monaxo A. @., I{vibenxo FO. B.
Ocnosvt Unmepnem. [Jucmanyuonnvii kypc. — Xaporos: XJIIY — 1998. — 88 c. 6. Baxxa [oc. Cexpemoi
bezonacnocmu 6 Internet. — K.: Juanexmuka. — 1997. — 512 c.

YK 621.396
JOCBIA INIAI'OTOBKHU ®AXIBLIB 3 IIMTAHD

PO3CJIAYBAHHA KOMIIIOTEPHUX 3JIOYHUHIB

Bonooumup I'onyoes
Llenmp Jlocnioscenus I[lpobrem Komn tomeproi 3nouunnocmi

Anomayisn: Po3riassHyTO J0CBii BIPOBAIKEHHA AUCHUILIIHM “MeToanKa po3C/igyBaHHS KOMII’IOTEPHUX
3JIOYMHIB” Ta miAroroBku ¢axiBuiB-npaBOOXOPOHLIB 3 MNUTAHb MONEPEIKEHH Ta PO3CIilyBaHHS
KOMII'IOTePHUX 3J04MHiB y ['ymanirapHomy yHiBepcureri “3anopisbkmii iHCTHTYT Aep:KaBHOro Ta
MYHIIMIIATBHOTO YNPABJIiHHA.

Summary: Experience of introduction of discipline " The procedure of investigation of computer crimes "
and preparations law enforcement on questions of the prevention and investigation of computer crimes at
Humanitarian University " Zaporozhye Institute of the State and Municipal Management ".

Kniouoei cnosa: HapuaHHs, METOAMKA PO3C/IiAyBaHHS, KOMII'IOTepPHI 3JI04YHHH.

I Beryn

[Moni6HO OaraThOM pPEBONIOUIHHAM TEXHOJNOTIIM — KOMIT IOTEPHI TEXHOJOTII HeCyTh 3 COOOI0 BeNWYEC3HHU
MOTEHITIaM K IS IPOTPECy TakK i JJIA 370BXKHUBAaHb. ATaKH y MEPExKi, MIaxpaiCTBO, IpOrpaMHe MipaTCTBO, TEXHITHE
LIMUTYHCTBO, TOPTIBJIS AUTIUOI0 OPHOrpadiero — TIIbKK AESKI 31 3JI0YHHIB, 1[0 BYNHSIIOTHCS CHOTO/IHI Y rII00aNbHI
iHpopmaiifHiit Mmepexi Internet.

3pocTaHHs HAYKOBO-TEXHIYHOI 030pOEHOCTI 3JIOUMHHHMX YTPYIOBAaHb OO0’ €KTHBHO BIUIMBAE HAa BHKOPHUCTAHHSA
MPAaBOOXOPOHHMMHU OpraHaMHM CY4YacHUX IHGOpPMAIIMHUX TEXHOJOrIH, a TaKoX HOBUX HEIJIACHUX 3aco0iB
ornepaTuBHO-po3NIykoBoi aisutbHOCTI (OP[]) y 60poTh0i 31 3m04rHHICTIO. Hampukiam, )OpCTKi JUCKH TEPCOHATBHUX
KOMIT FOTEpPiB TOPrOBLIB HAPKOTHKAMHU Ta 30pO€I0 MOXYTh MICTUTH (PiHAHCOBI 3alMCH Ta JIaHi MOAO TOCTABOK Ta
KITEHTIB. Y BHIAAKy BHKOPUCTaHHS 1H(GOPMAIIHMX TEXHOJOTIH A IUlaHyBaHHS a00 BUMHEHHS 3JI0OYUHY 3
KOMIT I0Tepa 3JI0YMHIS MOJKHA BUUTyYHUTH IUIaH BUMHEHHS NorpadyBaHHs a00 BOMBCTBA.

Jlyst 3aKOHHOTO 3HATTSI KOMII'IOTEpHOI iH(popMarii NoTpiOHI cremianbHi TEXHIYHI 3ac00M, y TOMY YHCIHI YiTKa
IOpUAWYHA OCHOBA JUISl YCTaHOBKM TaKMX 3aco0iB, ajie Bce 1€ HEMOJXJIMBO O3 CIieriajabHOi IMiATOTOBKM OpraHiB
nizHaHHA, cy0 ekTiB OP/I.

Oco0uBi TPYAHOIII BHWKIMKAIOTH MEPBICHI CIig4i [ii, 3B'sI3aHi 3 PO3CIIAYBaHHAM TPaHCHAIIOHAIBHIX
KOMII FOTEPHHUX 3JI09HHIB (KiOep37I09nHiB), 0 OB’ s3aHO 3 OararbMa npodiemami [1].

Pesynbratn mocmimkens, mo npoBoaatscs Llentpom Hocnimkennas [Ipobaem Komm iorepHoi 3moumHHOCTI, Ta
aHaJi3 MPAaKTUYIHOI AISIIBHOCTI MPABOOXOPOHHUX OPTaHiB IIOAO PO3CIiTyBaHHS KOMIT IOTEPHHUX 3JI0YMHIB CBiA4aTh,
IO JIOCHI/DKSHHS KOMIT'IOTEPHOT TEXHIKH, sKa BHIYYAa€ThCs HA MICII TOAIi, MOLIIGHO NPOBOJUTH B YMOBax
KpUMiHaJIICTUYHOI J1aboparopii, Ae 110 poO0Ty BUKOHYIOTh (paxiBli 3 HE0OXiAHOI NpodeciifHOI0 MiArOTOBKOIO.

[Hmme muTaHHA, e CHOTOMHI B3ATH TakuX (axiBliB, koau He oauH 3 BY3iB Vkpainm ix me He rotye. OTxe,
CBOTO/IHI Ha3pisla TrocTpa NoTpeda y MiATOTOBII Ta MEPENiAroToBII CHiBPOOITHUKIB NPaBOOXOPOHHUX OPraHiB, SKi
CHeLiaTi3yI0ThCs y 60POTHO1 3 KOMIT FOTEPHOIO 3JIOUYHHHICTIO.

210 Ilpasose, HopmamusHe ma memponociune 3abe3neyents cucmemu saxucmy ingopmayii 6 Yrpaini, sun. 3, 2001 p.



