IHANBITya bHI OCOOIMBOCTI YXBaJICHHS PIMICHHS JIFOTHHOIO-EKCIIEPTOM.
Peanizauis npunuuny BiporigHocti ekcniepTHoi ouinku 6e3neku indopmanii B KC o3nauae, 1mo:

* JUTA €KCHIEPTHOI OI[IHKY IIOBUHHI BUKOPHUCTOBYBATHCS Pi3HI METOAM MPUHHSATTS PillICHb;
* 3a0e3medyeThes 30ir pe3ynbTaTiB eKCIEPTHOI OLIHKY TP Pi3HUX METOAAX;
* BUKOPHCTOBYIOTBCSI HeQOpMallbHI METOIM ONTUMI3alii pillleHHs a8 CHCTeM, Je JIIoJWHa 3aiiMae

MIPIOPUTETHE MiCLIE; P TAKMX METOAAX LIYKAETHCS HE MPOCTO ONTUMAJIbHE PILIEHHsI, @ HAHOLIbII palioHaIbHE IS
BU3HAYCHUX YMOB, (DaKTOPiB 1 MapaMeTpiB CUCTEMH JUIS JOCATHEHHS MOCTaBJICHOT METH 1 IPUJATHE ISl HIUPOKOTO
KJ1acy 3aj7ia4 i yMOB €KCIIEpPTHOI OI[IHKH.

Ha n'sTomy piBHI iepapxil BU3HaYaeThcsl, M0 MOXKIMBUMH IUIIXaMHU pealtizalii eKCIepTHOI OLiHKK Oe3rnexn
inpopmanii B KC MoxyTh OyTH:

* po3po0Ka i BHKOPHUCTAHHS JUIs OLIHKH 3araJIbHOI METOJO0JIOT] Oe3eku iHpopMamiiHUX TEXHOIOTIH; TaKui
BapiaHT peastizalii eKCIepTHOI OLIHKY BUKOPUCTOBY€EThCs B €tuHNX MibkHapoauux kpurepisix CCITSE, 1996—-1997,
M0 TaKOX MOKJIAZCHI B OCHOBY MixkHapoaHoro ctanaapTty ISO/IEC 15408;

* METOJMIKa EKCIIEPTHOI OIiHKK 3axuieHocTi (Oe3mekn) iH(opMarii Bil HECAHKI[IOHOBAHOTO IOCTYIY B
KOMI'IOTEPHHUX CHCTEMax; Taka METOAMKa K HopmaTuBHUH nokyMeHT [lemapramenty CTC3I CBY mnoku Ha craxii
PO3pOOKH ;

* eKxcriepTHa omiHka 6e3neku iHpopmarii B KC i3 BUKOPUCTAHHIM E€KCIIEPTHUX CUCTEM IITYYHOTO IHTENEKTY;
JIOCBIJI TXHBOTO 3aCTOCYBaHHSI IIOKA3ye, 1110 BOHU HAWOUIbII MEPCHEKTUBHI JUIsl aBTOMATH3aIli] 1 IIBUILCHHS TapaHTii
CKCIIEPTHOT OIIHKH;

* iHIII pIIICHHS! KCIIEPTHOT OLIIHKK, 10 SKUX MOXXHA BiHECTH MEPCHEKTHBHI 1 CleliajdbHi METOH, 3ac001
aBTOMAaTU30BaHOI MINTPUMKH HPUHHATTA pIlleHb, HANPHUKIAA, CHCTEMH IIATPUMKHA HPUHHATTS KOJEKTHBHHUX
pimens, KoHQepeHUil 3 npuitHATTA pimeHb (decision conference), 1m0, HampUKiIag, yXe BUKOPHUCTOBYIOTHCS
HenTpom 3 mpuiHATTA pimieHb JIOHZOHCHKOI IKOIM €KOHOMIKH 1 TOJMITHYHHUX HAYK [5].

TakuMm 9UHOM, PO3TIISHYTI NUISXU PIlICHHS MPOOJIEMH EKCIIEPTHOI OI[iHKHU Oe3mekn iHdopMaIllii B KOMITFOTEPHUX
CHCTEeMax CBiIUaTh Mpo Te, 110 HEBUPIMICHUX MHTaHb IIe 0araTo sSK y TEOPSTUYHOMY, TaK i B IPAKTHYHOMY ILIaHi.
OO6roBopeHHs 1i€i TPoOIEeMH B HACTYITHOMY JOLTBHO MPOJOBKHTH.

Jlimepamypa: 1. [lakem 3 n'amu Hopmamuenux OOKyMeHmMi8 w000 3axucmy iHgopmayii 8i0 HecanKyioH08AHO20
oocmyny, Henapmamenm CTC3I CH Vkpainu, Kuis, 1999 p. 2. Illlopowes B. B., Hnonuyxuii A. E., Bausniox U. JI.
3awuma ungopmayuu komnviomepuvix cucmem om yepoz HC/[ u nayuonanvhvie Kpumepuu ee IKCNepmuol OYeHKU.
busuec u 6ezonacnocmo Ne 6, 2000 e., c. 5—6. 3. ’K-1 55-4-1998, c. 28-32, 5b-1-1999, c. 10-12. 4. Tapacos I'. I1.,
Llopowes B. B., Hionuyxuii A. E. Texuonozcuyeckas Kapma UCHLIMAHUL KOMNbIOMEPHBIX CUCMEM Ha
coomeemcmaue mpeboOBaHUAM OYEHUBAEeMO20 Kidacca be3onachocmu no medxncoyHapoonvim rpumepuam ITSEC,
TCSEC. Busnec u 6ezonacnocms Ne 4, 1998 2., c. 28-32. 5. Jlapuues O. U. ObwvexmusHble MoOenu u cyovbeKxmusHble
peuwernus. Hzoamenvcmeo BHUU cucmemuvix uccreoosanui AH CCCP “Hayxa”, M., 1987.

YJIK 681.3.06:519.248.681
AHAJIN3 METOA0B U CPEACTB 3AIIUTLI OT HCA

Anexcanop 3amyna, Buxmop Pysicenuyes
XapvKkoscKutli HAYUOHATLHBIL YHUBEPCUMEM PAOUOINEKMPOHUKU
Axyuoneprnoe oowecmeo « MUT»

Anomayis: ChopMy/Ib0BaHO KOHLEMNILiI0 3a0e3neyeHHs1 O0e3neKku iH(popMmanii B aBTOMaTH30BAHUX CHCTEMax
ii 00poOxu. PosriasnalrTbesi 0CHOBHI mpoOsemu, moB'a3ani 3 3a0e3nedyeHHsAM iHdopmaniiiHoi Ge3mexw.
OckisbkH chOroJHI Maiizke Bci HOBi po3podku cucteM 00podkH JaHuX BeayThbest HAa ocHOBI IIEOM, oqHiero
3 OCHOBHHX CKJIaJ0BHX HizcucreMu iHdopmauiiiHol Ge3nexu € migcucremMa 3aXHCTy JOKAJIBHUX POGOYHX
Mmicub. Tomy ocod/1uBa yBara npuiiisieTbes came uiii migcucremi.

Summary: The main task of this report is to propose the conception of information security in automatized
systems. The main problems of information security are considered in this report. Most of all modern
information systems consist of local personal computers. That is why subsystem of security of local
computers considered in report especially thoroughly.

Knouesvie crosa: UHHOPMaNIHOHHO-TeJIEKOMMYHHKAIMOHHbIE CHCTeMBbI, HeCAHKIIMOHNPOBAHHBIN HOCTYM,
JIOKaJIbHasi padoyasi CTAaHIHs, MPOrPAMMHO-ANNAPATHBIH KOMILIEKC, CHCTEMA 3alHTHI HHOpMAHH.
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B cBsi3u ¢ BBICOKOH mH(DOpMaTH3anmel obmecTBa mpodiema O0e30macHOCTH MH(POPMAIH BechbMa aKTyallbHa.
OpHako pemieHne 3Toi MPoOIeMbl, HECMOTPSI Ha OONBIION 00BbEM MPOBEACHHBIX MCCIEIOBAHNMN, YCIOXKHICTCS TEM,
YTO 10 HACTOSIIIIETO BPEMEHN B YKpPauHE U 3a PyOEKOM OTCYTCTBYIOT €AMHBIE OOLICIIPUHSTHIEC TEOPHUS] M KOHIIEHIINS
obecniedeHHs1 0e30MacHOCTH MHGOpMAalMKM B aBTOMATH3MPOBAHHBIX CHCTEMax ee o0paborku. B sT10il cBs3M
aKTyaJIbHOM TIpeicTaBisieTcss 3ajadya CO3JaHusl KOHUenuuu olecrieyeHus 0e30HacHOCTH WHQOpManuud B
ABTOMATH3MPOBAHHBIX CHUCTEMax ee O0paboTKW, a TaKKe aHallM3 CPEICTB 3allUTHl OT HECaHKIMOHWPOBAHHOTO
nocryna (HCII).

[Ipobnemsl, cBs3aHHBIE ¢ oOecriedeHUEM HH()OPMAIMOHHON 0E30IacHOCTH B COBPEMEHHBIX MH(OpMalMoHHO-
TeNIeKOMMYHHUKaMOHHBIX cucteMax (MUTC), 00bIYHO BKITIOYAIOT:

* 3aUTy MH(OOPMALIMOHHBIX PECypCoB JIoKanbHOU padoueii cranumu (JIPC) or HC/J;
* 3aIIUTY B JIOKAIBHBIX CETAX Iepeaadll JaHHbBIX;

* 3aIIUTY MEXCETEBOTO B3aUMO/ICHCTBYS;

* 3aIIUTY JIEKTPOHHON MOUYTHI M JOKYMEHTO000POTa;

* 3aIIUTY 3JICKTPOHHBIX IIATEKHBIX CUCTEM.

Ioncucrema nupopmannonnoit 6e3onmacuoctr (IIMB) Brimowgaer B cebs BeCh KOMIUIEKC CPEACTB M Mep IO
sammre uHMGopMmanuun MUTC. B [IUB kaxaomy Kiaccy CpeAcTB U Mep 3allUThl MH(GOPMAIMH BBIIENSETCS CBOS
3aja4a, B CBSI3M C YeM s CPEACTB M Mep OOBEAMHSIOTCS B IOJCHCTEMBI, KOTOpble (KaXkJas MO OTAEIbHOCTH)
pEIIAlOT CTPOrO OMpPEICNICHHBIC 3aJauyd, HO MPHU 3TOM coOiomgaroTcs Ienu co3manus [IMBb u npuHimner ee
noctpoenus. Tunosas [1Mb MoxkeT UMETh CIeAYIOUIYIO CTPYKTYPY:

* [TOJICCTEMA 3alUTHI JIOKAJBHBIX Pa004nX MECT;

* [I0JICHCTEMa 3aIlIUTHI JIOKAIBHBIX BRIYUCINTENBHBIX cetel (JIBC);
* [IOJICHCTEMa 3aIINTH MEKXCETEBOTO B3aMMOICHCTBHS;

* [IOJICHCTEMA ayJIUTa 1 MOHUTOPHHTA;

* [IOJICHCTEMA TEXHOJIOTUYECKOH 3aIINTHI.

ITockonpKy B HacTosimee BpeMs MHpoKoe pacupocTpaneHne noxyunian [I9BM u moutu Bce HOBBIE pa3pabOTKu
cucteM OOpaOOTKM J[aHHBIX BEAyTCd HAa HX OCHOBE, OJHOM W3 OCHOBHBIX COCTaBJIIIOIIMX IOACHUCTEMBI
nH(OpMaMOHHONW 0E30ITacCHOCTH SIBIAETCS MOACHCTEMa 3allUTHl JIOKAJIbHBIX pabdoumx MecT. [lon sokanbHOI
paboueii cTaHIMEH MOHMMAETCsl MEePCOHABHBIA KOMIBIOTEP NPH YCIOBHH, YTO OH HE IMOJCOEIUHEH K KaHajlaM
nepenauu NaHHbIX. Jl00as 3ammra B COBPEMEHHBIX MH(OPMAIMOHHBIX CUCTEMax HAa4YMHAETCs, MpPEeXIE BCEro, C
KOHKpeTHOro pabodero mecra. Kpyr BonpocoB, CBs3aHHBIX ¢ 0OeclieyeHueM ero 0e30MacHOCTH, 3aHUMAeT OJHO M3
TIEPBBIX MECT 10 OCTPOTE CTOSIIMX 33/a4 M MO pa3zHooOpasuro cpeactB n MeronoB 3amutsl JIPC. 3ammra JIPC
0COOCHHO aKTyajbHa emE M TOTOMY, YTO IO CTAaTHCTHKE OOJBUIMHCTBO HapyIlIEeHHMH B COBPEMEHHBIX
MH()OPMAIMOHHBIX CHCTEMaxX NPHUXOAWTCS MMEHHO Ha BHYTPEHHHMX HapyIIUTEIeH W MPOUCXOJUT TPH IOMOIIN
IITaTHBIX CPEICTB.

3ammra JIPC — 3a1aua KOMIUICKCHAS, COCTOSINAS M3 IIMPOKOTO Kpyra MpooOiieM, peleHne KOTOPBIX BO3MOKHO
TOJIBKO TOcTIe pa3paboTKu obmiei s cuctemsl nmonutuku 6e3onacHoctr (I116). PaspaboTka I1b Ha mepBoii ctanuu
BKJIIOYAET B ce0s THIATENBHBIN aHAIN3 BO3MOKHBIX YTPO3.

YTpo3bl MOXKHO KIaCCH(DUIIPOBATH MO CIEIYIOMINM IPHHIIUIIAM:

I) mo xapaxTepy AOCTyIa HapyIIUTEIA:
1) ¢ noctynom k I10;
2) ¢ 1ocTynaM TOJIBKO K alapaTHbBIM pecypcaM;
3) 6e3 mocrymna x JIPC;
II) mo xapakrepy NposIBICHUS:
1) akTUBHEIE;
2) IMacCUBHEIE,;
IIT) mo ucnonb3yeMbIM B XOZIe peali3aiiyl yrpo3bl CPEICTBAM:
1) ¢ ucmoIp30BaHMEM IITATHBIX CPENCTB, Bxoasamux B JIPC;
2) ¢ UCTIONB30BAHUEM JIOTIOJTHUTEIBHBIX CPEACTB.

[lepedeHp yrpo3 MPUBOAWTCS BO MHOTHX MCTOYHHKaX, Hampumep B [1, 2]. Co3manue 3amiumiéHHON CHCTEMBI —
3aJaya KOMIUICKCHAs], M PEIIAETCS OHA IyTEM IMPUMEHEHUs] IPOTrPaMMHO-TEXHUYECKHX METOJOB U CPEACTB, a TAKXKE
C IIOMOINBIO OPraHM3allMOHHBIX MEPONPUATHH. B COOTBETCTBMM € BO3MOMKHBIMH yTPO3aMH, MpeJlaraercs
CIIEIYIOUINH NepedeHb MEPOIIPUATHIL 110 3al[UTe JAHHBIX:

1) obecnieyenne KOH(OUACHIMAIFHOCTH U JJOCTOBEPHOCTH I0JIb30BATENbCKOW HH(OPMALINH;

2) pasrpaHnWyYeHHE JIOCTyNa MNoib3oBaresiell kK MH(opManuu, xpaHsmeics u obpabarbiBaemoii Ha JIPC npu
MPUMEHEHUU MHOTOIOb30BaTENIbCKOTO PEKUMA;

3) ayreHTH(UKaIUs [TOIH30BATENIEH U aBTOPU3ANKS JOCTYIA K 3aIIUIAEMBIM OOBEKTaM;

4) KOHTPOJIb LIEJIOCTHOCTH CEKPETHOI MOIh30BaTENbCKON MM CHCTEMHON HH(OPMAIIHH;

Ilpasose, HopmamusHe ma memponociune 3abe3neyenns cucmemu saxucmy ingopmayii 6 Yrpaini, sun. 3, 2001 p. 91



5) xoHTpOINB Tporiecca 3arpy3ku OC;

6) KOHTPOJIb IIEIOCTHOCTH allapaTHBIX PECypPCOB;

7) WCKIIOUCHHE HETaTHBHOTO BIMSHMSA Ha IMPOLECC (PyHKIMOHUPOBAHHS MONb30BATENBCKOIO HPHIOKEHUS CO
CTOPOHBI IPOTPAMMHOTO OKpY>KeHHs, ycTaHoBIeHHOTOo Ha JIPC;

8) KOHTpOJIL 3amycka 3aj1ay Mojb30BaTesieM (IOJb30BATEIIIO JIJISl 3allyCKa OJDKHBI OBITh JOCTYITHBI TOJBKO TE
3aJ]auk, KOTOPBIE SIBJISIOTCS Pa3pelIEHHBIMU B paMKax BbiOpaHHOi [1B);

9) 3ammra oT nodouyHoro MU u yreuku HHPOPMALIKH 110 LETSIM MUTaHUS U 3a3eMJICHUS;

10) ¢pusmueckoe ynaneHne ocTaTO9HON HH(pOpPMAIMK, BO3HUKatoIel B xone Gynkunonnposanus [10;

11) ayauT 1 npoToKoJIMpoBaHKe pabOTHI cpeACTB 3amuThl nHpopMarmu (C31), cucremuoro u npukinagaoro I10.

CpencrtBa 3auThl HHOPMAIHUHU, KOTOPbIE CETOHS MIPUMEHSIOTCS 1 TIO3BOJISIOT PELIATh OAHY WIM HECKOJIBKO M3
TIEPEYNCIICHHBIX 3a/ad obecrieueHnss nHpopmannonHoi 6ezonacHocty JIPC, MOXXHO pa3yienuTh HA MPOTrpaMMHBIE,
anmnapaTHbIE ¥ MPOTrPaMMHO-aMIapaTHbIE.

Crenyet BBIICTUTH MPOTrPaMMHO-AIIapaTHbIC PelleHns o obecrieuennto 3amuTsl JIPC, Tak Kak OHM TO3BOJISIOT
COBMECTHUTH B ce0e MPENMYIIECTBa aNapaTHOi (BBICOKast CKOPOCTh, 3aIUIIEHHOCTh OT YTEUKH HH(pOpManuu depes
M0OOYHBIE ANIEKTPOMArHUTHBIC M3TYyUYSHUS U HABOJKM) M IPOTPaMMHOHN (THOKOCTh M IIEPEHOCHMOCTD) pealn3anni, a
TaK)Ke YCTPaHUTh MPUCYIIHE B OTAEIHHOCTH NPOTPaMMHON MJIM AamllapaTHOM peanu3alusM HEeJOCTaTKU. Tak,
WCIIOJIb30BAHUE aNIMapaTHO-IIPOrPaMMHBIX CPEICTB 3alliuThl HMH(GOPMAalMK TO3BOJISIET BBIHECTH HEKOTOpBIE,
0COOEHHO KPUTHYHBIE K HEFaTUBHOMY BO3JICHCTBHUIO IPOLEYPbI, OCYLIECTBIISIEMbIE B JAHHOM CPEJICTBE 3allUThI, JUIs
peanuzali B annapaTHOW YacTH, YTO 3aMETHO IOBBIIIAET ypOBEHb 3aIUThl MH(opMmanuu. Hanpumep, QyHkumu
MmojicyeTa KOHTPOJIBHBIX CYMM 3alllMIIaeMbIX (aijioB peannu3yroTcss B allapaTHOW YacTh, TJA€ W XPaHATCS
BBIPaOOTaHHBIC 3HAYEHHSI ITUX CYMM.

PaccMoTprMm, Kak TpW IOMOLIM TpOTpaMMHO-anmapaTHbIX KomiutekcoB (ITAK) wmoryr ObITh pemieHsI
MOCTaBJICHHBIE Tepen noacucTemoit 3amutsl JIPC 3amaqn.

1) OGecnieuenne KOHPUACHIMATEHOCTH M JOCTOBEPHOCTH IOJIH30BATEIbCKOW MH(POPMAINH peaTu3yeTcs IMyTéM
npuMeHeHns cpeacts mudposanus u DLII, BEIIOIHEHHBIX Kak B BUIe aOOHEHTCKOro MIM(POBaHUS (OTIEIbHAs
IpOrpaMMa-BbI30B, 3aIlyCK KOTOPOHl IpPEIOCTaBIsSET IOJIb30BATEII0 BO3MOXKHOCTh TPHUMEHATh (YHKIHUU
mmbpoanus u OLII), Tak U B BHIE CPEICTB Npo3payHoro InudposaHus. Hamprumep, BbI30BbI (QYHKIMI
mrppoBaHUs BCTPAUBAIOTCS B HCIOJb3yeMoe Iojb3oBarenbckoe [10, B xome pabOThl KOTOPOTO HE3aMeTHO
(«mpo3pauHo») [UIs TOJIB30BATENsl MPOUCXOIUT BBI30OB ATUX (QYHKIMH 13 npukiaaHoro [10. Ilpu aTom, anropurmsl
mmdposanust 1 DLIT MoryT ObITh peasn30BaHbl alNapaTHO, YTO MO3BOJISIET FAPAHTHPOBATH LIEIOCTHOCTh allTOPUTMA
KpurnTorpadguieckoro npeoOpa3oBaHMs, MOBBICUTH CKOPOCTH BBIIOJHEHUS NpeoOpa3oBaHMM, 3arpykarb KIFOUU
mrppoBaHUs 0 3aIlyCKa OINEpallIOHHOW CHCTEMbI B PErHCTPBI MIN(POIIPOLEeccopa U XpaHUTh UX TaM B Ipolecce
00paboTkn (aitioB 6e3 BBITPY3KHM B OINEPATHBHOE 3alIOMHUHAONIEE YCTPOICTBO, YTO TapaHTHPYET COXPAaHHOCTh
KIIFOUel OT HECaHKIMOHMPOBAHHOTO JOCTyIa. 3HAYUTENHbHO TMOBBIMIACT HAJEKHOCTh KIIOYEH MH(POBaHUA H
AIEKTPOHHON TIOJIICH BCTPOCHHBIN alllapaTHRIA JATYNK CIyYaHBIX dncel. JKemaTenpHO Takke, 9To0s [TAK nmen
uHTepdeiic Kk aganTepy cMapr-kapT W (WiM) K KOHHEKTOpy touch-memory, 4TO MO3BONMIO Obl XPaHUTH KIFOUU
mm(poBaHUI Ha CMapT-KapTax | (WiIHM) «TabieTkax» touch-memory.

2) B mensx pasrpaHuueHMs IOCTYyIa MOJb30BaTenei K MHPOpMANUU YacTO HCHOIB3YIOTCS LITATHBIE CPEACTBA
OC. BcenenctBrue HeOCTaTKOB B MX peaM3allii, 4acTO BO3HMKAET JKEJaHWE UMETh OoJiee HaAEGKHYIO 3alUTy OT
HCJH, uro mnpuBOOUT K HEOOXOJMMOCTH IPUMEHEHHS [OMNOJHHUTEIBHBIX CPEICTB pPasrpaHUYEHHs JOCTYyIa.
Opranuzanus j1octyna K Kakou-imu6o uHdopmanuu, Oyap To (Gaiiibl, JUPEKTOPHUH WIIM JIOTHYECKHE JUCKH, MOXKET
OBITH OpraHU30BaHa 110 YPOBHIM KOHQHJICHIHAILHOCTH. Hanpumep, Kak1oMy JIOTHYECKOMY JIUCKY MPUCBANBACTCS
ypOBeHb KOH(MIECHINAIBHOCTH, a KaXJIOMY IIOJIb30BAaTEII0 ypOBEHb jocTyma. Ilosb30Barento JOCTYN K JIUCKY
pasperaeTcsi, eciii ypoBeHb KOH(PUICHIIMATLHOCTH HE MPEBBINIAET ypoBHS nocTyna. CHuCKN MISHTU(PHKATOPOB H
Ipyryto uHpopMammio, kacarourytocss C3U, kenaTrenbHO XpaHWTh BO BHYTPEHHEW, YHEPrOHE3aBHCHUMOM MaMSTH
ITAK.

3) AyTeHTH(HKAIMS ITOJIB30BATENCH W aBTOPHU3AIHS IOCTYA K 3aIIUIIAEMbIM 00BEKTaM MOXKET MPONU3BOIUTHCS
C MCIOIb30BaHUEM KPUNTOrpaMIeCcKnX METOI0B WM MHAUBHIYAJIbHBIX HOcUTENeH (touch memory, cMapT- KapThl,
ruOKNe MarHuTHbIE JucKn). [Iponenypsl naeHTH(GUKAMY, ayTeHTH()UKAIMN MTOIb30BATENS JKEIATENbHO IPOBOJUTH
JI0 3arpy3KH OIEpalMOHHON CHCTEMBI, HallpUMep, IyTeM IiepexBaTa yNpaBICHUs BO BpPEMs TaK Ha3bIBAEMOMU
npouenypsl ROM-SCAN. CyTth mnponeaypsl 3akimouaercss B ToMm, uro BIOS mocime mpoBepkd OCHOBHOTO
0o0Opy/sIOBaHUSI W TPOBEPKM KOHTPOJbHOW cymMmbl [I3Y TIpOM3BOAWT BBI3OB CTAaHIAPTHOH TPOLEIYpHI
VMHHIUAIN3AIH, KOTOpas HaXOAMTCS Mo orpezeraeHHoMmy anpecy I13Y. Dra npoueaypa Moxer ObITh 3amMeHeHa. B
pe3ysbTaTe, eclii MoJIb30BaTeNb He HACHTH(GUIIMPOBAH WIM HE ayTeHTH(QHIIMPOBAH, TO BO3BpaTa U3 MPOLEAYPHI HE
MIPOMCXO/IUT, U NAbHEWIIas 3arpy3Ka BBIIOIHATHCS He OyneT. CIHCOK MACHTH(HUKATOPOB KeNaTelbHO XPaHUTh B
sHeproHe3aBucuMoil mamsatu ITAK. Jlns mpoBeneHus mpouenayphl ayTeHTH(PHUKANNN TOJDKEH OBITH MpeayCMOTpPEH
PESXUM BBOJIa ITAPOIIS B CKPHITOM BHJE — B BHJIE CHMBOJIOB <*>.
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4) KoHTpoNb HEIOCTHOCTH CEKPETHOH MOJIh30BAaTENFCKOW WM CHCTEMHON WH(POPMALUU peaTu3yeTcs MyTEM
MPUMEHEHUSI POTPaMM, BBIMOJHAOIMNX (PYHKIUHM TeHEpalyi KOHTPOJBHBIX CYMM H HMX NPOBEPKH, OCCKIIIOUEBBIE
Xem-(QyHKIMA WIX MUMUTOBCTaBKU. KOHTPOJb WENIOCTHOCTH HH(OPMAIUHM TNPEAnojaraeT CUCTeMAaTHYHOCTh e
nposenenus. Hampumep, nmbo agMuHHCTpaTop 0€30MacHOCTH JAOJDKEH WHHUIMUPOBATH €€ C  IOMOILBIO
OpTaHHU3aIMOHHBIX Mep, JIU00 B NpUKIaaHOe WU cucTteMHoe 110 J0mKHbI OBITh BCTPOCHB! (DYHKIMH, PEaTU3YIOIINE
KOHTPOJIb LIEJIOCTHOCTH, KOTOpBIE aBTOMAaTH4YeCKH BbI3bIBatoTCs [10 HemocpeacTBEHHO Nepes TeM, Kak MPUCTYIUTh K
pabote ¢ 3amuiaemoii napopmanueii. B aToMm citydae 3amyck apaiiBepa, pabOTarOIIEro ¢ KIF0YaMy MOJIb30BaTENs,
JIOJDKEH MPOUCXOJUTE C MPeABApUTENbHBIM KOHTPOJIEM €r0 LEIOCTHOCTH, UM KOHTPOJIEM IETOCTHOCTH KPUTHYHBIX
cUcTeMHBIX (aitioB ((aiijIoB HACTPOEK, CHCTEMHBIX IpaiBEepoB M T. N.) IEpea WX 3arpy3Koil B NamsTh WU
nepegadei UM yrpaBlIeHHsL.

5) [HomxHa ObBITE oOeccmedeHa 3arpy3ka cTporo omnpeaenéHHoir Bepcun OC u  OmOKHpoOBaHA
HECaHKIIMOHNPOBAaHHAs 3arpy3Ka ¢ BHEIIHMX HOcHTelned min n3 cetn. Ocoboe BHUMAaHHE CIEAYET yICIUTh TOMY,
YTOOBI BO BpEMS OCYILIECTBJICHHS KOHTPOJIBHBIX Mpouenyp (uaeHTH(HUKanus, ayTeHTH(UKAIMs IOJIb30BATEN,
MIPOBEpKa IEIOCTHOCTH) ObliTa 6J0KkupoBaHa 3arpy3ka OC B 00X01 3THX MPOIERyp C AHcKa A.

6) KoHTpob 1IeTOCTHOCTH anlapaTHBIX PECypCOB HEOOXOANMO OCYIIECTBIISITh HETTIOCPEACTBEHHO MIEPE] TEM, KaK
nmojib30oBareb HauHET padotate ¢ JIPC. Ecnm 3adukcupoBaHO HECAHKIIMOHMPOBAHHOE HM3MCHEHHE armapaTHON
yacTH WM KoHdurypauuu annaparHoi yactu JIPC, padora ¢ nannoit JIPC nomkHa G10KMpOBaThCS.

7) WckiroueHne HEraTMBHOTO BIMSHMS Ha mNpolecc (yHKIMOHMPOBAHMS TOJIB30BATEILCKOTO MPHIOKEHHS CO
CTOPOHBI TPOrPAMMHOTO OKpY)KeHHMs1, ycraHoBieHHoro Ha JIPC (mporpamMMHOe OKpYXEHHE — Jpyroe HMpUKIaIHOe
[10, kotopoe paboraer Ha nmannHoW JIPC). 3ajmaua akTyasbHa B MHOTI'OIIOJIB30BATENbCKUX CHUCTEMax, IZl€ OAWH
3apEerHCTPUPOBAHHBIN TT0JIB30BATENb, SBISIOMINICS HAPYIIUTEIEM, MOXKET Pealn30BaTh MPOrpaMmy, KoTopas OyaeT
CTapTOBAaTh BO BpeMs pabOTHI APYroro IOJIb30BATEINS, MPU 3TOM 3JIOYMBIIUICHHHUK OYJIET MMETh BO3MOKHOCTB
MOy4aTh JOCTYN K KOH(QHICHIMAIbHOW wnHpopManmu. J[laHHas 3amada pemraeTcs € IOMOIIBIO KOHTPOJIA
nenoctHoct siapa OC W rapaHTHH OTCYTCTBHS IporpamMM-3akiafok B cucremax [10. Xors rapaHTHpOBaTh
OTCYTCTBUE 3aKJAJOK OYCHb CIOXKHO M IIPAKTHYECKM HEBO3MOXKHO, TaK Kak Ha ceroansmHui aeHs I10,
ycranosneHnoe Ha JIPC, garme Bcero 3apy0eXHOTO MPON3BOICTBA.

8) Kontpous 3amycka 3a/1a4 1mosib30BaTeNIeM MOAPAa3yMEBaeT TO, YTO MOIB30BATENIO ATl 3aMycKa JOJKHBI ObITh
JOCTYIHBI TOJIBKO TE€ 3aJa4yM, KOTOpbIE SBISIOTCS pa3pell€HHBIMHM B pamkax BblOpanHoit [1b. 3apmaua moxer
pemaTbcs Tak: aAMUHHCTPATOp OIpeneNseT MepeueHb PaspelleHHBIX K 3allyCKy Ha KOMIIBIOTEpE MpPOrpaMM, OHH
TOJINUCHIBAIOTCSL 3JICKTPOHHOW 1IM(POBOH MNOANUCHI0 aAMUHHCTpATopa M MPOBEPSIOTCS Ha LEIOCTHOCTh IPH
3aITyCcKe.

9) 3agaun 3ammTel OT MoboyHoro OMMU u yreukn mHpOpMANWKM 1O HEMSM HMUTAHUS W 3a3€MIICHUS PEHIaloTCs
myTéM aHaJIM3a CIEKTpa N3IydeHus anmaparHoii yactu JIPC, npoBeneHns crienuaibHEIX padoT MO IKPaHUPOBAHUIO,
¢upTpanny MOOOYHBIX OINACHBIX CHTHAJIOB MJIM CO3JIaHMS KOHTPOJIHPYEMOH TEPPUTOPHH, 3a IpEresiaMH KOTOPOH
MMOOOYHBIE U3ITyUCHHUS (CUTHAIIBI) HE MIPEACTABISIIOT OMIACHOCTH B CHILY TOTO, YTO MX YPOBEHb HHUYTOKHO MaJl, YTOOBI
MOXHO OBIIO MX 3aperHCTPHUPOBATh JaK€ C IOMOINBI0 COBPEMEHHBIX CpeACTB. MOTyT ObITh HCIOIB30BaHbI
TEHEPaTOphl IIIyMOB, IO3BOJIIONIME CO3/aBaTh BBHICOKHMH YPOBCHb IIOMEX, YJIOBHTh 332 KOTOPBIMHU HECYIIMH
MH(OPMALIUIO CUTHAJI 3aTPyJHUTENBHO.

10) IIpoGnembl Gpu3ndeckoro ynajaeHusi OCTaTOYHOW MH(OpPMALMK BO3HUKAIOT B CHIIy TOTO, YTO NPHKIATHOE U
cucremuoe I1O coznator BpemenHbie (aitnbl; B HekoTopbix OC cymiecTBYIOT (aiiibl NOAKAYKH, MM CTPaHUYHBIC
¢aiinpl, 1 He peanu30BaHO (QU3MYECKOe 3aTHpaHue yaanseMod uHpopmanuu. Crneayer 3ameTuTb, 4To (ailibl
MOJIKAYKH MOTYT COZAEpKaTh KOH(HICHIHAIbHBIC JaHHbIE B OTKPBITOM BHJE, MOATOMY OHH YacTO SIBJISIOTCS
HanOosee ys3BUMbIMU MecTamu B C3U.

11) Jns ocymiecTBiieHHst ayuTa U NPOTOKOJIMPOBaHUs paboTel cpenacts 3, cucremuoro u npukiagnoro 110
xopomast C31 nomxHa BeCTH KypHaJI pabOoThI (TOCTYITHBIN TOJIBKO aJMHUHUCTPATOPY), B KOTOPOM PETUCTPHPYIOTCS
CJIC/TYTOIIIIE COOBITHS:

YCTaHOBKa CHCTEMBI HAa KOMITBIOTEPE;

BXO/I TIOJIb30BATEIS B CUCTEMY;

MOMBITKA JIOCTYTIA K 3aMPEIIEHHOMY JIOTHIECKOMY JHCKY;
3ammmpoBanue/pacundppoBanue/epeinppoBbIBAHUE JHCKA;
Jo0aByieHHEe HOBOTO TOJIb30BaTENs;

CMEHa MOJTHOMOYHH MOJIb30BaTENS;

yZaJeHue MoJIb30BaTeNs;

MPUYUHBI OCTAHOBA CUCTEMBE;

TIOTIBITKA 3aITyCKa Hepa3penIeHHOH porpaMMmBl;

HapylIeHHe IeJIOCTHOCTH Pa3pelIeHHOH TPpOrpaMMmBl.
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Takum 00pazoM, B pe3ysibTaTe MPOBEICHHOTO aHamm3a ysA3BUMBIX MecT MTC, BO3MOXHBIX KaHAJIOB JOCTYIA
(WTAaTHBIX M HECAHKIMOHMPOBAHHBIX) K MH()OPMALMOHHBIM pecypcaM NPEIIoKeH PAA METONOB M MEPONpPUSTHIH,
MO3BOJIIOIIMX Hauboyiee IOJMHO MEPEKPBITh HM3BECTHBIE YIPO3bl, M IaHbl PEKOMEHAAIMM IO OpraHMU3alUx
BBIIIOJIHEHUS 3TUX MEPONPUATUI B IpOrpaMMHoO-amapaTHoM ucnoianenuu [1Ub.

Jlumepamypa: 1. Ilempos A. A. Komnsromepuas 6ezonacnocme. Kpunmoepaghuueckue memoowol 3auumol. M.
2000. 2. 3aoipaka B., Onexciox O. Memoou szaxucmy @inancosoi ingpopmayii. Kuie: Buwa wkona, 2000. 3.
Menvruxos FO. H. 3awuma ungopmayuu 6 xomnvromepHvix cucmemax. M.: @uwuancel u cmamucmuxa,
Dnexmpoungopm, 1997.

V]IK 681.3
AHAJIN3 TEXHUYECKNX KAHAJIOB YTEUKA UHOOPMALIMUA
U METOJIOB 3ALLMTHI

Anexcanop Jlagpenmupes
HUI] «TE3UC» HTYY «KIIH»

Annomayusa: TIpUBOAMTCH aHAIM3 COCTABJISIIOIIUX TeXHHYECKOTr0 KaHAla YTedkH HHopManum,
KJaccupuKanus CpeACTB 3alUTbl, PACCMOTPEH CHCTEeMATH3UPOBAHHBIH IOAX0A K OpPraHH3alUH
TeXHHYeCKO# 3a1uThl HHPOPMALUHU.

Summary: The analysis of outflow, making the technical channel, of the information is
resulted,Classification of means of protection, approach to organization of technical protection of the
information.

Knioueswie cnoea: Undopmanusi, yreuka HHpopMannu, TeXHHYECKHe KaHAJIbI yTeYKH HHQOPMALHH.

I Mecto npoTuBOeiicTBHS TEXHHYECKHM pa3BeakaM B cucteme T3U

C paszButueM HH(GOPMAIMOHHBIX TEXHOJIOTMH OCHOBHOW yrpo3oi yisi HH(OpMaluy ¢ OrpaHUYE€HHBIM JIOCTYIIOM
(UcOO) crama mpobsiema HecankimonupoBanHoro gocryna (HCJ). OmHako 3TO HE yMEHBIIAeT OMACHOCTH
HECAHKIIMOHMPOBAHHOIO IMepexBara WHGOPMAMM W 1O TEXHUYECKMM KaHaimaMm. OCOOCHHO 3TO Kacaercs
WH(GOPMAIIMOHHBIX CHCTEM, He UMCIOIINX BBIXOJA 32 TPEACTBl KOHTPOIUPYEMOU TeppUTOpUH. B 3TOM citydae mis
Pa3BEIKU HET aJbTEPHATUBEI, KPOME KaK HCIIOJIB30BAHNE TEXHHUYECKHUX CPEJICTB IepexBaTa HHPOPMAIUH.

[pemiaraercss BO3MOXKHBIA BapUAHT MOJIX0/Aa K KIACCUDUKAIIMHA TEXHUUCCKUX KAHAIOB YTCUKA MHPOPMAIUHN U
METOJ/IOB 3alllUThI, KOTOPbIE MOTYT JieYb B OCHOBY OpTaHHM3al[il CHUCTEMbl MPOTHUBOJCHCTBHUS TEXHUYECKHM
pasBeKam.

IT Ananu3 cTpyKTYyphbl TeXHHYECKHX KAaHAJIOB yTeYKH HHpopManuu

ITo ompenenenuto, texHudeckuit kanan yreuku (TKY) unbopmanmm npencrasiser coOoil COBOKYIMHOCTB
MCTOYHHMKA MH(OPMALINH, CPEIbl PAaCIIPOCTPAHEHHUS CUTHAJIA U pa3BenannapaTypsl (puc. 1).

Hctounnk Cpena Pa3BenpiBaTenbHas
uH(popMaluu pacrpocTpaHeHus anmaparypa

Pucynoxk 1

Orto 6a30Basi cxeMa TEXHHUYECKOTO KaHalla yTeukd uHpopmaimu. OHa HE OTPaXKaeT CYIISCTBEHHBIX DJIEMEHTOB
mpollecca TEXHUYECKOW pa3BeJKkd. B KOHEYHOM HTOre pPa3BebIBATENILHBIC COOOIIECTBA HMHTEPECYIOT HE MOJS,
KOTOpBbIE OHHU IIEPEXBATBHIBAIOT, & CBEJCHUS, KOTOPbIE OHM MOTYT TOJIy4YHTh HA OCHOBAaHWH pa3BeaHHbIX,
MOJYYEHHBIX C MOMOIIBIO HepexBara. JTH CBEICHUS HE MEepPelaloTCs HAmpsSMYyIo, a MPETepreBaloT LENblil psj
npeoOpa3oBaHuii, MPUBOAIIMX K BO3MOXKHOCTH MOSIBJICHUS, PACHpPOCTpaHeHHs WH(OPMALMOHHBIX MOJIEH U HX
nepexBaTa W BOCCTAHOBJCHHS CpEICTBaAMH TexHHYeckod pasBenku. C yderom 3toro TKY MoxHO mpencraBuTh
cienyronmmM oopazom (puc. 2).
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