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VK 004.684.3 . .
IMPOBJIEMMU 3AXNUCTY IH®OOPMAIIII B YKPAIHI

Muxaiino Ilpoxoguves, Bonooumup Xopowiko*
HIL] «TE3ICy» HTYY «KIII»
*Hayionanvrutl asiayitinuil yHigepcumem

Cmamms:. 6 cmop., 5 0xcepen.

Ha mincraBi cucTeMHOrO 1 IIPEIMETHOTO aHali3y 3MICTYy 1 palliOHAJbHUX HUIIXIB 31iHCHEHHS (YHKIIH 3aXUCTy
iHpopmanii B Ykpaini copmoBaHi JecsiTh 3aBAaHb LIOAO CTBOPEHHS CHCTEMHO-TIOBHHX MEXaHi3MiB 3aXUCTY
(pyHkuifi mepmoro BHAY, SIKi MalOTh Ha MeETI CTBOPEHHS MEXaHI3MIB 3axHCTy) i YOTHPH KJAacH 3aBIaHb 3
3a0e3medeHHsT Oe3MepepBHOTO 1 ONTHMANBHOTO YIIPABIiHHA MeXaHi3MaMH 3axucTy (QYHKIIi Ipyroro BHIY, SKi
MalOTh Ha METi YNpaBIiHHSA MEXaHI3MaMH 3axHucTy). 11 momanmpmioro po3BUTKY CHCTEMH TEXHIYHOTO 3aXHCTy
iapopmanii (T3I) cmixg mocTiitHO BHpimyBaTH 3a;adi, IO CTOCYIOTBCS YCHOTO KOMITIEKCY mpobiem y chepi T3
Buningrors yMOBHO TaKi rpymH: paBOBi, HOpPMaTHBHO-METOMYHI, TEXHIYHI, OpTaHi3aIliifHi Ta METPOIOTiYHi.

3a pe3ynbTaTaMH aHANI3Yy 3aKOHOAABYOI 0a3m YKpaiHW B Tady3i iHpopMamiiHUX BiTHOCHH BHIiNEHI OCHOBHI
npaBoBi mpoOiieMH 3aranbHOi cucTteMu 3axucty iHpopmauii. Cepea HUX BUAUIAIOTH: BIJICYTHICTH YITKOTO
BU3HAYCHHS IIpaB Ta OOOB'3KIB y4YacHHKIB I1H(OpMalidHMX BIIHOCHH, HEJOCTaTHHO YiTKa perjaMeHTaris
BUHHMKHEHHSl NpaBa BJIACHOCTI Ha iH(QOpMAIlil0 Ta BU3HAYECHHsS BHIIB, TUIIB, 00csriB iHdopmamii 3 oOMexeHUM
JIOCTYIIOM, III0 HE CTAaHOBHTH JIEPKABHY TAEMHHIIO, BIJICYTHICT 4iTKOI JieTallizallii MpaBoBUX HOPM, 110 BU3HAYAIOTh
MpaBO OCOOMCTOCTI PO3MOpsAKATUCS iH(pOpMAILIi€to po cebde.

Iloka3aHo, IO BH3HAYCHHS KOHKPETHOI MoOjemi 3arpo3 iHdopmarii Ha 00’ekTi Ta i KOMIUICKCYBaHHS 3
3araJbHOI0 MOJICIUTIO 3arpo3, sika OyZe OMMCYBAaTH y BUIILIII MaTEeMaTHYHHX MOAENEH peaibHI TEXHIYHI KaHaIH
BHUTOKY iH(OpMaIlii, TeXHIYHI 3acO0M 3aXHCTy 1 TpOIecH 3aXWCTy iH(OpMAIlii, TO3BOJSE CTBOPUTH 3aMKHECHY
CHUCTEMY MOJCTIOBaHHA KOH(QIIKTHOT 00pOThOM — crcTeM po3BiIKH i 3axucTy. 3acodu T3] moBHHHI CTBOPIOBATHCS 3
ypaxyBaHHSIM OOCTAaBHH, SIKi BH3HAYalOTh HEOOXIAHICTh KOHIICHTpAIlii HAYKOBHX Ta IHKCHEPHHUX 3YCHIb IS
BUDIMICHHS TPOOJIEM PO3BUTKY TEXHIYHHX PO3BIJOK B YMOBaX IIEBHOI HEBU3HAUEHOCTI iH(popMamii mpo HHX,
OLIIHIOBaHHSI iHPOPMATHBHOCTI MOKIIMBUX TEXHIUHUX KaHANIB BUTOKY iH(OpMallil B yMOBax 1X KOMILJIEKCYBaHH:I.

Jnst ycmimHOro BHpILIEHHS OpraHi3aliiHUX MpoOieM IOUUIBHO BHIUIMTH 3 HUX OJIHY, a CaMe CTBOPEHHS
CHCTEMHU IiJITOTOBKH, MiJBUIICHHS KBadidikaii Ta nepeniaroroBku ¢axisiis 3 nutanb 131

3 mos3uImiii Merponorii 3a3HayeHo, W0 B JiI0YMX Ha CHOTOJHI HOPMAaTHBHHX TOKyMeHTax y cdepi T3l ne
perJIaMeHTYEThCSI BYKMBaHHS YHI(DIKOBAHMX MOKA3HUKIB TOYHOCTI pe3yNbTaTiB BUMIpIOBaHb (BUNpoOyBaHb). BoHM
CIHPAIOTHCS Ha Pi3HI METOIM 1X OLIHIOBAHHS, B1IOOPaXKArOTh Pi3HI MiIXOAM 10 BUPIMICHHS BUMIPIOBAIEHUX 3aBJaHb
1 TOMy IOTaHO y3TOJIKYIOTHCS OJIMH 3 OJMHUM. HeoCTaTHRO yBaru NpuaiicHO BU3HAYCHHIO KBamiikamii BHKOHABIIB
pobir y cdepi T3l. Bce mne He cnpuse 3a0e3neyeHHIO €IUHOTO IMIAXOAY A0 TPOBENCHHS BUIPOOYBaHb
(IHCTpYMEHTaJILHOTO KOHTPOJIIO Ta arecTtarii) B cucteMi T3I, mo Mo)ke MpHU3BECTH A0 HEJOCTOBIPHUX PE3yJbTATIB
IIpU TPOBEICHHI BHUMIpIOBaHb 3HAYCHb MNapaMeTpiB IMOOIYHMX BUIPOMIHIOBaHb Ta HaBEJCHb. BiicyTHiCTH B
JOKyMEHTAIlil Ha TNpOBEJICHHS BUIPOOYBaHb YMOB 1 XapaKTEpPUCTHUK, NPU SKUX Oyl BU3HA4YCHI JIEKJIApOBaHI
rapameTpH, poOJIsiTh HEMOXKIIMBUM KOPEKTHHH MEepepaxyHOK BiIMOBIHNX BETUYHH.

B mimomy Bci Ha3BaHi i 06araro iHmMMX TPoOJieM MOXKYTh OYTH BHUpIIICHI TiTBKA B PE3ylbTaTi CTBOPECHHS
HOpMaJTbHO (DYHKITIOHYIOUO1 HarioHaabHOI cuctemu T3I.

INPOBJIEMBI SAHIUTHBI UHOOPMAIINUHU B YKPAUHE
Muxaun Ilpokoghvee, Braoumup Xopomko*
HUI] «TE3UC» HTYY «KIIH»
*Hayuonanvuvitl a8UAyUOHHbI YHUBEPCUMEm

Ha ocHOBaHMM CHCTEMHOTO W MPEAMETHOTO AaHAIN3a COMACP)KAHWS W PAIMOHANBHBIX IyT€H OCYIIECTBICHHS
GyHKIMA 3amuTel WHOOPMAIMH B YKpawmHe C(HOPMHPOBAHBI MECATh 3a4ad II0 CO3/IAHUI0 CHCTEMHO-TIONHBIX
MEXaHHU3MOB 3aIIUTHI ((PYHKIIUH IEPBOTO BUJIA, UMEIOT IIEIBI0 CO3/IaHME MEXaHU3MOB 3aIl[UThI) U YETHIPE Ki1acca 3a1a4y
Mo O0ECHEYCHUIO HEMPEPHIBHOIO M ONTUMAILHOTO YIPABICHUS MEXaHW3MaMU 3alUThl ((PYHKIMU BTOPOTO BHUJA,
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UMEIOT LENbI0 YIpPaBICHHS MEXaHU3MaMH 3alluThl). [ JambHENIIero pa3BUTUS CHUCTEMbI TEXHUUECKON 3aIlUTHI
urpopmannu (T3M) cnexyer MocTosHHO pemiaTh 3ajay, KacalollMecsi Bcero Komiuiekca mpotiem B chepe T3U.
BhIAesI0T YCIOBHO CIEAYIOLINE TPYIIBI: IPABOBIE, HOPMAaTUBHO METOIMYECKHE, TEXHUUECKUE, OPTaHU3a[MOHHbIE 1
METPOJIOTHUECKHE.

Io pe3ynpraTaM aHamM3a 3aKOHOATENHHON 0a3bl YKpauHBI B 007acTH MH()OPMAIMOHHBIX OTHOUICHUH BBIICICHBI
OCHOBHBIE IIPaBOBBIE IPOOIEMBI 00IIEH CHCTEMBI 3amuThl HHpopManun. Cpean HUX BBIACIAIOT: OTCYTCTBHE YETKOTO
OIpENiCNICHUsT MpaB M OO0A3aHHOCTEH YJYacTHMKOB HWH(MOPMAalMOHHBIX OTHOIICHHM, HEZOCTATOYHO YeTKas
periIaMeHTalys] BO3HUKHOBEHHUS IIpaBa COOCTBEHHOCTH Ha HMH(GOPMAIMIO M ONpEleleHHE BHIOB, THI, 00BEMOB
MH(OpPMAlMK C OrpaHUYEHHBIM JIOCTYIIOM, HE COCTABJISIOIICH TOCYJapCTBEHHYIO TaiiHy, OTCYTCTBHE YETKOW
JIeTajM3aliy PaBOBBIX HOPM, OIIPE/ISIISFONIMX PABO JIMYHOCTH PacropsbKaThest MHpopMalueii o ceode.

[okazaHo, yTO ompezeneHne KOHKPETHOW MOJeNH yrpo3 MH(GOpMaluu Ha OOBEKTE M €€ KOMIUIEKCUPOBAHHUE C
o01Iel MOJIeNbI0 YTpo3, KOTOpas OyAET ONUCHIBAaTh B BUJIE MAaTEMATHYECKUX MOJIeJIeH peabHbIe TEXHUYECKHUE KaHalIbl
yTeukd WH(OpPMAIMK, TEXHHYECKHE CpPEICTBA 3allUThl M MPOLECCHl 3allUThl MH(POPMALUK, MO3BOJISET CO3/AaTh
3aMKHYTYIO0 CUCTEMY MOJICIIUPOBaHUS KOH(IMKTHON O0pbhOBI — crcTeM paszBesiku U 3amuthl. Cpencrea T3U nomkHbI
CO3/1aBaThCA C yIETOM OOCTOSITENBCTB, KOTOPBIE ONPEACTAIOT HEOOXOIMMOCTh KOHIIEHTPAIINY HAYYHbIX W HHKCHEPHBIX
YCWIMH U peIIeHWs TpoOieM, CBS3aHHBIX C pa3BUTHEM TEXHHYECKMX pa3BElOK B YCIOBHSIX HEKOTOPOH
HEOTPEIEICHHOCTH WH(OPMAMK O HHX, OLCHKAa MH(POPMATHBHOCTH BO3MOXKHBIX TEXHHYECKHX KaHAJIOB YTEUKH
rnH(pOpMaIHH B YCIOBHAX UX KOMIUICKCHPOBAHHSI.

Jnst ycriemHoro penieHuss OpraHM3allMOHHBIX NPOOJIEeM I1enecooOpasHO BBIAEIWTh M3 HHUX OJHY, a HMEHHO
CO3/IaHHE CHCTEMBI ITOJrOTOBKH, TTOBBIIICHNS KBATN(HUKALMHI 1 IIEPETIOATOTOBKH CIIENUAIMCTOB 1o Bonpocam T3U.

C mo3uIHii METPOJIOTHH YKa3aHO, YTO B JCUCTBYIOIIMX HA CErOIHs HOPMATHBHBIX JOKyMeHTax B cdepe T3U He
peryiaMeHTHpYeTCsl IPUMEHEHHE YHU(DUIIMPOBAHHBIX TTOKa3aTeNle TOYHOCTH pe3yIbTaToB M3MEpPEHMH (MCIIBITAHUH).
OHM onMparoTCs Ha Pa3NIUYHbBIC METOMBI UX OLCHKH, OTPAXKAOIINE Pa3IMYHbIC TOAXOIbI K PEIICHUI0 H3MEPUTEIbHBIX
3aJad M TO3TOMY IUIOXO COINIAacyloTcs Jpyr ¢ ApyroM. HenoctaTouHo BHHMaHHSA YIETCHO OIpEIeTICHUIO
KBanmuuKanuu ucroiHuTene padot B chepe T3U. Bee 310 He crocobcTByeT 00€CneUeHNIO eMHCTBA UCTIBITAHHMA
(MVHCTPYMEHTAJIBLHOTO KOHTPOJIS M aTTecTanuu) B cucreMe T3V, 4To MOXKET MPUBECTH K HEIOCTOBEPHBIM PE3YJIbTaTaM
IpY TPOBEJICHUM M3MEPEHUI 3HAUCHMI IapaMeTpoB MOOOYHBIX M3JTydeHUH M HaBOAOK. OTCYTCTBHE B JOKYMEHTAIMU
Ha NPOBEJICHNE HCTIBITAHUH YCIIOBUH M XapaKTePHUCTHK, TPU KOTOPBIX OBUTH ONpEAeNICHBI JeKIapupyeMble TapaMeTphl,
JIeTIat0T HEBO3MOXKHBIM KOPPEKTHBIN NEPecueT COOTBETCTBYIOIINX BEIUUUH.

B menom Bce Ha3BaHHBIE W MHOTHE APYTHE NMpoOJIeMbl MOTYT OBITH pELIEHBI TOJBKO B PE3yJbTaTe CO3MaHUS
HOpMaJIbHO (DYHKIMOHHPYIOLIEH HalMOHaIbHOH cuctembl T3U.

PROBLEMS OF INFORMATION SECURITY IN UKRAINE
Mikhail Prokofiev, Vladimir Khoroshko*
NIC "THESIS" NTUU "KPI"
*National Aviation University

Based on a systematic and objective analysis of the content and rational ways of the functions of information
security in Ukraine were formed ten tasks on creating a systematic and comprehensive protection mechanisms
(functions of the first kind, aimed to create mechanisms of protection) and four classes of tasks to ensure continuous
and optimal control of protection mechanisms (functions of the second kind, which are designed to control the
mechanisms of protection). For further development of technical protection of information (TPI) should permanently
be solved the tasks concerning the entire complex of problems in TPI. There are roughly following groups: legal,
regulatory and methodological, technical, organizational and metrology.

The analysis of the legal framework of Ukraine in the sphere of information relations identified the main legal
problems of general information security system. Among them: are marked the lack of a clear definition of the rights
and obligations of participants in information relationships, not precise regulation of property rights to information
and determine the species, types and volumes of information with limited access, which is not a state secret, the lack
of clear detail specifications of legal rules, defining the right of the individual to manage information about
themselves.

It is shown that the definition of specific model of threats for information on the object and its integration with
general model of threats that will describe as mathematical models real technical information leakage, hardware
protection and information security processes allow to create a closed system simulation combat conflict - of
intelligence and security. TPI tools should be established taking into account the circumstances that determine the
need for concentration of scientific and engineering efforts to solve the problems of technical intelligence in some
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circumstances of uncertainty information about them informative assessment of possible technical information
leakage in terms of their combining.

To solve organizational problems it is advisable to select one of them, namely the creation of training system,
training and retraining for specialists in TPI questions.

From the standpoint of metrology noted that existing regulations currently in TPI is not regulated the use of
standardized indicators accuracy of measurement (tests). They rely on different methods of their assessment,
reflecting different approaches to solve measurement tasks and therefore poorly compatible with each other.
Insufficiently attention is given to the definition of qualification of executors in TPI sphere. All this do not contribute
to unity tests (tool control and certification) in TPl system that can lead to unreliable results during parameters
measurement of secondary emission and inducting. The lack of documentation on testing conditions and
characteristics for which were determined declared parameters make it impossible the correct recalculation of
relevant variables.

In general, all named and many other problems can be solved only by creating a well-functioning national system
of TPI.

Spysok vykorystanoi literatury. 1. Lenkov S. V. Metodvl y sredstva zashchytor ynformatsyy. V 2-kh tomakh
/Lenkov S. V., Perehudov D. A., Khoroshko V. A.— K.: Aryi,2008. 2. Emelianov S. L. Problemwi zashchytol
ynformatsyy ot utechky y puty ee reshenyia / Emelianov S. L.— Odessa: Feniks, 2011. — s. 624 3. Artemov V. Yu.
Normatyvno-pravovyi dovidnyk z okhorony informatsii v Ukraini. U 4-kh tomakh / Artemov V. Yu., Lienkov O. S.,
Pashkov A. S., Stadnik O. M., Khoroshko V. O. — K.: Vyd. DUIKT, 2010. 4. Babak V. P. Teoretycheskye osnovei
zashchytor ynformatsyy / Babak V. P., Kliuchnykov A. A. — NAN Ukraynvl, Yn-t problem bezopasnosty A9S.—
Chernobuwil (Kyev.obl.): Yn-t problem bezopasnosty ADS, 2012.— s.776 5. Khoroshko V. O. Metodychne
zabezpechennia pidhotovky ta perepidhotovky spetsialistiv z informatsiinoi bezpeky / Khoroshko V. O., Oriekhova I.
I. // Suchasna spetsialna tekhnika, #3, 2011. - S. 22-27.

YAK 004.773 .
IH®POPMAILIINHA BE3IIEKA B COUIAJIbHUX MEPE/KAX.
METOAA HOIHUPEHHSA IHOOPMALILII B COUIAJIBHUX

MEPEXAX

JImumpo Mexeo
Yepniciscbkutl HAYIOHATLHUL MEXHON02IYHUL YHIBepCUmem

Cmamms. 5 cmop, 7 0xcepenn.

PO3BUTOK €NEKTPOHHMX TEXHOJIOTIH JO3BOJISIE MIJbHOHAM JIIOJEH BIJBHO KOPHUCTYBATHUCh MEPEXKEIo, 110 Ja€
3MOT'y BUKOPUCTOBYBATH iX TBOPYMH MOTEHLIAN JUIsl BUPIIIEHHS 1HTENEKTYallbHUX, HAYKOBHX, CYCIUIBHO 3HAYMMHUX
nuTaHb. B cwily npu4MH, onmmMcaHMX y JaHifl cTaTTi, MOXKHA 3pOOMTH BHCHOBOK, IIO TeMa 3axHUcTy iH(popmarii
KOpPHCTYBayiB B COLIAJILHUX Mepekax 3aJIHMIIaTHMEThCs aKTyalbHOIO SIK MiHIMyM B HaiOmwmwkui poxu. [Ipobiemu
3axucTy iH(popManii B naHii cdepi AOCI OCTATOYHO HE BUPIIIEHI I MOXYTh BHUPILIMTHCS TiJIbBKM B PE3YJbTaTi
KOMIUTIEKCHOTO MIXOAy, IO BKIOYae B cede CHibHYy poOOTYy TBOPIHIB i PO3pOOHHKIB Mepexi, KOPHUCTYyBadiB i
nepxau. OcoOMMBOrO 3HAUCHHS HaO0yBae NMHUTAHHA 3axHCTy iH(GopMarii Ha ¢GoHi (popMyBaHHS TOPHU3OHTAIBHUX,
KOPITIOPATHBHUX 3B’SI3KiB 3 BHKOPUCTAHHAM EIEKTPOHHHUX TEXHOJIOTiH, 30KpeMa y cepi OCBITH, a TaKOX cepen
HayKOBOT CIIJIBHOTH.

NHOOPMAINMUOHHASA BE3OITACHOCTbDB B COLHUAJIBHBIX
CETAX. METOIbI PACITPOCTPAHEHUSA UH®OPMAIINUA B

COLMAJIBHBIX CETAX

JImumpuit Mexeo
Yeprueosckuii HAYUOHATbHBIIL MEXHON0SUYECKUL YHUBEPCUME

PasBurne SJICKTPOHHBIX TEXHOJIOTUM IO3BOJIICT MUJIJIHOHAM .]'HOL[CI7[ CB060L[H0 IOoJIb30BaTbCsad CETBIO, UYTO
IMO3BOJIICT UCIIOJIB30BATh HUX TBOp‘IeCKI/Iﬁ TMOTEHIHAT IJI1 PEHICHUS WHTCIUIEKTYAJIbHBIX, HAYYHBIX, O6H.[eCTBeHHO-
3HAYMMBIX BOIIPOCOB. B CWIy TIPUYWH, OINMMCAHHBIX B Z[aHHOﬁ CTaTh€, MOXXHO CACIaTh BBIBOI, YTO TEMa 3alIWTHI
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uH(OpMaLUK OJb30BaTEIEeH B COLMAIBHBIX CETSAX OyIeT OCTaBaThCsl aKTyalbHOW Kak MMHHMYM B OiKaniine
rozpl. [IpoOnemsl 3ammThl HHPOPMALMK B JaHHOH cdepe 0 CHX 0P OKOHYATEIbHO HE PEIICHBI U MOTYT PEIINThCS
TOJBKO B pE3ylibTaTe KOMIUIEKCHOTO IOJX0/Ja, BKJIIOYAIOUIEro B ce0s COBMECTHYIO paboTy cosuarenedl u
pa3paboOTINKOB CETH, OJB30BaTeNel u rocyaapcTea. Ocoboe 3HaueHNEe PHOOpeTaeT BOMPOC 3aIIUTH HHPOPMALINH
Ha (oHEe POPMHUPOBAHKS TOPU30HTAIBHBIX, KOPIIOPATHUBHBIX CETEH C MCIOJIb30BAHUEM JJIEKTPOHHBIX TEXHOJOTUH, B
4acTHOCTH B chepe 00pa3oBaHMs, a TAK)KE CPeIN HAYIHOTO COOOIIeCTRa.

INFORMATION SECURITY IN SOCIAL NETWORKS. METHODS

FOR DISSEMINATION IN SOCIAL NETWORKS
Dmytro Mekhed
Chernihiv National University of Technology

The development of electronic technology allowing millions of people to use a network that allows you to use
their creativity to solve intellectual, scientific, socially important issues. Due to reasons described in this article, one
can conclude that the issue of protection of user information in social networks at least remain relevant in the coming
years. The problems of data protection in this area is still not completely resolved and may decide only through a
comprehensive approach that includes collaboration creators and developers of network users and the state. Of
particular importance is the protection of information on the background of the formation of horizontal, Corporate
Communications using electronic technologies, particularly in education, as well as among the scientific community.

Spysok vykorystanoi literatury. 1. Sotsialni merezhi yak chynnyk rozvytku hromadianskoho suspilstva :
[monohrafiia] / [O. S. Onyshchenko, V. M. Horowyi, V. |. Popyk ta in.] ; NAN Ukrainy, Nats. b-ka Ukrainy im. V. I.
Vernadskoho. — K., 2013. — 220 c. 2. Typove polozhennia pro sluzhbu zakhystu informatsii v avtomatyzovanii
systemi. — Rezhym dostupu: http://www.dsszzi.gov.ua/dstszi/control/uk/publish/article? art_id=39738&cat_id=38. 3.
Sotsialna merezha (Internet) . — Rezhym dostupu: https://uk.wikipedia.org/wiki /Sotsialna_merezha_(internet) 4.
Balovsiak N. Sotsialni merezhi vbyvaiut pryvatnist / Tyzhden.ua.,, 2013/ - Rezhym dostupu:
http://tyzhden.ua/Society/70950. 5. Barnes J. A. Class and Committees in a Norwegian Island Parish // Human
Relations. 1954. #7. Pp. 39-58. 6. Cotsialni merezhi — realni zahrozy virtualnoho svitu. — Rezhym dostupu:
http://ogo.ua/articles/view/2011-02-23/26490.html. 7. Kak sotsyalnvie sety razrushaiut brak. — Rezhym dostupu:
http://letidor.ru/article/kak_sotsialnye_seti_razrushayu 138521/

YK 004.621.5
OHTUMIBALIA APXITEKTYPH CUCTEMU 3AXUCTY
IH®OPMALIIUHOI'O MPOCTOPY CYIIP

Bonooumup Bypauok, Auopiit Opexoe, Bonrooumup Xopouwiko
Hayionanonuu Asiayivnuii Ynieepcumem

Cmammas: 3 cmop., 3 0xcepena

BaxmBuM € muTaHHA onTuMizamii Ta yHiikamii MIXOMIB O peanmizamii 3aXoHiB IMOMO 3a0e3ICUCHHS
iHpopMmaniiiHoi 6e3nexu. OcoOMUBY POJIb BiAirpae Mmpu bOMY NPABHIBHHN BUOIP apXiTEKTYpH CUCTEMH 3aXHCTY.
Meroro 3axucry iHpopMamii B cuctemi ynpasiiHHA noBiTpsHuM pyxoMm (CVYIIP) e nisnbHicTb, chpsMoOBaHa Ha
3ano0iraHHs BUTOKY 1i pi3sHUME KaHajaMu. OCHOBHOIO CTpaTerielo 3axucTy iHpopMallii € BUOip OCHOBHUX BasKJIMBUX
0a30BHX CHCTEMHO-KOHLENTYaIbHUX MMOJI0XeHb. [1pu crpoOi 1mogonaTi 3aXUCT 3JI0BMUCHHK CIIPOOYE BUKOPHCTATH
HaWOUIbII cIabKuit HanpsiM abo pyOiXk B Ll cucteMi. 3 L€l MPUYMHH MiACYMKOBA MIIHICTh CUCTEMH KOMILUIEKCHOTO
3axucty iHpopmarii (CK3I) Oyne BU3HAUaTHCA MIIIHICTIO HAHOUTBII CITa0KOTO HANPSMKY ab0 pyOexy B Wil CHCTEM.
OTxe, SKIIO MIIHICT CJIA0KO1 JaHKH, pyOexy abo HaNpsIMKY HE 3aJJOBOJIbHSE 3aJaHUM 1 HEOOXiTHUM PiBHSM, TO IS
JaHKa, pyOiK ab0 HAIPSMOK 3MIIHIOEThCA a00 3aMIHIOETHCS Ha OB MIITHAH.

IMing 3aBmamusM cuHTe3y CK3I posymieTscs eram ¢opmyBaHHS Tpodinsd 3axXWImeHocTi iHpOpMamiiHOTO
mpocTopy. Y 3araJbHOMY BHTJIAII 3afada CHHTE3y 3BOIUTHCA 10 (pOpMyBaHHS ONTHMAIIFHOTO BapiaHTa peamizamii
npodiIo 3aXUIIEHOCTI, MO 3abe3lmedye MaKCHMyM 3amo0iraHHs ITKOAW BiJ BIUIMBY 3arpo3 IpH JONMYCTHMHX
BuTpatax Ha ctBopenns CK3I indopmariiinoro nmpocropy (IIT) CYIIP.

I[Tpu cknanaHHi MOAEINI 3arpo3 BPaxoBYEThCS TaKOXK oToueHHs (yHkuionysanus [I1 CYIIP. ®opmyBanHs Mozedi
3arpo3 MOJKHa 3JIHCHUTH 13 3aCTOCYBaHHSIM aBTOMAaTH30BaHUX MiaJlOrOBHX 3aco0iB NPH OJHOYACHIH yuacTi
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excrieptiB. s mporo mependadaerscst po3poOKa CHELialbHOTO 3alMTalbHHKAa 3 BHUKOPHCTaHHSIM JIEKUIBKOX
BapiaHTIB BIANOBiZel Ha KOXKHE MHMTAaHHS, IKUH OM BPaxOBYBaB BC1 MOXJIMBI 3arpo3M 1 BCi BUIIQJKH 3aCTOCYBaHHS
TOTO 4H iHIIOTO KpuTepiro. Ha mincTasi ekcriepTHOT iH(pOopMaIiii, 1o BU3HAYA€E IepeBary TOrO YH iHIIOTO MMOKa3HUKA,
Ta iHpoOpMaIlii MPO XapaKTEPUCTHKH 3arpo3 TPOBOJUTHCS BU3HAYEHHS KOCMIIIEHTIB BiJHOCHOI BaKIMBOCTI
BUKOHAHHS j-01 BUMOTH JIJIsl YCyHEHHS i-01 3arpo3u. 3 OTpUMaHUX TaKHM YHHOM KOe(]imieHTIB GOPMYETHCS MaTPHUILL
JHTBICTHYHUX 3MIHHHX, 10 MICTUTh (JOPMAJIi30BAHMH OIIIC BUMOT i CEpeOBHIIA OE3TEKH.

3acTOCOBYIOUM 1O OTPHMAaHOI MAaTPHUIl HEWiTKi apu(METHdIHI omeparlii BH3HAYa€MO BaXXJIMBICTh BHMOT, IO
TIPE.I IBIAIOTHCS A0 CHCTEMH 3aXUCTy iHpopmarii. [Tapamerpu (BUMOTH) BU3HAYAIOTHCS BUXOISIH 13 33/IaHUX ITiICH.
Jani HeoOXiIHO BU3HAYMTH CTYIIHb B3a€MO3B'SI3KiB 1 B3a€EMOBIIHOCUH MiXK HUMH. XapakTep Li€l B3a€EM03aJIeKHOCTI
BIUIMBAE Ha BUOIP METO.Y.

[Ipu BupilIeHH] NPaKTHYHUX 3aBllaHb O0OIpyHTyBaHHs BHUMOT Ta ouiHki CK3I BHHMKae MUTaHHS palioHaIbHOTO
BHOOPY METO/Iy BU3HAYCHHS BaroBux KOe(iI[iEHTIB 3 YKCIIa ICHYFOUHX METOIIB.

Bubip Merony piiieHHss OaraToKpuTepianbHOI 3ajadi 3aJeXHUTh BiJ TOrO, B SIKOMY BHUIJISIII TIpelCTaBieHa
eKCIepTHa iH(popMallis PO MepeBary MOKa3HUKIB, & TAKOXK BiJl CTYIEHS X BaXKJIHBOCTI.

3actocyBaHHA MOaHOI METOMUKH (QOpPMYBaHHS TMPOQUII0 3aXUIIEHOCTI O3BOJNSE 3AIHCHIOBATH BHOIp
onTUMaibHoro Bapianta nooyxoBu CK3I Ha OCHOBI €KCIIEPTHOI OLIHKK BHMOT i GE3MIEKOBOTO CEPEIOBHIA, a TAKOXK
chopMyBaTH aJIeKBATHHH 3arpo3aM Oe3lekd MpoQilb 3aXHIICHOCTI IS MOJANBIIOro HOro peami3almii B chcTeMi
Oesnekn. OIHOYAcCHO 3 LUM B CHIY CBO€l YHIBEpCAIBHOCTI MOXJIMBE 3aCTOCYBaHHS NaHOTO METONY 1 s
MIPOBE/ICHHS OLIHKH B)KE€ CTBOPEHOI CUCTEMH OE3MEeKH Ha MPeAMET BUKOHAHHS 331aHUX (YHKLIH.

OIITUMMU3ALIUA APXUTEKTYPbBI CUCTEMbI 3AHINUTHI

NHPOPMAINMOHHOI'O ITPOCTPAHCTBA CYB/

Baaoumup Bypauok, Anopeit Opexoe, Bnaoumup Xopouwixo
Hayuonanvnwiii Asuayuonnwii Ynueepcumem

BaxHbIM sBIISIETCSI BOIPOC ONTHMH3AaLMM M yHU(QUKALMHM IIOJXOJOB K pealu3allii MEpONpHATHI T10
obecrieuernto HHOOPMAITMOHHOH 6e30macHoCTH. OCO0YI0 PO UTPAET MPH 3TOM NPABIIIEHBIN BEIOOpP apXUTEKTYPHI
cHCTeMBI 3aIuThl. [{enbio 3amuTsl nHGOPMALME B CHCTEME yIpaBiaeHus Bo3AyuHbM aBikerneM (CYB]I) sBusercs
JEATeIIBHOCTh, HANpaBICHHAs Ha TPEJOTBpAICHWE YTEUKH €€ IO pa3dudyHbIM KaHaigaM. OCHOBHOM cTpaTeruen
3aMIMUTHl HHPOPMAIUHU ABISIETCS BBIOOP OCHOBHBIX BaXKHBIX 0Aa30BBIX CHCTEMHO-KOHIIENTYalIbHBIX MojoxeHuH. [Ipn
TIOTIBITKE TIPEOAOJIETh 3AIIUTY 3JIOYMBIIIICHHHUK ITONBITACTCS MCHOJIb30BaTh Hambosee ciaboe HampaBlIeHHE WIIH
pybex B sTol cucteme. [lo 3TOH MpUYMHE UTOroBasi MPOYHOCTH CHCTEMBI KOMILIEKCHOW 3aIlUTHl MH(pOpMAIUU
(CK3H1) Oyaer ompenensiThecsi MPOYHOCThIO Hambojice cinaboro HampaBlICHHs I pyOexka B 3TOH CHCTEME.
CrenoBarenbHO, €CiM MPOYHOCTh €1a0oro 3BeHa, pyOeka WM HanpaBlICHHs HE YOBJIETBOPSET 3aJaHHBIM M
TpeOyeMbIM YPOBHSM, TO 3TO 3BEHO, py0ekK WM HanpaBlIeHHE YKPEIUIIETCs UM 3aMEHsIeTCsl Ha 00Jiee IPOYHBIH.

Ion 3anaueii cuatesa CK3W monmmaercst atan popMUpOBaHMsT NMPOGHIIS 3alIMIIEHHOCTH WHPOPMAIIMOHHOTO
npoctpaHcTBa. B o0miem Buie 3ajada CHHTE3a CBOJUTCS K (DOPMHPOBAHHUIO ONTHMAIbHOTO BapHaHTa peaslu3alliu
npoduis 3aMMIIEHHOCTH, 00E€CIEYNBAIOIIEr0 MaKCUMYM IPEIOTBPAIIEHHOTO yIepOa OT BO3AECHCTBHS yrpo3 HpH
JIOITyCTUMBIX 3aTpartax Ha co3ganne CK3U napopmanmnonnoro mpoctpanctsa (UIT) CYB/I.

I[Ipr cocraBieHUM MOJENH Yrpo3 YUHUTHIBACTCS Takke OKpyxkeHue ¢(ynkauonuposanns WII CYB/.
@dopMupoBaHHE MOJEIH YIrpO3 MOXKHO OCYIIECTBUTH C MPUMECHEHHEM aBTOMATH3MPOBAHHBIX JHAJIOTOBBIX CPE/ICTB
IIPU OZHOBPEMEHHOM Y4YacTHH JKcrepToB. [t 3Toro mpenmosiaraercsi pa3paboTKa CIEHAIbHOIO BOIPOCHHUKA C
WCIIOJIb30BAaHNEM HECKOJIbKMX BapHAaHTOB OTBETOB HA KaXKABIH BONPOC, KOTOPBIH OBl yYHMTBHIBAJI BCE BO3MOXKHBIE
yrpo3sl U BCE CilydyaW IPUMEHEHHMs TOr0 MJIM HMHOro Kputepus. Ha ocHOBaHMM SKCnepTHOH HH(MOpMALH,
ompezieNIAoniell MPEoYTeHHe TOr0 WM MHOTO IoKas3arels, W HHGPOpPMaluu O XapaKTePUCTHKaX Yrpo3
OPOU3BOJUTCS ONpEACieHre KO3(D(MHUIIMEHTOB OTHOCHTENBHOM Ba)KHOCTH BBIMONHEHHUs j-OTO TPEOOBAHUS IS
ycTpaHeHusi i-0i yrpo3sl. M3 momydeHHBIX TakuM oOpa3oM KOdPGUIUEHTOB (GOpMUPYETCS MaTpHIa
JIMHTBUCTHYECKUX TIEPEMEHHBIX, CoAepKaiias (opMatn30BaHHOE ONKMCaHUE TPEOOBaHUIT U cpe/ibl O€30MaCHOCTH.

[IpuMeHss K MOTYYCHHOW MaTpHUIle HEUETKHE apH(METHUECKUE OTEpaIy ONperesieM BaXXHOCTh TPpeOOBaHUIA,
MIPEABSIBISIEMbIX K cucTeMe 3amuThl nHpopMamu. [Tapamerpsr (TpeGoBaHNMs) ONPENEISIOTCS NCXOI U3 331aHHBIX
neneif. Jlagee HEOOXOAMMO ONPENENTUT CTENEHb B3aMMOCBSI3EH M B3aMMOOTHOLIICHUI MEXIly HUMH. XapakTep 3ToH
B3aMMO3aBHCHMOCTH BIIMSIET HAa BBIOOpP METO/IA.

[Ipn pemeHnn mnpakTHYECKUX 3anad oOocHoBaHusi TpeOoBanmid u oueHkn CK3UM BosHuMKaeT Bompoc
palunoHaIBHOTO BEIOOPA METO/I0OB ONPE/ICIICHHST BECOBBIX KOI((MHUIMEHTOB U3 YHCIIA CYIIECTBYIOIINX METO/IOB.
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Bribop MeTonma pemieHWs MHOTOKPUTCPUANBHOM 3aJadd 3aBHCHUT OT TOTO, B KAaKOM BHUJC IIPEICTABICHA
JKCIepTHAst HHPOPMAIKS O TPEANMOYTCHIH OKa3aTeNIel, a TAK)KE OT CTEIICHH UX BaXKHOCTH.

[IpumeHeHne JaHHOW METOAMKH (GOpMHUpOBaHMs MPOGUIS 3aIIMIIEHHOCTH MO3BOJISIET OCYLIECTBISITH BBHIOOP
ontuMansHOro Bapuanta nmoctpoeHuss CK3U1 Ha ocHOBe 3KCIIEPTHOM OINEHKU TpeOOBaHUH U cpebl 0€30IacHOCTH, a
Take cHOpMHPOBATh aNeKBATHBIA yrpozaMm 0e30macHOCTH NPOGMIb 3alMIIEHHOCTH Ui MOCIeIyloueld ero
peanusanuu B cucteMe Oe3omacHocTd. OJHOBPEMEHHO C 3THM B CHIY CBOEH YHHBEPCAILHOCTH BO3MOXKHO
MPUMEHEHHE AaHHOTO METOJa W ISl TMPOBEACHHS OLICHKH YK€ CO3[JaHHON CHCTeMbl 0E30MAaCHOCTH Ha MPEIMET
BBIMOJTHEHUS 381aHHBIX (YHKIHH.

ARCHITECTURE OPTIMIZATION PROTECTION SYSTEMS

INFORMATION SPACE ATCS

Vladimir Buryachok, Andrey Orekhov, Vladimir Khoroshko
National Aviation University

An important question is the optimization and harmonization of approaches to the implementation of measures to
ensure information security. It plays a special role in this case the right choice of the system architecture of
protection. The purpose of information security is ATCS activities aimed at preventing diversion of it through
various channels and their blocking. The main strategy for the protection of information is a basic range of important
basic concepts of the systemic. When you try to overcome the protection the attacker will try to use the weakest area
or abroad in this system. For this reason, the total strength of a comprehensive information protection (SCIP) will be
determined by the strength of the weakest areas or abroad in this system.

Since the final strength of the SCIP determined by the strength of the weakest link, the turn or direction in this
system, it follows that if the strength of the weak link, the turn or direction and do not match the desired level, it is
the link line or direction is strengthened or replaced by a more durable.

Under the task of synthesis of complex information security systems mean the step of forming the profile of the
security of information space. In general, the synthesis problem is reduced to the formation of the optimal
embodiment of the security profile that ensures maximum prevented damage from exposure to threats in the eligible
costs for the establishment of SCIP information space ATCS.

In drawing up the threat model also takes into account the environment of functioning IP ATCS. Formation of the
threat model can be carried out using automated means of dialog, while the participation of experts. For this is
supposed to develop a special questionnaire with multiple response options for each question, which would consider
all possible threats, and all instances of a particular criterion. On the basis of expert information, which determines
the preference of an indicator and information on the characteristics of the threat is determined coefficients of the
relative importance of implementation of the j-th requirements to remove the i-th threat. From the thus obtained
coefficients form a matrix of linguistic variables containing formalized description of the requirements and the
security environment.

Applying to the resulting matrix fuzzy arithmetic, we determine the importance of the requirements for
information security systems. Parameters (requirements) are determined on the basis of defined targets. Next you
need to determine the extent of the relationship and the relationship between them. The nature of this
interdependence affects the choice of method.

When solving practical problems and assess the requirements of justification SCIP question of rational choice of
methods for determining the weighting factors from the existing methods.

Selecting a method for solving multiobjective problem depends on the form in which the information is presented
expert preference indicators, as well as to their importance.

Application of this method of forming the profile of security enables the selection of optimal variant of building
SCIP based on peer review requirements and security environment, as well as an adequate form of security threats to
the security profile for the subsequent implementation of its security system. At the same time due to its versatility is
possible to use this method and to assess the already established safety system for performing the specified functions.

Spysok vykorystanoi literatury: 1. Lenkov S. V. Metodur y sredstva zashchytol ynformatsyy. V 2-kh tomakh / S. V.
Lenkov, D. A. Perehudov, V. A. Khoroshko. — K.: Aryi, 2008. 2. Shtoier R. Mnohokryteryalnaia optymyzatsyia.
Teoryia, veichyslenyia y prylozhenyia / R. Shtoier. — M.: Radyo y sviaz, 1992. - 374 s. 3.
InternationalStandartISO/IEC 15408-99.
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YK 551.463.2 + 004.386 _ .
HABBUYAUHI CUTYALII, 1O 3YMOBJIEHI
IHOOPMALNIMHUMHU ITIOTOKAMU

Onena Azapenxo, FOnia I'onuapenko, Muxaiino /[ieizintox, Banepia Kosau
Hepacasena ycmanosa «lncmumym 2eoximii Hagkoauuinbo2o cepedosuwa HAH Ykpainuy

Cmammsa. 5 cmop., 8 0xcepen

B Vkpaini Bci Haf3BHYAiiHI CUTYAIl] IPUHHATO PO3AUIATH Ha HAA3BUUYAHI CHTYaIlil TEXHOTC€HHOTO, IPUPOIHOTO,
COIIANBHOTO 1 BIHCHKOBOTO XapakTepy. [IpHifHATO BBa)kaTH, IO XapaKTep HaI3BUYAMHHUX CHUTYyallill BH3HAYA€THCS
NpyUYMHaMy iX BHHHUKHEHHs. Hesane)xHo Big BHAYy Haa3BUYaiiHAa CHUTyalis, L0 IOPYIIYE IIOBCAKACHHY
KUTTESUIBHICTD JIIOZIEH, BIUIMBAa€ HA TEXHOTGHHE, NPUPOJHE 1 COoLlialibHE CEpeAOBHIIE, NMPUYOMY IMPOCTOPOBO-
4acoBi MaclITabu LOTO BIUIMBY BU3HAYAIOTHCS IPOCTOPOBO-YaCOBUMH MaciiTabaMH Ha3BUYAHOT CUTYaIlil.

[IpupomHa cknamoBa Haa3BHYaiHOI cHTyalii — oe dYacThHa Oiocdepu (HABKOJHMIIHBOTO IPHUPOIHOTO
CepeIOBHUINA), SIKa ITiUIAETHCS 3MIHAM SIK BHACIIIIOK caMoi KaTtacTpodivHol moii, TaK 1 HACTiAKIB, BUKJIMKaHUX HOTO
HactanHsM. ColliajibHa CKJIQJOBa HAJI3BUYANHOI CUTYyalii — Ii€ YacTHHA COLiyMy, sika NMOCTpaKAala Ydu MOXKe
MOCTPaXIATH BijJl HACTaHHsA KatacTpodiuHoi mosii abo 11 HachiakiB. TeXHOreHHa CKIIaJ0Ba HA[3BUYANHOT CUTYaIlii —
IIe YaCTHHA TeXHOC]EpH, sika OIMMUHMIIIACS B 30HI BIUIUBY KaTacTpo]igHOI Mmoii, a TAKOXK TEXHIYHI 3aCO0H 1 CHITH, SIKi
BHKOPHCTOBYIOTBCS /IS 3arto0iraHHs KaTtacTpoQiuHiil moii, SMeHIIeHHs ii BIUIMBY B pa3i HACTaHHSA, JIOKAJI3aIlil Ta
JiKBigamii HacHiAKiB HacTaHHS KatacTpodiunoi momii. Ile MoxyTe OyTH TeXHOTeHHI OYyZOBH i TigpOTEeXHiUHI
CHOPYAH, SK aTOMHI TiAPOETCKTPUYHI CTaHIii, HAPTOXiMiYHI i MeTamypriiiHi KoMOiHAaTH, SKi, B CBOIO HYepry,
CKJIAaI0ThCA 3 TEXHIYHUX 3aC00IB MEHIIIOTO MacmTaly i T. 1.

3a 0cHOBHUM a00 (hyHKLIOHAIFHUM TPU3HAYEHHSIM BCEPEIUHI TEXHOTEHHOTO 00'€KTy TeXHOC(hEpy MOIUISIOTh Ha
OCHOBHI (BUpOOHHYI 200 BUKOHABUI) CTPYKTYPH, KEPYIOUi CTPYKTYPH 1 CTPYKTYpH 3a0€3MeYeHHS.

VY TexHOChepy Takok BXOIAThH 3aC00M 3B'SI3KY: CcTAI[iOHApPHI 1 MOOLIBHI Tese(OHH, TEICTANI 1 CKaMII, eICKTPOHHI
3acobu nepenaui inpopmarii. TyT Takok HEOOXiJHO BHKOPHCTOBYBATH Cy4YacCHHiIl TEpPMIiH amapaTHO-IPOrpaMHi
3aco0u, 00 KOJHMI CydacHHH 3acid KOMYyHIKallii He mpaioe 0e3 BUKOPUCTaHHs iH(GOPMAaIHUX TEXHOJIOTIH abo
O1bLI CIIPOLIEHO — €3 BIAMOBITHOTO MPOTrPaMHOT0 3a0e3NeueHHsI.

Hopymienns iHGOpMAaLITHIX MOTOKIB BHKJINYE 301 B poOOTI TEXHOTEHHOTO O0'€KTy, a HaI3BHYAWHI CHTYaIlii
BHKITUKaHI MOPYIMICHHAMH 1HQOPMALIHHUX MOTOKIB, SKi CYMPOBOKYIOTH i 3a0€3MEUyIOTh pOOOTY MigIpHEMCTBA,
CNiJT BIZHOCHUTH [0 HOBOTO BHAY HAI3BHYAWHUX CHTYallil, 3yMOBJICHHX iH(oOpMaIiiiHuMu moTokamu abo
HA/I3BUYAIHUX CHUTYyallill iHpopMaIiitHOTo Xapakrepy.

YPE3BBIYAHHBIE CUTYAIIMU, OBYCJIOBJIEHHBIE
NHOPOPMALIMNOHHBIMUA ITIOTOKAMUA

Enena Azapenxo, IOnua I'onuapenko, Muxaun /lueusuniok, Banepua Koeau
T'ocyoapcmeennoe yuepescoenue « Ancmumym ceoxumuu okpyxcaroweli cpeovl HAH Ykpaunsi»

B Vkpaune Bce upe3BbIYailHble CHUTyallUd NPHUHATO pa3AeisTh Ha Ype3BblUailHble CUTYyalMM TEXHOTEHHOTO,
HOPUPOAHOTO, COLUAIBLHOIO M BOGHHOrO Xapakrepa. [IpMHATO cuuMTaTh, 4TO XapakTep upe3BblYalHBIE CUTYyaI[UH
OTpeZiesIeTCs NMPUYMHAMU MX BO3HUKHOBEHMs. He3aBHcHMO OT BHJA, 4Upe3BBIYAlHAS CHUTYyalusl, HapyIIaroImas
MIOBCETHEBHYIO JKH3HEACATENBHOCTD JIIOACH, BIMACT Ha TEXHOTCHHYIO, IPUPOJHYIO M COLHUAIBHYIO CPEdy, NMpUIeM
MIPOCTPAaHCTBEHHO-BPEMEHHBIE ~ MAacIITabbl 3TOr0 BJIWSHUSA  OIPEACIAIOTCS  IPOCTPAHCTBEHHO-BPEMEHHBIMU
MacmrabaMi Ype3BBIYaiHONW CUTYaIHH.

[IpupoaHas cocTaBisromas Ype3BEYANHON CUTYAIIMH — 3TO YacTh OHocdeps! (OKpyKaroIieii MpIUpoIHON Cpebl),
KOTOpasi MOABEPracTCsi N3MEHEHHAM, KaK BCIEACTBHUE CAMOTO KaTacTPO(UUECKOTO COOBITHS, TaK W IOCIEACTBHUMH,
BbI3BAHHBIX €ro HACTYIIJICHHUEM. COL[I/IaJ'H)HaSI COCTaBJIArOIIas ‘-lpeSBLI‘iaﬁHOﬁ CUTyalluu — 3TO 4YacCTb ColLUyMa,
KOTOpast IIOCTpajaia Uik MOXKET TOCTPaJaTh OT HACTYIUICHHs KaTacTPO(UUECKOTO COOBITUS WIIM €ro HOCJIEICTBHH.
TexHOreHHAsT COCTABJISAONIAS YPE3BBIYAMHON CHUTYalldd — 3TO 4YacTh TeXHOC(Eephl, KOTOpas OKa3ajiach B 30HE
BIIHUAHUA KaTaCTpO(I)I/ILIeCKOFO CO6I)ITI/I§I, a TaKKC TCXHHUYCCKHUE CpEACTBA U CHUJIbI, HCIOJb3YyEMbIC JIsA
MpeaO0TBpaAIICHUA KaTaCTpO(I)I/I'-IeCKOFO CO6I)ITI/I§I, YMEHBIICHUSA €TO BOSﬂeﬁCTBHﬂ B CjIydyac HaCTyIUICHUA,
JOKIM3allMd W JIMKBUJAIMU TOCJEACTBMHA HACTYIUICHHS KaTacTpopuyeckoro coOBITHA. ODTO MOTYT OBITh
TEXHOT€HHbIC CTPOCHHMS M THAPOTEXHHYCCKHE COOPYXKEHHS, KaK aTOMHBIC THIPO3JICKTPUUYECKHE CTaHIHH,
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HE(PTEXMMHYCCKIE U METAJLUTypruiecKue KOMOUHATHI, KOTOPBIC, B CBOKD OYEPElb, COCTOSAT C TEXHUYCCKUX CPEICTB
MEHbIIEro Macirada u T. 1.

ITo ocHOBHOMY HITH (DYHKIIMOHAILHOMY HA3HAYSHUIO BHYTPH TEXHOTEHHOTO 00beKTa, TeXHOChEepy pas3/eNstoT Ha
OCHOBHbIE (TIPOM3BOJICTBEHHBIC WJIHM HCIOJHUTEIbHBIE) CTPYKTYPBI, YIPABISIOIIAE CTPYKTYPbI U CTPYKTYPbI
obecrieueHusl.

B TtexHOChepy Takxke BXOIAT CPEACTBA CBSA3U: CTAIlMOHAPHBIE MOOWIbHBIC Tene(OHbI, TENETaWN U CKaifm,
JNIEKTPOHHbBIE CPEACTBA nepenadu nHdopmanuu. 37ech Takke He0OXOJMMO UCIOIb30BaTh COBPEMEHHBIN TEPMHUH —
anmnapTHO-MPOTPAMMHBIE CPEJCTBA, TaK KaK HH OJHO COBPEMEHHOE CPEJCTBO KOMMYHHKAaIMi He paboraer 0e3
MCIOJIb30BaHUsI MH(DOPMAIIMOHHBIX TEXHOJIOTHI Wi 0oJice YIPOIIEHO — 0e3 COOTBETCTBYIOLICTO MPOrPAMMHOIO
oOecrieueHus.

Hapyuienne uH(pOPMAIMOHHBIX MMOTOKOB BBI30BET COOW B pabOTe TEXHOICHHOTO OOBEKTA, a YPE3BhIYAITHBIC
CUTyallH BbI3BaHHbIE HAPYIICHUSAMH WHPOPMAIMOHHBIX OTOKOB, CONPOBOXKAAIOIINX ¥ 00ECIIEUYNBAIONINX POOOTY
NpPEeANpUSITHS, CIeIyeT OTHOCUTh K HOBOMY BHJY YPE3BBIUAMHBIX CHUTYalMid, 00yCIOBIECHHBIX MH(OPMALOHHBIMU
IIOTOKaMHU HUJIU ‘-Ipe3BI)I‘IaI‘/IIHLIM CI/ITyaHI/IHM I/IHq)OpMaIlI/IOHHOFO xapaKTepa.

EMERGENCIES CAUSED BY INFORMATION FLOWS

Elena Azarenko Yuliia Goncharenko, Michail Divizinyuk, Valeriia Kovach
State Institution "Institute of Environmental Geochemistry NAS of Ukraine”

In Ukraine, all emergencies are divided into man-made emergencies, natural, social and military ones. It is
considered that the nature of the emergency is determined by their causes. Regardless of the type of emergency,
which affects the daily livelihood of people, affects the industrial, natural and social environment, and spatial and
temporal scale of influence is defined by the spatial and temporal scale of the emergency.

A natural component of emergency is part of the biosphere (environment), which is subject to change as a result
of the catastrophic events and by caused consequences. The social component of emergency is a part of society,
affected or may be affected by the onset of a catastrophic event or its consequences. Technological component of
emergency is part of the technosphere, which was in the zone of catastrophic events as well as hardware, used to
prevent the catastrophic event, reduce the impact in case of occurrence, localization and liquidation of consequences
of catastrophic events. It can be man-made structure and waterworks as Nuclear, Hydroelectric plant, petrochemical
and metallurgical plants, which, in turn, consist of smaller technical facilities, etc.

For basic functionality technogenic objects can be divided into basic technosphere (industrial or administrative)
structures, control structures and support structures.

In the technosphere are also included communication, fixed mobile telephones, teletypes and Skype, electronic
data transmission. You also need to use a modern term equipment and software base, as any modern means of
communication does not work without the use of information technology, or more simplified - without appropriate
software.

Violation of information flow will cause failure of the technogenic objects, and emergencies caused by impaired
information flow accompanying the work and providing the enterprises with readiness to a new kind of emergencies
caused by information flows or informational emergencies.

Spysok vykorystanoi literatury: 1. Teraktei: byrzhevoi tovar treteho teisiacheletyia. — Dostup:
http://zonakz.net:8444/articles/4103. 2. Kodeks tsyvilnoho zakhystu Ukrainy. Vyd-vo PALYVODA A. V., Kyiv 2015,
132 s. 3. Honcharenko Yu. Yu. Otsenka sffektyvnosty upravienyia chrezveichainoi sytuatsyei / Yu. Yu. Honcharenko,
E. V. Azarenko, Yu. V. Braslavskyi y dr. // Cb. nauch. tr. SNUIa3yP. — Veip. 2 (38). — Sevastopol: SNUIaDyP, 2011.
— S. 239 — 245. 4. Honcharenko Yu. Yu. Osnovnuvie trebovanyia k systeme podderzhky pryniatyia reshenyi po
predotvrashchenyiu chrezveichainvikh sytuatsyi v prybrezhnvikh vodakh / Yu. Yu. Honcharenko, E. V. Azarenko, A.
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YK 504.05 : 502.55
MATEMATHWYHI NIJIXOAU NIATPUMKU IPUHHATTS PIIIEHD
B YMOBAX HAJI3BUYAHMHUX CUTYALIIA TEXHOTEHHOT'O
XAPAKTEPY

Muxaiino /lisizinok, Onexcanop Ilonoe, Banepia Koeau, Onez bnawenko, Onena Anexkceesa,
Kupuno Cmemanin
lepoicasna ycmanosa «Incmumym eeoximii Hagkoauwnbo2o cepedosuwa HAH Ykpainuy

Cmamms: 6 cmop., 9 0xcepen

Po3rastHyTO TNUTAaHHS BHKOPUCTAaHHA MAaTEMAaTHYHUX 3ac00iB JUId MIATPUMKH TIPUHAHATTS €(QEKTUBHHUX
VIOPaBITiHCBKUX DIllIeHh B YMOBaX HAI3BHYAaHUX CHUTYallili TEXHOTEHHOTO XapakTepy. Bim3HaueHo, o OmHi€0 3
BOXIMBUX 3aJad IPH YIPaBIiHHI IiJ Yac JIKBiJamii HACHiIKIB HAI3BHYAHHHUX CHUTYaIlli € BH3HA4YCHHS 30H
MOXIIMBOTO YPaXK€HHS, IO AACTh MOKIJIMBICTH MIiHIMI3YBaTH PU3HK JUIS 37I0pPOB’S HACEJEHHS, K€ MEIIKA€ B IHX
30HaX, MUITXOM HOro BUacHOi eBakyamii. Ile MOXXIMBO 3MiHCHUTH JIUIIE 33 JOTIOMOTOI0 BHKOPHCTAaHHS CYYacHUX
MaTeMaTUYHUX MOJIENIeH, 10 JT03BOJISIIOTH a/IeKBATHO ONMCATH MacolepeHECeHHsT HeOe3eYHOI PEYOBHHU B PI3HUX
CepelloBUINAX IIiJ] BIUIMBOM 0araTbOX YHMHHMKIB. BHKOpHCTaHHS TakuMX MoJeNed pa3oM 13 Cy4acHUMH
KapTorpadiyHUMHU TaKeTaMH JO3BOJISIE B pealbHOMY MacuiTabi yacy OayuTH Ha KapTi PO3MOJUI TEXHOT'€HHOTO
PU3MKY B 30HI ypakKeHHS Ta NpuiiMath e(eKTHBHI YNpaBIIHCHKI pilleHHS WIOJ0 Horo MiHimizauii. BukonaHo
JeTAILHUN aHalli3 Bpakarouux (akTopiB, 10 3aBAAIOTH IIKOJM JIIOJCHKMM 1 MaTepiallbHUM pecypcaM BHACIIIO0K
BUHMKHECHHS HaJA3BHYaWHUX CUTYyalilf TEXHOTEHHOTO XapakTepy. B po0OoTi mokas3aHo, 1m0 PO3BUTOK Ha/I3BHYAHHHX
CHUTYyaIliil TEXHOT€HHOTO XapaKTepy 3IiHCHIOETHCS B HOTHPH eTanu. Ha mepmiomy erami BinOyBaeThCs BUBUIbHEHHS
HAKOIIMYEHOI B JIFOJAMHO-MAIIWHHIN cucTeMi eHeprii abo 3amaciB IIKiJIMBOI PEYOBHHU BHACIHIZOK aBapii, IO TaMm
BUHMKIA. Ha npyromy erami BinOyBa€eThCsi HEKOHTPOJILOBAHE MOMIMPEHHS IX MOTOKIB B HOBE ISl HUX CEPEIOBHIIE 1
rmepeMinieHHss B HboMy. Ha TpersoMy erami BimOyBaeThcs iX mopmampmie (i3MKO-XiMidyHE MEPETBOPEHHSA 3
JOJATKOBUM EHEPTOBUAUICHHSM 1 NEpexoJoM B HOBHH arperaTHHi abo ¢asoBuii cran. | Ha dyerBepTomy erarmi
3IICHIOETHCSI PYHHIBHUIT BIUIMB IEPBUHHUX MOTOKIB Ta/a00 HaBEIICHUX HUMH Bpakarouux (hakTopiB Ha HE3aXMIIEHI
Big HuX 00'extH. [IpencTaBieHo AeTalbHUIN aHAII3 KOXKHOTO eTamy. B cTarTi Big3HAYa€ThCs, 110 I €(heKTUBHOTO
YIPABJIHHS E€KOJIOTIYHOI0 OE3MEKOI0 MOTEHLIHHO HeOe3neyHux O0O0'€KTiB Mmij 4ac iX WITaTHOrO Ta aBapiiHOTroO
peKXMMIB  poOOTH, HEOOXIJIHO CTBOPIOBATH cydacHi iHQopMaliiiHO-BUMIpIOBAJIbHI Ta Kepylodl CHCTEMH
€KOJIOTIYHOTO MOHITOpUHTY. JlaHi cucTeMHM MaroTh 37ilicHIOBaTH 30ip Ta 00poOky iHdopmaunii Ta ii momaHHs
HEepCOHATy B 3py4Hiil GopMi, a Takok Kepyrodi (YHKIIT: aBTOMAaTHYHE KepyBaHHS 1 PErylOBaHHs, OJIOKyBaHHS,
JIUCTaHIIHE YNpaBIiHHSA y BCIX pEXHUMax poOOTH TEXHOTEHHOTo 00’ekTa. PO3MISTHYTO yMOBHM Ta mpoueaypa
NPUHHATTSA pillIeHh B yMOBaX HAJA3BMYaiHUX CHUTYyallili TeXHOTEHHOro Xxapakrtepy. [lokazaHo, mo NpuUHHATTS
VIPaBIIHCHKOTO PIlICHHS Nepeadadac: BU3HAYCHHS METH YIPABIIHHA, OIIHKY OOCTAaHOBKHM 1 BUXIJHOTO CTaHY,
NPOTHO3yBaHHS PO3BUTKY CUTYyallii, BU3HAYECHHS Ta OL[HKY MOCIIZOBHOCTI JIif, MPUHHATTS HAWOLIBII pallioHaIbHOT
MOCJITOBHOCTI il SIK YIPaBIiHCHKOTO pimeHHs. ONHUCaHO adropuT™M BiIOOPY KOMOIHAIIN JTiKBIAAIHHIX 3aX0/IiB B
pe3yipTaTi HaJA3BHYANMHHMX CHTyalid. Bim3HaueHo 3axonu, sSKi NMOBHHEH 3AIMCHIOBATH CUTYAI[iMHHN ICHTP B
HOPMaJbHOMY pEXHUMi pOOOTH TOTEHIIHHO HeOe3NmeyHoro 00’€KTy Uil 3amoOiraHHsS BUHUKHEHHS Ha HBOMY
HaJA3BUYANHOT CUTYAITi.

MATEMATHUYECKHE IOAXO/AbI HOJAAEPKKH NNPUHSTUSI
PEHNIEHUU B YCJIOBUSAX YPE3BBIYAUHBIX CUTYALIUU
TEXHOI'EHHOI'O XAPAKTEPA

Muxaun /lueuzunwk, Anexcandp Ilonos, Banepua Koeau, Onez bnawenxo, Enena
Anekceesa, Kupunn Cmemanun
T'ocyoapcmeennoe yuepesicoenue « Mncmumym ceoxumuu okpyicaougeti cpeovt HAH Yrpaurvi»

PaccmoTpeH BOmpoc HWCHONB30BAaHUS MATEMaTHYECKHX CPEICTB Ui TMOMIACPKKH TNPUHATHSA SPPEKTHBHBIX
YIpaBIEHYECKAX PEHICHUH B YCIOBUSAX YPE3BBIYAMHBIX CUTYAIM TEXHOT€HHOTO Xapakrepa. OTMEdeHO, YTO OJHOU
W3 BaXXHBIX 3a4ad IPHU YIPABICHHH BO BpeMs JUKBUAAINU TOCIEACTBHN YPE3BBIYANHBIX CHUTYaIlMid SBISETCA
oTIpeNieieHHe 30H BO3MOXKHOTO HOPAKEHHS, YTO TIO3BOJIUT MHHHMHU3HUPOBATh PHUCK IS 3IO0POBBS HACEICHUS,
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MPOXKUBAIOIIETO B 3THUX 30HAX, IIyTEM €ro CBOEBPEMEHHOHN »BaKyallUd. DTO BO3MOYKHO OCYLIECTBUTb TONBKO C
MOMOIII0 HCIONB30BaHUS COBPEMEHHBIX MAaTeMaTHYeCKUX MOJeNed, MO3BONAIOIUX aJeKBaTHO OINUCATh
MAacCONEPEeHOC OMACHOTO BEUIECTBA B PA3MUUYHBIX CpPElax IMOJ BO3JCHCTBHEM MHOTHX (akTopoB. Mcnomb3oBanue
TaKUX MOJENEH BMECTE€ C COBPEMEHHBIMH KapTOTpa(UUeCKHMMH MaKeTaMH II03BOISIET B peaJbHOM Macirade
BPEMCHHU BHAETh Ha KapTe paclpelelcHHEe TEXHOTCHHOTO PHCKA B 30HE MOPaXKEHHs M IPUHUMATH 3(PPEKTUBHBIC
YIPaBICHYECKUE pEIICHHUS II0 €r0 MHHHUMM3AIMK. BBINMOMHEH [eTanpHBI aHaau3 Mopakarolux (akTopos,
HaHOCAIIMX YIIEepO YEIOBEUECKHM W MAaTepHabHBIM pecypcaM B pPe3yilbTaTe BO3HHUKHOBCHMS YPE3BBIYANHBIX
CUTyallnii TEXHOTEHHOTO Xapakrepa. B pabore moka3aHO, YTO pa3BUTHE YPE3BBIYAWHBIX CHUTYaIlHMi TEXHOTEHHOTO
XapakTepa OCYIIECTBJIAETCS B 4eThlpe drama. Ha mepBoM Jrame NMpOMCXOAUT BBICBOOOXKICHHWE HAKOIUICHHOW B
9eJI0BEKO-MaIlIMHHON CHCTEME PHEPTUU MM 3allacoB BPEJIHOTO BEILIECTBA B pe3yibTaTe BO3HUKIIEH Tam aBapuu. Ha
BTOPOM JTale MPOHCXOJUT HEKOHTPOJIMPYEMOE pPAacCIpOCTpaHEHHE HX MOTOKOB B HOBYIO Ui HUX Cpely H
nepemMerieHre B Heil. Ha TpeTbeM 3Tame NMpoMCXOAMT MX JajbHeiniee (QU3NKO-XUMHYECKOE NpeoOpa3oBaHUE C
JIOTIOJTHUTENBHBIM DHEPrOBBIACICHUEM U IIEPEX00M B HOBOE arperaTHoe win (azoBoe cocrosiHue. M Ha yeTBepTOM
JTanie  OCYLIECTBIISICTCS pa3pyLIMTENbHOE BO3JCHCTBHE IEPBUYHBIX MOTOKOB H/MJIM TPHBEIACHHBIX HMHU
MopakaromuX (pakTOpOB Ha HE3ALIMIIEHHBIE OT HUX 00BEKTHI. [IpencraBieH moapoOHbIi aHann3 Kaxaoro srana. B
CTaThbe OTMEYAETCs, YTO A 3((PEKTUBHOTO YIPABICHUS SKOJOTHIECKOH OE30IaCHOCTHIO MOTEHIMAIBEHO OMAaCHBIX
O0OBEKTOB TMpPHM HX IITATHOM ¥ AaBapuHHOM peXHMax padoThl, HEOOXOJMMO CO3aBaTh COBPEMEHHBIC
MH()OPMAMOHHO-N3MEPUTENbHBIE U YIPABISIOMINE CHUCTEMBI JKOJOIMYECKOT0 MOHHUTOPHHTA. J[aHHBIE CHCTEMBI
JIOJDKHBI OCYIIECTBIIATH cOOp M 00paboOTKy WH(pOpPMANWU M €€ MpeICTaBICHHE IEepCoHANy B YAOOHOH dopme, a
TaKKe YNpaBIsIoNIe (QYHKIMU: aBTOMAaTHUECKOE YINPaBIEHHE M PEeryJHpOBaHHE, OJOKHPOBKA, IHUCTAaHIMOHHOE
yIpaBIE€HHE BO BCEX PEeKUMax PabOTBl TEXHOTCHHOTO 00BEKTa. PacCMOTpEeHBI YCIOBHS M NPOLEAypa HNPUHATHS
pelleHuid B YCIOBHUSX 4YpPE3BbIUANMHBIX CUTyaludl TEXHOINEHHOro xapakrtepa. IlokaszaHo, 4TO npuHATHE
YIPaBIEHYECKOT0 PEIICHUS NPEeJyCMaTpUBAET: ONpPEIC/ICHUE LIeNN YIPaBICHUS, OLIEHKY OOCTAHOBKH U HCXOJHOTO
COCTOSIHUS, IPOTHO3MPOBAHUE PA3BUTUSA CHUTYAIlMM, ONPEACICHHE W OIEHKY IOCIEN0BATEIBHOCTH IEHCTBUIA,
NpUHATHE HanboJee parroHAIBFHON IIOCIeIOBATEIPHOCTH ACHCTBHHA KaK yHpaBieHYecKoro pemeHus. Omnucal
QITOPUTM OTOOpa KOMOMHAIMH JIMKBUJAIMOHHBIX MEPOIPUSATHH B pe3ysibTaTe 4Ype3BBIYaWHBIX CHTYalHH.
OTMeueHbl Mepbl, KOTOpBIE JIOJDKEH OCYIIECTBISITh CHUTYalMOHHBIM LEHTP B HOPMAaIBHOM pEXHMe pPaboThI
MOTEHIMAJIBHO ONACHOTO 00BEKTa AJIS MIPEIOTBPAIeHNS] BOSHUKHOBEHHS HA HEM YPE3BBIYAHON CUTYaIHH.

MATHEMATICAL APPROACHES TO DECISION SUPPORT UNDER
EMERGENCY SITUATION

Mikhail Diviziniuk, Oleksandr Popov, Valeriia Kovach, Oleg Bliashenko, Olena Alekseyeva,
Kyrylo Smetanin
State Institution "Institute of Environmental Geochemistry NAS of Ukraine"

In the paper was considered the use of mathematical tools to support effective management decision-making
under emergency situation. It is noted that one of the important tasks of the management during emergencies is to
determine areas of possible defeat, which will enable to minimize the risk to the health of the population living in
these areas through its timely evacuation. This can be done only through the use of advanced mathematical models
that can adequately describe the mass transfer of dangerous substances in various media influenced by many factors.
Using such models, along with modern mapping package allows real-time view on the map the distribution of
technological risk in the affected area and make effective management decisions for its minimization. Completed a
detailed analysis of the damaging factors that are detrimental to human and material resources as a result of artificial
disasters. It is shown that the development of emergency situation carried out in four stages. The first step is to
release the accumulated human-machine systems or energy reserves harmful substances from the accident that
occurred there. In the second stage, the uncontrolled spread of flows in new environment for them and move in it.
The third stage is the subsequent physical-chemical conversion of additional energy release and the transition to a
new phase or state of aggregation. And on the fourth stage the devastating impact of primary flow and / or given
them damaging factors on them unprotected objects. A detailed analysis of each stage. The article noted that for
effective management of ecological safety of potentially dangerous objects during their regular and emergency
modes, you must create modern information-measuring and management systems for environmental monitoring.
These systems should collect and process information and its presentation staff in a convenient form, and control
functions: automatic control and adjustment, locking, remote control in all modes of potentially dangerous objects.
The conditions and procedure of decision making under emergency situation was described. It is shown that a
management decision involves: defining management objectives, assess the situation and the initial state, prediction
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of the situation, identify and evaluate the action sequences, making the most efficient sequence of actions as a
management decision. The algorithm selecting combinations of measures resulting from liquidation of emergency
situations. Noted measures must perform the Situation Centre in the normal operation of potentially dangerous
facility to prevent it during the emergency.

Spysok vykorystanoi literatury: 1. Korotynskyi P. A. Klasyfikatsiia nadzvychainykh sytuatsii tekhnohennoho ta
pryrodnoho kharakteru / P. A. Korotynskyi // Nadzvychaina sytuatsiia. — 2004. — # 8. — S. 8-11. 2. Shobotov V. M.
Tsyvilna oborona : navchalnyi posibnyk / V. M. Shobotov. vyd. 2-he, pererob. K. : Tsentr navchalnoi literatury,
2006. 438s. 3. Popov O. O. Prohnozuvannia avariinoho ryzyku / O. O. Popov // Tekhnohenno-ekolohichna bezpeka
ta tsyvilnyi zakhyst. — K., 2013. — # 6. — S. 28-33. 4. Serheev V. S. Zashchyta naselenyia y terrytoryi v
chrezveichainvikh sytuatsyiakh : uchebnoe posobye dlia vuzov / V. S. Serheev. — M. : Akademycheskyi Proekt, 2004.
— 429 5. 5. Akymov V. A. Pryrodnuie y tekhnohennvie chrezveichainvie sytuatsyy: opasnosty, uhrozei, rysky / V. A.
Akymov, V. D. Novykov, N. N. Radaev. — M. : ZAO FYD, 2001. — 344 s. 6. Koff H. L. Otsenka posledstvyi
chrezveichainwvikh sytuatsyi / H. L. Koff, A. A. Husev, Yu. L. Vorobev. M. : ROFYA, 1997. 364 s. 7. Mastriukov B.
S. Bezopasnost v chrezveichainvikh sytuatsyiakh : uchebnoe posobye dlia vuzov / B. S. Mastriukov. — M. :
Akademyia, 2003. — 331 s. 8. Reahuvannia na vynyknennia nadzvychainykh sytuatsii / pid red. S. O. Hurieva /
IDUSTSZ NUTsZU; UNPTs EMD ta MK. — Vinnytsia, 2010. — 412 s. 9. Serdiutska L. F. Do ohliadu modelei
rozpovsiudzhennia domishok v atmosferi mista / L. F. Serdiutska, O. O. Popov // Modeliuvannia ta informatsiini
tekhnolohii. — K., 2008. — Vyp. 45. — S. 67-80.

YK 004.056:061.68; 004.3.75:061.68
3AT'AJIBHI IPOBJIEMU ITPOI'HO3YBAHHS HC/1 B
IHOOPMANIMHUX CUCTEMAX JEPKABU

lean Onipcokui
Hayionanvnuii ynisepcumem «JIvgiscvka nonimexuikay

Cmamms: 4 cmop., 9 0xcepen

BaxxnuBa posib NpOrHo3y B npoOieMi NPUHHSATTS pIlIEHHS 3a pe3yidbTaTaMH KOHTPOJIO NPUBOAUTH 10
HeoOXiTHOCTI OiJIbII I€TaIbHO PO3IVIAHYTH K CaMy IOCTAHOBKY 3ajaui IPOTHO3Y, TaK 1 MOXJIMBUX METOMIB il
pimeHHs. Taka HE0OXiHICTh, KPIM TOTO, BUKIUKAETHCSA TAKOK 0OCTABHHOIO, IO MPOTHO3U PI3HOTO XapaKTepy
BUKOPHCTOBYIOTh BIJIHOCHO pi3Hi iH(opManiiiHi Mepexi nepxaBu. bakaHo BHM3HauWTH Micue 3ajadi, IO
po3rIsIAaeThCs, B 3aranbHiil npodiemi nmependadenns i mporaozy HCJI i omiHUTH iCHYIOYi METOIM BHPIMICHHS 3
TOYKH 30py iX MOKJIMBOCTI BHKOPHCTaHHS B TaHOMY BHIIAIKY.

Onniero 3 xapakTepHUX OCOOIMBOCTeH Oyab-sSKoro MporHO3y, a B ocobmuBocti HCJ[ Ha iHpopMmamiiiai
CHCTEMH JIepXKaBH, € BUKOPUCTAHHSA MUHYJIOTO JOCBiY [UIs OTPUMAaHHS OMIHOK MaiOyTHBOTO. [HpOpMamis mpo
iHpopMmamiifHi Mepexi nepkaBH, IO MAaeTbCS A0 MOMEHTY INPOTHO3Y 1, IO BHKOPHUCTOBYETHCS, MPH HOTO
3AifiCHEHHI 1 HAa3WBAETHCA ampiopHOIO. BiAMOBIAHO OMIHKHM, OTpHMaHI B pe3ylbTaTi MPOTHO3Y HA3WBAIOTHCS
anocrepiopHUMH. Buxosum 3 1boro, MporHo3 Mo>KHa BU3HAYUTH K OTPUMAaHHS alocTepiopHOT OLIHKH AESKOT
skocTi siBuma HCJI, 1o gociikyeThcsi, HA OCHOBI amnmpiopHUX BiJIOMOCTEH MpO HOTO MHUHYJE 1 TEMEepillIHE.
OueBuHO, O 00’€M 1 XapakTep anpiopHoi iHpopmalii, sika BUKOPUCTOBYETHCS MPH IIPOTHO3YBaHHI, B 1ICTOTHI
CTCIEHI CKJIaJalThCsAd HA METOJAaX OTPUMAHHS MOTPIOHOI amocTepiopHOi OIIHKH 1 CTemeHi il [OCTOBIPHOCTI.
30kpema, amnpiopHa iHGOpMaIlis € €IUHOI OCHOBOKO JJIs BU3HaueHHs Mojeni seuma HCJI, mo mocmimKyeTbes —
JneTepMiHoBaHOI abo croxacTuuHOlo. [IpoTe mpobOiiemMa NPOTHO3yBaHHsS BKIIOYAE B cede s YHCISHHHX
TPYIHOIIIB, OJHI 3 SKHX BJIACHE 3B’s3aHI 3 MPOTHO3YBAaHHSAM, NPYIi XapakTepHI IS BCIX HANpPIMKIB
ABTOMATHYHOI'O KOHTPOJIIO, TPETI BU3HAYAIOTh 3arajbHi MOKJIMBOCTI IPOTHO3YBAaHHS 1 HOro Micle cepel iHINX
BH/IIB KOHTPOJIO.

JocmikeHo Ta TPUBENEHO JesiKi 3arajbHi NMPoOJIeMH HPOTHO3YBAaHHS HECAaHKLUIOHOBAHOTO NOCTYNY B
iHpOpMAaLIHHUX CHCTEMaX,JOCTiXKEHO 3arajibHi METOJIM MPOTHO3YBaHHSA Ta IPEACTABICHO €TAalld BHUPIILCHHS
3aJja4i NPOTHO3YBaHHS B aBTOMATH30BaHUX CHCTEMaX KOHTPOIO.
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OBIIUE ITPOBJIEMbI IPOI'HO3UPOBAHUA HCJ1 B
NHOPOPMAIMOHHOU CUCTEME I'OCYJIAPCTBA

Hean Onupckuii
Hayuonanvhotii ynueepcumem «JI6606cKas noaumexHuxay

Baxxnas posib nporxosa B mpodiemMe NpUHATHS PEIICHHS 10 Pe3yIbTaTaM KOHTPOJIS NPUBOJUT K HEOOXOIUMOCTH
GoJiee MOPOOHO PACCMOTPETH KaK caMy IOCTAHOBKY 3a/laud IPOTHO3a, TaK M BO3MOXKHBIX METOJIOB €€ PEeIICHHSI.
Takass HE0OX0AUMOCTb, KPOME TOTO, BBI3BIBAETCS TAKMM OOCTOSTENBECTBOM, YTO IPOTHO3BI PA3IMYHOTO XapakTepa
UCIIOJIb3YIOT OTHOCHTENLHO pa3IniHble MH()OPMALMOHHBIE CETH rocyaapcTBa. JKenarenbHO ONpEeNeiuTh 3a/adu,
paccmarpuBaeMoii B o0miei mpobOieme mnpexackazanus u nporHoza HCJl ¥ OLEHHTH CYIIECTBYIOIIME METOJIBI
pELIEHUs C TOYKU 3pEHUS UX BO3MOKHOCTH UCII0JIb30BAHUS B JAHHOM CiIydae.

OpHOWl W3 XapaKTepHBIX OCOOEHHOCTEH roboro mporHo3a, a B ocobenHoctd HCJl Ha wHpOpMannOHHBIC
CHUCTEMBI TOCYAApCTBa, SBIIETCS HWCIONB30BaHUE MPOINIOTO OIBITa Ui TOJIYYCHHS OICHOK OyayIero.
WNudopmanms 060 MHPOPMAITHOHHBIX CETH TOCYIapCTBA, IMEETCSI K MOMEHTY IPOTHO3a ¥, UCIOJIB3YEeMOTO MPH ero
OCYLIECTBJICHUM U Ha3blBaeTcs anpuopHOi. COIVIaCHO OLEHKH, IOJIYYEHHbIE B PE3yJbTaTe MPOrHO3a HA3bIBAIOTCS
anocTepuopHbIMU. Mcxols M3 3TOro, MPOrHO3 MOXKHO ONPEIENIUTh KakK IOJY4YEHHE aroCTEpUOPHON OLEHKHU
HekoTopoil kauecTBa siBieHus HCJI, uTo uccienyercs Ha OCHOBE alpHOPHBIX CBEJCHUH O €ro MpoILioM U
HacrosiiieM. O4eBHAHO, YTO 00BEM U XapakTep anpHOpHOW MHPOpPMAlUH, UCIOIb3YEMOM MPH MPOTHO3UPOBAHUH, B
CYLLIECTBEHHOM CTENEHU COCTOSAT HAa METOAAX IOJyYEHHUs HYKHOU AaloCTEPUOPHON OLICHKM M CTENCHU €€
JIOCTOBEPHOCTH. B dYacTHOCTH, ampHOpHas WHPOpPMALUS SBISCTCS CIUHCTBEHHONH OCHOBOW Ui OMpEeIe/ICHHUS
momenu siBieHuss HCJI uccrneayemMoro - AeTEpMUHHPOBAHHOW MM croxacThueckoil. OpmHako mpobiema
MIPOTHO3MPOBAHMUS BKIIFOYACT B ceOs Pl MHOTOUHCICHHBIX TPYIHOCTEH, OJJHH U3 KOTOPBIX COOCTBEHHO CBSI3aHHBIC C
MIPOrHO3UPOBAHUEM, BTOPBIE XapaKTEPHbI JIJIsl BCEX HAIPaBICHUH aBTOMATUYECKOTrO KOHTPOJISL, TPETbU OIMpPENESIOT
o01Ire BO3MOXHOCTH IIPOTHO3HPOBAHUS H €TI0 MECTO CPEIH APYTUX BUIOB KOHTPOJIS.

HccrenoBaHbl U IpUBEICHBI HEKOTOPBIE 00IIIE TPOOIEMBI IPOTHO3HUPOBAHUS HECAHKIIMOHHPOBAHHOTO JIOCTYIIA
B MH(POPMALMOHHBIX CHCTEMaX, UCCIICIOBAHEI OOIINE METOABI IPOTHO3UPOBAHUS U MPEICTABICHBI STAlbl PEIICHUS
3aJlauy MPOTHO3UPOBAHUS B aBTOMATU3UPOBAHHBIX CHCTEMaX KOHTPOJIS.

COMMON PROBLEMS PREDICTION UA IN THE INFORMATION

SYSTEM OF THE STATE

Ivan Opirsky
National University "Lviv Polytechnic"

Weather important role in the issue of the decision on the results of control leads to the need to examine in more
detail how the very formulation of the problem prognosis, and possible methods of solution. This need, in addition,
called this the fact that forecasts of different nature using various information regarding the network state. It is
advisable to determine the location of the problem under consideration in the general problem of prediction and
forecast unauthorized access and evaluate existing methods of solution from the point of view of their possible use in
this case.

One of the characteristics of any forecast, and in particular the unauthorized access to state information systems is
the use of past experience for future assessments. Information about the network state information that refers to the
moment and the forecast used when its implementation is called a priori. Accordingly estimates derived from the
forecast called posterior. Therefore, the weather can be defined as getting some quality posteriori evaluation
unauthorized access (UA) phenomenon under study, based on a priori information about his past and present.
Obviously, the volume and nature of prior information used in forecasting, to a considerable degree on the methods
consisting of obtaining the desired posteriori evaluation and degree of reliability. In particular, a priori information is
the sole basis for modeling phenomena UA, investigated - deterministic or stochastic. But the problem of forecasting
involves a series of numerous difficulties, some of which are actually connected to the prediction, others common to
all areas of automatic control, others define the general predictability and its place among other controls.

The article explored and brought some common problems forecasting unauthorized access to information
systems, studied general methods of forecasting and presents steps for solving the problem of forecasting in
automated control systems.

Spysok vykorystanoi literatury: 1. Sylyn V. B., Zakovriashyn A. Y. Avtomatycheskoe prohnozyrovanye
sostoianyia apparaturet upravlenyia y nabliudenyia. Moskva. Onerhyia 1973h. — 336 s. 2. Putintsev N. D. Aparatnyi
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kontrol tsyfrovykh obchysliuvalnykh mashyn. — M. Sov. radyo, 1966. — 236 s. 3. Smyrnov N. V., Dunyn-Barkovskyi Y.
V. Kurs teoryy veroiatnostei y matematycheskoi statystyky — M.: Nauka, 1968. — 576 s. 4. Tykhonov V. I.,
Dostyzhenye hranyts markovskykh protsessov // yzv. Vuzov radyotekhnyka, t. 15, # 4, 1972. — S. 253. 5. Zghoruvskyi
M .Z., Pankratova N. D., Tekhnycheskoe predvydenye -K.: Polytekhnyka, 2005. — 165 s. 6. Demydovych B. P., Maron
N. A., Shuvalova D. Z. Chyslenye metody analyza —M.: Nauka, 1967. — 242 s. 7. Kliamko 3. Y. Skhemnuii y testoveii
kontrol avtomatycheskykh tsyfroveikh veichyslytelnoikh mashyn — M.: Sov. Radyo., 1983. — 320 s. 8. Sydorov A. M.
Metodut kontrolia slektronnwikh tsyfroveikh mashyn. — M.: Sov. Radyo., 1986. — 342 s. 9. Zghurovskyi M. Z. Osnovy
systemnoho analizu/ Zghurovskyi M. Z., Pankratova N. D. — K:VNU,2007-544 s.

YAK 35.078.3+3ﬂ0.68
€BPOIIEUCBKI BUMOI'M OO0 3AXHUCTY HEPCOHAJIBHUX
JAHUX'Y COEPI EJIEKTPOHHOI KOMEPIII

Onexciii Mepgincokuii
Hayionanonuu mexniunuu ynieepcumem Yxpainu « Kuiecbkuti noaimexuivHut iHCmumymy

Crarta: 7 cmop., 14 oxcepen.

Posrisinarorecst HOpMaTHBHO-TIpaBoOBi akTH €Bponelicbkoro Coro3y, MOB'A3aHi 13 3aXHCTOM 1 0OpPOOKOIO
NEePCOHAJBHUX JIaHUX y c(epi eneKTPOHHOI Komepuii 1 crpsMoBaHI Ha 3aXHCT OCHOBOIOJIOKHHMX IIpaB i cBo0OOJ
JIFOJIUHY 1 TPOMa/ITHIHA, ITPOBEJICHO iX aHali3.

AHami3 JOKYMEHTIB MOKa3ye, IO IMEPCOHAIBHUMH JaHUMH Yy cdepl eNeKTPOHHOI KOMepLil BBa)KarOTHCS
BIZIOMOCTI YW CYKYIHICTh BioMmocTedl mpo ¢isnuHy ocoOy, sika imeTHi¢inipoBaHa abo Moxe OyTH KOHKPETHO
IZICHTU(IKOBAHOIO.

Cy0'ekT mepcoHANBPHUX NAaHUX y cdepi eNeKTPOHHOI KOMepIii Mae MpaBO 3HATH [DKepesia OTPUMaHHSA NaHWX,
MICIIC3HAXO/DKEHHSI CBOIX JaHUX, MeETy iX OOpoOKH, Micle3HaxomKkeHHs (TepeOyBaHHA) BOJOMUIBI UM
POBIIOPSITHAKA TIEPCOHATBHUX JaHWX, OTPUMYBATH iH(GOPMAII0 PO YMOBH HaJaHHS JOCTYIY JIO0 TEPCOHAIBHUX
JAHWUX, 30KpeMa iHQOpMAIIil0 PO TPETiX oci0, SKUM IMepenaroTbess WOro IMepCOHANBHI JaHi, a TAaKOXK Hped BIATH
BMOTHBOBaHY BUMOTY IIOZI0 3a00pOHN 0OpPOOKH CBOIX NEPCOHATIBHUX JaHHX.

HaromnomyeTses, mo cy0'ekT nmepcoHaNbHUX JaHUX y cdepi eneKTpOHHOI KOMEpIlil Mae MpaBo Ha 3aXHCT CBOIX
JaHUX BIJl HE3aKOHHOT OOpOOKM Ta BHNAAKOBOI BTpPAaTH, 3HUIIECHHS, NOIIKODKEHHS Yy 3BSI3KY 3 YMHUCHHUM
NPUXOBYBAaHHSIM, HEHaJaHHSIM a00 HECBOE€YACHUM iX HaJaHHIM, a TAKOXK Ha 3aXUCT BiJl HAJIaHHS BiIOMOCTEH, LIO €
HEIOCTOBIPHUMH YH [TOPOYATh YECTh, MAHICTh Ta AUIOBY peIyTalliro (GizuuHoi ocodu

AHani3 BHBYCHHX JOKYMEHTIB NOKa3ye, L0 BIACHUKU, PO3MOPSAHUKH MEPCOHAIBHUX JaHUX Ta TPETi 0coOu
3000B'13aHi 3a0€3MEUYNUTH 3aXUCT LMX JAHUX BiJl BUIIJAKOBOI BTpaTd ab0 3HUILEHHS, BiJl HE3aKOHHOI 00pOOKH, Y
TOMY YHMCIIi BiJl HE3aKOHHOTO 3HUIIEHHS a00 JOCTYIy 10 IEPCOHAIPHUX JaHUX.

Ha >xans, HOpMaTHBHO-TIPaBOBI aKTH €BPOCOIO3Y, SIKi MOMIUPIOIOTECS HA JiSUTBHICTh 3 00pOOKOI0 TIEPCOHATBHUX
JaHUX, 10 3/IHCHIOETHCS 3 BUKOPHCTAHHSIM aBTOMATH30BaHMX 3ac00iB, BCe IIE 3AJIMIIAIOTHCS Majlo BUBYECHHMH 1
c11a00 BUKOPHCTOBYIOTHCH.

EBPOIIEMCKHUE TPEEOBAHUS 110 SAINMTE HEPCOHAJIBHBIX
JAHHBIX B COEPE JIEKTPOHHOU KOMMEPLIU

Anexceiit Mepeunckuii
Hayuonanvnwiti mexnuueckuii ynueepcumem Yxpaunul « Kuesckuii nommexrudeckuii uncmumym

PaccmaTpuBaroTcss HOpMaTUBHO-TIpaBOBBIC akThl EBpomeiickoro Coro3a, CBsI3aHHBIC C 3aIUTON M 00pabOTKOM
MEPCOHANBHBIX JaHHBIX B c(hepe FIMEKTPOHHON KOMMEPIIMY U HANIPABICHHBIC HA 3aIIUTy OCHOBOIOJIATAIOINX TIPaB U
cBOOO/T YeIOBEKA ¥ IPaKaHMHA, POBEJICH UX aHAIU3.

AHanu3 TOKYMEHTOB IIOKa3bIBAET, YTO MEPCOHAIBHBIMU JAHHBIMHU B c(hepe JIEKTPOHHOH KOMMEPIHUH CYUTAFOTCS
CBEJICHUSI MM COBOKYITHOCTH CBEICHHH O (U3MYECKOM JIHIE, KOTOPOE HACTHU(DHUIMPOBAHO WIH MOXET OBITH
KOHKPETHO MICHTHU()HUIIUPOBAHHBIM.

CyObeKT MepcoHaNbHBIX AaHHBIX B chepe MEeKTPOHHONW KOMMEPLUH UMEET MPAaBO 3HATH UCTOYHHUKH ITOJTyICHUS
JAHHBIX, MECTOHAXOXKICHUS CBOMX NAHHBIX, b UX 00paOOTKH, MECTOHAXOX/IeH!US (TpeObIBaHMS) BIaIeblia FITH
pacropsiiTesi MepCOHANBHBIX JIAHHBIX, IOJy4aTh WHQOpMaNMI0 00 YCIOBUSX MPEJOCTaBICHHsS JIOCTyHa K
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NEPCOHAJBHBIM JaHHBIM, B YaCTHOCTH MH(OpMALUIO O TPEThHX JIMIAX, KOTOPHIM IEPENAOTCsl €ro MepCOHAIBHBIE
JIaHHBIE, a TAKXKe NPEIbsBISATH BMOTHBUPOBAHHOE TPeOOBAaHHUE O 3anpeTe 00pabOTKN CBOMX NEPCOHAIIBHBIX JJAHHBIX.

OtmMmeuaeTcsi, 4T0 CyOBEKT NMEPCOHAIBHBIX NaHHBIX B cepe IEKTPOHHOH KOMMEPLHMH HMET IIPaBO Ha 3Ty
CBOMX [aHHBIX OT HE3aKOHHOHW OOpabOTKM W CIydYaiHOH IIOTepH, YHHYTOXKCHHS, IOBPEKICHUS B CBS3H C
YMBIIUICHHBIM COKPBITHEM, HENPEIOCTABICHUEM WII HECBOCBPEMEHHBIM UX IIPEIOCTaBICHUEM, a TAKXKE Ha 3alIUTY
OT IPEJOCTaBIICHUS CBEACHHUI, KOTOPBIE SBIAIOTCS HEJOCTOBEPHBIMU WIIM IIOPOYAT YeCTh, JOCTOMHCTBO U ACIOBYIO
pernyTannio GU3NIESCKOTO JIHIIA.

AHau3 U3y4YeHHBIX JOKYMEHTOB IIOKa3bIBaT, YTO BIIAJEIbIBI, PACIOPSANUTENN IIEPCOHATIBHBIX TaHHBIX U TPETHU
auna o0s3aHpl 00ECNeYMTh 3aLIUTYy 3TUX JAHHBIX OT CJIydyallHON MOTepH WIM YHHUYTOXKEHHS, OT HE3aKOHHOH
00paboTKH, B TOM YHCJIE OT HE3aKOHHOT'O YHUYTOXKESHHUS MJIH JIOCTYITY K IIEPCOHAIBHBIM JIAHHBIM.

K coskaneHnio, HOpMaTUBHO-IIPABOBEIE aKThl EBpPOCOI03a, KOTOPBIE paclpOCTPaHSIOTCS Ha JEATEILHOCTh C
00paboTKOM NEepCOHANBHBIX AaHHBIX, KOTOpask OCYLIECTBIISETCS C MCIIOIb30BaHUEM aBTOMAaTHU3MPOBAHHBIX CPEACTB,
BCE €IIE OCTAIOTCS MAJIO U3YUYEHHBIMU U CJ1a00 UCIIOIb3yEMBIMH.

EUROPEAN REQUIREMENTS FOR PERSONAL DATA

PROTECTION IN E-COMMERCE

Olexsiy Mervinskiy
National Technical University of Ukraine “Kyiv Polytechnic Institute”

The article reviews normative acts, regulations, constitutive or other documents European Union involving
protection and processing of personal data in the field of e-commerce and aim to protect the fundamental rights and
freedoms of natural persons, particularly the right to privacy in relation to the processing of personal data and
includes statistical analysis.

Publications analysis shows that the personal data shall in the field of e-commerce mean information or
aggregate information about a natural person who is identified or may be identified.

The personal data subject in the field of e-commerce shall have the right to xnow about the location of base of
personal data which contains his/her personal data, its purpose and name, location and/or place of residence (staying)
of the controller or processor of such personal data, Receive the information concerning the conditions of access to
personal data, in particular information about third persons who obtain his/her personal data also Submit motivated
requests to a personal data controller objecting against processing his/her personal data.

It is noted that for The personal data subject in the field of e-commerce shall have the right to Protect of his/her
personal data from illegal processing and accidental loss, destruction, damage due to a deliberate concealing, failure
to provide them or provision of such data with delay, as well as to protection from provision of information which is
inaccurate or are disgraceful for the honor, dignity and business reputation of a natural person

Publications analysis shows that the subjects of relations related to personal data shall undertake to provide
protection of such data from unauthorized processing, including its loss, illegal or accidental destruction, as well as
from unauthorized access.

Unfortunately, documents European Union, which shall apply to personal data processing activities performed
with the use of automated means, are poorly studied and little used.

Spysok vykorystanoi literatury: 1. Zakon Ukrainy «Pro elektronnu komertsiiu». [Elektronnyi resurs]. — Rezhym
dostupu: http://zakon0.rada.gov.ua/laws/show/675-19 2. Zakon Ukrainy «Pro zakhyst personalnykh danykh».
http://zakon3.rada.gov.ua/laws/show/2297-17 3. Budapeshtska konventsiia pro zlochynnist v kiberprostori.
[Elektronnyi resurs]. — Rezhym dostupu: http://zakonO.rada.gov.ua/laws/show/994 575 4. Rezoliutsiia
Parlamentskoi Asamblei Rady Yevropy vid 2011 roku pro zakhyst osobystoho zhyttia ta personalnykh danykh v
Interneti [Elektronnyi resurs]. — Rezhym dostupu: http://www.khpg.org/index.php?id=1329990005 5. Dyrektyva
Yevropeiskoho Parlamentu ta Rady YeS 2000/31/YeS vid 08.06.2000 roku pro deiaki pravovi aspekty informatsiinykh
posluh na vnutrishnomu rynku, zokrema pro elektronnu komertsiiu (Dyrektyva pro elektronnu komertsiiu) Directive
2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information
society services, in particular electronic commerce, in the Internal Market (Directive on electronic commerce).
[Elektronnyi  resurs]. — Rezhym  dostupu: http://eur-lex.europa.eu/LexUriServ/  LexUriServ.do?uri=
CELEX:32000L0031:en:HTML 6. Dyrektyva 95/46/YeS Yevropeiskoho Parlamentu i Rady «Pro zakhyst fizychnykh
osib pry obrobtsi personalnykh danykh i pro vilne peremishchennia takykh danykh» vid 24 zhovtnia 1995 roku,
Yevropeiskyi Soiuz; Dyrektyva, Mizhnarodnyi dokument vid 24.10.1995 #95/46/YeS. [Elektronnyi resurs]. — Rezhym
dostupu: http://zakon4.rada.gov.ua /laws/show/994 242 7. Vysnovok 1/2000 Robochoi hrupy iz zakhystu fizychnykh
osib pry obrobtsi personalnykh danykh, stvorenoi vidpovidno do Statti 29 «Shchodo pevnykh aspektiv zakhystu
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danykh v svitli elektronnoi komertsii», pryiniatyi 3-ho liutoho 2000 roku: WP 28 (5007/00/EN/final). [Elektronnyi
resurs]. — Rezhym dostupu: http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2000 /wp28_en.pdf 8. Dyrektyva #2002/58/ES Evropeiskoho Parlamenta y Soveta ES v
otnoshenyy obrabotky personalnvikh dannvikh y zashchyter konfydentsyalnosty v sektore slektronnvikh sredstv sviazy
(Dyrektyva o konfydentsyalnosty y slektronnvikh sredstvakh sviazy), Dyrektyva, Mizhnarodnyi dokument vid
12.07.2002 #200/58/YeS. [Elektronnyi resurs]. — Rezhym dostupu:http://zakon4.rada.gov.ua/laws/show/994 243 9.
Vysnovok 3/99 shchodo Informatsii publichnoho sektoru ta zakhystu personalnykh danykh, pryiniatyi 3 travnia 1999
roku: WP 20 (5055/99). [Elektronnyi resurs]. — Rezhym dostupu: http://ec.europa.eu/justice/data-protection/article-
29/documentation/opinion-recommendation/files/2000/wp28_en.pdf 10. Rekomendatsiia 1/99 stosovno nevydymoi ta
avtomatyzovanoi obrobky personalnykh danykh v Interneti za dopomohoiu prohramnykh i aparatnykh zasobiv,
ukhvalena 23 liutoho 1999 roku: WP 17 (5093/98). [Elektronnyi resurs]. — Rezhym dostupu:
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/ 1999/wpl7
_en.pdf 11. Rekomendatsiia 3/99 stosovno zberezhennia Internet-provaideramy informatsii pro trafik z metoiu
zabezpechennia pravoporiadku, ukhvalena 7 veresnia 1999 roku: WP 25 (5085/99). [Elektronnyi resurs]. — Rezhym
dostupu:http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files /1999
/wp25_en.pdf 12. Robochyi dokument Robochoi hrupy iz zakhystu fizychnykh osib pry obrobtsi personalnykh danykh,
stvorenoi vidpovidno do Statti 29: Obrobka personalnykh danykh v merezhi Internet. Pryiniatyi 3 liutoho 1999 roku,
WP 16 (5013/99). [Elektronnyi resurs]. — Rezhym dostupu: http://ec.europa.eu/justice/policies
/privacy/docs/wpdocs/1999/wpl6en.pdf 13. Dyrektyva 97/7/YeS Yevropeiskoho Parlamentu ta Rady «Pro zakhyst
prav spozhyvachiv v dystantsiinykh kontaktakh» vid 20 travnia 1997 roku. [Elektronnyi resurs]. — Rezhym
dostupu:http://zakonl.rada.gov.ua/laws/show/994 245 14. Dyrektyva #2002/65/ES Evropeiskoho Parlamenta y
Soveta o dystantsyonnom marketynhe potrebytelskykh fynansoveikh usluh y o vnesenyy yzmenenyi v Dyrektyvu
Soveta #90/619/E3S y Dyrektyver # 97/7/ES y 98/27/ES ot 23 sentiabria 2002 hoda. [Elektronnyi resurs]. — Rezhym
dostupu:http://zakonl.rada.gov.ua/laws/show/994 b31

VIK 004.056 )
HPOBHEMATHKA BU3HAYEHHSA IHBECTHUIIII B
IH®OOPMAIINHY BE3IIEKY HA OCHOBI EKOHOMIKO-

BAPTICHUX MOJIEJIEN

Onekcanop Apxunoe, Anopiu Cxuba
Hayionanenuut mexniunuu ynieepcumem Yxpainu “Kuiscoxuu Ilonimexuiunut Incmumym”™

Cratta: 6 cmop, 11 0xcepen.

Jnst Bubopy Mopeni BU3HA4YEHHs ONTHUMaJbHUX iHBeCTHLIH B iH(popmaliiiHy Oe3mexy KommnaHii aBTOpH
NPUBOJATH aHANI3 JBOX €KOHOMIKO-BapTicHHX Mmojeliei. He 3Baxkarouum Ha aOCONIOTHO Pi3HI MiAXOJH, HA
AKAX 0a3ylThCSA IIi MOJAENi, BOHM MAaIOTh IOBOJI ONM3BKI pe3ynbTaTH, aje MAlOTh KIIOYOBI BiAMIHHOCTI.
ABTOpH MIPOBOAATH MOPIBHAIBHUN aHAJI3 MOMYJISPHOT AN BU3HAYCHHS iHBECTHUIIN B iHpopMamiiiny 6e3mexy
MOJeJli aMepHUKaHChKUX AochinHukiB I'opmona i Jloeba, a TakoX €eKOHOMIKO-BapTiCHY MOJENb, sika HaOyma
HIUPOKOT0 3aCTOCYBAHHS JJisi BH3HAYEHHS KOMIUICKCHOI OI[IHKM 3arajibHOr0 CTaHy 3aXHI[EHOCTI
iHpopmariitnoi Oe3mexkn kommaHii. Pe3ynpraT aHanisy IBoX Mojeiell Ha OZHAKOBIH BHOIpIi JaHHUX MPO30PO
MoKa3ye, sK Ha TMPAKTUII 3aCTOCOBYETHCS aMEpUKaHChbKa MOJENIb 3 (OpMaJbHHUM XapaKTepoM Ta SIBHO
BHPa)XCHUM HAroJIOCOM Ha CKOHOMII[i Ta €KOHOMIKO-BapTiCHa MOJEJb, sSKa IPYHTYEThCS Ha pe3yibTaTax
aHajJi3y peaJbHUX IIOKa3HMKIB PiBHSA 3axuileHocTi iHdopManiiHOI cucTeMH oprasizanii, mnoTped
indopmaniliHoi Oe3neKkH, 110 BUMAaraloTh BAKOPUCTAHHS PEaJIbHUX MEXaHi3MIB yIpaBIiHHS iHQOpMaLliHHUMHU
pHU3UKaMH, 3 ypaxXyBaHHS E€KOHOMIUHHMX TeHJCHIIH. BukopucTtoByroun 0OHABI MOJEII MOXKHA OTPUMATH
00’€KTHBHI pe3ylNbTaTH; ajie CIiJ 3ayBaXUTH, L0, SK IIOKa3ye MpaKTHYHE 3aCTOCYBaHHS MOJeJeH,
JIOCSITHEHHS OinbII 00’€KTHMBHUX PE3yJbTaTiB MPHU MPOBEACHHI OLIHKK ONTHUMAJIBHOIO 00CATY IHBECTHLIH B
cHCTeMy 3axHcTy iHpopMamii HaloTh Ti MOJeNi, B SKHX MaKCHMalbHO BpaxOBaHI ITOKa3HWUKH PiBHA
3aXHINEHOCTI, [0 BIUTMBAIOTh HAa CTaH OE3MEKH MiIMPUEMCTBA.
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MMPOBJIEMATHUKA ONPEJIEJTEHUS UHBECTUIIUNA B
NHPOPMAIMOHHYIO BE3OITACHOCTD HA OCHOBE
3KOHOMMKO-CTOUMOCTHBIX MOJEJEN

Anekcanop Apxunoe, Anopeii Cxuoa
Hayuonanvnwviti mexuuueckuti ynueepcumem Yxpaunwol "Kuesckuii [lonumexnuueckuu Hucmumym”

st BeIOOpa MOJEny onpeseNieHus ONTUMAIbHBIX MHBECTHIMH B MH(OPMAILMOHHYIO 0€30MacHOCTh KOMIIAHUU
aBTOPBI NPUBOJAT aHAIMU3 JBYX HKOHOMHKO-CTOMMOCTHBIX Mojenell. HecMoTpst Ha coBepllieHHO pa3HbIe MOAXObI,
Ha KOTOPBIX 0a3MpYIOTCS 3TH MOJENH, OHM 00€ JAIOT JIOBOJILHO OJM3KHME pe3ysbTaTbl, HO MMEIOT KIIIOUeBbIC
oTnuuusi. ABTOpbl IPOBOAST CPaBHUTENBHBIM aHANM3 MOMYISPHOM JUIsI OHpEJeNieHHs HMHBECTUIMH B
MH(OpMaLMOHHYIO 0€30ITaCHOCTb MOJIENIN aMEpPUKAaHCKUX uccienoBarerneil ['opaona u Jlosba, a Takke IKOHOMHKO-
CTOMMOCTHYIO MOJEJIb, KOTOPasi MOJIy4MiIa IUPOKOE MPUMEHEHHUE TS ONpEIeIeHI KOMIUIEKCHON OIEHKH OO0IIEeTo
COCTOSIHMS 3alIUIICHHOCTH MH(MOPMAIIOHHOW O0€30macHOCTH KOoMIaHWW. Pe3ynbTraT aHanmm3a ABYX Mozeneil Ha
OJIMHAKOBOM BBIOOPKE NAHHBIX MPO3PAYHO TTOKAa3bIBACT, KAK HAa MPAKTHKE MPHMEHIETCS aMEPHKAHCKas MOMAENTb C
(hopManbHBIM XapaKTEpOM U SIBHO BBIPAKCHHBIM aKIIEHTOM Ha 3KOHOMHKE M 3KOHOMHKO-CTOMMOCTHAs MOJIEIb,
KOTOpasi OCHOBBIBAETCS HA PE3yJbTaTaxX aHAIN3a PEalIbHBIX MOKa3aTeJeld ypOBHS 3alUIICHHOCTH NHPOPMAIIMOHHOH
CHCTEMBI OpTraHM3alUH, MOTpeOHOCTeH MH()OPMANMOHHON 0E30MacHOCTH, TPEOYIOIIMX HCIOJIB30BAHUS pPEabHBIX
MEXaHU3MOB YIPAaBJICHUs] MH(POPMAIMOHHBIMH PUCKaMH, C y4ETOM JKOHOMHYECKHMX TeHIeHuui. Vcrmomb3ys obe
MOJICTIH MOKHO IOJYYUTh OOBEKTHBHBIE PE3YJIbTAThl, HO CIEAYyeT 3aMETHTh, YTO, KaK ITIOKa3bIBACT MPAaKTHYECKOE
IPUMEHEHHE MoJIeNed, HOCTHXEHUs Oojiee OOBEKTUBHBIX PE3YNbTAaTOB NPH NPOBEJCHUU OIICHKH ONTHUMAaJIbHOTO
o0beMa WHBECTHIMH B CHCTEMYy 3alllUThl WH(pOpMALWU AAIOT TE MOJEIH, B KOTOPBIX MAaKCHUMAaIbHO YYTCHBI
MOKa3aTeJ M YPOBHsI 3aIlIMIIIEHHOCTH, BIMSIOIINE HA COCTOSTHIE 0€30MaCHOCTH MTPEATIPHUSATHSL.

THE ISSUE OF DEFINITION OF INVESTMENT IN INFORMATION

SECURITY THROUGH ECONOMIC AND COST MODELS
Oleksandr Arkhypov, Andrii Skyba
National Technical University of Ukraine "Kyiv Polytechnic Institute"

Authors analyze two economic-cost models for determine optimal investment in information security of the
company. Despite the very different approaches, which these models are based on, they both give quite similar
results, but with key differences. The analysis of two models on the same sample data transparently shows how in
practice the american model with formal and explicit focus on the economy and economic-cost model, which is
based on an analysis of actual indicators of information security system, information security needs that require the
usage of information risk management mechanisms with taking into account economic trends, are used. Objective
results are achieved using both models in research, but it should be noted that as the practical usage of models to
achieve a more objective results of the evaluation of optimal investments in information security is preferred the
model, which takes into account most indicators which affects information security.

Spysok vykorystanoi literatury: 1. Lukackij, A. V. Percentage of security - available at: http://www.it-
world.ru/safety/58323.html. 2. Gordon L. A. and Loeb M. P. The Economics of Information Security Investment //
ACM Transaction on Information and System Security - 2002 - Vol. 5, #.4. - pp. 438-457. 3. Arkhypov O. Ye., Skyba
A. V. Informatsiini ryzyky: metody ta sposoby doslidzhennia, modeli ryzykiv i metody yikh identyfikatsii // Zakhyst
informatsii. — 2013. — Tom15, #4. - S.366 — 375. 4. Arkhypov A. E., Arkhypova S. A., Skyba A. V. Prymenenye
zatratno-stoymostnvitkh  modelei dlia otsenyvanyia veroiatnostnetkh parametrov ynformatsyonnwikh ryskov //
Informatsiina bezpeka. — 2013. — #2(10). — C. 11-18. 5. Skyba A. V., Khorina O. I. Prohnozuvannia sotsialno-
psykholohichnykh ta sytuatsiinykh chynnykiv aktyvatsii zlochynnykh dumok i namiriv u sferi informatsiinoi bezpeky //
Bezpeka informatsii — 2015 - #21(2) — S. 165-173. 6. Arkhypov O. Ye., Skyba A. V., Khorina O. I. Rozshyrennia
ekonomiko-vartisnykh modelei informatsiinykh ryzykiv za rakhunok vykorystannia sotsialno-psykholohichnykh typiv
zlovmysnyka. // Zakhyst informatsii — 2015 - # 1(17) - C. 60-72. 7. Skyba A. V., Khorina O. I. Prohnozuvannia
sotsialno-psykholohichnykh ta sytuatsiinykh chynnykiv aktyvatsii zlochynnykh dumok i namiriv u sferi informatsiinoi
bezpeky.// Bezpeka informatsii — 2015 - #21(2), S. 165-173. 8. Gordon L., Loeb M., Lucyshyn W., Zhou L.
Externalities and the Magnitude of Cyber Security Underinvestment by Private Sector Firms: A Modification of the
Gordon-Loeb Model. // Journal of Information Security — 2015 - #6 — pp. 24-30. 9. Willemson J. On the Gordon &
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Loeb Model for Information Security Investment // Proceedings of The Fifth Workshop on the Economics of
Information Security (WEIS 2006), 2006. pp.101-112 10. Willemson J. Extending the Gordon&Loeb Model for
Information Security Investment // Fifth International Conference on Availability, Reliability, and Security (ARES
2010), 2010. pp 258-261. 11. Arkhypov A. E. Prymenenye skonomyko-motyvatsyonnvikh sootnoshenyi dlia
otsenyvanyia veroiatnostnvikh parametrov ynformatsyonnwikh ryskov // Zakhyst informatsii — 2011. — #2 (51) — S. 69-
76.

YK 004.056.5 .
MIJIXOM 10 OLUIHKYU HEBE3NEKU ATAK B IHOOPMALIMHUX
CUCTEMAX OB’€KTIB KPUTUYHOI IHOPACTPYKTYPU

Cepeiint I'onuap, I'ennaoin Jleonenxo, Onexcin K0oin
HeporcH/{I Cneyss’sazxy

Cmamms: 6 cmop, 7 0xcepen.

Ha cporonni nmpakTH4YHO BCi JAep>KaBH CBITy 3aJie’XaTh Bij aBTOMarTH3alii BUpOOHMYMX NPOILECIB, a caMe:
Bix Oe3nepebiiiHOT poOOTH aBTOMATHU30BaHMX CHCTEM YNPAaBIiHHSA TexHoJoriunuMmu npouecamu (ACY TII).
Hait6inpi 3nauymumu ACY TII € Ti, mo 3a6e3neuyoTh po6oTy 00’ ekTiB KputH4HOI iHPpacTpykTypu (OKI).
[ix OKI O6ynmeMo po3yMmiTH aTOMHI 1 TigpoenekTpocTaHuii, HahTO - 1 Ta30NPOBOAM, HalliOHAIBHI Mepexi
pO3MOAINTY eNeKTpOCHEePrii, TPAaHCIMOPTHI CHUCTEMH HANIOHAJIHHOTO 1 CBITOBOTO pIiBHSA, 3arajlbHOJCPXKAaBHI
CHCTEMHU 3B’SI3Ky, Tally3eyTBOPIOIOUI MiANMpHEMCTBA 1 Take iHme. BukmageHe poOUTH aKTyalbHOIO 3aJady
oninku Hebe3meku atak Ha OKI

B crarTi 3anpomnoHoBaHa 10 po3risiAy Kinacudikamig 3arpo3 3a KaTEropisiMH 1 BUIaMH, a TaKOX BU3HAUYEHI
MAXO0IW 0 OIIHKH KoedimieHTy HeOe3nmeku 3arpo3 B iHpopmaniifaux cuctemax OKI.

3a BUXIiOHI HmaHl A ONIHKH KoeQiIlieHTy HpHHHATI 3arpo3m Oe3meni iHpopMmamii, MOXKIHBI aTakH,
B3a€EMO3B’SI30K MK MOXJIMBUMHM aTakaMW Ta 3arpo3aMH, B3a€MO3B’S30K MK MOXJIUBUMH aTakaMu i
HaCIIIKaMH1 BiJ iX peainizaiii.

HOAXOJAbI K OHNEHKE OITACHOCTHU ATAK B
NHOPOPMAIMOHHBIX CUCTEMAX OBBEKTOB
KPUTUYECKOM MHO®PACTPYKTYPHI

Cepzein I'onuap, I'ennaouii Jleonenxo, Anekceit Ooun
TocHUU Cneycesszu

CeroHS IpaKTHYECKH BCE TOCYAAapCTBA MUpPa 3aBHUCIT OT aBTOMATU3AINH MIPOU3BOJCTBEHHBIX IIPOIIECCOB,
a WMMEHHO: OT OecmepeOOiHOW pabOTHl aBTOMATH3MUPOBAHHBIX CHCTEM YIPABICHUS TEXHOJIOTHIECKUMH
nponieccamu (ACY TII). HanbGonee 3naunmeiMu ACY TII saBusgroTcs Te, KOTOopble oOecnednBaroT paboTy
00bekTOB  KpuTHueckoit  mHOpactpykrypel (OKHW). Ilom OKW  moHmMaroTcs  aTOMHBIE W
TUAPOIICKTPOCTAHIIMH, HE(PTE — W Tra30NpOBOJbI, HAIIMOHAJIBHBIE CETH pacHpelesieHUs 3JEeKTPOIHEPTHUH,
TPAHCIOPTHBIE CHUCTEMBl HALMOHAIHHOTO M MHPOBOTO YPOBHS, OONIErocydapCTBEHHBIE CHCTEMBI CBSI3H,
oTpacieoOpasylone NpeanpusiTus U ToMy nonoOHoe. M3nmokeHHOe aenaer akTyalbHOM 3anady OLEHKH
onacHocTH atak Ha OKU.

B crarbe mpemsio)keHa K pacCMOTpPEHHIO KiaccuduKamus yrpo3 IO KaTeropusM W BUAAM, a TakKkKe
onpeJeseHbl MOAX0Abl K OlleHKe KO3 (ULMEeHTa ONAaCHOCTH YIpo3 B nH(popManuoHHbix cucremax OKU.

3a WCXOOHBIE [aHHBIE UISI OLEHKH Kod(DQUuIHeHTa B3ATHl Yrpo3bl 0€30MacHOCTH WH(OpMAINH,
BO3MOXHBIC aTaK{, B3aMMOCBSI3b MEXIYy BO3MOXHBIMH aTakaMHd W Yrpo3aMH, B3aWMMOCBS3b MEXIY
BO3MOHBIMH aTaKaMH H TOCIEACTBUAMH OT UX pCaH3aiui.
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APPROACHES TO ASSESSING THE RISK OF ATTACKS ON
INFORMATION SYSTEMS OF CRITICAL INFRASTRUCTURE
OBJECTS

Sergii Gonchar, Gennadii Leonenko, Oleksii Yudin
SRI for STIP

Today almost all states of the world depend on computer-aided manufacturing, but exactly from uninterruptable
work of industrial control systems (ICS). The most significant ICS are there, which providing work of critical
infrastructure objects (ClO). CIO means nuclear power plants and hydroelectric power plants, oil pipeline and
gasmains, national energy management networks, transport systems national’s and world’s level, nationwide systems
of communication, branchgenerating enterprises etc. The foregoing makes it urgent task of assessing the risk of
attacks on the CIO.

The paper proposes to review the classification of threat categories and types, and the approach to the assessment
of the hazard ratio threats in the information systems of the CIO.

Initial data for the evaluation factor is the threat of information security, possible attacks, the relationship
between the possible attacks and threats, the relationship between a possible attack and the consequences of their
implementation.

Spysok vykorystanoi literatury: 1. Metodolohichni zasady rozrobky ta vprovadzhennia system zakhystu
informatsii na obiektakh krytychnoi infrastruktury / Honchar S. F., Leonenko H. P., Yudin O. Yu. // Spetsialni
telekomunikatsiini systemy ta zakhyst informatsii. — 2014. Vypusk 1 (25). 2. Osobennosty obespechenyia
kyberbezopasnosty yndustryalnsikh system upravlenyia / Honchar S. F. // Tezy dopovidei mizhnarodnoi naukovo-
praktychnoi konferentsii “Problemy ta perspektyvy rozvytku enerhetyky, elektrotekhnolohii ta avtomatyky v APK”,
Kyiv, — 2013. - S. 36-37. 3. Mokhor V. V. Nastavlenyia po kyberbezopasnosty (ISO/IEC 27032:2012) / V. V. Mokhor,
A. M Bohdanov, A. S. Kylevoi — K.: OO0 «TryK», 2013. — 129 s. 4. Hrytsai H., Tymoryn A., Holtsev Yu., Ylyn R.
Bezopasnost promoeishlennvikh system v tsyfrakh. — M.: Positive Technologies, 2012. 5. Teoretyko-metodolohichnyi
aspekt zabezpechennia informatsiinoi bezpeky obiektiv krytychnoi infrastruktury / Honchar S. F., Leonenko H. P.,
Yudin O. Yu. // Visnyk Natsionalnoho universytetu “Lvivska politekhnika™: “Kompiuterni systemy ta merezhi”. #806.
— 2014. - 34 s. 6. Industrial communication networks — Network and system security: IEC 62443-1-1. — Part 1-1:
Terminology, concepts and models. 7. Power systems management and associated information exchange — Data and
communications security: IEC 62351-1. — Part 1: Communication network and system security — Introduction to
security issues.

VIIK 004.056.53(045)
CYYACHI METO/JIHM FOMQMOPG)HOFO HINDOPYBAHHS
IH®OOPMAIINHUX PECYPCIB

Anna Invenko
Hayionanenui asiayivinuti ynisepcumem

Crarts: 6 cmop., 9 oocepen.

[IpoBeneHo MOPIBHAILHUN aHai3 TOMOMOP(QHUX METONiB MM(pyBaHHS iHGOPMALIHHUX pecypciB Ha OCHOBI
3a0e3neveHHs HiJTICHOCT] Ta KOH(IIEeHIIHHOCTI B Cy4acHUX 1H(POPMAIiHHO-KOMYHIKIIAIHHIX CUCTEMaxX Ta Mepexax.
B pob6ori omucani cyyacHi roMoMOpQHi crcTeMu mH(PYyBaHHS, a caMe YaCTKOBO TOMOMOpP(HI CHCTEMH Ta TIOBHICTIO
romomopdHi. Posrisayro kpunrocuctemu RSA, Enp-TI"amans, [leite Ta 'entpi.

B pesymprari BH3HAUYEHO OCOOIMBOCTI 3aCTOCYBAaHHS TOMOMOP(QHHX KpPHUOTOCHCTEM Ta AQITOPHIMIB MpH
3a0e3medeHHi HiTiCHOCTI Ta KOH(IACHIIIHHOCTI iHpOopMaIiifHUX pecypciB, X KiIacu@ikallis, BIaCTHBOCTI Ta CKJIaJieHa
MOpIBHSIBHA TAONUI OIIHKK e()EeKTUBHOCTI BHKOPHCTAHHS NAaHWX alrOpUTMiB. [ KOXXHOTO 3 aiJrOpUTMIB
BHU3HAYCHI HEIONIKH, MepeBard, cdepa 3aCTOCYBaHHS, MOXIHMBICTD NMPAaKTHYHOI peaiizamii. BusHadeni momambmri
IUIIXM YAOCKOHANICHHS aJTOPUTMY IIOBHOTO TOMOMOPGHOro IIM(PYyBaHHI, a TaKoX MEPCHEKTUBH HOTo
BUKOPUCTAHHS IPH 3IHCHEHHI XMapHUX O0OYNCIICHD.
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COBPEMEHHBIE METOAbI TOMOMOP®HOT' O
HNNPO®POBAHUA THOPOPMAIIMOHHBIX PECYPCOB

Anna Unvenko
Hayuonanvnuiii asuayuonnwiil ynisepcumem

[IpoBeneH cpaBHUTENBHBINA aHATN3 TOMOMOP(GHOTO MeTO0B K (poBaHUs HHPOPMATMOHHBIX PECYPCOB T'a
OCHOBEe o0OecredyeHHs] LEJOCTHOCTH ¥ KOHQUACHIHMAIBHOCTH B COBPEMEHHBIX HWH(GOPMAIHOHHO-
KOMYHHKI@UHHUX CHUCTEMax M ceTsXx. B pabore omucaHbl COBpEeMEHHbIE T'OMOMOpP(HBIE CHCTEMBI
muppoBaHUs, a UMEHHO YacCTUYHO T'OMOMOp(QHBIE CHUCTEMBI M IOJHOCTbIO roMoMop¢Hbie. PaccMoTpeHsl
kpuntocucremu RSA, Dnp-I'amans, Ileite u ['entpu.

B pesynbprare ompenesneHbl 0COOCHHOCTH MPUMEHEHHUSI TOMOMOP(QHBIX KPUITOCHCTEM M AITOPUTMOB IIPHU
o0ecreyeHNHN MEeJIOCTHOCTH M KOH(QHICHIMATFHOCTH HH()OPMAIMOHHBIX pPECYpCOB, WX KiIacCHPUKAIUA,
CBOHCTBA MW COCTaBlieHAa CpaBHUTENbHAas Tabiuma OIEHKH 3(G(EKTUBHOCTH WCIIONb30BAHUSA JaHHBIX
anropuT™MoB. JUIs KaXXIOro W3 alITOPUTMOB OIpEJCICHHbIE HEIOCTaTKH, NpPEHMYIIeCTBa, 001acTh
IpUMEHEHUS, BO3MOJKHOCTb NPaKTUYECKOH  peann3aiuu. Ompenenensl  JainbHEHIINE myTH
COBEPIICHCTBOBAHMS alTOPUTMa IIOJHOTO TOMOMOp(GHOTro mu(pPOBaHHUSI, a TakKe MEPCHEKTUBBI €ro
HCHOJIb30BaHUA IMPU OCYIICCTBJIICHUN 06naqux BUYHMCJICHUH.

MODERN METHOD OF HOMOMORPHIC ENCRYPTION OF
INFORMATION RESOURCES

Anna llienko
National Aviation University

In the article the comparative analysis of homomorphic encryption methods of information resources by
ensuring the integrity and confidentiality of modern information systems and networks. The paper describes
modern homomorphic encryption, namely partially homomorphic systems and fully homomorphic encryption.
Considered cryptosystem RSA, El-Gamal, Peyia and Gentry.

As a result defined characteristics of the homomorphic cryptosystems and algorithms ensuring the integrity
and confidentiality of information resources, their classification, properties and compiled a comparative table
assessing the effectiveness of the use of these algorithms. For each of the algorithms are certain disadvantages,
advantages, applications, possibility of practical realization. The further ways to improve the algorithm for full
homomorphic encryption, as well as prospects for its use in the cloud computing.

Spysok vykorystanoi literatury: 1. Chunarova A. V. Analiz suchasnykh alhorytmiv homomorfnoho shyfruvannia /
A. V. Chunarova, D. M. Mykolyshyn // Naukpwa przestrzen europy — 2014: X miedzynarodowej naukowi-praktycznej
konferencji, 07-15 kwietnia 2014 r.: abstracts. — Przemysl (Polska), 2014. — V.33. — P. 98-101. 2. llienko A. V.
Zabezpechennia konfidentsiinosti informatsiinykh resursiv na osnovi metodiv homomorfnoho shyfruvannia / A. V.
Ilienko, R. V. Ziubina // Avia-2015: XII mizhnarodna naukovo-tekhnichna konferentsii, 28-29 kvitnia 2015 r.: tezy
dop. — K., 2015. — S. 5.25-5.29. 3. «Osnover kryptohrafyy» / [Alferov A. P., Zubov A. Iu., Kuzmyn A. S.,
Cheremushkyn A. V.]. — Moskva: Helyos — ARV, 2002. — 471 s. 4. N. P. Varnovskyi. Homomorfnoe shyfrovanye.
[Elektronnyi resurs] / Varnovskyi N. P., Shokurov A. V // RFFY. — 2011. — Ae6. — S. 27 — 36. 5. C. Gentry , S. Halevi.
Implementing gentry’s fully-homomorphic encryption scheme // Gentry C., Halevi S./ Springer . — 2011. — C. 129-
148. 6. Hrytsyk V. V. RSA ta yoho optymizatsiia / V.V Hrytsyk, N.I. Pelykh, D.A. Yanush // Naukovi pratsi. — 2009. —
T.106. - S. 81 — 86. 7. Yvanov M. A. Kryptohrafycheskye metodut zashchyter ynformatsyy v kompiuternvikh systemakh
y setiakh / M. A. Yvanov. —Moskva: Kudyts — Obraz, 2007. — 368 s. 8. Akbarov D. E. Kryptohrafyia, standarte
alhorytmov kryptohrafycheskoi zashchytor ynformatsyy y ykh prylozhenyia. — Tashkent, 2007. — 188 s. 9. Shnaier B.
Prykladnaia kryptohrafyia. Protokolvl, alhorytmul, yskhodnwie tekstvr na yazvike Sy. — Moskva: TRYUMF, 2002. —
816 s.
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YK 681.06
OCOBJIUBOCTI BUHUKHEHHS KAHAJIY BUTOKY
TH®OPMAIIIIL 3A PAXYHOK NOBIYHOI'O

EJJEKTPOMAT'HITHOI'O BUIIPOMIHIOBAHHSA I HABEJIEHHSA
HOpin Xnanonin
Hayionanvnuii asiayitinuti ynieepcumem

Crarts: 6 cmop, 9 oxcepen.

OmHuM 3 MOXIJIMBHX KaHAJliB BUTOKY iH(oOpMaIlii € BUMPOMIHIOBaHHS EJEMEHTIB KOMITIOTEepa, TOYHIIIe,
€JIEeMEHTIB OCHOBHHUX TeXHIUHUX 3aco0iB (OT3), K10 TOBOPUTH PO 3axuIleHi aBTomatu3oBani cucremu (AC). Leit
KaHaj BUTOKY iH{opmauii HasuBaeTbesi [IEMBH (mo6idHOro enxekTpoMarHiTHOro BUIPOMIHIOBaHHS 1 HaBEICHHS).
st craHmapTHOrO KOMITIOTEPHOTO MOHITOpA INepexoIuieHHs iH(popMallii MokinBe Ha 4actoTax 10 50 rapMoHiKu
takToBOi yactotd. Xapakrep [IEMBH Bu3HauaeTbcs npu3HaueHHSM, CXEMHUMH PIilIEHHSIMH, €JIeMEHTHOI 0a3o01o,
MOTYXKHICTIO TPUCTPOIO, a TAaKOX MarepiajlaMM, 3 SKHX BHIOTOBJIEHHH KOpIyC, i #HOro KOHCTPYKII€NO.
BunpomiHtoBaHHS MOX€E BiOyBaTuCsl B IIMPOKOMY Jiama3oHi 4yactoT (Bim oamuuus [ mo I'T), a mameHicTh
peaIbHOTO MepeXOIUIeHHs iH(opMaIlii JocsraTi coTeHb MeTpiB. [lokaszano, mo indopMmatuBHicTh curaanis [IEMBH
CyTTeBa Ha 4actorax onuHHUIG [T, ToMy moctae muTaHHS HEOOXiTHOCTI CHEIiaNbHUX IOCTIKEHb Ha 4acTOTax
KiTbKOX [ 'TII, X04a MEeTOaMKa IIbOT0 HE BUMArae.

OnHOYaCHO 3 MUTAaHHSIM IIPUXOBAHOI IIepe/iadi JaHNX KaHAJIOM MOOIYHUX €JIEKTPOMArHiTHUX BUIIPOMIHIOBaHb 3a
JIONIOMOTOI0 TIporpaMuux 3aco0iB (Soft Tempest) 3acobamu po3Binku Moke OyTH TEPEXOIUICHUH CBITIOBHU MOTIK
eKpaHy MOHITOpa, SKUil BinOWBaeTbes Bix cTiH. CydacHa TexXHiKa JO3BOJISIE BiIHOBHTH 300pakeHHS Ha MOHITOPI,
NPUIHATE Ticis 0araTopa3oBUX BiOWUTTIB HOTO BiJ CTIH 1 BCIX MPEAMETIB.

[okazaHo, 110 BCymnepey MOIMMPeHid QyMIll 3a3eMJICHHS He BiJirpae BU3HAYHOI PO MIOJ0 3axXHCTy iH(popmaril
Bij BUTOKY KanaioM [IEMBH. 3a3emieHHs HEOOXiTHO TiJbKH 32 BUMOTaMHU TEXHIKM €JeKTpoOe3rneku. B meskux
BUMAJKaX MPH MIIKIIOYCHHI 3a3eMJICHHS pPiBeHb MOOIYHMX BHUIIPOMIHIOBAaHb MOXeE 1 30UIbmMTHCS. TOoMy, 4MM
SKICHIILIE BAKOHAHO €KPaHyBaHHsI KOPIyCy (BKJIIOYAIOYH 1 SIKICTh (DUIBTPIB B KOJIAX €JIEKTPOXKHUBJICHHS), THM MEHIIIE
M03HAYA€ETHCS HA PiBHI MOOIYHUX BUIIPOMIHIOBAHb HAsIBHICTh 200 BiJICYTHICTh 3a3€MJICHHS.

[ToxazaHo, O B OITBIIOCTI MPAaKTUYHUX BUIAIKIB KaOedbHA CHCTeMa — II¢ BiMiHHA aHTEHA IJIsI BCiX MOOIYHUX
BHUIIPOMIHIOBaHb O0JaTHAHHSA, HiIKIIOYEHOro N0 Mepexi. [100i9HI BUIPOMiHIOBaHHS, 0 BUHUKAIOTH B €IEMEHTAX
KOMIT'IOTepa, HaBOIATHCS Ha BC1 MPOBOAM KaOEIII0 JIOKAIBHOT MEPExKi.

IToka3ana HeOesmeka popMyBaHHS KaHaTy BUTOKY MOBHOI iH(pOpMAIii CKIaJOBUMHU KOMITIOTEpa, IO 00pobisIe
iH(pOpMaIlifo, Ta BOIOKOHHO-ONITUYHUMH JiHISIMH 3B’SI3KY.

OCOBEHHOCTHU BO3HUKHOBEHMNS KAHAJIA YTEYKHU
NHPOPMAIUU 3A CHET IOBOYHOT' O

AJIEKTPOMATI'HUTHOI'O U3IYUEHUS N HABEJIEHUSA

HKOpuit Xnanonun
Hayuonanvhouii asuayuonnvlil ynueepcumem

OmHAM W3 BO3MOXKHBIX KAaHAJIOB YTEUKH WH(GOPMAINHU SBISIETCS W3IYYCHHE SJIEMEHTOB KOMITBIOTEpa, TOYHEE,
3JIEMEHTOB OCHOBHEIX TexHH4ecKux cpeacTB (OTC), ecu TOBOPUTH O 3aIIUIICHBIX aBTOMATH3HPOBAHHBIX CHCTEMAX
(AC). Oror kanHan yreukn mHpopmanuu HaswiBaeTcs [IOMUH (moOodHOTO 3MEKTPOMAarHUTHOTO H3IYYCHUS U
HaBoJeHHA). [ CTaHOAPTHOTO KOMITBIOTEPHOTO MOHHTOpA IepexBaT MH(OpMAIMH BO3MOXKEH Ha YacToTax a0 50
rapMOHUKHA TakToBOMl uacToThl. Xapakrep IIEMBH omnpenensercs Ha3HaueHHUEM, CXEMHBIMH pELICHUSAMH,
3JIEMEHTHOHM 0a30if, MOIIHOCTBIO YCTPOMCTBA, a TaKXe MaTephallaMH, W3 KOTOPBIX H3TOTOBICH KOPIYC, W €ro
KOHCTpyKuueil. M3nmyueHne MoXKeT MPOMCXOAUTh B IIMPOKOM aAMamasoHe dactoT (ot eauHun I'm mo ITn), a
JAIbHOCTh PEAJILHOTO MepexBaTa WHGpOpPMAIMK AOCTHraTh COTEH MeTpoB. [loka3aHo, 4TO HH(POPMATUBHOCTH
curnanoB [[DMUH cymectBenHas Ha uactorax enuuun, [T IToaToMy BO3HHMKaeT BOMPOC O HEOOXOIMMOCTH
CIIEIUANIbHBIX UCCIIEIOBAHUM Ha YacToTax HecKoubkux [T, X0Ta MeTo1MKa 3TOTO HE TpeOyeT.

OHOBPEMEHHO C BOIIPOCOM CKPBITOH Mepeavn JaHHBIX M0 KaHATY MOOOYHBIX 3JICKTPOMATHUTHBIX H3JIyUYEHHH C
MOMOIIBIO TIporpaMMHBIX cpeacTB (Soft Tempest) cpencTBamMu pa3BeKH MOKET OBITH MEPEXBadeH CBETOBOH MOTOK
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JKpaHa MOHUTOPA, KOTOPBIi oTpaxaercs oT cteH. COBpeMEHHAs! TEXHHUKA MMO3BOJISICT BOCCTAHOBUTH N300paKCHHE HA
MOHHUTOPE, IPUHATOE MMOCIIC MHOTOKPATHBIX OTPAKEHHIA €r0 OT CTEH U BCEX IPEJIMETOB.

IToka3zaHo, 4TO BOMPEKH PACHPOCTPAHEHHOMY MHEHHIO 3a3eMJICHHE HE MIPAcT ONpPEICISIOIel PO B 3alUTe
nHpopMammu oT yreukn KaHamom [IOMUWH. 3a3emnenne HEoOXOZMMO TONBKO IO  TPeOOBaHUSAM
ANEKTPOOE30NaCHOCTH. B HEKOTOpBIX Cllydasx MpHU MOAKIIOYEHHH 3a3eMJICHHUsSI YPOBEHb MOOOYHBIX H3Iy4CHHN
MOXET U yBeJIH4HuThcs. [109TOMy, 4eM KaueCTBEHHEE BBIMOJIHEHO SKpaHMpOBaHHE Kopiyca (BKIOYAs U KA4eCTBO
(GUIBTPOB B LEMAX DJICKTPOIHUTAHMUS), TEM MEHBIIE CKa3bIBACTCS Ha YPOBHE MOOOYHBIX M3ITyYCHHH HAUYUE WITU
OTCYTCTBHUE 3a3EMIICHUSI.

HOKa:’)aHO, 4TO B 60J1b1HI/lHCTBe MPAaKTUYCCKUX CIIy4acB Ka6eanaﬂ CUCTEMA — 3TO OTJIMYHAsA aHTCHHA AJId BCEX
NOOOYHBIX M3JIy4eHHH 000pyJOBaHMs, MOAKIIOUEHHOTO K ceTH. [lo00YHbIe M3Ty4eHHsl, BOHUKAIOIINE B DJIEMEHTaX
KOMITBIOTEPA, IPUBOJISITCS Ha BCE MPOBO/IA KaOesl JIOKAILHON CETH.

Iloka3aHa omacHOCTh (HOpPMHUpPOBAHMS KaHAJIA YTCUKHA PEUYCBOl MHGPOpPMAIMK KOMIOHEHTAMH KOMIIBIOTEpA W
BOJIOKOHHO-ONTHYECKUMH JINHUSAMHU CBSI3HU B TIpoliecce 00padOTKH U nepeaayn HHHOPMAaLUH.

FEATURES OF CHANNEL INFORMATION LEAKAGE DUE TO

ADVERSE ELECTROMAGNETIC RADIATION AND GUIDANCE
Yuriy Hlaponin
National Aviation University

One of the possible channels of information leakage is a computer radiation elements, more precisely, the
main elements of technical means, in terms of secure automated systems (AS). This channel of information
leakage is called TEMPEST (spurious electromagnetic radiation and direction). For a standard computer
monitor interception is possible at frequencies up to 50 harmonics of the clock frequency. Character TEMPEST
is determined with purpose, schematics, element base, device power, and materials of the shell and its design.
Emission can occur over a wide range of frequencies (from several Hz to GHz) and the range of real
interception reach hundreds of meters. It is shown that the information content of signals is significant at
frequencies GHz TEMPEST units, and there is the need for special studies at frequencies of several GHz,
although the method does not require it.

Along with the issue of secure communication channel by electromagnetic radiation by means of software
(Soft Tempest) reconnaissance can be intercepted by the light output of the monitor screen, which is reflected
from the walls. Modern technology makes it possible to restore the image on the monitor, taken after his
multiple reflections from the walls and all objects.

It is shown that, contrary to popular belief grounding does not play a determining role in the protection of
information from leakage channel TEMPEST. Grounding is only necessary for the requirements of electrical
safety. In some cases, when you connect the ground level of spurious emissions may increase. Therefore, the
better the screening carried out of the body (including the quality of filters in power supply), the lower the
impact on the level of spurious presence or absence of grounding.

It is shown that, in most practical cases, the cable system is a great dish for all spurious equipment
connected to the network. Spurious emissions arising in the components of the computer are directed on all the
wires of the cable network.

It shows the danger of leakage passage forming speech information computer components, and fiber optic
lines in the processing and transmission of information.

Spysok vykorystanoi literatury: 1. Markus G. Kuhn, Ross J. Anderson. Soft Tempest: Hidden Data Transmission
Using Electromagnetic Emanations / University of Cambridge, Computer Laboratory, New Museums Site, Pembroke
Street, Cambridge CB2 3QG, United Kingdom, fmgk25,rjaldg@cl.cam.ac.uk. 2. Lenkov S.V., Perehudov D.A,
Khoroshko V.A. Metodv y sredstva zashchytor ynformatsyy / Pod red. V.A. Khoroshko. — K.: Aryi, 2010. — Tom 1.

Nesanktsyonyrovannoe poluchenye ynformatsyy. — 464 s. 3. Piatachkov A.H. Zashchyta ynformatsyy,
obrabateivaemoi veichyslytelnoi tekhnykoi, ot utechky po tekhnycheskym kanalam /A.H. Piatachkov. M.: NP RTsYB
«Fakel», 2007. 4. http://www.epos.ua/view.php/ aboutpubs _archive? Subaction

=showfull &id=1037743200&archive=&start_from=&ucat=2&. 5. Markus G. Kuhn. Optical Time-Domain
Eavesdropping Risks of CRT Displays/ University of Cambridge, Computer Laboratory, JJ Thomson Avenue,
Cambridge CB3 OFD, UK, mgk25@cl.cam.ac.uk 6. Analyz zashchyter kompiutera ot utechky po tsepiam pytanyia y
zazemlenyia. Stechenko V. N., Naidenko V. I., Prokofev M. Y., Kurashkevych A. /Pravove, normatyvne ta
metrolohichne zabezpechennia systemy zakhystu informatsii v ukraini, vyp. 1(14), 2007 r. 165. 7. HOST R 50571.22-
2000 ODlektroustanovky zdanyi. Trebovanyia k spetsyalnoim slektroustanovkam. Zazemlenye oborudovanyia
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obrabotky ynformatsyy. 8. Aizenberh H. Z. y dr. Korotkovolnoveie antennwi. M.: Radyo y sviaz, 1985. 9. Hryshachev
V. V., Khaliapyn D. B., Shevchenko N. A. Opasnosty voznyknovenyia kanalov utechky konfydentsyalnoi rechevoi
ynformatsyy po volokonno-optycheskym strukturyrovanneim kabelnoim systemam // Materyalor X Mezhdunarodnoi
nauchno-praktycheskoi konferentsyy ,,Ynformatsyonnaia bezopasnost”. Ch. 2. — Tahanroh: Yzd-vo TTY YuFU, 2008.
-103-105s.

VK 004.93
MOBYJOBA I'OJIOCOBOI CUCTEMU AYTEHTU®IKAIIIT
JUCHETYEPIB 3 NMIIBUIIEHOIO IBUJIKOJIEIO I
JTOCTOBIPHICTIO POBOTH

Bonooumup Temnixoes, Izop Kougpoposuu, Onena Temnixosa*
Hayionanenuu asiayivinuii ynisepcumem,
Hayionanonuu mexuiunuu ynieepcumem Yxpainu « Kuiscokuti nosimexuiunuu incmumymy»™

Cmamms: 5 cmop, 6 oxcepenn.

VY nmaHifi cTaTTi mpencTaBieHI KOHIEMINisS MOOYyJOBU i CTPYKTypa po3poOJieHOi aBTOpaMH aBTOMATHYHOI
roJI0COBOT CHCTEMH IIepMaHEHTHOT ayTeHTH]iKawLii qucreryepiB MiJi 4ac BUKOHAHHS HUMH CBOiX IpodeciiiHux
000B'sA3KiB, 3aBJaHHIM SIKOi € 3anmo0iraHHs JOCTYNy HECaHKLIOHOBAaHMX oci® 10 iH(popMaliiHUX pecypcis,
BUKOPHCTOBYBAaHHX JHMCIIETYEPAMHU B IpOIeCci poOOTH.

Pozpobnena cucrema ayrentudikauii qucneruepis (CAJ]) noOynoBaHa Ha OCHOBI TaKMX HMPUHIUITIB!

- ayTreHTHU}IKalis TIPOBOANUTHCS MO0 BHIAUICHUX 3 Oe3lepepBHOI MOBM JUCIETYEpa, TaK 3BaHUM, KIIIOUYOBUM
MOBHHM (parMeHTaM, sKi GOpMYIOTHCS Ha OCHOBI CIIiB 1 CIOBOCTIONYY€Hb, YaCTO BXKUBAHHUX IUCIETICPAMH B
npotieci poOoTH, a s aBiaJAuCIIeTYEpiB - BXOAATH A0 CKIIaly HOpPMaTHBHO BCTAHOBIICHOI (ppaszeotorii;

- cucteMa o0ymoBaHa Ha OCHOBI Teopii po3mi3HaBaHHS 00pa3iB i3 3aCTOCYBaHHSIM METOIY KOPOTKOYACHOTO
aHaJi3y i po3po0aeHo] cucTeMu iHQOPMAaTHBHHUX MapaMeTPiB MOBHUX CUTHAIIIB;

- IS 3AiACHEHHS MOIIYKY i BUAUICHHS 3 0e31mepepBHO MOBH AHCIIeTYEpa KIFOYOBUX MOBHUX ()parMeHTiB 10
ckmaxy CAJl BBeneHi MOAynb CerMeHTalii Oe3mepepBHOI MOBH Ha MOBHI (parMeHTH 1 IMiIcHcTeMa iX
po3mi3HaBaHHs, ILI0 CKIANAEThCsl 3 MOJAYJIB MapameTpusanii, kiacudikauii Ta HOPUHHATTA pPIMICHHS PO
BiJTHECEHHSI MOBHUX (PPAarMEHTIB JI0 KJIaCy «KIIOYOBHX.

KoHmemniist po3pobieHa 3 ypaXyBaHHSIM OCOOJHMBOCTEH MPaKTHYHOTO 3aCTOCYBAaHHS CHCTEMHU: HEBEIIHKI
BijcTaHi Bix mkepen 3ByKy no CAJl, BiTHOCHO Malli 3HA4Y€HHs IIyMiB B aHaJi30BAHUX MOBHHMX CHTHaJlaX, MaJi
KUJIBKOCTI KOHTPOJIbOBAHUX OCi0, HAsSBHICTh CHEIU(IYHUX BUMOT J0 AUCIETUYEPIB.

MeTo AOCHTIIKeHb, MPOBEACHHUX Y MPOIECI PO3POOKH CHCTEMH, OYJI0 OJCpIKAHHS MOMKJIHBO OIiIBIIOT
JIOCTOBIpHOCTI 1i poboTH mpu 3abe3meueHHI PYHKIIIOHYBaHHS CHCTEMH B PEXUMI peanbHOro 4acy. [ligBurmeHHs
nocToBipHOCTI poboTm i mBuaKomii po3podrneHoi CAJ] Oyio HOCATHYTO MUIAXOM IOOYIOBH MOJIYIIB
kimacudikamii ocHoBHUX migcucteM CAJl (po3mizHaBaHHA MOBHHX ()parMeHTIB i BiacHe ayTeHTU(ikamii) Ha
OCHOBI mTy4yHUX HelipoHHUX Mepex (IIIHM) 3 mekinpkoMa BHXOJaM¥, HABUYCHUX Ha PO3Mi3HABaHHS BiJIOBITHO
MOBHHX (parMeHTiB i KOHTPOJBOBAHUX OCi0O (HHCHETYEpiB), a TaK0X OOIPYHTOBAHOTO BHOOPY HapaMmeTpiB
ITHM (3HaueHHa mapaMeTpiB Oyiu BH3HA4YEHI B IPOIECi TECTYBAaHHA).

ExcnepuMeHTaNbHI JOCIHIKEHHS TTOKa3ali, [0 3aCTOCYBAaHHS HaBEIEHUX y CTATTi CHOCOOIB MiABHIICHHS
noctoBipHOCTI pobotn i mBuaKoAii CAJl mo3Bonmio 3a0e3neduTH poOOTYy CHCTEMH B PEXHUMI peasbHOro Jacy i
OTPHUMATH MPOICHT NPAaBMIBHOI ayTeHTH(diKanii AuceTdepiB Ha piBHI moHAK 98%.

Po3pobka cuctemu ayreHTU(DiKAIlii € BaXXIIMBUM €TAroM Ha IUISXY CTBOPECHHS KOMIUIEKCHOI aBTOMATUYHOT
CHCTEMH KOHTPOJIO IOCTYIy MAHWCIETYepiB A0 iHGOpMamiiHUX pecypciB, mo 3abe3rnedye TpOBEICHHS
ayTeHTH(}iKamii KOHTPOJbOBaHMX o0ci0, iX igeHTH(dikamii y BHUIAIKy HENPOXOJDKEHHS NpPOLEAYPH
ayTeHTU}iKanii i KOHTPOIO (MOHITOPHHTY) HCUXO0(]i310JI0TTYHOTO (EMOIIHHOT0) CTaHYy.

3acTocyBaHHs po3po0JIeHOi cucTeMn ayTeHTH(]IKalii 103BOJIsE€ ICTOTHO MiJBUIIUTH O€3MeKy Ha TPaHCHOPTI
i B eHepreTuui, pi3Ko 3MEHIIMTH KUIBKICTb aBapiii Ta aBapiiHUX CHTyalid BHACHiJOK 3HWKCHHS BILIUBY
JI0ACHKOTO (akTopa.
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MOCTPOEHUE I'OJIOCOBOM CUCTEMBI AYTEHTUOUKAIIUHN
JAUCIHHETYEPOB C IOBBIINEHHBIMHU BBICTPOAEUCTBUEM U
JOCTOBEPHOCTbBIO PABOTbI

Baaoumup Temnuxos, Hzopv Kongpoposuu, Enena Temnuxosa®
Hayuonanvnoui asuayuonnwviii ynugepcumemn,
Hayuonanvnviti mexnuyeckuti ynusepcumem Yxpaunol « Kuesckuii nonumexuuueckuil uHCmumymm™

B Hacrosmell crarbe IpeICTaBICHbl KOHLENIUS IOCTPOEHUS M CTPYKTypa pa3paboTaHHOH aBTOpaMH
ABTOMAaTHYECKOI I'0JIOCOBOM CHUCTEMBI NEPMaHEHTHON ayTeHTH(HKAaLMU JAMCIETYEPOB BO BPEMS BBIIOJIHEHHS
UMH CBOMX MNPOQECCHOHANBHBIX O00S3aHHOCTEH, 3amadell KOTOpPOW SBISETCS NPEJOTBpAIIEHHE JOCTYyIa
HECaHKI[MOHNPOBAHHBIX JHII K HHGOPMAIMOHHBIM pecypcaM, HCIIONb3yEeMbIM AHCIETYEpaMH B IpoOIEcce
paboTEHL.

Pa3paborannas cucrema akteHTH(uKanun aucruerdepoB (CAJl) mocTpoeHa Ha OCHOBE CIICTYIOIINX
MIPUHINIIOB!

- ayTeHTHU(UKAIUSA MPOBOIAUTCA IO BBIACICHHBIM W3 HEINPEPHIBHOW pedM QUCIETYEpa, TaK Ha3bIBACMBIM,
KIIIOYEBBIM peYeBBbIM (parMeHTam, KOTOpble (GOPMHUPYIOTCS Ha OCHOBE CJIOB U CJIOBOCOYETaHWil, 4acTo
yHoTpeOasieMbIX JIUCIETYepaMH B Ipoliecce padoThl, a Ais aBUAJMCIETYEPOB — BXOASIIUX B COCTaB
HOPMATHUBHO YCTaHOBJICHHOH (hpa3eoioru;

- CHUCTEeMa [OCTPOEGHAa Ha OCHOBE TEOPUHM paclo3HaBaHUs o00pa3oB C IPUMEHEHHEM METOJa
KPaTKOBPEMEHHOTO aHallu3a U pa3pab0TaHHOW CHCTEMBI MHPOPMATHUBHBIX IAPAMETPOB PEUYEBBIX CUTHAJIOB;

- JUId OCYIIECTBJICHHMS IOWUCKA W BBLICICHHUS W3 HENPEPHIBHOW pEYH Juclerdepa KIIOUEBBIX PEUYECBBIX
¢parmenToB B coctaB CAJ] BBEACHBI MOIYyJh CErMEHTALMH HENPEPBHIBHON pEeYM Ha peueBble (parMeHTH U
MOJICHCTEMa HMX pAacllO3HaBaHUs, COCTOSIIAs M3 MOJIYJeH mapamMeTpu3annu, KilacCH()UKanMW W TPUHSATHS
pemeHust 00 OTHECEHUH PEUYEBBIX (PArMEHTOB K KJIACCY «KIIOYEBBIX).

Konnenmuust paspaboTaHa ¢ y4eToM OCOOEHHOCTEH NPaKTHYECKOI'0 NMPHMEHEHHUS CHCTEMBI: HeOOoJbIIne
paccTosiHUSL OT HCTOYHHMKOB 3Byka 10 CAJl, OTHOCHTENbHO Mallble 3HA4YCHHWsI LIYMOB B aHAJIH3UPYEMBIX
pEYEBBIX CHTHaNax, Majbleé KOJIMYECTBA KOHTPOJHPYEMBIX JHI, Haludue crenu@uyeckux TpeOoBaHU K
JUCTIETYEPAM.

Ilenpto uccnenoBaHuil, MPOBEIEHHBIX B IMpoliecce pa3pabOTKU CHUCTEMBI, SBJAJIOCH MOJIYYCHHE BO3MOXKHO
Oonpmieif TOCTOBEPHOCTH €€ paboThl IpHU oOecredeHUH (YHKIHOHUPOBAHUSA CHCTEMBI B PEXUME PEalbHOTO
BpeMeHH. [loBwImeHne TOCTOBEpPHOCTH paboTHl M ObIicTponmercTBus paspaboranHoid CAJl OBIIO JOCTHTHYTO
MyTeM TIIOCTPOCHHS MoOIyineld kiaccupukanun ocHOBHBIX moacucteM CAJl (pacmo3HaBaHHS PpPEUYEBBIX
(¢parMeHTOB M COOCTBEHHO ayTEeHTH(HKAIMM) Ha OCHOBE HCKYCCTBEHHBIX HeHpoHHBIX cereit (MHC) c
HECKOJIbKUMH BBIXOJaMH, OOYYEHHBIX Ha paclO3HaBaHWE COOTBETCTBEHHO pEYEBBIX (parMeHTOB U
KOHTPOJHMPYEMBIX JHUI (IMCHETYEepOB), a Takke oOocHOBaHHOTO BhHIOOpa mnapamerpoB MHC (3Hauenus
rnapaMeTpoB OBLIM ONpe/eICHBI B IPOIeCCe TECTUPOBAHMS).

OKclepuMeHTalbHbIE HCCIEIOBaHUS II0KA3ald, 4YTO NPHMEHEHHWE MPHUBEJCHHBIX B CTaThe CIIOCOOOB
MTOBBINICHUS JTOCTOBEPHOCTH paboTel u ObicTponeiicTBus CAJ] mo3Bosmino obecnednTb paboOTy CHUCTEMBI B
peXHMME pEeanbHOTO BPEMEHH M IIOJYYHTh NPOLEHT NPaBWIBHONW ayTEeHTH(UKANHWM ANUCIETICPOB HA YPOBHE
6omee 98%.

Pa3paboTka cucTeMbl ayTeHTH()MKAIHMM SABJIAETCA BAXKHBIM J3TAalOM Ha IIyTH CO3JaHHUS KOMIUIEKCHOM
aBTOMAaTHYECKOM CHCTEMBI KOHTPOJS JOCTYNa AUCIETIEPOB K NH(POPMALMOHHBIM pecypcaM, o0ecrieunBaomei
MIPOBEJECHUEC AayTCHTH()HUKAINK KOHTPOJIUPYEMBIX IIHI, HX HACHTHOUKAIMH B CIydae HETPOXOXKICHUSI
MpoTeaypsl ayTeHTU(UKAIMH W KOHTPOJs (MOHHUTOPHHTA) NCUXO(DH3NOIOTHIECKOTO (IMOIHMOHAIHHOTO)
COCTOSIHUS.

[IpumeneHnne pa3pabOTaHHONW CHCTEMBI ayTEHTH()HUKAIMH MMO3BOJISIET CYIIECTBEHHO ITOBBICUTh 0€30MacHOCTh
Ha TPaHCIOPTE U B DHEPIreTHKE, PE3KO YMEHBIIUTH KOJMYECTBO aBapHil M aBapUHHBIX CUTyalUd BCIIEICTBHE
CHIDKEHUS! BIMSIHUS YEJI0BEYECKOTO (akTopa.
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BUILDING A TRAFFIC CONTROLLERS VOICE
AUTHENTICATION SYSTEM WITH IMPROVE SPEED AND
RELIABILITY OF OPERATION

Volodymyr Temnikov, Igor Konforovich, Olena Temnikova*
National Aviation University,
National Technical University of Ukraine "Kyiv Polytechnic Institute"*

This article presents the concept of construction and structure of the authors' permanent authentication
automated voice system of traffic controllers during the fulfillment of their professional duties, which task is to
prevent access by unauthorized persons to information resources used by traffic controllers in the operation.

The developed traffic controllers authentication system (TCAS) is based on the following principles:

- authentication is carried by key speech fragments extracted from uninterrupted traffic controllers speech,
which are formed on the basis of words and phrases commonly used by traffic controllers in the operation;

- the system is based on the theory of pattern recognition using the method of short-term analysis and
developed system of informative parameters of speech signals;

- for the fulfillment of the search and extracted from a uninterrupted traffic controllers speech key speech
fragments into the TCAS introduced segmentation module of continuous speech in the speech fragments and
their recognition subsystem, consisting with modules of parameterization, classification and for the
classification of speech fragments classified as "key".

The concept was developed taking into account the peculiarities of the practical application of the system: a
short distance from the sound source to the TCAS, the relatively small values of noise in the analyzed speech
signals, small amounts of controlled entities, the presence of specific requirements for traffic controllers.

The aim of research carried out in the process of developing the system was to obtain the greatest possible
reliability of its operation while ensuring the functioning of the system in real time. Increasing of the reliability
and speed of TCAS was achieved by constructing a classification modules of main subsystems of TCAS
(speech fragments recognition and actual authentication) based on artificial neural networks (ANN) with
multiple outputs, trained to recognize speech fragments and controlled entities (traffic controllers) respectively,
and grounded choice of ANN parameters (parameter values were determined during the testing process).

Experimental researches have shown that the use of the methods provided in article to improve the
reliability and speed of TCAS allowed to provide the system operation in real time and to get the percentage of
correct traffic controllers authentication at more than 98%.

Development of the authentication system is an important step towards the establishment of an integrated
automated system of access control to information resources inholding the authentication of controlled entities,
their identification in the event of failure to authentication procedures and control (monitoring)
psychophysiological (emotional) condition.

The application of authentication systems allows essentially enhance the safety on transport and in power
engineering, sharply reduce the amount of accidents and emergencies due to the reduction of the human factor.

Spysok vykorystanoi literatury: 1. Ramyshvyly H. S. Avtomatycheskoe opoznavanye hovoriashcheho po
holosu. // M.: Radyo y sviaz, 1981. — 224 s. 2. S. Khaikyn Neironnwvie sety. // 2-e yzd. Per. s anhl. — M.:
Yzdatelskyi dom "Vyliams", 2006. — 1104 s. 3. Rabyner L., Hould B. Teoryia y prymenenye tsyfrovoi obrabotky
syhnalov. // M: Myr, 1978. — 848 s. 4. Temnykov V. A., Sharyi T. V., Temnykova E. L., Konforovych Y. V.
Holosovaia autentyfykatsyia operatorov, yspolzuiushchykh v protsesse rabotet normatyvno ustanovlennuiu
frazeolohyiu. // Informatsiina bezpeka. — 2011. — Me](5). — S.125-130. 5. Bishop C. Pattern Recognition and
machine learning (Information Science and Statistics). // Springer-Verlag New York, Inc. Secaucus, NJ, USA,
2006. — 738 r. 6. Markel Dzh., Hrei A. X. Lyneinoe predskazanye rechy. // Per. s anhl. — Pod red. lu. N.
Prokhorovay V. S. Zvezdyna. — M.: Sviaz, 1980. — 308 s.
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VJIK 621.3.038 _ )
TEIIJIOBA HAJAIMHICTDB PAJIOEJIEKTPOHHOI
AITAPATYPU 3AXUCTY IHq)OPMAI_IIi

bopuc Yeapoes, IOpiii 3invkoecokuil
Hayionanonuu mexuiunuu ynisepcumem Ykpainu "Kuiecokuti nonimexuiunui incmumym"

Crartsi: 9 cmop., 7 0xcepen.

BryrpimmHi ¢isuysi nporecH, mo BinOyBarThes y pamioenektpornHoMy amapaTi (PEA) npu ¢QyHKIiOHYBaHHI,
OPHU3BOIAT JI0 BHIIICHHS TEIUIOTH B eleMeHTax Horo enektpoHHoi ctpyktypu (EEC), i KinbKicTh wi€i TemIoTH
3aI€KNUTh BIJl IX E€HEPreTHMYHOI JIOCKOHANOCTI, sIka NOBMHHA OYTH BHM3HAu€Ha JOIMYCTHMOIO TEMIIEpaTyporo ix
koprryca. KoedimieHTn eHepreTndHoi HOCKOHANOCTI 1., EEC HympoBOTO (yHKIIOHAIHHOTO PIBHA — PE3HUCTOPIB,
KOHJIGHCATOPiB, iHAYKTMBHOCTEH — OJIep:KaHi 3a JOTOMOTOI0 €KBiBAJEHTHHX CXEM JBOMONIOCHHKIB. IX 3HaueHHs
OimpImi, HK 3HAYEHHS Koe(ilmieHTiB KOpPHCHOI il 1| eNeMEeHTIB, M0 [Ja€ MOXKJIHMBICTD PO3MIMPHUTH Miara3oH
BukopuctanHs EEC B peaslbHUX yMOBaxX 3aCTOCYBaHHSI.

Ternosi npouecu B PEA BuzHauarote Temnepatypu EEC Ta mokasHuku sk iX HajailHOCTI, Tak W HamiHHOCTI
Bckoro PEA. VY crarri 3anporoHoBaHi Meroiu po3paxyHKy TemrepaTyp EEC B OCHOBHHMX CTPYKTYpHO-
KOHCTPYKTUBHUX MOAyisix nepmroro pisHsa (CKM1) — gapyHkax ta Mikpo36ipkax (M36).

TemmoBa Mozmens mis M30 BpaxoBye TemitoBigmauy Big EEC, po3ramoBaHMx Ha Hilf, TETUIONPOBITHICTIO 1O
TUTACTHHNA-OCHOBH, KOHBEKIIIE€IO O OTOYYIOUOTO TIOBITPs, pajiamieto o cTiHok kopirycy PEA. BpaxoByeThes Takox
TEIUIOBiAa4a 3 TOPLIB IUIACTHHHU, MO0 MOXE CYTTEBO BIUIMBATH Ha TEIUIOBHH pexkum M36. Pos’s3aHHS
IudepeHIiadbHIX PiBHAHb MATEMATHIHOT MOJIENI MTPOBEICHO METOJIOM CKiHUEHHX 1HTETpaIbHUX IIEPETBOPEHb.

HageneHi piBHAHHS, 010 1OB’s13yI0Th TemnepaTypu EEC 3 mokaszHukamu ix HagiiHoCTi. TakuM 4uHOM, Tix 9ac
MPOEKTYBaHHSI MOXKJIMBO PO3paxyBaTu rnoka3Huku HaaiiHocTi Bcix EEC, okpemux M30 Ta Bchoro PEA.

TEILIOBAS HAJEXKHOCTH PAJIMORJIEKTPOHHOM
AIIITAPATYPbBI 3AIIMTHI THO®POPMAIINU

bopuc Yesapoes, IOpuii 3unvkoeckuii
Hayuonanvnwiti mexnuueckuii ynueepcumem Yxpaunul "' Kuesckuii nonumexnuveckui Hemumym'"

Bayrpennne (¢mu3mdUeckwe MpoIecchl, MPOUCXOIAIIME B paguodIeKTpoHHOM ammapare (PDA) mnpu
(hYHKIIMOHMPOBAHUM, MPHUBOIAT K BBIICICHHUIO TEIUIOTHI B JJIEMEHTAX €ro 3JeKTPOHHOU cTpykTypsl (33C), u
KOJIMYECTBO OSTOM TEIUIOTHI 3aBUCUT OT HMX JHEPreTHMYECKOTO COBEPIICHCTBA, KOTOPOE JOJDKHO OIPEAEISTHCS
JOITyCTUMON TemmepaTypoil nx kopmyca. Koaddummentsr sHepreruueckoro cosepmeHcTBa n3c 99C HyJIeBOTO
(hYHKIIMOHATILHOTO YPOBHS — PE3HCTOPOB, KOHJCHCATOPOB, HWHIYKTHBHOCTEH — TMIONYYCHBI MPH IOMOIIH
SKBUBAJICHTHBIX CXEM JBYXIOJIOCHUKOB. VX 3HadeHUs OoJjble, 4YeM 3HAYCHHS KOI(D(UIMEHTOB MOJIC3HOTO
JIEHCTBHUSA 1) 3JEMEHTOB, YTO JaeT BO3MOXKHOCTh PACIIMPHUTH AWATa30H MCIONb30BaHuI DDC B pealbHBIX YCIOBHAX
NPUMCHEHUS.

TeruoBbie mponeccsl B POA ompepensitor temmnepaTypsl 99C U MOKa3aTeNud Kak HMX HAJEKHOCTH, TaK U
HaziexkHocTH Bcero POA. B cratee mpemtoskeHsl MeTonsl pacuera TemmnepaTyp O39C B OCHOBHBIX CTPYKTYpHO-
KOHCTPYKTHBHBIX MOAYIIIX mepBoro ypoBHs (CKM1) — saeiikax 1 mukpocoopkax (MCO).

Temmoast monens it MCO yuuthiBaeT Terootaady ot 99C, pa3MeMIeHHBIX Ha HEH, TeIIONPOBOJHOCTHIO K
TUTACTHHE-OCHOBE, KOHBEKIIMEH K OKPYKAIoIIeMy BO3AYXY, paguamueil K creHkam kKoprmyca PDA. YumrteiBaercs
TaKKe TEIIO0TJada C TOPIEB IUIACTUHBI, YTO MOXKET CYIISCTBEHHO BIIMATH HA TeIUIoBoW pexkuM MCO. Permenue
I QepeHInaTbHEIX ypaBHCHHH MaTeMaTHYeCKOW MOJENH TMPOBEACHO METOIOM KOHEYHBIX HWHTETPAbHBIX
npeoOpa3oBaHMiA.

IIpuBeneHs! ypaBHeHUs, CBsI3bIBatolTe TemuepaTypsl 99C ¢ mokazaTeslIMu UX HaJekHOcTH. TakuMm oOpas3oM, B
mpoliecce MPOSKTHUPOBAHUS MOXKHO PaCCUMTHIBAThH MOKa3aTenu Haje:kHocTH Bcex DOC, otmenbHbix MCO U Bcero
PDA.
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THERMAL RADIO EQUIPMENT RELIABILITY OF

INFORMATION

Borys Uvarov, Yurij Zinkovsky
National Technical University of Ukraine "Kyiv Polytechnic Institute™

The internal physical processes occurring in the radioelectronic device (RED) at functioning, result in allocation of
heat in elements of its electronic structure (EES), and the amount of this heat depends on their power perfection, which
should be defined in allowable temperature of their case. The factors of power perfection of EES for a zero functional
level - resistors, condensers, inductors are received through the equivalent circuits of two-pole’s. Their meanings are
more, than meaning of efficiency of elements, that enables to expand a range of use EES in real conditions of
application.

The thermal processes in RED define temperatures EES and parameters both their reliability, and reliability all
RED. In clause the methods of account of temperatures EES in the basic structural - constructive modules of the first
level (SCML1) - cells and microassembly (MAs) are offered.

The thermal model for MAs takes into account heat transfer from EES, placed on her, thermal conductivity to a
plate - basis, convection to air, radiation to walls of the case RED. It is taken into account also heat transfer with ends of
a plate, that can essentially influence a thermal mode MAs. The decision of the differential equations of mathematical
model is carried out by a method of final integrated transformations.

The equations connecting temperatures EES with parameters of their reliability are given. Thus, during designing it
is possible to expect parameters of reliability all EES, separate MAs and all RED.

Spysok vykorystanoi literatury: 1. Uvarov B. M., Zinkovskyi Yu. F. Optymizatsiia teplovykh rezhymiv ta nadiinosti
konstruktsii radioelektronnykh zasobiv z imovirnisnymy kharakterystykamy: — Kyiv, “Korniichuk™, 2011.—248 s. 2.
Luikov A. V. Teplomassoobmen(Spravochnyk). 2-e yzd., pererab. y dop. — M. Onerhyia, 1978. — 480 s. 3. DSTU2860-
94.Nadiinist tekhniky.Terminy ta vyznachennia. 4. DSTU 2862-94. Metody rozrakhunku pokaznykiv nadiinosti. 5.
Proitkov S. F., Horbacheva V. M., Martuinova M. N., Petrov H. A. Nadezhnost slektroradyoyzdelyi/Spravochnyk. — MO
RF y NYY “Olektronstandart™, 2004. — 620 c. 6. Strelnykov V. P., Fedukhyn A. V. Otsenka y prohnozyrovanye
nadezhnosty slektronnvikh slementov y system. — K.: Lohos, 2002. 7. Strelnykov V. P. Otsenka resursa yzdelyi
alektronnoi tekhnyky // Matematychni mashyny ta systemy, 2004, # 2.

YK 638.235.231 .
HIABAIEHHS BUABJISAIOYO1 3TATHOCTI
HEJIIHIMHUX PAAIOJIOKATOPIB

Maxkcum 3inuenko
Hayionanonuu mexuiunuu ynisepcumem Ykpainu « Kuiscokutl nonimexuiuHuil incmumymy

Crarta: 5 cmop., 5 0xcepen.

Buxopucranas epexTy HENiHIHHOTO po3CiloBaHHSA B 0araThoX cdepax JIOACHKOI TiSUIBHOCTI CIPHSIIO TOSBi
YHUCJICHHUX (yHIaMEHTAIbHUX JIOCII/DKEHb 38 TEMAaTHKOI0 HETiHIHHOI pazionokanii. bursimicts nmpoBeneHnx pooiT 3a
IIMM HAaIPsIMOM TIPUCBSYEHI 3a7adl MiIBUIICHHS e(eKTUBHOCTI BHSBICHHS, iACHTU(IKAIIT Ta JoKai3arii HeTiHIHHUX
posciroBauiB (HPc) Ha Qoni pi3HMX 3aBax. Sk mpaBuio, MiABUINEHHS €(EKTUBHOCTI BHUKOPUCTaHHS HENIHIHHMX
pamionokaropi (HP) y TemepimmHiii 4ac 3BOAMTBCS OO 30UIBIICHHS MOTY)KHOCTI BHmpoMiHioBaHoro HBY-curnaiy,
TIBUIIEHHS YyTJIMBOCTI NpUHAMadviB, BUOOPY ONTUMAIBHHUX HapaMeTpiB 3oH1ytodoro curnainy (3C) tomo. Bee me
BUMarae BUPIMIEHHS JTOCUTh CKIAJHUX CXEMOTEXHIYHMX Ta KOHCTPYKTOPCBKHX 3aad €JIeKTPOMArHiTHOI CYMiCHOCTI,
3a0e3nevyeHHs] BUCOKOI TOYHOCTI BHXIJHUX IapaMeTpiB, 3aBaJIOCTIHKOCTI TOIIO, NMPU LOMY BUrpam B OULIBIIOCTI
HEe3HAYHHUi Ta He BiANOBigae BUTpaTaM. 3akiaquuii npuctpiil sk HPc, y cBoemy ckiazmi Mae CTpyMOIIPOBITHI €JIeMEHTH
— aHcaMOJIb «BHITAJIKOBUX» aHTEH, B HABAHTA)KCHHI KOTPHX MOXYTh 3HAXOAWTHCS HAIBIPOBIAHNKOBI npuinamy. [Ipn
IIbOMY Maibke BCi «BHIAIKOBI» aHTCHU 3 HETMIHIMHUM HaBaHTKCHHSM «EJIEKTPUYHO Mali», TOOTO HabaraTto MeHIIe
nosxuau Xt 3C HP. HaBenenwii y Takiii aHTeHi cTpyM OyJe HE3HAYHUM, a CTBOPIOBAHE iM IOJIE TyKe CIA0KUM Y
3B’I3Ky 3 BigCcyTHicTIO eexruBHOro normuHanus HPc eneprii 3C uepe3 maii po3mipu mpuiioMHOI moBepxHi. Tomy
MOJAIBIIMA SKICHHI PO3BUTOK TEXHOJIOIIT HEMIHIMHOI paaiojiokaiii Oe3rocepenHbo IOB'S3aHUM 3 MaKCHUMI3ALI€ro
«HaB'sI3yBaHHs» eHeprii 3oHayrodoro curtdany HPc. Tak sk makcuManbHo edextuBHo HPc morimHaeTbest eHeprist THX
CIIEKTPAJIbHUX CKJIQJIOBUX 30HYIOUOTO CHTHATY, JOBXXHHH XBHJIb SIKMX 3PIBHSHHI 3 JOBXXKHHAMH HOTO «BHIIaJKOBUX)
aHTEH, TOMY PaIliOHAIGHUM JIJISl IPAKTUKK € BUKOPUCTAHHS YePTYBaHHS PI3HUX 32 aMIDTTYA0IO0 i (POPMOFO 30HIYIOUNX
CHUT'HAJIIB, 1110 TIPEACTABIISIIOTH Peaizaliiio BUIAIKOBOTO MPOLECY i3 CYIUTLHUM CIIEKTPOM.
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HOBI»IIHEHI/IEUBI)IHBJIHIOI[IEI‘/JI CIHOCOBHOCTH
HEJIMHEUHBIX PAIMOJIOKATOPOB

Maxcum 3unuenxo
Hayuonanvnviii mexnuueckuu ynusepcumem Yxpaunsl « Kuesckuti nommexHuyeckuil uHCmumymy»

Ucnons3oBanue »>bdekra HEIMHEHHOIO paccesHuss BO MHOrux cdepax UeIOBEUYECKOH eATeIbHOCTH
CIIOCOOCTBOBAJIO TOSIBIICHUIO MHOTOYHCICHHBIX (DYHIAMEHTAIbHBIX HCCIICJOBAHUN T0 TEMAaTHKE HEIMHEHHOMN
pafMOJIOKALMK. BONBIIMHCTBO MPOBEACHHLEIX DPA0OT IO 3TOMY HAIPABICHHIO IIOCBAIICHBI 3aJa4€ ITOBBLIIICHUS
3¢ (eKTUBHOCTH BBISBIICHUS, HACHTU(HUKAIIMN 1 JJOKAIN3auy HeauHeHHbIx paccensateneii (HPc) Ha pone pasnuanbix
nomex. Kak npasuiio, noseliienre 3GGEeKTUBHOCTH UCIIOIB30BAHMS HEIMHEHHEIX paauoiokatopos (HP) B HacTosiee
BpeMs CBOJUTCS K YBCJIMUYCHHIO MOIIHOCTH u3aydaecmMoro CBY-curnana, mOBBIIICHHIO YYBCTBUTEIBHOCTH
IIPUEMHHMKOB, BLIOOPY ONTHMAILHBEIX MapameTpoB 3omgupyromero curtana (3C) u ap. Bce 310 TpeOyeT pemieHus
JIOCTATOYHO CJIOKHBIX CXEMOTEXHHYECKHX M KOHCTPYKTOPCKHMX 3aJad 3JCKTPOMArHMTHOH COBMECTHMOCTH,
o0ecrieueHs] BBEICOKOM TOYHOCTH BBIXOIHEIX IIApaMETPOB, MOMEXOYCTOMYHUBOCTH U T.A., IPU ITOM BBIUIPHIII B
OOJIBIIIMHCTBE HE3HAYMTEIICH M HE COOTBETCTBYET 3aTpaTaM. 3aKiiagHoe ycTpoiictBo kak HPc, B cBoeM cocTaBe nmeeT
TOKONPOBOMSIINE DIEMEHTEI — aHCaMOJIb «CIOydaiHBIX» aHTEHH, B HArpy3Ke KOTOPBIX MOI'YT HAXOIUThCS
MOJIYIIPOBOAHUKOBEIE IPHUOOPHEI. IIpM 3TOM IOYTH BCE «CIIy4daliHbIE» AaHTEHHBI C HEJIMHEHWHOW HAarpy3Kou
«JIEKTPUYECKH MaJjbIe», TO €CTh HAMHOTO MeHbie minHbl BouHb! 3C HP. IIpuBeaeHnslii B TaK0i aHTEHHE TOK OyIeT
HE3HAYUTENILHEIM, a CO3/1aBaeMOE UM II0JI€ OYEHb CIa0bIM B CBSI3H ¢ OTCYTCTBHEM 3 dekxTuBHoro nornoiienus HPc
sHeprun 3C uW3-3a MallbIX pPa3sMEpOB IMPHUEMHON TMOBEPXHOCTH. [lo3TOMY nanbHEiIIee KaueCTBEHHOC DPa3BUTHE
TEXHOJIOTUH HEJIMHEHHON paauoyIoKalldd HEIOCPEICTBEHHO CBS3aHO C MaKCHMH3alMEl «HABSI3LIBAHMS» DHEPIHHU
souaupyromero curtana HPc. Tak xak maxcumansHo 3ddexrnBHo HPc mormomaercs sHEprusi T€X CIEKTPaIbHBIX
COCTaBJIAIONIMX 30HAUPYIOIIEr0 CHUTHajda, JJIWHBI BOJH KOTOPBIX CPAaBHUMBI C UIMHAMHU €r0 «CIIyYailHBIX» aHTCHH,
MO3TOMY PAIMOHAILHBIM IS TIPAKTHKH SBIISIETCS WCTIOIB30BaHUE YEPEOBaHUS PA3IMUHBIX IO aMIUTUTyAe u (Gopme
30HAUPYIOLINX CUTHAJIOB, MPEACTaBISIOIIMX PEATH3AIMIO CIIyYaifHOTO MPOLIECCa CO CIUIOIIHBIM CIIEKTPOM.

THE INCREASING OF NONLINEAR RADAR DETECTION CAPABILITY
Maksym Zinchenko
National Technical University of Ukraine ““Kyiv Polytechnic Institute

Using the effect of nonlinear scattering in many spheres of human activity contributed to the emergence of
numerous fundamental studies on nonlinear radar. Most of the works on this subject are devoted to the problem of
increasing the efficiency of detection, identification and localization of the nonlinear scatterers (NS) on a different noise
acting. As a rule, now more efficient usage of nonlinear radar (NR) is converges to the higher power of the radiated
microwave signal, improving receiver sensitivity, the choice of optimum parameters of a probing signal (PS) and others.
All of this needs to be addressed fairly complex circuitry and design problems of electromagnetic compatibility, high
accuracy of output parameters, noise immunity etc., while the gain in most cases is negligible and does not corresponds
to costs. The secret intelligence device as the NS, has in its composition conductive elements - the ensemble of
"random" antennas in which load semiconductor devices may be. Moreover, almost all the "random" antennas with
nonlinear load are “electrically small”, that is much smaller than the wavelength of PS of NR. Induced in such an
antenna current is negligible and the produced field is very weak due to the lack of effective energy absorption of PS by
NS because of the small size of the receiving antenna. Therefore, further qualitative development of the nonlinear radar
technology is directly related to maximizing the "imposition" of the energy of the probing signal NS. Because of the
most effective absorption of the energy of the spectral components of the probing signal by NS, which wavelengths are
matched with its "random" antennas length, it is rational in practice to use signals alternation of different amplitude and
shape that represent the realization of a random process of continuous spectrum.

Spysok vykorystanoi literatury: 1. Khoroshko V. A. Metodul y sredstva zashchyter ynformatsyy / V. A. Khoroshko, A.
A. Chekatkov — K. : «Yunyor», 2003. — 504s. 2. Horbachev A. A. Amplytudneie kharakterystyky nelyneinvikh
rasseyvatelei / A. A. Horbachev, S. V. Lartsov, S. P. Tarakanov, E. P. Chyhyn // Radyotekhnyka y slektronyka. — 1996. —
T. 41, # 5. — S. 558-562. 3. Zynchenko M. V. Rasseyvanye ploskykh voln systemoi symmetrychnotkh vybratorov s
nelyneineimy nahruzkamy pry vozdeistvyy nelyneinoho radyolokatora / M. V. Zynchenko, Yu. F. Zynkovskyi // Yzvestyia
voisshykh uchebnuvikh zavedenyi. Radyoslektronyka. NTUU «KPY». — 2010. — Tom 53. — # 10. — S. 24-34. 4. Semenov
3. V. Yssledovanye nelyneinosty preobrazovanyia determynyrovannvikh sverkhshyrokopolosnvikh syhnalov putem
lyneinoho kombynyrovanyia otklykov obwekta na Ilyneino zavysymuie testoveie syhnalor / 3. V. Semenov // Yzv.
Tomsk.polytekhn. un-ta. - 2004. - T. 307, # 4. - S. 18-21. 5. Davenport V. B. Vvedenye v teoryiu sluchainwikh syhnalov y
shumov / V. B. Davenport, V. L. Rut. — M. : Yzd-vo Ynostrannoi Lyteratursei, 1960. — 468 s.
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