AHAJII3 ITPOBJTEMH PO3IIONIITY BUTPAT HA IH@OPMAIIHHY BE3IIEKY ...

aBTOMOOLIbHI BapiaHTH 3ac00iB MpuiMaHHS iH(OpMaITii.

TaGmui 3
Feep.oxr , 1T 250 500 1000 2000 4000
K1, nb 7 9 11 13 15
K2, nb 11 13 17 21 19

Amnami3 HaBenenux 3HadeHb K1, K2 roBopuTs mpo Te, m0 BOHHM CHiBHAJAlOTh 3 iHAEKCOM HAIPaBICHOCTI
NPUHOMHHUX 3aCO0IB 1 TAKUM YMHOM XapaKTePH3YIOTh 3aBaJIOCTIMKICTh CUCTEM B yMOBaX AU(Y3HOTO TOJIs 3aBa/l.

Hapenemo npukian oOpaxyHKy 3aXHIIEHOCTI aKyCTUYHOI'O KaHATy JUIsi OKTABHOI CMYTH 3 CEPEIHbOIO YaCTOTOIO
1000 I'.

[Ipuiimaemo piBeHs curnamy L, mkepena iHdopmarii ans i€l cMyrd, 3 ypaxyBaHHSIM HasBHOCTI CHCTEMH
3BYKOIZICWIICHHS B TpUMILIeHI, piBHMM 77 b 3rigHO 3 peKOoMeHIamisMu AKyCTHYHOTrO iHCTHTYTy. Hexai
3BYKOI30JIAIIIS BIATOPOIKYIOUOi MOBEPXHI 3 ypaxyBaHHSM “‘BiKOH mpo3opocTi”’ ctanoButh T =10 ab. OuikyBaHe
Micre 3iomy iHpopMamii 3HaxomuThcs Ha Bimcrani R=100 m. Sxmo temmepartypa mositpst cranoButh 10 °C i
BoIoricTh 50%, T0 3 TabI. 2 3Hax0oxuMo 3HaueHHS b=0.39 n1b/100 M. Toxi piBers curnamy B Touri C cTaHOBUTHME

L.=L,—T_.—-20IgR-bR=77-10-40-0.39=26.61 nb.

3a yMoBH, 10 piBeHb 3aBaj y BUOpaHiil OKTaBHINA cMy3i ckiagae L,=45 nb, a npuifom BemeTscs CTamioHAPHIMU
3acobamu (K = 17 nb), Oynemo matu BigaomenHs L, = L.—L,+ K=26.61-45+ 17 =— 1.39 gb. Ockinpku oxepxaHi
3HAYEHHS JIeXKATh BHIIE HOPM 3aXKCTY, TO JUIsi BUOPAHOI CMYT'H 4acTOT NMPUMILICHHS HE € 3aXMILEHUM Bill BUTOKY
MOBHOI iH(popMmarii.

Ha npaktuni 3HauenHs T ©OaxaHO BH3HAuaTH €KCHEPHUMEHTAIBHUM ILUIIXOM IS 0Oe3nocepenHbo
KOHTPOJILOBAHOTO MPUMIILICHHS, a TaM /i€ 116 HEMOXKJIMBO — Ha aHaJIoraXx KOHCTPYKILiH Oy/iBii 1 TIBKKM B KpaiHbOMY
BUIIJIKy TIPOBOJIUTH aHAIITHYHI PO3PaXyHKH.

BucnoBku

Po3rnsHyTa MOXIHBICTE KOMIUIEKCHOTO MiAXOMy A0 BHPIMIEHHS MPoOIeMH 3aXUCTY CIIy>KOOBHX MPHUMIIIEHB BiX
BUTOKY MOBHOI iH()OpMallil aKyCTUYHHM, BIOPOaKyCTHYHUM Ta JIa3€PHUM KaHaJlaMH.

[TpoananizoBaHuii B3a€MO3B’SI30K MK BiOpallissMd BHYTPIIIHIX 1 3O0BHIIIHIX ITOBEPXOHb MPUMILICHHS Ta
BUIIPOMIHECHHSM B 30BHIIIHINA TPOCTIp.

ITpoBeneHi eKclepUMEHTAJIbHI JIOCHIPKCHHS 3 BHSBICHHS PE30HAHCHUX SBHII TIPH  HPOXOIKEHHI
BIOpOAKyCTHYHHMX CHI'HANIB KpPi3hb BIATOPOKYIOWi KOHCTPYKIII MPUMILICHHS Jajdd MOXJIMBICTh CTBEPKYBaTH, IO
3axucT iHpopMalii, SKAH TapaHTyeThCS TP IIEBHOMY CITiBBiIHONICHHI CHUTHAN-3aBafla HA 30BHIIITHIX MOBEPXHIX
npuMirieHHs Oye 3a0e3nedeHuil Mpu BUKOHAHHI IMX YMOB HA BHYTPINIHIX MOBEPXHIX MPUMIIICHHS i MaTH OLTBII
BUCOKHH CTYIiHb 3aXUCTY
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Anomayis: Po3riasiialoTbesi npodJieMu po3mogiay 3acodiB indopmauiiinoi 0Oe3nmeku Mo ejgeMeHTaM

iHpopmaniiino-TesekoMyHiKaliliHUX  cucTeM, ¢GoOpMYyIIOETBCS  3aJaya  onTUMi3alii BUTpPaT Ha
indopmaniiiny 6e3nexy.
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Summary: The problem of information security devices distribution on the elements of information
telecommunication systems is considered and the task of optimization expenses for information security is
formulated.

Kniouosi cnosa: Indopmaniiina Oe3nmexka, aBTOMATH30BaHi cuUcTeMH, iH(popmauniiiHo-TelexoMyHiKkaniiini
CHCTEMH, 3arPO3H, MOCIYTH Ta MeXaHi3Mu 0e3neku, GyHKIiOHAIBLHMIA MPOPiIbL 3aXUCTY.

I Beryn

3 po3mHpeHHM poIi iHpOpMAaIiiTHO-TeTeKOMYHIKAaIHHIX CUCTEM B poOOTi OpraHiB Aep>KaBHOTO YIIPABIiHHSA, B
00po01i eTeKTPOHHNX TOKYMEHTIB, B OCBITI, Oi3Heci Ta iHImMX cdepax iHpopMamiiHOl NiISTTPHOCTI 3pOCTaE yBara 10
iHpopMaliiiHOi Oe3neku. BrockoHaneHHs Cy4acHHX MEpEeX, SK 3arajbHOT0 KOPHCTYBAHHS, TaK CIElialbHUX 1
KOPIIOPAaTHBHUX 3IHCHIOETHCS B YMOBAaX IMiABHUICHHS BUMOT J0 HATIHHOCTI ()yHKIIOHYBaHHS 3B’ 3Ky, CTAJIOCTI Ta
iH(popmariifHOi Oe3lekrn TeNeKOMYHIKAIlifHUX MepeX, SKOCTI Ta Oe3NMeKH TeNeKOMYHIKAI[iiHUX TIOCIHYT.
AKTyallbHOIO CTa€ 3aja4ya MmoOyJOBH “OBIPEHOr0” TEJICKOMYHIKAIIMHOTO CEPeIOBHINA. 3a METOJAMH MOOYI0BU
cepell cucteM 3abe3medyeHHs iHpopMaIiiHOT Oe3NeKrd BUAUIAIOTHCS HAKIAACHI, TOOTO mNOOyJoBaHI “‘moBepx”
icHytounx cucreM [1, 2], Ta BOymOBaHI SIK MiJICHCTEMH 3axHUCTy iHpopMamiiHux pecypciB. [Ipumipom, B ATM-
Mepekax PEKOMEHAYIOTBCS J0 3acTOCYBaHHS TpPH OCHOBHI MexXaHi3MH 3axucTy iHQopmanii: mmdpyBaHHS
iHpopMmanii 3 Meroro 30epexeHHs ii KoHpimeHuilHOCTI, aBTeHTH(]IKail acnekTiB iHpOpMaIiifHOi B3aeMonuii,
KOHTPOJIb IIIJIICHOCTI ¥ HE3MIHHOCTI JTaHMX IpH TNepenaBaHHI Ta 30epiranHi [3]. MikHapoaHi pekoMeHnaii momo
HOBHX TEJICKOMYHIKaIifHUX TEXHOJIOTIH BKIFOYAOTh BOYIOBaHi mijiciucTeMu iHQopMartliiaoi 6e3nexu [4, 5].

[Ipu BUOGOPI GyHKHiIOHATBHOTO MPOdiI0 3aXUCTy iH(POPMAIIITHO-TENEeKOMYHIKAIIHHIX CHCTEM a0 YacTHH IX
JEKOMIIO3HILIT € aKTyaJbHOIO 33/1a4a ONTHMAJIBHOTO PO3MOALTY MOCIYT Ta MEXaHi3MiB O€3IIeKH HOMIXK elleMeHTaMU
iH(OopMaIiifHO-TeIeKOMYHiKaIliifHo1 cuctemu. HeoOXigHe BHKOPHCTAaHHS MEXaHI3MIB 3aXHCTY, SIKi IiIBHIIYIOTh
3araJlbHUM piBeHb Oe3leKkr TeNeKOMYHIKAIiifHOT Mepeki M TO03BOJSIOTH JaTH OLIBII BHCOKY TapaHTIIO BiIHOCHO
OKpEMHUX BY3JIIB 1 MEPEXK Y LILJIOMY.

Metoro nanHoi po0oTH € aHami3 npo0iieM ONTUMAIBHOTO PO3MOJUTy TOCIYr 1 MexaHi3MiB Oe3neku B
iH(pOpMAaIIHO-TEIeKOMYHIKAIIIHUX CHCTEMax Ta TOIIYK METOJIB 3HWKEHHS 3arallbHUX BUTPAT Ha iH(opMmauiiHy
Oe3reKy.

IT B3aemo3agexkHicTs 3a1a4 0e3nexn iHopmaniiiHO-TeJJeKOMYHIKAIHHUX CHCTEM

Hocii 3arpo3 6e3mnerni moaiisiroTh Ha MOTEHITIMHI TeXHOTeHH]I abo CTHXiiHi 1 aHTpomnoreHHi. Sk mkepena 3arpo3
MOXYTh BHCTYNAaTH SK OO’€KTHBHI MpPOSBU TaK 1 cy0’exktu (ocoOu). TexHOTeHHI YMHHUKH BIUIHBAIOTH SK Ha
30BHIILIHIO, TaK 1 HA BHYTPILIHIO Oe3MeKy, BOHHM MOPIBHSAHO J00pe BUBUEHI, MicIsl IXHBOT Aii JIoKasi30BaHi i B cCHUCTEMi
TEXHIYHOI eKcIulyartalii OpraHi3oBaHi 3aXOId IPOTHAIl 3aBajaM IMepelaBaHHIO CUTHAIIB, 3005M, BigMOBaM
oOamHaHHs TomO. TeXHOreHHI JpKepesa 3arpo3 0e3rmocepeIHbO 3aeKaTh BiJ BIACTHMBOCTEH TEXHIKHA Ta CHCTEMH
TEXHIYHOI CKCILTyaTallii.

BigHOCHO 3arpo3 TEXHOTEHHOrO 1 CTUXIHHOTO XapakTepy B3a€MO3AIEKHICTb 1 B3a€EMO3B 30K 3aaad Oe3NeKH i
SIKOCTI TEXHOJIOTii MOXXHa TPOLTIOCTPYBAaTH pHUC., J€ CYLUIBHHMH CTPUIKAMM TIOKa3aHi  BiJHOIICHHS
B3a€MO3AJISKHOCTI Ta B3a€MO3B’SI3KY, @ MYHKTUPHUMH — BiJHOLIEHHS OIIOCEPEIKOBAHOTO BXOIKCHHS.

KondineHmifHICTE 3aIeKUTh BiA ITICHOCTI i, B CBOIO YEpry, BiA HamidHOCTI. SIKIIO IMiNICHICTH 1 HamidHICTH
cucTeMu Oyzae MOpyIIeHa, TO, CKOpIMI, 3HWU3UTHCSI €(PEeKTUBHICTH MeXaHi3MiB KoH(pimeHmiiHOCTI [6]. HaBmakw,
MOpPYILIEHHs] KOHDIACHIIIMHOCTI, IPUMIPOM TEXHOJIOTIUHOI iH(pOpMAIlii, MpUBeIe 10 MOXKIUBOCTI 00X0y MEXaHi3MiB
IUTICHOCTI, JOCTYITHOCTI 1 crocTepekeHocTi. Takoxk, Ko Oyae mopymeHa MiTiCHICTh CUCTEMH, TO IIe TIPUBEAE 10
KOMIIpOMeETAIli{ MeXaHi3MiB JOCTYITHOCTI 1 CHOCTEPEKEHOCTI.

[Toka3Huku nocTaBkM iHpOpMalii — WMOBIPHICTH BTpAT 1 MEpeKpydyBaHb IOBIIOMJIEHb (IJOCTOBIPHICTB), 4ac
3aTPUMKH, MTOMUIIKM ajpecalii CrokKMBaya 1 JpKepesa IMOBIIOMIIEHb — BIUIMBAIOTh Ha e(EKTHBHICTh MEXaHi3MiB
KOH(IICHIIIITHOCTI 1 IUTICHOCTI.

[Toka3HUKHM SIKOCTI B Yy3arajJbHEHOMY BHIJBSIII BXOAATH Yy XapaKTEPUCTHKM LUTICHOCTI W JIOCTYHHOCTI.
XapakTepuCTHKH JOCTaBKM iH(OpMAIl]l CIOXKMBa4YeBi Ta IHMMX iHGOpMaNiiHO-TEIEKOMYHIKAIIHHUX MOCIYr B
y3araJbHCHOMY BHWIIIAII BXOIATh y TOKA3HUKH IOCTYITHOCTI i, YacTKOBO, y TOKAa3HWKH KOH(QIIEHIIHHOCTI ¥
rimicHocTi [7]. JloCTOBIpHICTh 1 HAAIHHICTh OMOCEPEIKOBAHO B3a€MOIIOB sI3aHI 3 BIIACTUBOCTSMH KOH(DiIEHIIHHOCTI,
nimicHoCTi, moctynHocTi. KimpkicHa abo sKiCHa HEIOCTAaTHICTb KOMIIOHEHTIB CHCTEMH BIUIMBAa€ Ha IMOKa3HUKHU
e(eKTUBHOCTI 3aXUCTy iHPOPMAIIIHUX pEeCypCiB.

CkazaHe MmITBEpIKY€EThCS THM, 10 y MbkHapomuux craHgaptax (BS ISO/IEC 7799:2000) cmoctepiraerbes
TEHJICHIIISl 0 CyMimeHHs cepTudikamii cucremu iH(opMariiiftHoi Oe3mekn i3 cepTH]iKaIi€l0 Ha BiAMOBIAHICTH
crargapram skocti ISO 9001 a6o 9002 [8].

Yci 3apavi iHpopManiiHOT Oe3neKH 1 IKOCTi 3aJIeXaTh BiJl pO3B’sI3Ky 3a/1a4 3a0e31eUeHHs! rapaHTiil.

3BHYaliHO, 110 B TexHIYHIK cdepi i B cdepi Oe3rnekn cKiamucs pi3Hi MiAXOAH A0 PSIy PO3MNISHYTHX MOHSTH 1 B
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pizHEX cepax B HUX YKIAAA€ThcA Pi3HUN cMucH. Tak MOHSATTA HUTICHOCTI BMilIye B cebe He nmiie 30epekeHHS
KUTBKICHUX XapaKTepHUCTHK iH(opmarii — OiTiB 1 0aifTiB, a I CeMaHTHYHHX XapaKTEPUCTHK iH(opMarii — 3micTy
noBiomJieHb. B cdepi Ge3mexu BmacTHBOCTI iH(OpMAIil pO3rIAAAIOTECS 3 TOYKH 30py SIK TEXHOT€HHOTO, TaK i
AHTPOIIOTeHHOTO BIUIUBY. IIpoTe pi3HHI y HOHATTAX HE MOXKE OyTH INEepelIKOAOI0 Ul KOMIUIEKCHOTO aHaNi3y.
[Toka3HUK WUIICHOCTI € CKJIagHOK (YHKLIEI0 HAIIHHOCTI, 3aBaJOCTIHKOCTI, CIIOCTEPEKEHOCTI W IIOCTYIMHOCTI.
Po3ainuTu Taki MOHSTTS, CKOPIII, HEMOKJIUBO.
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Pucynok — B3aemo3zane:xxnicts 3a1a4 0e3meKu i IKOCTi TEXHOJIOTIH

LlinicHicTh  TENEKOMYHIKALIHHUX MEpeK, CHCTeM IepeAaBaHHs, IHIIOro oOJaJHaHHS 3a0e3[evyyeThes
KOMIIJIEKCOM 3aco0iB 1 3aXOiB: IMiABUIIEHHSIM HaJIHHOCTI (DyHKIIOHYBaHHS, XMBYYOCTI Ta PEMOHTOIPUAATHOCTI;
pe3epByBaHHs Ha PiBHI CIIEMEHTIB, OJOKIB, CHCTEM, KaHAJIB, CHCTEMU TEXHIYHOTO OOCIYrOBYBaHHS Ta TEXHIYHOI
eKCILTyaTarii.

HimicHicTh iHPOpMALIi, IO MEpeaacThCs MEPEKEI0, 3a0e3MeUy€EThCS 3aBIOCTIHKUM KOIyBaHHIM a00 CHCTEMOIO
31 3BOPOTHUM 3B’SI3KOM. 3aCTOCOBYIOTHCSI CHCTEMH 3 TIOBTOPEHHSM TepeaBaHHs JaHUX, CHCTEMH 13 iH(OpMAaIiifHIM
3BOPOTHHUM 3B’S3KOM, J€ PIIIEHHS PO MOBTOPHE MepenaBaHHs ONOKY MaHWX MPUIMAETHCS HKEPEeToM Ha IiicTaBi
TOPIBHSAHHS TEepPelaHuX Ta NPUHHATHX HAHWUX, CHCTEMH 3 BUPINIYIOYHM 3BOPOTHHUM 3B’S3KOM, /€ PIlIEHHS IO
HOBTOPEHHS OJIOKY JaHUX NPUHMA€EThCS Ha NPUHOMHIN CTOPOHI 3a JONIOMOTOIO KOAY 3 BHSBJICHHSIM IIOMUJIOK.

BrumBu TEXHOTEHHUX JpKEpell 3arpo3 3/eOLIbIIOr0 OOMEKYIOTBCS MICHEM iXHBOTO BHHHMKHEHHs. [HIIMI
XapakTep Ma€ BIUIMB 3arpo3 aHTPOMOTCHHOro THIy. MICIs HECaHKI[IOHOBAHOI'O JOCTYITY PO3IMOJUICHI IO CUCTEMI.
Jlroacekuii (hakTop € HAMBPA3IMBIIIOW JIAHKOK Y JIAHIIOKKY OyIb-skoi Oe3meku. Miciie HECaHKIIOHOBAHOT'O
JOCTYITy /10 CUCTEMH MOJKE HE CIIBIaAaTH 3 MicleM BIUIMBY. [IopyIIHMK MOKe AiTH 3aCTOCOBYIOUM BiJlalieHUH
JnocTyn. MoXIMBICTh 30€peKeHHsI aHOHIMHOCTI 3011bIIye HeOe3eKy aHTPONOreHHUX 3arpo3. TenekoMyHikariiHa
Mepexa € JUKEpEJIOM 3arpo3 CHCTeMaM, 110 i BUKOPHCTOBYIOTh. 3HIKEHHsI PU3HMKY 3arpo3 3 00Ky KOXKHOI 3 JJaHOK —
[Ie BKJIMBA BIMOTa JI0 TelleKOMyHikarii. HeoOximHi 3axonu 00poTHOM HE JIMIIE 3 HACTIIKAMHU peaii3allii 3arpo3 y
MICIIi BIUTUBY, aJle # y MiCIli HECAHKI[IOHOBAHOTO JIOCTYITY UM il JDKepela 3arpos.

ITII Knacudikauisi cuctem 3axucTy 1o cnocody nmody10Bu Ta 00’€KTaM po3noairy

3 TOukM 30py mpoOieM po3nojily (QYHKIIA MOXHA BUIUIMTH TPH THIIM KOHLENLIH MOOYIOBH 3aXHUCTY:
“Oap’epHOro” 3axucTy (3axucry mepumerpa) [9], “miHiliHOr0” 3axMcTy 1 “po3NOAIIEHOr0” 3axucTy. Y JIHIHHMX 1
PO3MOJIUIEHUX CUCTEMAaX 3aXMCTY YacTHHA 33/1a4 3aXUCTy MOXE BUPIIIYyBAaTHCh METOJIOM “KOMITCHCAIIIT”.

By3nu 3B’ 3Ky, IPUKIHIIEBI CHCTEMH 30CepeKCHI Ha TIOPIBHIHO HEBEJHKIN TEPUTOPIl 1 MAIOTh CUCTEMY 3aXWHCTY,
moOyI0BaHy 3a TPUHIUIIOM ,KPYroBOi OOOpOHW” YH 3aXHCTy mepuMeTpa. Bci 00’€kTH, sKi 3aXHIIAIOTHCA,
PO3TaIIoBaHi y 3axUIIeHOMY (Pi3SHYHOMY CEepPEIOBHII Ha TEPHUTOPIi, sIKa OXOPOHSIETHCSA. 3 TEOPETUIHUX ITOJNIOKEHB
TEXHIYHOTO 3axWCTy iH(popMarii BiIOMO, II0 Haiicnabimia JiaHka, ska He OJOKOBaHa oOpraHizaiiiiHumu i/abo
OpraHizalifHO-TEXHIYHUMH 9 KPUITOTpadigHIMH 3aco0amMu, BU3HAYAE PE3yIbTYIOUHNA PIBEHb 3aXHIIICHOCTI.
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Cucremy “THIHHOTO” 3aXHCTy MOXHA Oyio O po3TisAaTH sSK KpaiHill BHITAJOK CHIIFHO BUTSIHYTOI “‘Oap’epHOi”
CHCTEMH 3axXHCTy. Ane “MiHIHHUI 3aXUCT Ma€ CyTTEBY BiAMIHHICTH Bif “Oap’epHoro”. CucremMu mnepemaBaHHS,
KaHaJIM, MaricTpajbHI JiHIi XapaKTepHU3YIOThCS CBOEIO MPOTSDKHICTIO 1 MPOXOAATH HE3aXHIICHUM CEPEJOBHUIIIEM.
CucremMn 3aXHMCTy B HHX a00O pO3TalIOBYIOTHCS B3JIOBXK JIiHii, a00 TOOyZOBaHiI 3a MPHUHITUIIOM ,,KOMIeHcarii”. Y
OCTaHHBOMY BHIIaJIKy 3aCO0M 3aXHMCTy CKOHIIEHTPOBaHI Ha NPUKiHIIEBUX (200 TPaH3UTHUX) MyHKTaX 1 3a0€31e4yroTh,
Tak OM MOBHTH ,,KOMIICHCAI[IIO” 3arpo3 y HE3axXWIICHUX JaHKaxX TPakTy mepenaBanHs indopmariii. Tak, cucrema
nepeaBaHHsl 31 3BOPOTHUM 3B’S3KOM Ma€ Ha IPUKIHIEBOMY IyHKTI 3aCOOM NPHHHATTS PpIlIEHHS HPO BTPaTy
iticHocTi iHgopManii Ta GOpMyBaHHs 3alUTy Ha MOBTOPHE IEpe/aBaHHs MOMHIIKOBOTO Oj0Ky. He Bci mociyru
Oe3reky MOXKHa 3/1iHCHIOBATH MeTOAOM “‘KomrieHcauii”. IIpumipom, mopymeHHs noctymnHocTi npu DoS-atakax He
MOXKe OyTH KOMIICHCOBAaHE y IpPHKIHIIEBOMY OOJaJHAaHHI, SKIIO HeMa OOXIAHMX IUIAXIB JUIi BCTAHOBJICHHS
3’eqHanHsa. Haiffwactime 3axmcT 3a “KOMIIGHCANIHHUM® TIPHHIIUIIOM BUKOPHUCTOBYETHCS TpH 3abe3nedeHHi
KOH(QIIEHIIHOCTI. AJNle TpH IBOMY IOBOIUTHCS PO3MOIUIATH 3afadi HEBIAMOBHOCTI JpKepena IOBiTOMIICHHS,
HEBiZIMOBHOCTI CHOXHMBada IMOBiIOMJICHHSA, HEBIIMOBHOCTI MEpeXi, 10 IMpuiiMae IOBIAOMIICHHS Bif JpKepera s
JIOCTaBKHU asipecaToBi. Taki >k MIpKyBaHHS CTOCYIOTHCS 1 po3mojiinny 3a1a4 aBreHTudikalii cy0’ekTiB iHpopmaiiHoT
B3aeMOJIii y Mepesxi B mporieci nepegaBanHs iHpopMarlii Ta Mk MepeXaMu Pi3HUX OTepaTopiB.

Konuemnuis “po3nojiiieHnx” CUCTEM 3aXUCTy Ma€ 3acTOcoByBaTtuch B IP-mepexax. [IoHATTS KaHaMy nepeiaBaHHs
B TakuxX Mepexax po3mure. TpakT TmepenaBaHHsS MOXKE HE 3aKpIIUIIOBATUCh 32 OJHHUM  IIOBIJIOMIICHHSIM.
[ToBigoMIIeHHS! MTOIUISETHCS HA MAKETH, KOXKEH 3 SIKUX MOXE IepeaBaTHCh JOBUIBHUM MapuIpyToM. BipryanbHi
KaHaJl CTBOPIOIOTHCSI HE Uil BCIX NOBIZOMIICHb. PiBeHb 3axWIIeHOCTI Takoi Mepexi OyJe BH3HAYaTHCh
3aXMIICHICTIO HaHOLIBII cjnabKoro MapumpyTy 3 YyCiX MOXJIMBHX MapHIpyTiB. A 3aXMIIEHICTh MapuIpyTy
BH3HAYAETHCSI HOTO HalCIa0IIO0 JIAHKOIO.

3 Toukm 30py 3abe3meucHHs Oe3leku iH(opMalii, KOMIUIEKC 3acO0IB 3aXHCTy MOXHA PO3TJANATH SK HaOip
(hyHKIIOHABHUX TIOCIYT, IO B CYKYITHOCTI CTBOPIOIOTh HEOOXimHWHA (yHKIiIOHATHHHUN mpodins 3axucry. KoxkHa
TocIyTa sSBiisie co0010 HaOip (QYHKIIIH, sIKi JO3BOJIAIOTH MPOTHCTOATH MEBHIH MHOXUHI 3arpo3. [lomiTiky Ge3nexu
MoOXe OyTH 3IiHCHEHO 3 BHKOPHCTAHHSAM pi3HHX MEXaHi3MiB, OKpeMO YW B KOMOiHAIlli, 3aJIe)KHO BiJ 00’€KTIiB
HOJIITHKY. 3arajJoM MeXaHi3MH HAJISKaTUMYTh J0 OJHOTO 3 TPHOX KJIACIB, SIKi MOXYTb IIEPETHHATUCh: 3alI00iraHHs,
peecTpyBaHHSA, BiTHOBIECHH:. AOH 3a0e3MedyBaTH MOCITYTH, BUKOPUCTOBYIOTh MEXaHi3MHU Oe3MeKH.

3rizHo 3 MikHapoaHumu pexkomenpauismu [10, 11] ciayxOu Oe3neku B Mepexi OyAyIOTbCs 3a i€papXiyHUM
OaraTopiBHEBUM MOJYJIbHUM NPUHIIMIIOM: CITy>kK0a Oe3MeKH — cepBicH Oe3Mekn — QyHKIIOHAIbHI ITOCIYTH Oe3MeKH —
MexaHi3Mu Oe3neku. OuH i KOMOIHAIS 3 ASKUTbKOX MEXaHI3MIB 3aXHCTY YTBOPIOIOTh MOCIYTY 3axucty. Cepgic —
11e BUKOPHCTAaHHS MEXaHi3MiB 3aXHCTY, 5IKi YTBOPIOIOTH MTOCIIYTY.

Po3risiHeMo BapiaHTH NMOCTaHOBKM 33adi PO3MOJUTYy MOCIYr Ta MEXaHI3MIB 3aXMCTy 3aJIeKHO Bil HPOCTOPY
(cepemoBuma) posmoaixy. MoXIHBi BapiaHTH PO3IIOALTY:

e  MiX pIBHSIMH apXiTeKTypH B3aEMOJII BiTKPUTHUX CUCTEM;

2) Mi>K KOMITOHCHTaMHU, Ha AKi JIEKOMIIO3YEThCS iH(OpMAaIifHO-TeIEKOMYHIKaIliifHa CHCTeMa; TyT MOXJIHMBI pi3Hi
migBapiaHTH:

e MDK By3JaMH, KaHAIaMH, JIOKAJIbHUMH MeEpeXaMmH, CHCTeMaMH o0poOku iHdopMarii, cucteMaMu
yHOpaBiIiHHS 0a3aMU JaHUX TOIIO;

e  MDX NPUKIHIIEBUM OOJaJHAHHAM, €JIEeMEHTAMH MEPEXKi JIOCTYIy, HIU(PPOBUMH KOMYTALIHHUMH CHCTEMaMH
Ta TPAHCIIOPTHOIO MEPEKEID;

e  MDX NPUKIHIIEBUMH IIYHKTaMH i MEpPEkKero (CHCTEMOI0) MepeiaBaHHs;

e  MiX PIBHSMH CTEKY MEPEXKHHUX IPOTOKOJIIB;

e  MiX mporecaMu 00poOKH iHOpMaAITii.

Po3mopin 3aco6iB i cucTeM 3aXUCTY MO CTAZisIM KATTEBOTO ITUKITY Ta iHII TAKOTO POAY CHOCOOM PO3IMOALTY TYT
HE pO3IIINAloThCs. ICHyroua HOpPMATHBHO-TIpaBOBa 0a3a YITKO BH3HAYA€ PO3IOJINT 3aXO[iB 3aXHCTY Yy paMKax
KOMIUIEKCHOTO migxony. KommmekcHmil minxix peami3yeTbcsi depe3 KOHKPETHI 3axX0W Ha 3aKOHOIABYOMY,
aJIMIHICTPaTHBHOMY, TMPOLEIYPHOMY, HPOTPaMHO-TEXHIYHOMY, (i3nuHOMy piBHsAX. Ha 3akoHoJaBYOMy piBHI
HampaiboBaHi 3aKOHHW, HOPMATHWBHI aKTH, IHCTPYKIIl Ta PO3MOPSKEHHS MIOAO0 MPaBOBHX OCHOB BHUKOPHCTAHHS,
30epexeHHs, opraHizaumii jgoctymy Ao iHGOpPMAaIfHUX pecypciB Ta TelleKOMyHiKaliiHux mociayr. Ha
a/IMIHICTPaTHBHOMY PiBHI BU3HAUaIOTHCSl BAMOTH IOJIITHKK OE3MEKH, aJMiHICTPaTUBHI IHCTPYKLII, MOJITHKA POOOTH
3 MEPCOHAJIOM Ta CloKHBadaMu. Ha mporieypHOMY piBHI BH3HAYAIOTHhCS CIOCOOHM peaiizallii MOJITHKH Oe3NeKH,
oprasizauiiiHi 3aX0u 1 TIPOLENYPH 3aXHUCTY, KOHTPOJIb 32 poOOoTO0 nepcoHany. Ha mporpamHO-TEXHIYHOMY piBHI
peari3yloTbcsl TEXHIUHI pIlIeHHs IMIOJ0 3aXHCTy KOHKPETHHX iH(QOpMaliiHUX pecypciB, 3acobiB 3axucry W
KOHTPOJIIO.
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AHAJII3 ITPOBJTEMH PO3IIONIITY BUTPAT HA IH@OPMAIIHHY BE3IIEKY ...

IV BupimenHs AesIKHUX 32/1a4 PO3NMOAITY MOCJIYT | MeXaHi3MIB 3aXHCTY

1. HaiiOuipin neranbHO BHpilleHA 3ajaya PO3IOALTY MOCIYr Ta MEXaHi3MiB O€3MleKH y eTaJoHHIH Mojeii
apxirektypu Bzaemonii Bigkputux Cucrem (BBC). V moneni BBC BHOKpeMIIIOIOTECS CiM PIBHIB OITpaIfoBaHHS
iHpopmarii: 1 — Qi3udHuil; 2 — KaHATBHUIA, 3 — MEPEKHUIA, 4 — TPAHCIIOPTHHI; 5 — CEaHCOBUIT; 6 — IPEICTABHMIA; 7 —
npukinaaauii. KoxkeH piBeHb BUKOHY€E TE€BHI 3aBIaHHs Ta QyHKLIT i 3a0e3nedye yMOBH (YHKIIOHYBaHHS CyMDKHHUX
piBHIB. ApXiTekTypa OC3MEeKH TaKoX OYAYeETbCS Ha TMPHHIUIAX i€papXidyHOi piBHEBOI Oe3meku, ToOTO Oe3meka
3a0e3medyeThesi Ha KOXHOMY 3 piBHIB Momemi BBC i (yHKIiOHaNbHI MOCTYTH OE3MEKH PO3MOIUICHO 32 UMHU
PIBHSIMU i eTamaMu 3B’ SI3Ky.

JlocsATHEHHST BUCOKHX DPIBHIB O€3IEeKH HEMOXJIMBE Oe3 3aralbHHUX MEXaHi3MiB Oe3MeKH, sIKi 3aCTOCOBYIOTHCS y
Oyab-KUX CHCTeMax Oesreku. Ixmiii BuGIp 3aMeXuTh Bl piBHA MOTEHIIHHMX 3arpo3 i LiHHOCTI iHpopMarii, sKka
3axuinaerbess. OKpiM TOro, Ma€ 3aCTOCOBYBATHCh HU3Ka MEXaHI3MIB, sIKi MOBHHHI OyTH 3a0e3MeucHi mo3a MeXaMu
BIZKpUTOI cucTeMu: JoBipue (yHKLUIOHyBaHHS Ta (i3uyHa Oe3reka, rpUGH TAEMHOCTI, BHSBICHHS IOMIH, LIO
MOPYIIYIOTh O€3MeKy, KypHall PeECTpyBaHHs 3 O€3IeKH, BiJIHOBIIOBAHHS HOPMAJIBHOTO (DYHKIIIOHYBaHHS CIIy»KOU
0e3MeKH MicIIsl ITOpyIIeHHS.

JloBipa 10 MeTONIB 3a3BMYAil yCTaHOBIIOETHCS 3a Mexkamu cepenoumia BBC. Ilpouenypy, BAKOPUCTOBYBaHI 1St
3abe3nedyBaHHs JOBIpH, MOXYTh OyTH pO3MIllleHI B amapaTHUX 3acobax Ta ImporpamHoMy 3a0esredeHHi. Lli
MpOIeTypH, B OCHOBHOMY, IOPOTi W Bakko 3milicHroBaHi. [IpobGiemMu MOXyTh OyTH MiHIMI30BaHI TpH BHOOPI
apXITEKTypH, SKa JO3BOJISE 3iHiCHIOBaTH (DYHKIIi OE3MEKH B OKPEMHUMH MOAYIAX, KOTPi MOke OyTH 3a0e3rmedeHo
(yHKIisIMHA, HE TOB’S3aHUMHU 3 Oe3mekoro. Di3WdHI 3aXOU 3aXHCTy Ta 3aXHCT Bill MEPCOHATY OyIyTh 3aBXKIH
noTpiOHI JUIA TapaHTyBaHHS TMOBHOI Oesmeku. Bei cmcremMm B pemiTi pemnT MOKTANAOThCS Ha TEBHY (opMy
(hi3myHOTO 3aXMCTy ¥ Ha JIOBIpY MEpCOHATY, KOTPUHA BHKOPHCTOBYE CHCTeMH. UHMHHI HpoueaypH MaroTh OyTH
BH3HAYEHO BiJIMOBITHIMH OTIEPALiIIMHU 1 JOBEACHO O BiAMOBIAAIFHOTO IIEPCOHAITY.

2. Po3rnsHeMO pO3MOALT OKpEMHX HOCIYr OE3MeKH MK eJIeMEHTAaMH apXiTeKTypH, Ha SKi JEKOMIIO3YIOThCS
iH(pOpMaIHHO-TeIeKOMYHIKaIii{HI CHCTEMHU.

Kondinenuiinicts 3abe3neuye HEAOCTYNHICTh CEMAHTHUYHOI CKJIaIoBOI iH(poOpMamii Uil HEeCaHKIiOHOBAHOTO
noctyny. MexaHi3Mu 3a0e3nedeHHs] KOH(IIeHIIHHOCTI MOKHA KOHIIEHTPYBAaTH Ha NMPUKIHIIEBUX IMYHKTaX Ta/abo
By3JlaX YM pO3NOJIUIATH 33 CKJI3JIOBHMH CHCTEMH TIiepenaBaHHs. JloBruii wac iHdopmariiiHiii Oesmeri
TEJICKOMYHIKAIIIHHIX MEpeX MNPHIULUIIOCh HEIOCTaTHhO yBaru. KommeHcariiiHuii Meton 3axucty OyB €IMHOIO
KOHIICTIIIIEI0 CTBOPEHHS 3aXWINCHUX KaHaTiB 3B’a3Ky. Lle cTamo 3akpimumoBaTHCh 1 y HOpMaTuBHIiN 6a3i. Tak B [12]
BCTaHOBJICHO, M0 KOH(DiMCHIIWHICTh iH(OpMAIlil, fKa € JepKaBHUMH iHGOOPMAIIHHUMH pecypcaMu, IIiJ] 4ac
TepeaBaHHs MEPEeXKEI0 Iepeavi JaHux 3a0e3redye BIacHUK aBToMatn3oBaHoi cucteMu (AC) abo omeparop, ane 3a
JoroBopom 3 BracHuKoM AC.

ITpu 3acrocyBanHi mmdpyBaHHS agpeca Mae OyTH BiJOKpEMJICHA SIBHO B ITyHKTI IepelaBaHHs i IMyHKTI TOCTYIIY.
3a 1i€l0 NPUKMETOI0 PO3PI3HIOITh MiXKKaHAIbHE MHM(GPYyBaHHS W MiKKiHUeBe (HenepepBHe) IUdpyBaHHA. 3a
MDKKaHaJIbHOTO IIU(PYBaHHS JlaHi 3ali(pOBYIOTECS B KOKHIM KaHami i aemudpyotbes (i TOMy € ypasiuBi) y
TPaH3UTHUX IYHKTaxX INepelaBaHHs Y IyHKTI JOCTYIy. 32 MDKKIHIIEBOrO INU(pYBaHHS JMIIe anpeca (4u moaioHi
KepyBaJIbHI JaHi) € HasBHI B YACTOMY BWIJISZI B IyHKTI TepelJaBaHHS 4YM IYHKTI AOCTymy. TeKcT 3aiumaeTbes
3ammppoBaHuM. MiXKiHIEeBe MU(pPyBaHHs € OUIbII OakaHe, aje Mae OLIbII CKIAJHE apXiTeKTypHE BHKOHAHHS,
0COOJINBO SIKIIO BKJIIOYEHO PO3IOALT EJIEKTPOHHHUX KIIOWIB ((YHKII0O KepyBaHHS KIO4aMH). MiKkaHalbHE H
MiKKiHIIeBe MHA(PYBaHHSI MOXKYTh OyTH 00’ €THAHI.

3acobu 3aXHCTy AESIKUX BIACTUBOCTEH O€3MeKH MPUHIUIIOBO HEOOXIMHO po3moaiaTu no cuctemi. [lopymienns
JOCTYITHOCTI BHACIIIOK, MPUMIpPOM, NMEpPEHaBaHTAKCHHS Mepexi nmpu DoS-artakax HEMOXKIMBO KOMIICHCYBATH B
MPUKIHIEBUX IyHKTax. llocmyrm 3abe3medeHHs OOCTYIHOCTI MAaTh PO3MOAUIATHCH IO MepeXi PIBHOMIPHO.
HenmocratHicTs amapaTHUX Ta HporpaMHHX 3acobiB Mepexi Mae OyTH yCyHEHa, a KPHTHYHI 3a IPOIYCKHOIO
CIPOMOXKHICTIO JIaHKM MEpeXi MaroThb OyTH JOTOBHEHI HEOOXiTHMMH IOJATKOBUMH pecypcamMH. AHAIOTIYHO
PIBHOMIPHO MarOTh PO3MOAUIATHCH 3aCO0U 3a0C3ICUCHHS CIIOCTEPEkKEeHOCTI. [ToCTifHMI aymuT Mepex 3B’SI3KYy 3
METOI0 BUSIBJICHHS! TXHBOI BPa3jMBOCTI Ta MOXIIMBHX 3arpo3 3a0e3redye BUSIBJICHHS ClIa0KOi JIaHKH. A piBEHb
3aXHIICHOCTI C1a0KOT JJAHKK BU3HAYaE, BPELITI PELLT, piBeHb iHPOpMaLiiHOT O€31eKH B LILIOMY.

3. TenexkomyHikamiiiHi Mepeki pO3BHMBAIOTBCA B OIK YHIBEpPCAIBHOCTI, MyJbTHCepBicHOCTI. [Ipn npomy
KIJIBKICTB 1 SIKICTh TEJIEKOMYHIKaliiHUX MOCITYT HEBIMHHO 3pocTae. € Jiesiki 0co0IMBOCTI B 3a71a4i pO3MOALUTY CHCTEM
3aXHCTy y Mepekax HactynHoro nokomiHHs (NGN), B sKHX Ha MEpeXHOMY piBHI nependadaeThes 3acTocyBaHHs [P-
opieHTOBaHHX MpoToKoNiB. B NGN BUIUISIOTE MIapy (IUIOIIMHHY): IIap aOOHEHTCHKOTO TOCTYITY, IO 0a3yeThes Ha
TPHOX CEPEOBHIINAX TIepeTaBaHHI — METaJICBOMY KaOeli, OIITOBOJIOKHI i pajiokaHajax; Iap KOMyTaiii, — KOMyTartii
KaHaJIiB Yi KOMYTaI[il IAKEeTiB; [Iap TPAHCIIOPTHOTO PIBHI 3 MPOTPAMHUM YIIPABIIHHAM, MOOyA0BaHuit Ha Softswitch
— MpOTrpaMHHUX KOMYTaTopax 3a TexHojoriero IP; map iHTerneKTyalpHHX MOCIYT Ta Pi3SHOMAaHITHOTO CEpBICY; mIap
excruryarariitHoro ynpaBimiHHA. CtBopeHHS B NGN (akTHYHOTO €IMHOTO IICHTPAJi30BAHOTO EKCIUTyaTaI[iifHOTO
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Bonooumup Kononosuu, Muxona Tapoackin, Temana Tapoackina

VIOpaBIiHHSA MEPEXE TOCTPO CTaBUTH mpobiemu iH(opmariiiHoi 6e3mekn. NGN — me Mepexa, fKa MITPUMYE
MeXaHi3Mu sikocTi obciayroByBanHs (QoS) Ta iHdopmariiiHoi Oe3neku. BinnoBiaHi elneMeHTH BCTAHOBIIIOIOTHCS, B
OCHOBHOMY, B IIapi YIpPaBJiHHA, a KOHTPOJBOBaHI IapaMeTpH BU3HAYAIOTHCS y TPaHCHOPTHIH mepexi [13].
CnaOkuM MicIleM TOKH IO € HHU3bKa 3aXHIIEHICTh MPOTOKONiB curHamizamii mepex I[P. Crammaptu Oe3mexu
CUTHAJIBHOT Mepexi, mo0y10BaHOT Ha OCHOBI IP-TeXHOJIOTIH, 3HAXOASTHCSA Y CTAIIl pO3POOKH.

Ha koxxHOMy piBHI 1 pi3HMX pIBHAX MOXYTh B3a€MOJISATH pi3HI omepatopu. Han mociayramu omeparopa
iHpPaCTPYKTYpH MOKE 3HAXOJUTUCH LIap MOCIYT cepBic-TipoBaiaepa. Po3mois nociiyr Ta MexaHi3MiB Oe3rekn Mae
3a0e3neunTy Oe3neky npu Oynab-sKii B3aeMoii cyO’e€KTiB BIJHOCHH y Mepexi. Maemo 3amady po3nopiay Mociyr
0e3reKy MiX PiBHAMH CTEKY MEPEXXHHUX ITPOTOKOJIIB.

V 3agaua ontumizauii 3araabHUX BUTPAT HA iHGopmaniiiHy Oe3neKky

3ajauy onTHMizalii BUTpaT JOLUIBHO BUPILIYBATH SK YaCTHHY OUIBII 3HAYMMOI 3a/1adi onTuMizauii modyaoBu
cucreMu Oe3neku iHGOpPMAIIHO-TEIEKOMYHIKAIIIHHOT CUCTEMH Ta OLIHKU ii eeKTUBHOCTI. 3ajadya ONTHUMI3allil
no0Oy/10BH cUCTeMH OE3IEeKH € MPOLEAypOI0 BUOOPY pillieHb 1 MPOSKTYBaHHS 3aX0/liB BUKOHAHHS MOJITUKU O€3MeKH
iH(pOpMaIiifHO-TEIeKOMYHIKaLIIHOT CUCTEeMH, sIKi 3a0e3MeuyroTh NPUUHATHUHN piBeHb iH(pOpMAaIiifHOi Oe3neKu mpu
JIonycTUMOMY piBHI BuTpar. KojkHa mocityra Oe3neku Ta MeXaHi3MHU Oe3INeKH, SIKi MOCIyTy peali3yloTh, MOXYTh
BKJIFOUATH JIeKUIbKa piBHIB. UMM BHIE € PiBEHb MOCIYTH, THM IOBHilIe 3a0e3MeuyeThCsl 3aXUCT BiJl IIEBHOTO BHUIY
3arpos.

Jist KOKHOT oydeHol Mociyrn Mae OyTH BH3HAYCHO PiBEHb MOCIYTH, SIKMH HepeadadacThCsi peaizoByBaTH.
Mae OyTH ONHCAaHO MOJITHKY AaHOI TOCIYrH: 3a3HaueHHs O00’€KTiB, O SKUX 3aCTOCOBYETHCS NaHA MOCIyTa, i
TIPaBWJI, BIAIOBIAHO 10 IKUX MalOTh (PYHKLIOHYBAaTH MEXaHI3MH, 10 PEaTi30BYIOTh MOCIYTY.

[Tpu nocraHoBI 331a4i ONTUMI3ALIT CIIiJl BpaXyBaTH Taki (PakTOpH: IHTErpalibHOT OLIHKH PIBHS 3aXHUILEHOCTI Ha
CHOTOJIHI e He C(OPMOBAHO, ajie MOXKIIMBO BU3HAYHUTH PiBHI, IO 3a0€3MeUyIOTHCS KOXKHOI KOHKPETHOIO TOCITYTOI0
a00 MexaHi3MOM O€3MeKH; He BCI MOKa3HUKK PIBHS 3aXUIIICHOCTI MAIOTh KITBKICHI OIIHKH, TOKa3HHUKH, K1 3aJIC)KATh
BiJI aHTPOIOT€HHHMX BIUIMBIB, 3A€OUIBIIOrO MAalOTh SIKICHI OLIHKH y TOPSAKOBHX IIKaJIaX, 3400yTHX METOJI0OM
EKCIIEPTHOTO ONMTYBAHHS; MIOKa3HUKU 3aXUILEHOCTI SBISIOTH COOOI0 CHCTEMY B3a€MO3B’SI3aHUX 1 B3a€MO3ANICKHUX
KOMITOHEHTIB; 10 HOMEHKJIaTypHU MIOKa3HHUKIB OKPIM ITOKa3HMKIB 3aXUIIEHOCTI AOIIBHO 3aJIyYHTH MOKa3HUKH SKOCTI
iH(pOpMAIlIHHO-TEIICKOMYHIKAI[IfHOT cUcTeMu (Taki, SK HAifHICTh, 3aBaJOCTIMKICTh, ITOKAa3HUKH JIOCTaBKH
MOBiJJOMJICHb TOII[0); EKOHOMIYHA YaCTHHA LUILOBHX (YHKIIH Ma€ 3a1aBaTHCh, BUXOJSIYU 3 TPHHIMITY PO3YMHOI
JIOCTAaTHOCTI, II0 BUTpPATH Ha iH(opMaliiiHy Oe3neKky B ; MaloTh OyTH MEHII 3a MOXITUBI 30UTKH B3 3a peamizarii
3arpos: By < Bj.

BpaxoByroun cka3zaHe, 3aaqy MOXKHa 3BECTH IO 3a7adi OaraTOKpUTEpiaJbHOTO BHOOPY, SKa JaBHO 1 YCITIITHO
BUPILIYETHCS U OKPEMHX BHIIB BUPOOIB MPH OLIHIN SIKOCTI MpoMucioBoi npoxaykii [14]. Tlopsmokx po3s’sBKy
3amavi Takuid: BHOIpP TOKAa3HMKIB 3aXWIICHOCTI Ta SKOCTI CHCTEMH, PO3poOKa METOAWK OLIHKH MOKAa3HHUKIB
3aXHIICHOCTI 1 SKOCTI CHCTEMH; OLiHKa MOKa3HHMKIB 3aXWIIEHOCTi i mo0yJoBa MaTpuili NOKa3HHKIB AJSl PI3HUX
BapiaHTIB PO3MOALIY MOCIYT MO CUCTEMI; BHOIp ONTHMAIBHOTO BapiaHTy HA OCHOBI pO3B’sI3aHHSI 3a/1a4i ONTHMI3aIlil
OJTHUM 13 METO/IIB, MPUMIPOM METOJOM BEKTOpPHOI onTuMi3zariii [15].

ExoHOMIYHI TOKa3HMKHM MaloTh BpPaxOBYBaTH 3arajibHi BUTPATH, BKJIIOYAIOYM BAPTICTh NMPHUIOAHHS, MOHTaXY
(iHcTaysmii) i TexHIYHOI eKcrutyaTanii 3aco0y 3axucTy. Y BapiaHTi pO3MOJUTYy MOCIYr OE3NEeKH MK MPUKIaTHAM
piBHEM 1 IHIIMMHM PIBHSIMHM 3aralibHi BUTpaTH Ha iH(popManiiiHy Oe31eKy MOKyTh OyTH 0OUMCIIeH] 32 BUPA30M

M I M
By =28,0,)+>2.B,0,), (1)
m=1 i=l m=1
Jie m — 1HIeKC MexaHismy Oesneku, m=1...M, M — KiIbKICTh MeXaHi3MiB Oe3mneku; B, (I, ) — Bemu4nHA BUTpAT HA
peaiizamito m-ro MexaHi3My Oe3NeKd 3 TMOKa3HHKOM 3axHIIeHocTi /,,. [ — iHmekc piBast moxeni BBC, I=1...1, [ —
KUTBKICTh PiBHIB 32 BHHSATKOM TPHUKIATHOTO PiBHSA; B, (l;, ) — BeNWYMHA BUTPAT HA peajli3allilo m-To MeXaHi3My
Oe3meKu Ha piBHI / 3 TOKa3HUKOM 3aXHIIEHOCTI /.
YV BapiaHTI PO3MOALTY HOCIYT OE3MEeKH MK MPHUKIHIEBUMH IyYHKTaMH i By3JaMH MEpEeXi 3arajbHi BUTPATH Ha
iHpopMalliliHy 0e3nexy B 5 MOXKYTh OyTH OOUHUCIICHI 32 BUPa30M

M J M
m=1 Jj=l m=1
ne N — KiJbKIiCTh MPUKIHIIEBUX ITYHKTIB, } — KUIBKICTh BY3JIiB Mepexi, j — iHAEKC OJIOKY By3na Mepexi, j=1...J, J —
KUIBKICTB OJIOKIB Ha BY3JIi.
[Mpunycrumo, o npu nepeHoci 3aco6iB 3aXUCTY 3 MPUKIHIEBOTO MYHKTY Y BY3JIM MEpexKi 3arajibHa 3aXHUILCHICTh
HE 3MIHIOEThCS 1 HE YTBOPIOIOTHCS HOBI KaHAJIM HECAHKI[IOHOBAaHOTO AOCTymy. Tomi 3 (2) BUIUIMBAE, MO 3araibHi
BUTPATH MOXKYTh 3MEHIIUTUCH, 60 V'<N. AJie MUTaHHS 3aJIEKHOCTI 3aXUIIEHOCTI Bl IepepO3MOIiTy 3ac00iB 3aXHCTy
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IIPO TAPAHTII 3AXUIIIEHOCTI IHOOPMAILIT

Yy MepeKi BUMarae MoJaIbIIoro TOCTiIKSHHSI.
VI BucHoBkHu

JleTaJIbHO pO3MIISTHYTO PO3IIOJIUT TOCIYT OE3MeKH 3a PiBHAMH MOZEII apXiTeKTypy B3a€EMOJIIT BIIKPUTHX CHCTEM.

ITpu dpopmyBaHHI QyHKIIOHAIBEHOTO MPOQIII0 3aXUIIEHOCT] iHQOpMaLiHHO-TEIEKOMYHIKaliHHIX CHCTEM MOXKHA
BUJIUINTH TPynH (QYHKIIOHAIBHUX MOCIYr OE3MeKu: 3araibHi MOCIYyTH, sKi MaloTh OyTH peajii3oBaHi I103a
iH(OpMAIIIIfHO-TEIIEKOMYHIKAI[IITHOI0 CHCTEMOIO; TIOCIIYTH, SIKi IIOBUHHI OYTH PO3IIOAITICHI, CKOPIII piBHOMIPHO, IO
iH(ppacTpyKTYypi iH(OpPMAIIIHO-TEIEKOMYHIKAIIIHOI CHCTEMH;, TIIOCIYTH “‘KOMIICHCAIiifHOTO” THmy (Taki sK
KOH(IAEHIIHICTE 1 IUTICHICTD), AN AKAX NiCHA ITOCTaHOBKA MPOOIEMH ONTHUMAIBFHOTO PO3MONLTY (QYHKIIA Mik
MPUKIHIIEBUMH ITyHKTaMHU Ta iHPPACTPYKTYPOIO CHCTEMH.

[Mpobnema po3moxiny ¢GyHKIiH Ta MexaHi3MIB Oe3rnekn B iH(oOpMalifHO-TENIEKOMYHIKAIMHIUX CUCTEMAax
BUMarae noJajblIuX JOCTIDKEHb Y YacTHHI ()OPMYBaHHS HOMEHKJIATYPH ONTUMAJIbHUX MOKAa3HUKIB XapaKTEPUCTUK
CHCTEMHU SIK MOYAaTKOBHMX NAHMX JUIS aHajl3y, PO3POOKM NMPAKTUYHUX METOJIUK OLIHKHM MOKAa3HMKIB, BU3HAYCHHS
3aJICKHOCTI BHUTpPAT HA CUCTEMY OC3ICKH BiJ PIBHS 3aXHUINECHOCTI TOMIO, a TAKOX YJIOCKOHAJICHHS MPAKTHYHHUX
METOJIMK OLIIHKU BTPAT BiJ peaiizanii 3arpo3 indopmariiiniii 6e3neri.
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INIPO 'APAHTI BAXUIIEHOCTI IHGOPMAIIII

Anamoninu Anmoniwk, Bikmop Kopa*, Bimaniii Mocmoeoui*, Cepeii Ilycmosim**
Axaoemia IIC Vkpainu

*ITncmumym npoepamuux cucmem HAHY

**HHJ[L] ob6oponHux mexnonoeii i 60eHHOi be3neku Ykpainu

Anomayis: BUBYAa€TbC OJHA 3 rPyN KPUTePiiB HOPMATHBHUX AOKYMEHTIB CHCTEMHM TEeXHi4YHOI'0 3aXHCTy
indopmanii — kpurepii rapanriii. Posrisigalorscs nuranns ix gopmadizanii Ta nponoHyerTbes miaxin mono
OLiHKY PiBHSI 3aXMIIEHOCTi KOMII'IOTEPHUX CHCTEM i BapTocTi peasizauii cucreM 3axucry.

Summary: The assurance criteria group of normative documents of technical information protection system
is analyzed. The problems of their formalization are considered. The approach to estimation of
protectability level of computer systems and protection systems realization cost is also given.

Kniouoei cnosa: Komm’otepna cucrema, rapaHTii, BUMora, Jis.

I Beryn
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